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Abst ract

Thi s docunent describes the issues surrounding the use of IPv6 site-
| ocal unicast addresses in their original form and formally
deprecates them This deprecation does not prevent their continued
use until a replacenent has been standardi zed and i npl enent ed.

1. Introduction

For some time, the I Pv6 working group has been debating a set of

i ssues surrounding the use of "site local" addresses. In its neeting
in March 2003, the group reached a neasure of agreenent that these

i ssues were serious enough to warrant a replacenent of site |oca
addresses in their original form Al though the consensus was far
from unani mous, the working group confirnmed in its meeting in July
2003 the need to document these issues and the consequent decision to
deprecate I Pv6 site-local unicast addresses.

Site-local addresses are defined in the | Pv6 addressing architecture
[ RFC3513], especially in section 2.5.6.

The remai nder of this docunent describes the adverse effects of

site-local addresses according to the above definition, and formally
deprecates them
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Conpani on docurents will describe the goals of a replacenent solution
and specify a replacenment solution. However, the fornmal deprecation
al | ows existing usage of site-local addresses to continue until the
repl acenent is standardi zed and i npl enent ed.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. Adverse Effects of Site Local Addresses

Di scussions in the I Pv6 working group outlined several defects of the
current site |local addressing scope. These defects fall in two broad
categories: anbiguity of addresses, and fuzzy definition of sites.

As currently defined, site | ocal addresses are anbi guous: an address
such as FECO::1 can be present in nmultiple sites, and the address
itself does not contain any indication of the site to which it

bel ongs. This creates pain for devel opers of applications, for the
designers of routers and for the network managers. This pain is
conpounded by the fuzzy nature of the site concept. W will devel op
the specific nature of this pain in the follow ng section

2.1. Devel oper Pain, Scope ldentifiers

Early feedback from devel opers indicates that site |ocal addresses
are hard to use correctly in an application. This is particularly
true for multi-homed hosts, which can be simnultaneously connected to
multiple sites, and for nobile hosts, which can be successively
connected to multiple sites.

Applications would | earn or remenber that the address of some
correspondent was "FECO:: 1234:5678: 9ABC', they would try to feed the
address in a socket address structure and issue a connect, and the
call will fail because they did not fill up the "site identifier"
variable, as in "FECO::1234:5678: 9ABCY4d". (The use of the %
character as a delimter for zone identifiers is specified in
[SCOPING .) The problemis conpounded by the fact that the site
identifier varies with the host instantiation, e.g., sonetines % and
sonetines %2, and thus that the host identifier cannot be renmenbered
in menory, or learned froma name server.

In short, the devel oper pain is caused by the anbiguity of site |oca

addresses. Since site-local addresses are ambi guous, application
devel opers have to nmanage the "site identifiers" that qualify the
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addresses of the hosts. This nanagenent of identifiers has proven
hard to understand by devel opers, and also hard to execute by those
devel opers who understand the concept.

2.2. Devel oper Pain, Local Addresses

Sinple client/server applications that do share | P addresses at the
application layer are nade nore conplex by IPv6 site-loca
addressing. These applications need to nake intelligent decisions
about the addresses that should and shouldn’t be passed across site
boundaries. These decisions, in practice, require that the
applications acquire some know edge of the network topology. Site
| ocal addresses may be used when client and server are in the sane
site, but trying to use themwhen client and server are in different
sites may result in unexpected errors (i.e., connection reset by
peer) or the establishnent of connections with the wong node. The
robustness and security inplications of sending packets to an
unexpected end-point will differ fromapplication to application

Multi-party applications that pass | P addresses at the application

| ayer present a particular challenge. Even if a node can correctly
determ ne whether a single renpte node bel ongs or not to the loca
site, it will have no way of knowi ng where those addresses may
eventually be sent. The best course of action for these applications
m ght be to use only gl obal addresses. However, this would prevent
the use of these applications on isolated or internmttently connected
networ ks that only have site-local addresses avail able, and m ght be
inconpatible with the use of site-local addresses for access contro
in some cases

In sunmary, the anbiguity of site |ocal addresses |eads to unexpected
appl i cation behavi or when application payl oads carry these addresses
outside the local site.

2.3. Manager Pain, Leaks

The managenent of | Pv6 site |ocal addresses is in many ways sinilar
to the managenent of RFC 1918 [ RFC1918] addresses in sone |Pv4

networks. In theory, the private addresses defined in RFC 1918
shoul d only be used locally, and should never appear in the Internet.
In practice, these addresses "leak". The conjunction of |eaks and

anbi guity ends up causi ng nmanagenent probl ens.

Nanmes and literal addresses of "private" hosts leak in mail nessages,
web pages, or files. Private addresses end up being used as source
or destination of TCP requests or UDP nessages, for exanple in DNS or
trace-route requests, causing the request to fail, or the response to
arrive at unsuspecting hosts.

Hui tema & Carpenter St andards Track [ Page 3]



RFC 3879 Deprecating Site Local Addresses Sept enber 2004

The experience with RFC 1918 addresses al so shows sonme non trivial
| eaks, besides placing these addresses in | P headers. Private
addresses al so end up being used as targets of reverse DNS queries
for RFC 1918, usel essly overloading the DNS infrastructure. In
general, nany applications that use | P addresses directly end up
passing RFC 1918 addresses in application payl oads, creating
confusion and failures.

The | eakage issue is largely unavoi dable. Wile some applications
are intrinsically scoped (e.g., Router Advertisenent, Nei ghbor

Di scovery), nost applications have no concept of scope, and no way of
expressing scope. As a result, "stuff |eaks across the borders”

Si nce the addresses are anbi guous, the network managers cannot easily
find out "who did it". Leaks are thus hard to fix, resulting in a

|l ot of frustration.

2.4. Router Pain, Increased Conplexity

The anmbiguity of site |ocal addresses also creates conplications for

the routers. 1In theory, site | ocal addresses are only used within a
contiguous site, and all routers in that site can treat themas if
they were not anbiguous. |In practice, special nechanisns are needed
when sites are disjoint, or when routers have to handl e severa
sites.

In theory, sites should never be disjoint. |In practice, if site

| ocal addressing is used throughout a | arge network, some el enments of
the site will not be directly connected for exanple, due to network
partitioning. This will create a denand to route the site-loca
packets across sone internediate network (such as the backbone area)
that cannot be dedicated for a specific site. |In practice, this

| eads to an extensive use of tunneling techniques, or the use of
multi-sited routers, or both.

Anbi guous addresses have fairly obvious consequences on nulti-sited
routers. In classic router architecture, the exit interface is a
direct function of the destination address, as specified by a single
routing table. However, if a router is connected to multiple sites,
the routing of site |ocal packets depends on the interface on which
the packet arrived. Interfaces have to be associated to sites, and
the routing entries for the site | ocal addresses are site-dependent.
Supporting this requires special provisions in routing protocols and
techni ques for routing and forwarding table virtualization that are
normal |y used for VPNs. This contributes to additional conplexity of
router inplenentation and managenent .
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Net wor k managenent conplexity is also increased by the fact that
though sites coul d be supported using existing routing constructs--
such as domai ns and areas--the factors driving creation and setting
the boundaries of sites are different fromthe factors driving those
of areas and domai ns.

In multi-homed routers, such as for exanple site border routers, the
forwardi ng process should be conplenmented by a filtering process, to
guarantee that packets sourced with a site |ocal address never |eave
the site. This filtering process will in turn interact with the
forwardi ng of packets, for exanple if inplenmentation defects cause
the drop of packets sent to a global address, even if that gl oba
address happen to belong to the target site.

In summary, the anbiguity of site |ocal addresses makes them hard to
manage in nulti-sited routers, while the requirement to support
disjoint sites and existing routing protocol constructs creates a
demand for such routers.

2.5. Siteis an IIl-Defined Concept

The current definition of scopes follows an idealized "concentric
scopes" nodel. Hosts are supposed to be attached to a |ink, which
belongs to a site, which belongs to the Internet. Packets could be
sent to the sane link, the same site, or outside that site. However,
experts have been arguing about the definition of sites for years and
have reached no sort of consensus. That suggests that there is in
fact no consensus to be reached.

Apart fromlink-local, scope boundaries are ill-defined. Wat is a
site? Is the whole of a corporate network a site, or are sites
limted to single geographic |ocations? Many networks today are split
between an internal area and an outside facing "DWVZ", separated by a
firewall. Servers in the DVZ are supposedly accessible by both the
internal hosts and external hosts on the Internet. Does the DV
belong to the sane site as the internal host?

Dependi ng on whom we ask, the definition of the site scope varies.
It may map security boundaries, reachability boundaries, routing
boundari es, QOS boundaries, adm nistrative boundaries, funding
boundari es, sonme other kinds of boundaries, or a conbination of
these. It is very unclear that a single scope could satisfy al
these requirenents.

There are sonme well known and inportant scope-breaking phenonena,
such as intermttently connected networks, nobile nodes, nobile
networ ks, inter-domain VPNs, hosted networks, network nerges and
splits, etc. Specifically, this nmeans that scope *cannot* be mapped
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into concentric circles such as a naive |ink/local/global nodel.
Scopes overlap and extend into one another. The scope relationship
bet ween two hosts may even be different for different protocols.

In sunmary, the current concept of site is naive, and does not map
operational requirenents.

3. Devel opnent of a Better Alternative

The previous section reviewed the argunents agai nst site-loca
addresses. (Obviously, site |ocals also have sone benefits, without
whi ch they woul d have been renoved fromthe specification | ong ago.
The perceived benefits of site local are that they are sinple,
stable, and private. However, it appears that these benefits can be
al so obtained with an alternative architecture, for exanple

[ H nden/ Haber nan], in which addresses are not anbi guous and do not
have a sinple explicit scope.

Havi ng non- anmbi guous address solves a large part of the devel opers
pain, as it renoves the need to manage site identifiers. The
application can use the addresses as if they were regul ar gl oba
addresses, and the stack will be able to use standard techniques to
di scover which interface should be used. Sonme |level of pain wll
remain, as these addresses will not always be reachabl e; however,
applications can deal with the un-reachability issues by trying
connections at a different time, or with a different address.

Specul atively, a nore sophisticated scope mechani sm ni ght be
introduced at a later date.

Havi ng non anbi guous addresses will not elimnate the |eaks that
cause nmanagenent pain. However, since the addresses are not
anbi guous, debuggi ng these | eaks will be much sinpler.

Havi ng non anbi guous addresses will solve a |arge part of the router

i ssues: since addresses are not anbi guous, routers will be able to
use standard routing techniques, and will not need different routing
tables for each interface. Some of the pain will remain at border
routers, which will need to filter packets from some ranges of source
addresses; this is however a fairly conmon function.

Avoiding the explicit declaration of scope will renobve the issues
linked to the anbiguity of the site concept. Non-reachability can be
obtai ned by using "firewalls" where appropriate. The firewall rules
can explicitly acconmmodate various network configurations, by
accepting of refusing traffic to and fromranges of the new non-

anbi guous addresses.
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One question remains, anycast addressing. Anycast addresses are

anbi guous by construction, since they refer by definition to any host
that has been assigned a given anycast address. Link-local or globa
anycast addresses can be "baked in the code". Further study is
required on the need for anycast addresses with scope between I|ink-

| ocal and gl obal

4. Deprecation

Thi s docunent formally deprecates the I Pv6 site-local unicast prefix
defined in [ RFC3513], i.e., 1111111011 binary or FECO::/10. The
speci al behavior of this prefix MJST no | onger be supported in new

i mpl ementations. The prefix MJST NOT be reassigned for other use
except by a future | ETF standards action. Future versions of the
addressing architecture [RFC3513] will include this information

However, router inplenentati ons SHOULD be configured to prevent
routing of this prefix by default.

The references to site | ocal addresses should be renmpbved as soon as
practical fromthe revision of the Default Address Sel ection for
Internet Protocol version 6 [ RFC3484], the revision of the Basic
Socket Interface Extensions for |Pv6e [RFC3493], and fromthe revision
of the Internet Protocol Version 6 (lIPv6) Addressing Architecture

[ RFC3513]. Incidental references to site |ocal addresses should be
renoved from ot her | ETF docunents if and when they are updated

These documents include [ RFC2772, RFC2894, RFC3082, RFC3111, RFC3142,
RFC3177, and RFC3316].

Exi sting inplenmentations and depl oyments MAY continue to use this
prefi x.

5. Security Considerations

The use of anbi guous site-local addresses has the potential to
adversely affect network security through | eaks, anbiguity and
potential msrouting, as docunented in section 2. Deprecating the
use of ambi guous addresses hel ps sol ving many of these probl ens.

The site-local unicast prefix allows for sone blocking action in
firewall rules and address selection rules, which are commonly vi ewed
as a security feature since they prevent packets crossing

adm ni strative boundaries. Such blocking rules can be configured for
any prefix, including the expected future replacenment for the site-

| ocal prefix. |If these blocking rules are actually enforced, the
deprecation of the site-local prefix does not endanger security.
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6.

8.

8.

8.

| ANA Consi der ati ons

I ANA is requested to mark the FECO::/10 prefix as "deprecated”,
pointing to this docunent. Reassignnent of the prefix for any usage
requires justification via an | ETF Standards Action [ RFC2434].
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