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Abstract

Thi s docunent describes a control for the Lightweight Directory
Access Protocol version 3 that is used to return a subset of
attribute values froman entry. Specifically, only those val ues that
match a "values return" filter. Wthout support for this control, a
client must retrieve all of an attribute's values and search for
specific values locally.

1. Introduction

When reading an attribute froman entry using the Lightweight
Directory Access Protocol version 3 (LDAPv3) [2], it is normally only
possible to read either the attribute type, or the attribute type and
all its values. It is not possible to selectively read just a few of
the attribute values. [If an attribute holds nany val ues, for
exanple, the userCertificate attribute, or the subschema publishing
operational attributes objectd asses and attributeTypes [3], then it
may be desirable for the user to be able to selectively retrieve a
subset of the values, specifically, those attribute values that match
some user defined selection criteria. Wthout the control specified
in this document, a client nust read all of the attribute’ s val ues
and filter out the unwanted val ues, necessitating the client to

i npl ement the matching rules. It also requires the client to
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potentially read and process many irrel evant val ues, which can be
inefficient if the values are |large or conplex, or there are many
val ues stored per attribute.

Thi s docunent specifies an LDAPv3 control to enable a user to return
only those values that matched (i.e., returned TRUE to) one or nore
el ements of a newy defined "values return" filter. This control can
be especially useful when used in conjunction with extensible

mat ching rul es that match on one or nore conponents of conpl ex binary
attribute val ues

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14, RFC 2119 [4].
2. The valuesReturnFilter Contro

The val uesReturnFilter control is either critical or non-critical as

determined by the user. 1t only has meaning for the Search
operation, and SHOULD only be added to the Search operation by the
client. |If the server supports the control and it is present on a

Search operation, the server MJST obey the control, regardl ess of the
value of the criticality flag.

If the control is marked as critical, and either the server does not
support the control or the control is applied to an operation other
than Search, the server MJST return an unavail abl eCriti cal Ext ensi on
error. |f the control is not marked as critical, and either the

server does not support the control or the control is applied to an
operation other than Search, then the server MJST ignore the control

The object identifier for this control is 1.2.826.0.1.3344810. 2. 3.
The control Value is an OCTET STRING whose value is the BER encodi ng

[6], as per Section 5.1 of RFC 2251 [2], of a value of the ASN. 1 [5]
type Val uesReturnFilter.

Val uesReturnFilter ::= SEQUENCE O SinpleFilterltem

SinpleFilterltem::= CHO CE {
equal i tyMat ch [3] AttributeVal ueAsserti on,
substrings [4] SubstringFilter,
greaterOrEqual [5] AttributeVal ueAssertion,
| essOr Equal [6] AttributeVal ueAsserti on,
pr esent [7] AttributeDescription,
appr oxMat ch [8] AttributeVal ueAsserti on,

ext ensi bl eMatch [9] Si npl eMat chi ngAssertion }
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Si npl eMat chi ngAssertion :: = SEQUENCE {
mat chi ngRul e [1] Mat chi ngRul el d OPTI ONAL
type [2] AttributeDescription OPTI ONAL
--- at |l east one of the above nust be present
mat chVal ue [3] AssertionVal ue}

Al'l the above data types have their standard neanings as defined in

[2].

If the server supports this control, the server MJST nake use of the
control as follows:

1) The Search Filter is first executed in order to deternine which
entries satisfy the Search criteria (these are the filtered
entries). The control has no inpact on this step

2) If the typesOnly paraneter of the Search Request is TRUE, the
control has no effect and the Search Request is processed as if
the control had not been specified.

3) If the attributes paranmeter of the Search Request consists of a
list containing only the attribute with QD "1.1" (specifying that
no attributes are to be returned), the control has no effect and
the Search Request is processed as if the control had not been
speci fi ed.

4) For each attribute listed in the attributes paranmeter of the
Search Request, the server MJUST apply the control as follows to
each entry in the set of filtered entries:

i) Every attribute value that eval uates TRUE agai nst one or nore
el ements of the ValuesReturnFilter is placed in the
correspondi ng SearchResul t Entry.

ii) Every attribute value that eval uates FALSE or undefi ned
against all elements of the ValuesReturnFilter is not placed
in the corresponding SearchResultEntry. An attribute that has
no values selected is returned with an enpty set of val ues.

Note. |If the AttributeDescriptionList (see [2]) is enpty or
conprises "*", then the control MJST be applied agai nst every user
attribute. |If the AttributeDescriptionList contains a "+", then the
control MJST be applied against every operational attribute.
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3.

Rel ati onship to X 500

The control is a superset of the matchedVal uesOnly (MO bool ean of
the X. 500 Directory Access Protocol (DAP) [8] Search argunent, as
anended in the latest version [9]. C ose exam nation of the

mat chedVal uesOnly bool ean by the LDAP Extensions (LDAPEXT) WbrKking
Group reveal ed anbiguities and conplexities in the MO bool ean t hat
could not easily be resolved. For exanple, it was not clear if the
MVO bool ean governed only those attribute values that contributed to
the overall truth of the filter, or all of the attribute values, even
if the filter itemcontaining the attribute was eval uated as fal se.
For this reason the LDAPEXT group decided to replace the MVO bool ean
with a sinple filter that renoves any uncertainty as to whether an
attribute val ue has been selected or not.

Rel ati onship to other LDAP Controls

The purpose of this control is to select zero, one, or nore attribute
val ues from each requested attribute in a filtered entry, and to
discard the renmainder. Once the attribute val ues have been di scarded
by this control, they MJST NOT be re-instated into the Search results
by ot her controls.

This control acts independently of other LDAP controls such as server
side sorting [13] and duplicate entries [10]. However, there might
be interactions between this control and other controls so that a
different set of Search Result Entries are returned, or the entries
are returned in a different order, dependi ng upon the sequencing of
this control and other controls in the LDAP request. For exanple,
with server side sorting, if sorting is done first, and value return
filtering second, the set of Search Results may appear to be in the
wong order since the value filtering may renove the attribute val ues
upon which the ordering was done. (The sorting document specifies
that entries without any sort key attribute val ues should be treated
as coming after all other attribute values.) Simlarly with
duplicate entries, if duplication is perforned before val ue
filtering, the set of Search Result Entries nay contain identica
duplicate entries, each with an enpty set of attribute val ues,
because the value filtering renoved the attribute val ues that were
used to duplicate the results.

For these reasons, the ValuesReturnFilter control in a SearchRequest
SHOULD precede other controls that affect the nunmber and ordering of
Sear chResul t Entrys
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5.

Exanpl es

Al'l entries are provided in an LDAP Data | nterchange Format
(LDIF)[11].

The string representation of the valuesReturnFilter in the exanples
bel ow uses the following ABNF [ 15] notati on:

val uesReturnFilter = "(" 1*sinpleFilterltem™")"
simpleFilterltem="(" item")"

where itemis as defined bel ow (adapted from RFC2254 [14]).

item = sinple / present / substring / extensible
siml e = attr filtertype val ue
filtertype = equal / approx / greater / less
equal = "="
appr ox = "=
greater = ">="
| ess = "<="
ext ensi bl e = attr [":" matchingrule] ":=" value
[ ":" matchingrule ":=" val ue
pr esent = attr "=*"
substring = attr "=" [initial] any [final]
initial = val ue
any = "*" *(value "*")
final = val ue
attr = AttributeDescription fromSection 4.1.5 of [1]
mat chi ngrul e = MatchingRuleld from Section 4.1.9 of [1]
val ue = AttributevValue from Section 4.1.6 of [1]

1) The first exanple shows how the control can be set to return al
attribute values fromone attribute type (e.g., tel ephoneNunber)
and a subset of values fromanother attribute type (e.g., mil).

The entries bel ow represent organi zati onal Person object cl asses
| ocat ed sonewhere beneath the distingui shed nane dc=ac, dc=uk

dn: cn=Sean Mul | an, ou=peopl e, dc=sun, dc=ac, dc=uk
cn: Sean Millan

sn: Mull an

obj ect d ass: organi zati onal Person

obj ect d ass: person

obj ect d ass: inetOrgPerson

mai |l : sean. mul |l an@otmail . com

mai | : mul | an@ast. sun. com

t el ephoneNunber: + 781 442 0926

t el ephoneNunber: 555-9999
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dn: cn=Davi d Chadwi ck, ou=i si, o=sal ford, dc=ac, dc=uk
cn: David Chadw ck

sn: Chadwi ck

obj ect O ass: organi zati onal Person

obj ect d ass: person

obj ect d ass: inet O gPerson

mai | : d.w. chadwi ck@al ford. ac. uk

An LDAP search operation is specified with a baseChject set to the DN
of the search base (i.e., dc=ac,dc=uk), a subtree scope, a filter set
to (sn=mullan), and the list of attributes to be returned set to

"mai |, tel ephoneNunber” or "*". In addition, a ValuesReturnFilter
control is set to ((mail=*hotrail.comn (tel ephoneNunber=*)).

The search results returned by the server would consist of the
following entry:

dn: cn=Sean Mul | an, ou=peopl e, dc=sun, dc=ac, dc=uk
mai |l : sean. mul | an@ot mai | . com

t el ephoneNunber: + 781 442 0926

t el ephoneNunber: 555-9999

Note that the control has no effect on the values returned for the
"t el ephoneNunber” attribute (all of the values are returned), since
the control specified that all values should be returned.

2) The second exanpl e shows how one nmight retrieve a single attribute
type subschenma definition for the "gunk" attribute with QD
1.2.3.4.5 fromthe subschena subentry.

Assunme the subschema subentry is held below the root entry with DN
cn=subschema subentry, o=nyorg and this holds an attributeTypes
operational attribute holding the descriptions of the 35 attributes
known to this server (each description is held as a single attribute
val ue of the attributeTypes attribute).

dn: cn=subschenma subentry, o=nyorg
cn: subschema subentry
obj ect d ass: subschema
attributeTypes: ( 2.5. NAME ' cn’ SUP nane )
attributeTypes: ( 2.5. NAME ' ¢’ SUP nane S| NG.E- VALUE )
attributeTypes: ( 2.5.4.0 NAME 'objectC ass’ EQUALITY obj
ectldentifierivatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )
attributeTypes: ( 2.5.18.2 NAME 'nodi fyTi mestanp’ EQUALITY gen
eral i zedTi meMat ch ORDERI NG gener al i zedTi neOr deri nghvat ch SYN
TAX 1.3.6.1.4.1.1466. 115. 121. 1. 24 SI NGLE- VALUE NO USER-

MODI FI CATI ON USAGE directoryQperation )
attributeTypes: ( 2.5.21.6 NAME ’'objectd asses’ EQUALITY obj

4.3
4.6
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ectldentifierFirstConponent Mat ch SYNTAX 1. 3.
6.1.4.1.1466.115.121. 1. 37 USAGE directoryQperation )
attributeTypes: ( 1.2.3.4.5 NAME ’'gunk’ EQUALITY casel gnor eMat
ch SUBSTR casel gnor eSubstri ngsMat ch SYNTAX 1. 3.
6.1.4.1.1466.115.121. 1. 44{64} )
attributeTypes: ( 2.5.21.5 NAME 'attributeTypes’ EQUALITY obj
ectldentifierFirstConponent Mat ch SYNTAX 1. 3.
6.1.4.1.1466. 115.121. 1. 3 USAGE directoryQperation )

pl us another 28 - you get the idea.

The user creates an LDAP search operation with a baseObject set to
cn=subschema subentry, o=nyorg, a scope of base, a filter set to

(obj ect d ass=subschenmn), the list of attributes to be returned set to
"attributeTypes”, and the ValuesReturnFilter set to
((attributeTypes=1.2.3.4.5))

The search result returned by the server woul d consist of the
follow ng entry:

dn: cn=subschema subentry, o=nyorg

attributeTypes: ( 1.2.3.4.5 NAMVE 'gunk’ EQUALITY casel gnor eMat
ch SUBSTR casel gnor eSubstringsMat ch SYNTAX 1. 3.
6.1.4.1.1466. 115. 121. 1. 44{64} )

3) The final exanple shows how the control can be used to match on a
userCertificate attribute value. Note that this example requires
the LDAP server to support the certificateExact Match matching rule
defined in [12] as the EQUALITY matching rule for userCertificate.

The entry bel ow represents a pki User object class stored in the
directory.

dn: cn=Davi d Chadwi ck, ou=peopl e, o=Uni versity of Sal ford, c=gb

cn: David Chadwi ck

obj ect d ass: person

obj ect d ass: organi zati onal Person

obj ect d ass: pki User

obj ect d ass: inet O gPerson

sn: Chadw ck

mai | : d.w chadwi ck@al ford. ac. uk

userCertificate;binary: {binary representation of a certificate with
a serial nunber of 2468 issued by o=truetrust |td, c=gb}
userCertificate;binary: {binary representation of certificate with a
serial nunber of 1357 issued by o=truetrust |td, c=gb}
userCertificate;binary: {binary representation of certificate with a
serial nunber of 1234 issued by dc=certsRus, dc=con}
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An LDAP search operation is specified with a baseChject set to
o=University of Salford, c=gb, a subtree scope, a filter set to
(sn=chadwi ck), and the list of attributes to be returned set to
"userCertificate;binary”". In addition, a ValuesReturnFilter contro
is set to ((userCertificate=1357%0=truetrust Itd, c=gb)).

The search result returned by the server woul d consist of the
followi ng entry:

dn: cn=Davi d Chadwi ck, ou=peopl e, o=Uni versity of Sal ford, c=gb
userCertificate;binary: {binary representation of certificate with a
serial nunber of 1357 issued by o=truetrust |td, c=gb}

6. Security Considerations
Thi s docunent does not prinmarily discuss security issues.

Not e however that attribute values MJST only be returned if the
access controls applied by the LDAP server allow themto be returned,
and in this respect the effect of the ValuesReturnFilter control is
of no consequence.

Note that the ValuesReturnFilter control may have a positive effect
on the depl oynment of public key infrastructures. Certain PK
operations, like searching for specific certificates, becone nore
scal abl e, and nore practical when combined with X 509 certificate
mat ching rules at the server, since the control avoids the

downl oadi ng of potentially |arge nunbers of irrelevant certificates
whi ch woul d have to be processed and filtered locally (which in sone
cases is very difficult to perform.

7. | ANA Consi der ati ons

The Matched Val ues control as an LDAP Protocol Mechanism|[7] has been
regi stered as foll ows:

Subj ect: Request for LDAP Protocol Mechani sm Registration

Obj ect Identifier: 1.2.826.0.1.3344810.2.3

Description: Matched Val ues Contro

Person & email address to contact for further information:
Davi d Chadwi ck <d.w. chadwi ck@al ford. ac. uk>

Usage: Contro

Speci fication: RFC3876

Aut hor/ Change Control ler: |ESG

Coment s: none
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9.

9.

Thi s docunent uses the O D 1.2.826.0.1.3344810.2.3 to identify the
mat chedVal ues control described here. This O D was assigned by
TrueTrust Ltd, under its BSI assigned English/ Wl sh Registered
Conpany nunber [16].
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