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Abstract

The Internet Open Trading Protocol (1OTP) provides a data exchange
format for tradi ng purposes while integrating existing pure paynent
protocols seam essly. This notivates the nmultiple |ayered system
architecture which consists of at |east sone generic | OTP application
core and nultiple specific paynent nodul es.

Thi s docunent addresses a common interface between the | OTP
application core and the paynent nodul es, enabling the
interoperability between these kinds of nodules. Furthernore, such
an interface provides the foundations for a plug-in-mechanismin
actual inplenentations of | OIP application cores.

Such interfaces exist at the Consuners’, the Merchants' and the

Payment Handl ers’ installations connecting the |1 OTP application core
and t he paynent software conponents/|egacy systens.
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I nt roduction

Conmon network technol ogi es are based on standardi zed and establi shed
Internet technol ogies. The Internet technol ogies provide nechani sns
and tools for presentation, application devel opment, network
infrastructure, security, and basic data exchange.

Due to the presence of already installed trading roles’ systens with
their owm interfaces (Internet shop, order nmanagenent, paynent,
billing, and delivery management systens, or financial institute's

| egacy systens), |OTP has been Iimted to the compn externa
interface over the Internet. However, some of these interna
interfaces mght be also standardized for better integration of |IOIP
awar e conmponents with of the existing infrastructure and its cost
effective reuse. For nore information on | OTP, see [IOTP] and

[ | OTPBOCK] .

The typical Payment Handlers (i.e., financial institutes or near-bank
organi zations) as well as Merchants require an | OTP aware application
that easily fits into their existing financial infrastructure. The
Payment Handl er m ght even insist on the reuse of special in-house
solutions for some subtasks of the | OTP aware application, e.g.,
reflecting their cryptography nodul es, gateway interfaces, or

physi cal environment. Therefore, their | OTP aware inpl ementation
really requires such clear internal interfaces

More inportant, consuners demand nodul ari zation and cl ear interna
interfaces: Their |1 OTP application ains at the support of nultiple
payment met hods. Consuners prefer the flexible use of different
seam ess integrating paynent nmethods within one trading application
with nearly identical behavior and user interface. The existence of
a well-defined interface enabl es paynent software devel opers to bolt
on their conponents to other devel oper’s general |OTP Application
Core.

Hans, et al. I nf or mat i onal [ Page 3]



RFC 3867 Payment APl for |OTP Novenber 2004

Initially, this consideration |leads to the two-1evel |ayered view of
the 1OTP software for each role, consisting of:

o0 sone generic | OTP system conponent, the so-called | OTP application
core - providing | OTP based gateway services and generic busi ness
| ogic and

o the trading roles’ specific back-end systens inplenenting the
specific trading transaction types’ functionality.

In order to isolate the changes on the infrastructure, the | OTP
tradi ng application has been three-|ayered:

o the 1 OTP Application Core processes the generic parts of the | OIP
transaction and hol ds the connection to the Internet,

o0 the Existing Legacy System or Existing Paynent Software which
processes the actual transaction type, and particul ar paynent
transaction, and

o the 10TP M ddl e-ware or | OIP Paynent Bridge which glues the other
two possibly inconpatible conponents. It brokers between the
specific interface of the Existing Legacy System and the
standardi zed interfaces of the | OTP Application Core.

As | OTP extends paynent schenmes to a trading scheme, primarily, this
docunent focuses on payment nodules, i.e., the interface between the
| OTP Paynent Bridge and the | OTP Application Core. It provides a
standard net hod for exchangi ng paynent protocol nessages between the
parties involved in a paynent. But, it does not specify any
interface for order or delivery processing.

Such a Paynment Application Progranmers Interface (APlI) nust suit for
a broad range of paynment nmethods: (1) software based |like Credit Card
SET or CyberCoin, (2) chip card based |ike Mndex or CeldKarte, and
(3) mmcries of typical and traditional paynment nethods |ike noney
transfer, direct debit, deposit, wthdrawal, noney exchange and val ue
points. It should support both paynments with explicit consumer
acknow edge and automatic repeated paynents, which have been consumer
approved in advance. For nore information on SET, see [SET].

The foll owi ng di scussion focuses on the Consuner’s point of view and
uses the associated terninology. Wen switching to Merchants’ or
Delivery Handl ers’ |1OTP aware applications, the paynent related
components should be inplicitly renamed by Existing Legacy Systens to
the 1 OTP M ddl e-ware.
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The next two sub-sections describe the general paynent scenario and
several assunptions about the coarsely sketched software components.

Section 2 illustrates the paynent transaction progress and nessage
flow of different kinds of transaction behavior. Sections 3 to 4
provide the details of the APl functions and Section 5 el aborates the
call back interface

1.1. General paynent phases
The foll owi ng table sketches the four |ogical steps of many paynent

schenes. The precedi ng agreenents about the goods, paynent nethod,
purchase amount, or delivery rules are omtted

Payment State Party Exanpl e Behavi or

Mut ual Paynment Handl er Generation of identification
Aut hent i cati on request, solvency request, or
and sSome nonce

Initialization Consumer Responses to the requests and

generati on of own nonce

Aut hori zation Paynment Handl er Generation of the authorization
request (for consuner)

Consurer Agreenent to paynent (by
reservation of the Consumer’s
e- noney)

Payment Handl er Acceptance or rejection of the
agreenent (consumer’s
aut hori zati on response),
generation of the authorization
request (for issuer/acquirer),
and processing of its response

Capture Generation of the capture
request (for issuer/acquirer)
Consurer I s charged

Payment Handl er Accept ance or rejection of the
e-noney, close of the paynent
transaction

Rever sal On rejection (online/delayed):
generation of the reversal data
Consurer Recei pt of the refund
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However, sone payment schemnes:

o limt thenselves to one-sided authentication,

o performoff-line authorization without any referral to any
i ssuer/acquirer,

o apply capture processing in batch node, or

0 do not distinguish between authorization and capture,

o lack an inbound nechanismfor reversals or inplenent a limted
vari ant.

Thi s nodel applies not only to paynents at the typical points of
sal es but extends to refunds, deposits, withdrawal s, electronic
cheques, direct debits, and noney transfers.

1.2. Assunptions

In outline, the I OTP Paynment Bridge processes sone input sequence of
paynment protocol nessages being forwarded by the | OTP Application
Core. It (1) disassenbles the nmessages, (2) maps themonto the
formats of the Existing Paynent Software, (3) assenbles its
responses, and (4) returns another sequence of paynment protoco
messages that is nostly intended for transparent transnission by the
| OTP Application Core to sonme | OTP aware renote party. Nornally,
this process continues between the two parties until the Paynent
Handl er’ s Payment APl signals the payment term nation

Exceptional ly, each system conmponent may signal failures.

The rel ati onshi p between the af orenenti oned conponents is illustrated
inthe following figure. These conponents mght be related to each
other in a flexible n-to-mnanner:

0 One IOTP Application Core may manage nultiple |1 OTP Payment Bridges
and the latter m ght be shared between nmultiple | OTP Application
Cor es.

0 Each Paynent Bridge may nanage multiple Existing Paynent Software
nmodul es and the latter m ght be shared between nultiple Paynent
Bri dges.

o0 Each Existing Paynment Software may manage nultiple payment schenes
(e.g., SET) and the latter m ght be supported by multiple Existing
Payment Software nodules. For nore information on SET see [ SET].

o Each paynent scheme may support nultiple paynent instrunents
(e.g., particular card) or nethods (e.g., Visa via SET) and the
latter m ght be shared by multiple Existing Paynent Software
Conponent s.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

|OTP client (consuner) <--------------- > | OTP server (merchant)
( cont ai ns I nt er net ( cont ai ns
| OTP Application Core) | OTP Application Core)
N N
| | OTP Paynent | | OTP Paynent
| API | API
% %
| OTP Paynment Bridge | OTP Paynment Bridge
N N

| Existing Paynent APls, e.g., |

| SET, Mondex, etc. |

% %
Exi sting Payment Software Exi sting Paynment Software
* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Figure 1: Relationship of the Conponents

The Payment APl considers the follow ng transaction types of Baseline
| OTP:

Basel i ne Purchase,

Basel i ne Refund,

Basel i ne Val ue Exchange,
Basel i ne Wthdrawal, and
Basel i ne (Paynent) Inquiry.

OO0Oo0oo0oo

For nore information on Baseline | OTP, see [IOIP] and [| OTPBOCK] .

First, the authors’ vision of the |I1OTP aware application’s and its
mai n conponents’ capabilities are clarified: On the one hand, the
Payment APl should be quite powerful and flexible for sufficient
connection of the generic and specific components. On the other
hand, the Paynent APl should not be overl oaded with nice-to-haves
bei ng unsupported by Existing Paynent Software.

Despite the strong sinilarities on the processing of successfu
payments, failure resolution and inquiry capabilities differ
extrenely anong different paynment schenes. These aspects may even
vary between different paynent instrunent using the sane paynent
schenes. Additionally, the specific requirenents of Consuners,

Mer chants and Payment Handl ers add variance and conpl exity.
Therefore, it is envisioned that the | OTP Application Core provides
only very basic inquiry mechanisns while conpl ex and paynent scheme
specific inquiries, failure analysis, and failure resolution are
fully deferred to the actual Existing Paynent Software - including
the user interface.
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The 1 OTP Application Core processes paynments transparently, i.e., it
forwards the w apped paynent schenme specific nessages to the

associ ated | OTP Paynent Bridge/ Existing Paynent Software. The

Exi sting Payment Software m ght even use these nessages for inbound
failure resolution. It reports only the final paynent status to the
| OTP Application Core or sonme internediate - might be also final -
status on abnormal interruption

The 1 OTP Application Core inplements the generic and paynent scheme
i ndependent part of the | OTP transaction processing and provides the
sui tabl e user interface. Focusing on paynent rel ated tasks, it

0 manages the registered | OTP Paynment Bridges and provides a
mechanismfor their registration - the latter is omtted by this

docunent .

0 assunes that any | OTP Paynent Bridge is a passive conponent, i.e.,
it strictly awaits input data and generates one response to each
request,

0 supports the paynent negotiation (Consumer: selection of the
actual paynent instrument or nethod; Merchant: sel ection of the
paynent net hods being offered to the Consuner) preceding the
paynent request,

0 requests additional paynment specific support fromthe Existing
Payment Software via the selected and registered the | OTP Paynent
Bri dge,

0o initializes and term nates the Existing Paynent Software via the
| OTP Paynent Bri dge,

0 inquires authentication data (for subsequent request or response)
fromthe Existing Paynent Software, specific authentication
conponent - omitted in this docunent - or Consuner (by a suitable
user interface),

0 supervises the online transaction process and traces its progress,

0 stores the transaction data bei ng exchanged over the IOTP wire -
paynent schene specific data is handled transparently,

0 relates each paynent transaction with multiple paynent paraneters
(1 OTP Transaction ldentifier, Trading Protocol Options, Paynent
I nstrument/ Met hod, O fer Response, | OTP Paynment Bridge, and \Wall et
Identifier, associated renote Parties). The relation mght be
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Hans,

lowered to the party’'s Paynment ldentifier, |OIP Paynent Bridge,
Wallet ldentifier, and the renote parties when the actual paynent
transacti on has been successfully started.

i npl ements a paynent transaction progress indicator,
enabl es the inquiry of pending and conpl eted paynent transactions,

i npl ements generic dialogs, e.g., brand selection, paynent
acknow edge, paynent suspension / cancell ation, receipt

vi sual i zation, basic transaction inquiry, balance inquiry, or
recei pt validation

def ers payment specific processing, supervision, validation, and
error resolution to the Existing Payment Software. It is
expected, that the Existing Paynent Software will try to resolve
many errors first by the extended exchange of Paynent Exchange
messages. The nost significant and visible failures arise from
sudden unavailability or |apses of the |ocal or opposing paynent
component .

supports the invocation of any Existing Paynent Software in an
interactive node, which might be used (1) for the paynment schene
speci fic post-processing of a (set of) paynent transactions, (2)
for the analysis of a paynment instrunment, (3) for the registration
of a new paynent instrument/schene, or (4) re-configuration of a
payment instrunment/schene.

exports call back functions for use by the | OTP Paynent Bridge or
Exi sting Paynment Software for progress indication

addition, the | OTP Application Core

manages the | OTP nessage conponents and | OTP nessage bl ocks
exchanged during the transaction which may be referenced and
accessed during the processing of subsequent nessages, e.g., for
signature verification. |In particular, it stores named Packaged
Content el ements exchanged during payments

manages several kinds of identifiers, i.e., transaction, nessage,
conmponent, and bl ock identifiers,

i mpl ements a nmessage cachi ng mechani sm
detects time-outs at the protocol and APl |level reflecting the
conmmuni cation with both the 10OTP aware renpte party and the

Payment APl aware | ocal periphery, e.g., chip card (reader) nay
raise tinme-outs.
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However, the | OTP Paynent Bridge and Existing Paynment Software do not
have to rely on all of these I OTP Application Core’s capabilities.
E.g., sone Consuner’s Existing Paynent Software may refuse the

di scl osure of specific paynent instrunents at brand selection tine
and nmay delay this selection to the "Check Paynment Possibility"

i nvocation using its own user interface.

The |1 OTP Paynent Bridge's capabilities do not only deal with actua
paynments between the Consumer and the Paynent Handl er but extend to
the foll ow ng:

o translation and (dis)assenbl age of nessages between the formats of
the 1 OTP Payment APl and those of the Existing Paynent Software.
Payment APl requests and response are strictly 1-to-1 rel ated.

0 Consuner’s paynent instrunment selection by the neans of an
unsecured/ public export of the relationship of paynent brands,
paynment protocols, and paynent instrunments (identifiers).
Generally, this includes not just the brand (Mndex, Cel dKarte,
etc.) but al so which specific instance of the instrument and
currency to use (e.g., which specific Mndex card and which
currency of all those avail able).

However, some Existing Paynent Software may defer the selection of
the paynment instrument to the actual paynent carrying-out or it may
even | ack any nmanagenent of payment instruments. E.g., chip card
based paynment nmethods may offer - Point of Sale like - inplicit

sel ection of the paynment instrunment by sinple insertion of the chip
card into the chip card reader or it interrogates the inserted card
and requests an acknow edge (or selection) of the detected paynent

i nstrument (s).

0 paynent progress checks, e.g., is there enough funds available to
carry out the purchase, or enough funds left for the refund,

o | OTP Paynent Recei pt checks which might be perfornmed over its
Packaged Content or by other neans.

o recoding of paynment schene specific receipts into a format which
can be displayed to the user or printed,

o cancellation of paynent, even though it is not conplete,

0 suspension and resunption of paynent transactions. Two kinds of
failures the Existing Payment Software m ght deal with are (1) the
ti me-out of the network connection and (2) |ack of funds. For
resolution, the 1OTP Application Core may try the suspension with
a viewto later possible resunption.

Hans, et al. I nf or mat i onal [ Page 10]
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o recording the paynent progress and status on a database. E. g.,
i nformati on about pendi ng paynments m ght be used to assist their
continuation when the next paynent protocol message is received.

0 paynent transaction status inquiry, so that the inquirer - |OTP
Application Core or User - can determine the appropriate next
st ep.

o balance inquiry or transaction history, e.g., consumers may
interrogate their chip card based paynent instrument or renotely
adm ni ster sonme account in advance of a paynent transaction
acknow edge,

0 inquiry on abnormal interrupted paynent transactions, which m ght
be used by the 1 OTP Application Core to resolve these pending
transactions at startup (after power failure).

0 paynent progress indication. This could be used to informthe end
user of details on what is happening with the paynent.

o paynent nethod specific authentication nethods.

Exi sting Paynment Software nay not provide full support of these
capabilities. E.g., some paynent schenes may not support or nay even
prevent the explicit transaction cancellation at arbitrary phases of
the paynment process. 1In this case, the | OIP Paynment Bridge has to

i npl ement at | east skeletons that signal such | ack of support by the
use of specific error codes (see bel ow).

The Existing Paynment Software’s capabilities vary extrenely. It

0 supports payment scheme specific processing, supervision,
validation, and error resolution. It is expected, that many
errors are tried to be resolved first by the extended exchange of
Paynment Exchange nessages

0 provides hints for out-of-band failure resolution on failed
i nbound resolution - inbound resolution is invisible to the | OTP
Application Core.

o may inplenent arbitrary transaction data managenent and inquiry
mechani sms rangi ng fromno transaction recording, |ast transaction
recording, chip card deferred transaction recording, sinple
transaction history to sophisticated persistent data nmanagenent
with flexible user inquiry capabilities. The latter is required
by Payment Handl ers for easy and cost effective failure
resol ution.
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o inplements the payment schene specific dial og boxes.

Even the generic dial og boxes of the 1 OTP Application Core m ght be
unsuitabl e: Particular (business or schene) rules nmay require sone
dedi cat ed appearance / structure / content or the dial og boxes, may
prohi bit the unsecured export of paynent instruments, or may
prescri be the pass phrase input under its own control

2. Message Fl ow
The following lists all functions of the | OTP Paynment API:
o Brand Conpilation Related APl Functions

"Find Accepted Paynment Brand"” identifies the accepted payment brands
for any indicated currency anount.

"Find Accepted Paynent Protocol" identifies the accepted paynent
protocols for any indicated currency anount (and brand) and returns
paynment schene specific packaged content for brand sel ection

pur poses.

This function m ght be used in conjunction with the aforenmentioned
function or called without any brand identifier

"Get Paynment Initialization Data" returns additional paynent scheme
speci fi c packaged content for paynment processing by the paynent
handl er .

"Inquire Authentication Challenge" returns the paynment schene
specific authentication challenge val ue.

"Check Authentication Response” verifies the returned paynment schene
specific authentication response val ue.

"Change Process State" is used (here only) for abnormal term nation
(cf. Payment Processing Rel ated APl Functions).

0 Brand Sel ection Related APl Functions
"Find Paynent Instrument” identifies which instances of a paynent
instrument of a particular paynent brand are available for use in a
paynent .

"Check Payment Possibility" checks whether a specific paynent
instrument is able to performa paynent.
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"Aut henticate" forwards any paynment schene specific authentication
data to the |1 OTP Payment Bridge for processing.

"Change Process State" is used (here only) for abnormal term nation
(cf. Paynment Processing Rel ated APl Functions).

o Paynent Processing Related APl Functions

"Start or Resune Payment Consuner/Paynent Handler" initiate or resume
a paynent transaction. There exist specific APl functions for the
two trading roles Consunmer and Paynent Handl er

"Continue Process" forwards paynment schene specific data to the
Exi sting Payment Software and returns nore payment schene specific
data for transm ssion to the counter party.

"Change Process State" changes the current status of paynent
transactions. Typically, this call is used for term nation or
suspensi on wi thout success.

0 Ceneral Inquiry APl Functions

"Renmove Paynent Log" notifies the | OTP Paynent Bridge that a
particular entry has been renmoved fromthe Paynment Log of the | OTP
Application Core.

"Paynment Instrument Inquiry” retrieves the properties of Paynent
I nstruments.

"Inquire Pending Paynment" reports any abnornmal interrupted paynent
transacti on known by the | OTP Paynent Bridge.

Payment Processing Related Inquiry APl Functions

"Check Paynment Receipt" checks the consistency and validity of |OTP
Paynment Receipts, received fromthe Paynent Handl er or returned by
"Inquire Process State" APl calls. Typically, this function is
called by the Consuner during the final processing of paynent
transactions. Nevertheless, this check m ght be advantageous both
for Consunmers and Paynent Handl ers on failure resolution

"Expand Paynent Recei pt" expands the Packaged Content of | OTP Paynent
Recei pts as well as paynent scheme specific paynent receipts into a
formwhi ch can be used for display or printing purposes.

"Inquire Process State" responds with the paynment state and the | OIP

Payment Recei pt Conponent. Nornmally, this function is called by the
Paynment Handl er for final processing of the paynent transaction
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"Start Payment |nquiry" prepares the renote inquiry of the paynent
transaction status and responds with paynent schene specific data
that m ght be needed by the Payment Handl er for the Consumer
initiated inquiry processing.

"Inquire Paynent Status" is called by the Paynment Handl er on Consumner
initiated inquiry requests. This function returns the payment schene
specific content of the Inquiry Response Bl ock

"Continue Process" and "Change Process State" (cf. Payment Processing
Rel ated APl Calls)

o Oher APl Functions
"Manage Paynent Software" enables the i mediate activation of the
Exi sting Payment Software. Further user input is under control of
the Existing Paynent Software.

"Cal | Back" provides a general interface for the visualization of
transaction progress by the | OTP Application Core.

The foll owi ng table shows which APl functions nust (+), should (#),
or might (?) be inplenented by which Tradi ng Rol es.

APl function Consumer Payment Handl er Merchant
Fi nd Accepted Paynent Brand +
Fi nd Accepted Paynment Protocol #
Fi nd Paynent | nstrunent +

Get Paynent Initialization Data +
Check Payment Possibility +

Start Paynent Consumer +

Start Paynent Paynent Handl er +

Resume Paynent Consuner #

Resurme Paynent Paynent Handl er #

Conti nue Process + +

Inquire Process State + + ?
Change Process State + + ?
Check Paynment Recei pt + ?

Expand Paynent Recei pt # ?

Renmove Paynent Log ? ? ?
I nquire Authentication Challenge ?
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Aut henti cate
Check Authentication Response

Payment I nstrunment |nquiry
I nqui re Pendi ng Paynent
Start Payment |nquiry

I nqui re Paynent Status
Manage Paynent Software

Cal | Back

APl for |OTP Novenber 2004
+
?
?
#
?
# ?
#

Table 1: Requirenents on API

Functions by the Tradi ng Rol es

The next sections sketch the relationships and the dependencies

bet ween the API

functions. They provide the informal description of

the progress alternatives and depict the communicati on and
synchroni zati on between the general | OTP Application Core and the
paynment schene specific nodul es.

2. 1.

Aut henti cati on Docunent ati on Exchange

This section describes how the functions in this docunent are used
together to process authentication.

R R R SR R S R R R SR SR T T SRR R R R R SRR S R R T I g R G R S R g B g

Aut hent i cat or

I nquire Authentication Challenge(Al gl1*) -> | PB
Inq. Auth. Chall enge Response(Al gl, Chl) <- | PB

i ndui re Authentication Chall enge(Al gn*) -> | PB
Ing. Auth. Chall enge Response(Al gn, Chn) <- | PB
Create and transmit Authentication Request Bl ock

Aut hent i cat ee Aut henti cate(Al g1, Chl) -> | PB
Aut hent i cat eResponse(...) <- | PB
Aui hénti cate(Algm Chm -> | PB
Aut hent i cat eResponse( Res) <- |PB

Aut henti cat or

Create and transmit Authenticati on Response Bl ock
Check Authentication Response(A gm Chm Res) - >l PB
Check Auth. Response() <-1PB
Create and transmt Authentication Status Bl ock

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Hans,

et al.

Figure 2. Authentication Message Fl ows
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1.

Hans,

(Aut henti cator Process) None, one or multiple | OTP Paynent Bridges
(I'PB) are requested for one or multiple authentication chall enge
val ues ("lnquire Authentication Challenge"). Each value is
encapsul ated in an | OTP Aut hentication Request Conponent. In
addition, the | OTP Application Core may add paynent schene

i ndependent aut hentication nethods. Al of themformthe fina

| OTP Aut henticati on Request Bl ock, which describes the set of

aut henti cati on met hods bei ng supported by the authenticator and
fromwhich the Authenticatee has to choose one nethod.

Note that the interface of the APl function is limted to the
response of exactly one algorithmper call. [|f the |IOTP
Application Core provides a choice of algorithms for input, this
choi ce shoul d be reduced successively by the returned al gorithm
({Alg(i+1)*} is subset of {Algi*}).

During the registration of new Paynent Instrunments, the | OTP
Payment Bridge notifies the | OTP Application Core about the
supported aut hentication algorithns.

On the presence of an | OTP Aut hentication Block within the

recei ved | OTP nessage, the Authenticatee's | OTP Application Core
checks whether the | OTP transaction type in the current phase
actual |y supports the authentication process.

For each provided Authenticati on Request Conponent, the |OTP
Application Core analyzes the algorithms’ nanmes, the transaction
context, and optionally user preferences in order to determ ne the
system conponents which are capable to process the authentication
request itenms. Such system conponents might be the | OTP
Application Core itself or any of the registered | OTP Paynent

Bri dges.

Subsequently, the 1 OTP Application Core requests the responses to
the supplied chall enges fromthe deternined system conponents in
any order. The authentication trials stop with the first
successful response, which is included in the | OTP Authentication
Response Bl ock.

Al ternatively, the 1 0OTP Application mght ask for a user

sel ection. This night be appropriate, if two or nore

aut hentication algorithnms are received that require explicit user
interaction, like PIN or chip card insertion

The Authenticatee’s organi zational data is requested by an | OTP
Aut henti cati on Request Bl ock without any content element. On
failure, the authentication (sequence) might be retried, or the
whol e transacti on m ght be suspended or cancell ed.
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3. (Authenticator Process) The | OTP Application Core checks the
presence of the | OTP Aut hentication Response Component in the
Aut henti cati on Response Bl ock and forwards its content to the
generator of the associated authentication challenge for
verification ("Check Authentication Response").

On sol e organi zati onal data request, its presence is checked.

Any verification nmust succeed in order to proceed with the
transacti on.

2.2. Brand Conpilation
The foll owi ng shows how the APl functions are used together so that
the Merchant can (1) conpile the Brand List Conponent, (2) generate

the Paynent Conponent, and (3) adjust the Order Conponent with
paynent schene specific packaged content.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Mer chant For each registered | OTP Paynent Bridge
Find Accepted Paynment Brand() -> | PB
Find Accepted Paynent Brand Response (B*) <- |PB
Find Accepted Paynent Protocol (Bl) -> | PB

Fi nd Accepted Paynment Protocol (Bn) -> | PB
Fi nd Accepted Paynent Protocol Res.(Pn*) <- IPB
Create one Brand List Conponent, ideally sharing
common Brand, Protocol Amount, Currency Anount,
and Pay Protocol Elenents
Create Trading Protocol Options Bl ock
On brand i ndependent transactions
Create Brand Sel ection Conponent, inplicitly
Get Paynent Initialization Data(Bl, P1) -> | PB
Get Paynent Initialization Data Res. () <- | PB

I
I
I
| Optionally
I
I
I

I
|
| Find Accepted Payment Protocol Res.(Pl1*) <- IPB
I
I
I

| Inquire Process State() -> | PB
| Inquire Process State Response(State) <- |IPB
Create Ofer Response Bl ock
Transmt newly created Bl ock(s)
Consuner Consuner selects Brand (Bi)/ Currency/ Protocol (Pj)
fromthose that will work and generates Brand
Sel ecti on Component - at |east logically
On brand dependent transaction
| Transmit Brand Sel ecti on Conponent
Mer chant On brand dependent transaction
| Get Paynent Initialization Data(Bi, Pj) -> | PB
| Get Paynment Initialization Data Res. () <- | PB
| Optionally
| | Inquire Process State() -> | PB
| | Inquire Process State Response(State) <- |IPB
| Create O fer Response Bl ock
| Transmit newy created Bl ock
*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*

Figure 3. Brand Conpil ati on Message Fl ows

1. The Merchant’s conmerce server controls the shopping dialog with
its own nechanisns until the Consunmer checks out the shopping
cart and indicates the paynent intention. The notion shopping
subsunmes any non-1OTP based visit of the Merchant Trading Role’'s
(whi ch subsunes Financial Institutes) web site in order to
negoti ate the content of the I OTP Order Conponent. The
subsequent processing switches to the | OTP based form by the
activation of the Merchant’s | OTP aware appli cation.
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2. The 1 OTP Application Core inquires for the 10TP | evel trading
paraneters (Consuner’s shopping identifier, payment direction,
initial currency amounts, discount rates, Merchant’s and Delivery
Handl er’s Net Locations, Non-Paynment Handl er’s O gani zationa
Data, initial order information, ....).

3. The registered | OTP Paynent Bridges are inquired by the | OTP
Application Core about the accepted paynent brands ("Find
Accepted Payment Brand"). Their responses provide nost of the
attribute values for the conpilation of the Brand Li st
Conponent’s Brand El enents. The | OTP Application Core night
optionally match the returned paynment brands with Merchant’s
general preferences.

The 1 OTP Application Core nust provide any wallet identifiers, if
they are required by the |1 OTP Paynent Bridges which signal their
need by specific error codes (see below). Any signaled error
that could not be inmedi ately solved by the | OTP Application Core
shoul d be logged - this applies also to the subsequent APl calls
of this section. 1In this case, the I1OTP Application Core creates
an | OTP Error Block (hard error), transmts it to the Consuner,
and term nates the current transaction.

4. The | OTP Application Core interrogates the | OTP Paynent Bridges
for each accepted paynent brand about the supported paynent
protocols ("Find Accepted Payment Protocol"). These responses
provide the remaining attribute values of the Brand El ements as
well as all attribute values for the conpilation of the Brand
Li st Conponent’s Protocol Anount and Pay Protocol Elenents.

Furt hernmore, the organisational data about the Paynment Handler is
returned. The | OTP Application Core mght optionally match the
returned paynent brands with Merchant’s general preferences.

Al ternatively, the 1 OTP Application Core mght skip the calls of
"Find Accepted Paynent Brands" (cf. Step 3) and issue the "Find
Accept ed Paynment Protocol" call without any Brand given on the

i nput paraneter list. In this case, the | OIP Paynent Bridge
responds to the latter call with the whole set of payment schenes
supported w.r.t. the other input paraneters.

5. The steps 3 and 4 are repeated during | OTP Val ue Exchange
transactions - these steps are onmitted in the previous figure.

6. The 1 OTP Application Core conpiles the Brand List Conponent(s)
and the | OTP Trading Protocol Options Block. It is reconmended
that the "equal" itens returned by | OTP Paynent Bridge function
calls are shared due to the extensive linking capabilities within
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the Brand List Conponent. However, the conmpilation nust consider
several aspects in order to prevent conflicts - sharing detection
m ght be textual matching (after normalization)

Packaged Content El enments contained in the Brand List Conponent
(and subsequently generated Paynent and Order Conponents) nmight
be paynment schene specific and nmight depend on each ot her

Currently, 10OTP | acks precise rules for the content of the
Packaged Content El enent. Therefore, transaction / brand /
protocol / currency anount (in)dependent data mi ght share the
same Packaged Content El enent or night spread across nmultiple
Packaged Content El enents.

The Consuner’s | OTP Application Core transparently passes the
Packaged Content Elenents to the | OTP Paynent Bridges which
m ght not be able to handl e paynent schene data of other
paynent schenes, accurately.

The rul es and nechani sns of how this could be acconplished are
out of the scope of this docunment. Furthernore, this docunent
does not define any further restriction to the | OTP

speci fication.

The |1 OTP Application Core deternines whether the | OTP nessage can
be enriched with an Ofer Response Block. This is valid under
the follow ng conditions:

Al'l paynent alternatives share the attribute val ues and
Packaged Content El enents of the subsequently generated | OTP
Paynment and Order Comnponents.

0 The subsequently generated data does not depend on any |OIP

BrandSel I nfo El ements that might be reported by the consuner
within the TPO Sel ection Block in the brand dependent variant.

If both conditions are fulfilled, the | OTP Application Core night
request the remai ning paynent scheme specific paynent
initialization data fromthe |1 OTP Paynment Bridge ("Get Paynent
Initialization Data") and conpile the | OTP O fer Response Bl ock

Optionally, the I OTP Application Core m ght request the current
process state fromthe | OTP Paynent Bridge and add the inferred
order status to the 10TP Ofer Response Block. Alternatively,

| OTP Application mght determ ne the order status on its own.

As in step 6, the rules and nmechani sms of how this could be
acconpl i shed are out of the scope of this docunent.
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8. The I OTP Application Core conpiles the | OTP TPO Message i ncl udi ng
all conpiled | OTP Bl ocks and transmits the nessage to the
Consumer. The 1 OTP Application Core terminates if an | OTP Ofer
Response Bl ock has been created.

9. The Consuner perforns the Brand Sel ection Steps (cf. Section 2.3)
and responds with a TPO Selection Block if no | OTP Ofer Response
Bl ock has been received. Qherwi se, the following step is
ski pped.

10. On brand dependent transactions, the | OTP Application Core
requests the renaining paynment schene specific paynent
initialization data fromthe | OTP Paynent Bridge ("Get Paynent
Initialization Data"), conpiles the | OTP Ofer Response Bl ock,
transmts it to the Consumer, and term nates. Like Step 7, the
| OTP Application Core might access the current process state of
the 1 OTP Paynent Bridge for the conpilation of the order status.

Any error during this process raises an | OTP Error Bl ock.
2.3. Brand Sel ection

Thi s section describes the steps that happen mainly after the
Merchant’s Brand Conpilation (in a brand i ndependent transaction).
However, these steps nmight partially interlace the previous process
(in a brand dependent transaction).

*+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+*+*+*+*+*+*+*+*+*+*+*
Mer chant Mer chant generates Brand List(s) containing
Brands, Paynment Protocols and Currency Anpunts
On brand i ndependent transactions
| Merchant generates O fer Response Bl ock

Consurer Conpil e set(s) of Brands B/ Protocols P
for each set
| Find Payment Instrunent(B, P, O -> | PB
| Find Payment |Instrunment Response (Pl*) <- | PB
Consuner sel ects Brand/ Currency/ Payment | nstrunent
fromthose that will work and generates Brand

Sel ecti on Conponent
For the Sel ection
Get Paynent Initialization Data(B,C PlI,P) -> |PB
Get Paynent Initialization Data Response()<- |PB
brand dependent transaction
Generate and transmt TPO Sel ection Bl ock
brand dependent transaction
Mer chant checks Brand Sel ecti on and generates
and transnits O fer Response Bl ock
*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Mer chant

——g—o——
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Fi gure 4. Brand Sel ecti on Message Fl ows

The Merchant’s conmerce server controls the shopping dialog with
its own nechanisns until the Consuner checks out the shopping cart
and indicates his paynment intention. The subsequent processing
switches to the | OTP based form by the activation of the
Merchant’s | OTP aware application

The 1 OTP Application Core compiles the I OTP Tradi ng Protoco
Options Bl ock which contains the | OTP Brand Li st Conponent (s)
enunerating Merchant’'s accepted paynent brands and paynent
protocols and initiates the Brand Sel ecti on process.

This first | OTP message activates the Consuner’s | OTP aware
application, e.g., the Wb browser invokes a hel per application
(e.g., Java applet or external application). |Its |OTP Application
Core

o infers the accepted paynent brands, paynment protocols, paynent
direction, currencies, payment anounts, any descriptions etc.,
and their relationships fromthe | OIP nessage,

0 determines the registered | OTP Paynent Bridges,

o conpiles one or nultiple sets of brand and protocol such that
the join of all sets describes exactly the paynent alternatives
bei ng of fered by the Merchant.

0 inquires paynent (protocol) support and the known paynent
instruments from each registered | OTP Paynent Bridge for each
conpiled set ("Find Paynment Instrunent"). However, sone | OTP
Payment Bridges may refuse paynment instrunent distinction.

The paynment protocol support may differ between paynent
instruments if the | OTP Paynent Bridge supports paynent instrunent
di stinction.

These APl calls are used to infer the payment alternatives at the
startup of any payment transaction (w thout user unfriendly
explicit user interaction).

The | OTP Application Core nust provide wallet identifiers, if they
are requested by the | OTP Paynment Bridges which signal their need
by specific error codes (see bel ow).

It is recomended that the | OTP Application Core manages wal | et

identifiers. But for security reasons, it should store pass
phrases in plain text only in runtine menory. Developers of |OTP
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Paynment Bridges and paynent software nodul es should provide a thin
and fast inplenentation - without lengthy initialization processes
- for this initial inquiry step

The 1 OTP Application Core verifies the Consuner’s paynent
capabilities with the Merchant’s accepted paynment brands and
currenci es,

o displays the valid paynent instruments and payment i nstrunent
i ndependent paynent brands (brand and protocol) together wth
their purchase paraneters (paynent direction, currency,
anount), and

0 requests the Consumer’s choice or derives it automatically from
any configured preferences. Any selection ties one | OTP
Payment Bridge with the foll owi ng paynent transacti on.

The handling and resol ution of unavail able | OTP Paynent Bri dges
during the inquiry in Step 3 is up to the | OIP Application Core.

It may skip these | OTP Paynent Bridges or may all ow user supported
resol ution.

Furthernore, it may offer the registration of new paynent
i nstruments when the Consumer is asked for paynent instrunent
sel ecti on.

The 1 OTP Application Core interrogates the fixed | OTP Paynent

Bri dge whet her the paynent might conplete with success ("Check
Payment Possibility"). At this step, the I OTP Paynment Bridge nmay
i ssue several signals, e.g.

0 paynent can proceed i mrediately,

0 required peripheral inclusive of sone required physical paynent
instrument (chip card) is unavail abl e,

o0 (non-10TP) renpote party (e.g., issuer, server wallet) is not
avai | abl e,

o wallet identifier or pass phrase is required,

0 expired paynent instrument (or certificate), insufficient
funds, or

o physical paynent instrunment unreadable.

In any erroneous case, the user should be notified and offered
accurate alternatives. Mst probably, the user m ght be offered

0o to resolve the problem e.g., to insert another paynent
instrument or to verify the periphery,

0 to proceed (assuming its success),

o to cancel the whole transaction, or
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2

4.

0 to suspend the transaction, e.g., initiating a nested
transaction for uploading an el ectronic purse.

If the paynent software inplenments paynment instrunent selection on
its own, it nmay request the Consuner’s choice at this step.

If the check succeeds, it returns several |OIP Brand Sel ection
Info El enents.

6. The Steps 2 to 5 are repeated and possibly interlaced for the
sel ection of the second paynent instrunent during | OTP Val ue
Exchange transactions - this is onmitted in the figure above.

7. The |1 OTP Brand Sel ection Conponent is generated and enriched with
the Brand Selection Info elenments. This component is transmtted
to the Merchant inside a TPO Selection Block if the received | OTP
message | acks the 10TP O fer Response Bl ock. The Merchant will
then respond with an | OTP Ofer Response Bl ock (follow ng the
af orementi oned conpil ation rules).

Successful Paynent
An exanpl e of how the functions in this docunment are used together to
effect a successful paynment is illustrated in the Figure 5. In the
figure 5, PSO, PS1, ..., and PSn indicate the nth PayScheme Packaged

Content data, and [ ] indicates optional.

(Technically, two paynments happen during | OTP Val ue Exchange
transactions.)

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Consuner Start Payment Consumner (Amount, [ PS0]...) -> | PB
Start Paynment Cons. Res.([PS1l], CS=Cont.) <- |IPB
Create and transnmit Paynent Request Bl ock

Payment Handl er Start Paynent Pay. Handl er (Amount, [PS1]) -> IPB
Start Payment PH Response(PS2, CS=Cont.) <- | PB
Create and transnit Paynent Exchange Bl ock

Consurer Conti nue Process(PS2) -> | PB
Conti nue Process Response(PS3, CS=Cont.) <- | PB

CONTI NUE SWAPPI NG PAYMENT EXCHANGES UNTIL ...

Payment Handl er Continue Process Response([PSn], CS=End) <- | PB
Request any | ocal paynent receipt
| Inquire Process State() -> | PB
| Inquire Proc. State Resp.(State, [Rcp.])<- IPB
Create and transnit Paynent Response Bl ock
Termi nate transaction, actively
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| Change Process State(State) -> | PB
| Change PS Response( St at e=Conpl et edOK) <- | PB
Consurmer On receipt of final paynent schene data

| Continue Process(PSn) -> | PB
| Continue Process Response(CS=End) <- | PB
Check Payment Recei pt (Recei pt) -> | PB
Check Payment Recei pt Response() <- |PB
Request any | ocal paynent receipt

| Inquire Process State() -> | PB

| Inquire Proc. State Resp.(State, [Rcp.])<- IPB

Term nate transaction, actively

| Change Process State(State) -> | PB

| Change PS Response( St at e=Conpl et edCk) <- | PB
* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Figure 5. Exanpl e Paynent Message Fl ows

1. After Brand Selection and receipt of the |OTP Ofer Response
Bl ock, the Consumer switches from comruni cating with the Merchant
to communi cating with the Paynent Handl er.

This mght be a mlestone requiring the renewed Consuner’s
agreenent about the paynent transaction’s continuation
Particularly, this is a good nonent for paynment suspension (and
even cancell ation), which will be nost probably supported by al
paynment schenes. Sinply, because the actual paynent |egacy
systens have not yet been involved in the current transaction

Such an agreenment mght be explicit per transaction or autonatic
based on configured preferences, e.g., early acknow edgnents for
specific paynent limts.

It is assuned, that the transaction proceeds with mniml user
(Consurer and Paynent Handl er) interaction and that its progress
is controlled by the | OTP Application Core and | OTP Paynent

Bri dge.

2. In order to open the actual payment transaction, the |OIP
Application Core issues the "Start Payment Consuner" request
towards the | OTP Paynent Bridge. This request carries the whole
initialization data of the paynent transaction being referred to
by the | OTP Paynent Bridge for subsequent consistency checks:

o paynent brand and its description fromthe sel ected Brand
El ement of the | OTP Brand Li st Conponent,
0 paynent instrunent from preceding inquiry step,
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o further paynent parameters (currency, anmount, direction,
expiration) fromthe sel ected Currency Anount el ement, Brand
Li st Conponent, and Paynent Conponent of the 10OTP Ofer
Response Bl ock,

0 paynent protocol fromthe selected | OTP Pay Protocol Elenent,

o order details contained in the | OTP O der Conponent which m ght
be payment schene specific,

o paynent scheme specific data inclusive of the payment protoco
descriptions fromthe | OTP Protocol Amount El enent, and | OTP
Pay Protocol Elenment, and

o0 paynent schenme specific data inclusive of the paynent protoco
descriptions, in which the name attribute includes the prefix
as "Payment:" fromthe Trading Rol e Data Conponent.

Generally, the called APl function re-does nost checks of the
"Check Paynent Possibility" call due to | ack of strong
dependenci es between both requests: There might be a significant
del ay between both API requests.

The called APl function may return further payment schene specific
data bei ng considered as payment specific initialization data for
the Paynent Handl er’s | OTP Paynent Bri dge.

If the fixed Existing Paynment Software inplenents paynent
i nstrument selection on its own, it may request the Consuner’s
choice at this step

The 1 OTP Paynent Bridge reports lack of capability quite sinmlarly
to the "Check Paynment Possibility" request to the | OTP Application
Core. The Consumer nmay decide to resolve the problem to suspend,
or to cancel the transaction, but this function call nust succeed
in order to proceed with the transaction

Devel opers of paynent nodul es nmay decide to omt paynent
instrunment related checks |ike expiration date or refunds
sufficiency, if such checks are part of the specific paynent
pr ot ocol

If the | OTP Paynent Bridge requests wallet identifiers or pass
phrases anywhere during the paynent process, they should be
requested by this APl function, too. It is recomended that the
| OTP Application Core stores plain text pass phrases only in
runtime menory.

Finally, the I OTP Application Core generates the | OIP Paynent

Request Bl ock, inserts any returned paynent schene data, and
submits it to the Paynment Handler’'s system
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The Paynment Handl er’s | OTP Application Core opens the paynent
transaction calling the "Start Paynent Paynent Handl er" API
function. The paynent brand, its description, paynent protocol,
paynent specific data, paynment direction, currency and paynent
anount are determined quite sinilar to the Consuner’s | OTP
Application Core. Furthermore, the content of the | OTP Paynent
Scheme Conponent and the | OTP Brand Sel ection Info El enents are
passed to this function.

On success, the Paynent Handl er’'s | OTP Paynent Bridge responds

wi th paynent schene specific data. On failures, this non-
interactive server application has to resolve any problens on its
own or to give up aborting the paynment transaction. However, the
Consuner may restart the whol e payment transaction. Anyway, the
paynment log file should reflect any trials of paynents.

Eventual |y, the Paynment Handl er inforns the Consuner about the
current | OTP Process State using the | OTP Paynent Response or | OTP
Error Bl ock.

Note that the "Start Paynment Payment Handler” call mght return
the Continuation Status "End" such that payment processing
proceeds with Step 7.

The 1 OTP Application Core verifies the presence of the Paynent
Exchange Bl ock in the | OTP nessage and passes the contai ned
paynment schene specific data to the fixed | OTP Paynment Bridge
("Continue Process") which returns the next |1 OTP Paynment Schene
Component .

Thi s Paynment Schene Conponent is encapsulated in an | OTP Paynent
Exchange Bl ock and transmitted to the Payment Handl er.

The Paynment Handler’'s | OTP Application Core verifies the presence
of the Paynent Exchange Bl ock and passes the contai ned paynent
schenme specific data to the fixed | OTP Paynent Bridge ("Continue
Process") which returns the next |OIP Payment Schene Conponent for
encapsul ati on and transm ssion to the Consuner.

The paynment process continues with | OTP Paynent Exchange Bl ock
exchanges, carrying the paynent scheme specific data. Each party
(1) subnmits the enbedded paynent schene specific data
transparently to the appropriate | OTP Paynment Bridge calling the
"Continue Process" APl function, (2) waps the returned paynent
schene specific data into an | OTP Paynment Exchange Bl ock, and (3)
transmits this block to the counter party.
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However, the processing of the paynent schenme specific data may
fail for several reasons. These are signaled by specific error
codes which are transforned to | OTP Paynent Response Bl ocks
(generated by Paynent Handler) or 1 OTP Error Blocks (both parties
may generate thenm) and transnmitted to the counter party.

Eventual |y, the Paynment Handl er’'s | OTP Paynent Bridge recognizes
the termnation of the paynent transaction and reports this by the
continuation status "End" on the output paraneter of "Continue
Process" (or "Start Paynent Paynent Handler"). Then, the |1 OTP
Application Core issues the "Inquire Process State" APl call and
verifies whether an | OTP Paynent Recei pt Conponent has been
returned. The | OTP Application Core waps the paynent receipt,
the status response, and the optional payment schene specific data
in an | OTP Paynment Response Bl ock and transmits this block to the
Consuner.

However, any of these APl calls may fail or any response m ght be
inconplete (e.g., lack of paynment receipt). Then, the Consumer
has to be notified about the failed processing by an | OTP Error

Bl ock.

Finally, the Paynent Handl er term nates the paynent transaction
with the "Change Process State" APl call w thout awaiting any
further response fromthe Consunmer. Further failures are not
reported to the Consuner.

Note that it m ght be possible that the Consunmer’s | OTP Paynent

Bri dge has returned the previous paynent schenme specific data with
the continuation status "End". Even in the absence of this

know edge - this status is not exchanged between the Consuner and
the Paynment Handl er - the Paynent Handl er nust not supply any
further paynent schene specific data. Such data will be rejected
by the Consuner’s | OTP Paynent Bri dge.

The Consuner passes the optional paynment schene specific data and
the paynment receipt to the fixed | OTP Paynent Bridge by "Continue
Process" and "Check Paynent Receipt" APl calls.

Afterwards, the | OTP Application Core issues the "Inquire Process
State" APl call and verifies whether extensions to the paynent
recei pt have been returned.

Finally, the transaction is term nated by calling the "Change
Process State" APl function which verifies and synchronizes the
reported paynent status with the |ocal one and signals any

i nconsi stencies. Any Inconsistency and returned status text
shoul d be di splayed to the Consuner.
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2.5.

At this point, the paynment transaction has already been cl osed by
the Paynment Handler. Therefore, any failure has to be resol ved
| ocal Iy or out-of -band.

Payment | nquiry

In Baseline | OTP, Paynent inquiries are initiated by the Consuner in
order to verify the current paynment progress and process state at the

renote Paynment Handler. |In the figure 6, PS1 and PS2 indicate the
first and second PaySchene Packaged Content data, and [ ] indicates
opti onal

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Consuner Start Payment |nquiry() -> | PB

Start Payment |nquiry Response([PS1]) <- IPB
Create and transnmit Inquiry Request Tradi ng Bl ock

Payment Handl er I nquire Payment Status([PS1]) -> | PB

I nquire Payment Status Res.(State, [PS2]) -> IPB
Create and transmit Inquiry Response Tradi ng

Bl ock
Consurer I f Payment Schene Data present
| Continue Process(PS2) -> | PB
| Continue Process Response(CS=End) <- | PB
Change Process State(State) -> | PB
Change Process State Response(State) <- | PB

R R R SR R S R R R SR SR T T SRR R R R R SRR S R R T I g R G R S R g B g

Hans,

Figure 6. Renpte Process State Inquiry

The Consuner might initiate a paynment inquiry once the paynent
transacti on has been opened by the |1 OTP Application Core, i.e., at
any tine after the initial subm ssion of the | OTP Paynent Request
Bl ock. The I OTP Application Core requests any additional specific
paynent schene data fromthe | OTP Paynent Bridge which has been
fixed during brand selection (cf. Section 2.3) using the "Start
Payment | nquiry" APl request.

Erroneous APl responses should be reported to the Consuner and
valid alternatives (typically retry and cancell ation) should be
presented by the | OTP Application Core.

Thi s request might performthe conplete initialization, e.g.,
availability check of periphery or pass phrase suppl enent, and the
| OTP Paynent Bridge reports lack of capability quite simlarly to
the "Check Paynment Possibility"” request to the | OIP Application
Core.
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2

2

6

6

If the | OTP Paynent Bridge requests wallet identifiers or pass
phrases anywhere during the paynent process, they should be
requested by this APl function, too. It is recommended that the
| OTP Application Core store plain text pass phrases only in
runtime nmenory.

The 1 OTP Application Core encapsul ates any Paynment Schene
Conponent in an | OTP I nquiry Request Block and submits the bl ock
to the Paynment Handl er.

2. The Paynent Handl er anal yses the |1 OTP I nquire Request Bl ock, maps
the Transaction Identifier to paynent related attributes (brand,
consuner and payrment identifiers), determ nes the appropriate | OTP
Paynment Bridge, and forwards the request to the this | OTP Paynent
Bridge ("lInquire Paynment Status"). The | OTP Application Core
transforns the response to an I OTP I nquiry Response Bl ock and
transmts it to the Consuner.

3. On receipt of the respective |OTP Inquiry Response Bl ock the
Consuner’s | OTP Application Core subnmits any encapsul ated paynent
schene specific data to the 1 OTP Paynment Bridge for verification
("Continue Process").

4. The 1 OTP Application Core passes the reported paynent status
(except textual descriptions) to the |IOTP Paynment Bridge ("Change
Process State") for verification purposes and paynent status
change. The | OTP Paynment Bridge reports any inconsistencies as
well as the final paynent status to the |1 OTP Application Core

Any additional information that mght be of interest to the
Consuner has to be displayed by the | OTP Paynent Bridge or
Exi sting Payment Software on their own.

Abnormal Transacti on Processing
1. Failures and Cancell ations

The 1 OTP specification distinguishes between several classes of
failures:

0 Business and technical errors
o Error depths of transport, nessage and bl ock | eve
o Transient errors, warnings, and hard errors.

Any | OTP Payment APl has to deal with the receipt of failure
notifications by and failure responses. This proposal has borrowed
the basic mechanisns for error reporting between the |1 OTP Application
Core and the | OTP Paynent Bridge fromthe actual protocol: Business
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errors are reported by Status Conponents within | OTP Response Bl ocks
whil e technical errors are signaled by Error Conponents within | OIP
Error Bl ocks.

Cancel | ations are m m cked as specific business errors which mght be
initiated by each trading party.

Preferring sliminterfaces, this | OTP Payment APl introduces one
addi tional Error Code value for business error indication - errors

can be raised on every APl call. On receipt of this value, the |IOIP
Application Core has to infer further details by the issuance of the
APl function call "lnquire Process State".

R U R SR R S R R SR R R T T SRR R R R R R R R T T R SR R I S R g B g

Any Party | ssue some APl request -> | PB
Error Response(Error Code) <- | PB
On "Business Error" response
| Inquire Process State() -> | PB
| Inquire P.S. Resp.(State, Receipt) <- |PB

Anal yze | ocal process state and try to resolve
wi th optional user interaction

If Process State Change needed

| Change Process State (State) -> | PB

| Change Process State Response(State) <- | PB

If counter party’'s notification required

| Create Error or Cancel Block (, add to next

| message, ) and transmt it to counter party
*+~k+~k+~k+~k+~k+~k+~k+~k+~k+~k+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*

Figure 7. Error Response from|PB

The specific Compl eti on Codes "ConsCancel | ed", "MerchCancelled", and
"PayntCancel | ed" - returned by "lInquire Process State" - determ ne
that the | OTP Cancel Block has to be created instead of an | OTP Error
Bl ock.

The rules for determ ning the required behavior of the | OTP
Application Core are given in the | OTP specification.

Note that any paynent (internediate) termnation, i.e., failures,
cancel | ati ons, and even successes are always reported to the | OIP
Paynment Bridge by the APl function "Change Process State". This AP
function does both status changes and consistency checking /
synchroni zati on. Any suspicion of inconsistency should be reported
by the | OTP Paynent Bridge for display by the | OIP Application Core.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Any Party Error Bl ock or Cancel Bl ock Received
I f Change Process State required
| Change Process State (State) -> | PB
| Change Process State Response(State) <- | PB

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Figure 8. Error Notification fromcounter party

Not every failure mght be visible at the 10TP | ayer, e.g., the
processi ng of paynent transactions mght tenporarily be hanpered by
intermedi ate failures at the paynment schene or protocol transport

| ayer which night be resolved by the actual conponents.

However, final failures or cancellations have to be reported at the
I OTP | ayer. E.g., conmunication tinme-outs and heavily faulty
conmuni cati on channel s may di sable the transaction

Any system conponent may inplenment tine-out recognition and use the
af orenmenti oned APl nechanisns for the notification of process state
changes. But, tine-outs may happens while comunicating with both
the counter party and | ocal system conponents, |like chip card readers
or | OTP Paynent Bridges. Anyway, the Consuner’s | OTP Application
Core should notify the Consuner about the resolution alternatives,
i.e., retry, suspension, and cancellation

2.6.2. Resunption

Paynment transaction resunption nmay apply at different steps of a
paynent transaction:

o The Consuner’s and Paynent Handler’s view of the transaction night
not be synchronized: Due to different time-out val ues the paynent
transaction may not have been suspended by the counter party.

Any "Resune Paynent ..." APl function responds with an Error Code
on non-suspended paynent transaction that signals a business
error. Afterwards the |1 OTP Application Core has to issue the
"Inquire Process State" APl call for further analysis of the
process state.

0 One | OTP nessage sent by one party m ght not be processed
successfully or even received by the counter party. This needs to
be handl ed by the actual paynent scheme. It is expected that the
| OTP Application Core will not recognize anyt hing.
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o | OTP does not provide any specific signal for payment resunption.
On receipt of every | OTP Paynent Exchange Bl ock, the | OTP
Application Core has to decide whether this Block belongs to a
pendi ng transaction or to a suspended transaction that should be
resuned. The | OTP Application Core nmight call the "lInquire
Process State" APl function to update any |lack of know edge.

Any "Resume Paynment" APl function responds with an Error Code on
non- suspended paynent transaction that signals a business error
Simlar, the "Continue Process" APl function should report

busi ness errors on non-pendi ng paynent transactions.

o0 The paynent transaction may not have been created at the Paynent
Handl er (early suspension and failed data transnmission). In that
case, the 1 OTP Application Core should respond with a business
error that signals the repetition of the paynent transaction (by
t he Consuner).

Any "Resune Paynent", "Continue Process" or "lInquire Process
State" APl function should return with an Error Code
"AttVal lll egal” on non-existent paynent transaction whereby the
further Error Attribute "Names" denote the paynent identifier

o The |1 OTP Application Core should al ways request fresh paynent
schene specific data on resunption - for synchroni zati on purposes
with the Existing Paynent Software. dd data in the cache that
has not been sent to the counter party should not be accessed.

If the Consunmer does not reconnect within an acceptabl e anpbunt of
time, the Paynent Handler's systemmay performlocal failure
resolution in order to close the transaction and to retain resources
for other transactions ("Change Process State"). |If the Consumer
reconnect afterwards, an | OTP Paynent Response or |OTP Error Bl ock
coul d be generat ed.

2. 7. |OTP Wallet Initialization

At startup or on explicit user request the | OTP Application Core
shoul d check its |1 OTP Paynment Bridges’ internal status by searching
for pending paynent transactions.

1. The | OTP Application Core interrogates the registered | OTP Paynent
Bri dges about pending payment transactions. The | OIP Application
Core may store indicators for pending transactions and use them
for driving any subsequent inquiry ("Inquire Pending Payment").
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2. If one or nore | OTP Paynment Bridges report the presence of pending
transactions, the | OTP Application Core may try to suspend
("Change Process State") or resunme (only Consuner: "Resune Paynent
Consuner") the pending transactions (on user request).

The |1 OTP Paynent Bridge may deny the processing of any new paynent
transactions until the pending transacti ons have been processed.
Such denials are signaled by the error code "Business Error".

2.8. Paynent Software Managenent

The 1 OTP Application Core provides only a sinple and generic
interface for the registration of new paynent nethods / instrunents
(" Manage Paynent Software"). It receives the initial user request
and defers the actual registration to the correspondi ng | OTP Paynent
Bri dge.

The 1 OTP Application Core nmay al so activate the Existing Paynent
Software for further paynment instrunent and wall et adm nistration.

3. Mituality

The Paynment APl is fornalized using the eXtensible Markup Language
(XM). It defines wapper elenents for both the input paraneters and
the APl function’s response. |In particular, the response w apper
provi des common | ocations for Error Codes and Error Descriptions.

It is anticipated that this description reflects the | ogical
structure of the APl paraneter and m ght be used to derive
i npl ement ati on | anguage specific APl definitions.

XM definition:

<! ELEMENT 1 ot pPaynent Api Request (
Fi ndAccept edPaynent Brand |
Fi ndAccept edPaynent Pr ot ocol |
Get PaynentlnitializationData |
Fi ndPayment | nst rument |
CheckPayment Possi blity |
St art Payment Consuner |
St art Paynent Paynent Handl er |
ResunePaynent Consuner |
ResunePaynent Paynent Handl er |
Cont i nueProcess |
I nqui reProcessState |
ChangeProcessState |
I nqui r eAut hChal | enge |
Aut henti cate |
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CheckAut hResponse |
CheckPayment Recei pt |
ExpandPaynent Recei pt |
RenovePaymnent Log |

Payment | nstrunent Il nquiry |
I nqui r ePendi ngPayment |
ManagePayment Sof t war e |
Start Payment I nquiry |

I nqui r ePaynent St at us |

Cal | Back )>

ATTLI ST | ot pPaynent Api

xm : 1 ang NMIOKEN  #1 MPLI ED
Cont ent Sof t war el D CDATA #| MPLI ED
xm ns CDATA #FI XED

Novenber 2004

"http://ww.iotp.org/ 2000/ 08/ Paynent APl " >

ELEMENT | ot pPaynent Api Response ( Error Response?,

Fi ndAccept edPaynent BrandResponse |

Fi ndAccept edPaynent Pr ot ocol Response |
Get Paynent I nitializati onDat aResponse |
Fi ndPaynent | nst rument Response |
CheckPaynent Possi bl i t yResponse |

St art Paynment Consuner Response |

St ar t Paynent Paynent Handl er Response |
ResurePaymnent Consuner Response |
ResunePaynent Paynment Handl er Response |
Cont i nueProcessResponse |

I nqui reProcessSt at eResponse |
ChangePr ocessSt at eResponse |

I nqui r eAut hChal | engeResponse |

Aut hent i cat eResponse |

CheckAut hResponseResponse |
CheckPayment Recei pt Response |
ExpandPaynent Recei pt Response |
RenovePaynent LogResponse |

Payment | nst rument | nqui r yResponse |

I nqui r ePendi ngPayment Response |
ManagePaynent Sof t war eResponse |

St art Payment | nqui r yResponse |

I nqui r ePaynent St at usResponse |

Cal | BackResponse ) ?)>

ATTLI ST | ot pPayment Api Response

xm : | ang NMIOKEN #| MPLI ED
Cont ent Sof t war el D CDATA #! MPLI ED
xm ns CDATA #FlI XED

"http://ww.iotp.org/ 2000/ 08/ Paynment APl " >
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<! ELEMENT ErrorResponse (ErrorlLocation+, PaySchenmePackagedContent*) >
<I ATTLI ST Error Response

xm : | ang NMIOKEN  #1 MPLI ED
Er r or Code NMIOKEN  #REQUI RED
Err or Desc CDATA #REQUI RED

Severity(Warning
Transi ent Error |
Har dEr r or) #REQUI RED
M nRetrySecs CDATA #1 MPLI ED
SwVendor Error Ref CDATA #l MPLI ED >

Most of the attribute itens are intended for imrediate insertion in
the |OTP Error Block. The attribute values of the Error Location
elements attri bute have to enriched and transforned into Error
Location El ements of the Error Conponent (cf. |OIP Specification).

Attributes (cf. | OTP Specification):

xm : 1 ang Defi nes the | anguage used by attributes or
child elenents within this conmponent, unless
overridden by an xm :lang attribute on a child
el ement ..

Content Softwareld Contains information which identifies the
software that generated the content of the
element. |Its purpose is to help resolve
interoperability problens that m ght occur as
a result of inconpatibilities between nessages

produced by different software. It is a single
text string in the | anguage defined by
"xm:lang". It nust contain, as a m nimnmm

probl ems that mght occur as a result of

o the nane of the software manufacturer
o the nane of the software,
o the version of the software, and
o the build of the software.
Err or Code Contains an error code which indicates the

nature of the error in the nmessage in error
Valid values for the Error Code are given in
the followi ng section. This mmenonic enabl es
the automatic failure resolution of the | OTP
Application Core which anal yzes the error code
value in order to determ ne the continuation
alternatives
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Severity

M nRet rySecs

Swwendor Er r or Ref
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Contains a description of the error in the

| anguage defined by xm :lang. The content of
this attribute is defined by the

vendor/ devel oper of the software that
generated the Error Response El enent.

It is intended for user display and provides
detail ed expl anations about the failure and
its (out-of-band) resolution alternatives.

I ndicates the severity of the error. Valid
val ues are:

0 Warning. This indicates that although there
is a message in error the 1 OTP Transaction
can still continue.

o TransientError. This indicates that the
error in the nmessage in error nmay be
recovered if the nessage in error that is
referred to by the "Nanes" attribute is
resent.

0 HardError. This indicates that there is an
unrecoverable error in the nmessage in error
and the | OTP Transaction nust stop

This attribute should be present if "Severity”
is set to "TransientError". It is the m ninum
nunmber of whol e seconds which the | OTP aware
appl i cation which received the nessage
reporting the error should wait before
resending the nmessage in error identified by
the "ErrorlLocation” attribute.

If Severity is not set to
"TransientError" then the value of this
attribute is ignored.

This attribute is a reference whose value is
set by the vendor/devel oper of the software
that generated the Error Elenent. It should
contain data that enables the vendor to
identify the precise location in their
software and the set of circunstances that
caused the software to generate a nessage
reporting the error
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Cont ent :

ErrorLocati on This identifies, where possible, the
el ement and attribute in the nessage
in error that caused the Error
El ement to be generated. If the
"Severity" of the error is not
"TransientError", nore that one
"ErrorLocation"” may be specified as
appropri ate depending on the nature
of the error and at the discretion of
t he vendor/ devel oper of the | OTP
Paynment Bri dge.

Its definition coincides with the

| OTP specification whereby the
attributes "lotpMgRef", "Bl kRef" and
"ConmpRef" are | eft blank
intentionally.

PaySchenmePackagedContent cf. Table 5
3.1. Error Codes

The following table lists the valid values for the ErrorCode
attribute of the Error Response Elenent. The first sentence of the
error description contains the default text that can be used to
describe the error when displayed or otherw se reported. |Individua
i npl ementations may translate this into alternative | anguages at
their discretion. However, not every error code nmay apply to every
APl call. An Error Code must not be nore than 14 characters |ong.
The Error Codes have been taken fromthe | OTP Specification and

ext ended by sone additional codes which are highlighted by a
precedi ng asteri sk.

Generally, if the corrupt val ues have been user supplied, the | OTP
Application Core might pronpt for their correction. |If the renewal
fails or if the | OTP Application Core skips any renewal s and sone
notification has to be send to the counter-party, the error code is
encapsul ated within an |1 OTP Error Bl ock

However, the | OTP server application reports business errors -
visible at the 1OTP layer - in the Status Conmponent of the respective
Response Bl ock.

The 1 OTP Application Core may add the attributes (and val ues) within

the ErrorlLocation elenents that are onitted by the | OTP Paynent
Bri dge.
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The following table nmentions any nodification fromthis genera
processing for particular error values. Furthernore, it contains
hints for devel opers of |1 OTP Application Core software conponents
about the processing of error codes. Conversely, devel opers of |OIP
Payment Bridges get inpressions about the expected behavior of the

| OTP Application Core.

The 1 OTP Paynent APl assunes that the |1 OTP Application Core

i npl ements the di al og boxes needed for error resolution. But it does
not assune, that the I OTP Paynent Bridge actually relies on them
Instead, the | OTP Paynent Bridge may try resolution on its own, may

i npl ement specific dialog boxes, and may signal only final failures.

Not e: This abstract document assumes that the APl paraneters are
exchanged XML encoded. Therefore, several error val ues night
di sappear in |lower |evel |anguage specific derivations.

Error Val ue Error Description

Reserved Reserved. This error is reserved by the
vendor/ devel oper of the software. Contact
t he vendor/ devel oper of the software for
nmore i nformati on (see the Softwareld
attribute of the Message Id elenment in the
Transaction Reference Block [IOTP]).

Xm Not Wl | Fr nd XML not well formed. The XM. docunent is not
well fornmed. See [XM.] for the neani ng of
"well fornmed".

Xm Not Val i d XML not valid. The XM. docunent is well
formed but the document is not valid. See
[ XM.] for the neaning of "valid".
Specifically:

o the XML docunment does not conply with the
constraints defined in the | OTP docunent
type decl aration, and

o the XM docunment does not conply with the
constraints defined in the docunent type
decl aration of any additional [XM.-NS]
that are decl ared.

The Nanes attribute mght refer sone

attributes and el enents of the input
paraneter |ist.
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(*)El Not Val i d El ement not valid. |Invalid element in terns
of prescribed syntactical characteristics.

The El ement Ref attributes of ErrorLocation
el ements might refer to the corresponding
elenments (if they have ID attributes).

The 1 OTP Application Core has to replace the
error code with "Xm Not Val i d* before
transm ssion to the counterparty.

El Unexpect ed Unexpected el ement. Al though the XM
docurment is well formed and valid, an
element is present that is not expected in
the particular context according to the
rules and constraints contained in this
speci fication.

The El ement Ref attributes of ErrorLocation
el ements might refer to the corresponding
elements (if they have ID attributes)

El Not Supp El ement not supported. Although the docunent
is well formed and valid, an elenent is
present that

0 is consistent with the rules and
constraints contained in this
speci fication, but

0 is not supported by the | OTP Aware
Application which is processing the | OTP
Message.

The El ement Ref attributes of ErrorLocation
el ements nmight refer to the corresponding
elenments (if they have ID attributes).

El M ssi ng El ement nmissing. Although the document is
wel |l fornmed and valid, an elenent is m ssing
that shoul d have been present if the rules
and constraints contained in this
specification are foll owed.

The El ement Ref attributes of ErrorlLocation

el ements might refer to the corresponding
elements (if they have ID attributes)
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El Cont 111 egal El ement content illegal. Al though the
docunent is well formed and valid, the
el ement contai ns val ues which do not conform
the rules and constraints contained in this
speci fication.

The El ement Ref attributes of ErrorLocation
el ements might refer to the corresponding
element (if they have ID attributes)

The 1 OTP Application Core has to replace the
Error Code with "El Not Supp" before

transm ssion to the counter party, if the
ErrorLocation elenments refer to

non- PackagedCont ent el enent.

EncapProt Err Encapsul ated protocol error. Al though the
docunment is well formed and valid, the
Packaged Content of an el enent contains data
froman encapsul ated protocol which contains
errors.

The El ement Ref attributes of ErrorLocation
el ements might refer to the corresponding
element (if they have ID attributes).

At t Unexpect ed Unexpected attribute. Al though the XM
docunent is well fornmed and valid, the
presence of the attribute is not expected in
the particular context according to the
rules and constraints contained in this
speci fication.

The AttNanme attributes of ErrorlLocation
el ements nmight refer to the corresponding
attribute tags.

(*)AttNotValid Attribute not valid. Invalid attribute val ue
in ternms of prescribed syntactica
characteristics.

The AttName attributes of ErrorlLocation
el ements might refer to the corresponding
attribute tags.

The 1 OTP Application Core has to replace the

error code with "Xm Not Val i d' before
transm ssion to the counter party.
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At t Not Supp Attribute not supported. Although the XM
docunent is well forned and valid, and the
presence of the attribute in an elenment is
consistent with the rules and constraints
contained in this specification, it is not
supported by the | OTP Aware Application
whi ch is processing the | OTP Message.

Att M ssing Attribute mssing. Al though the docunent is
well formed and valid, an attribute is
m ssing that should have been present if the
rul es and constraints contained in this
specification are foll owed.

The AttNane attributes of ErrorlLocation
el ements might refer to the corresponding
attribute tags.

If the attribute is required by the | OIP
Docurrent Type Decl aration (#REQUI RED) t he
hints for non-valid attributes should be
adopt ed, otherwi se these for illega
attribute val ues

AttVal Il egal Attribute value illegal. The attribute
contains a val ue which does not conformto
the rul es and constraints contained in this
speci fication.

The AttName attributes of ErrorlLocation
el ements might refer to the corresponding
attribute tags - valid values are:

Brandl d: illegal/unknown Brand Identifier -
If the brand is not recogni zed/ known by any
| OTP Paynent Bridge, the | OTP Application
Core may offer the registration of a new
Payment | nstrunent.

Payment | nstrunentld: illegal/unknown

Payment Instrunent ldentifier - This

i ndi cates a serious comunication problemif
the attribute value has been reported by the
same "wallet" on a previous inquiry
requests. The |1 OTP Application Core has to
replace the error code with

"UnknownError" before transmission to the
counter party.
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Wal letld: illegal/unknown Vallet |dentifier
- It is assuned that the wallet identifier
is checked before the pass phrase. On
invalid wallet identifiers, the | OTP
Application Core may open the dialog in
order to request the correct wall et
identifier. |In addition, any pass phrase may
be supplied by the user. The dialog should
i ndi cate the respective paynment brand(s).
The 1 OTP Application Core has to replace the
error code with "UnknownError" before

transm ssion to the counter party.

Passphr ase: i Il egal /unknown Pass Phrase -
The 1 OTP Application Core may open the
dialog in order to request the correct pass
phrase. |f the pass phrase is wall et
identifier specific the dialog should
display the wallet identifier. The |IOTP
Application Core has to replace the error
code with "TransportError" before

transm ssion to the counter party.

Action: illegal / unknown / unsupported
Action
PropertyTypeList: lists contains illegal /

unknown / unsupported Property Types - The
| OTP Application Core tries only the loca
resol ution but does never transmt any |OTP
Error Block to the counter party.

Curr Code: ill egal /unknown/ unsupported
Currency Code

Curr CodeType: illegal /unknown/ unsupported
Currency Code Type

Amount : il |l egal / unknown/ unsupported Paynent
Amount

PayDirection: illegal/unknown/ unsupported

Payment Direction

Pr ot ocol 1 d: i1l egal / unknown/ unsupported
Protocol Identifier

Hans, et al. I nf or mat i onal [ Page 43]



RFC 3867 Payment APl for |OTP Novenber 2004

OkFrom il egal / unknown/ unsupported OkFrom
Ti mest anmp

To: i Il egal /unknown/ unsupported CkTo

Ti mest anp

Consuner Payl d: illegal /unknown Consurmer

Paynment Identifier

Payment Handl er Payl d: il | egal /unknown Paynent
Handl er Paynment |dentifier

Payl d: illegal/unknown Paynment |dentifier

At t Val Not Recog Attribute Value Not Recogni zed. The
attribute contains a value which the | OTP
Awar e Application generating the nessage
reporting the error could not recogni ze.

The AttNane attributes of ErrorlLocation
el ements might refer to the corresponding
attribute tags.

MsgToolar ge Message too large. The nmessage is too |arge
to be processed by the | OTP Paynent Bridge
(or 1OTP Application Core).

El TooLar ge El ement too large. The elenment is too |arge
to be processed by the | OTP Paynent Bridge
(or 1 OTP Application Core).

The El ement Ref attri butes of ErrorlLocation
el ements might refer to the corresponding
el enent s.

Val ueTooSnal | Val ue too small or early. The value of al
or part of an elenent content or an
attribute, although valid, is too snmall

The ErrorLocation elenents mght refer to
the corresponding attribute tags or
el enent s.

Val ueToolLar ge Value too large or in the future. The val ue

of all or part of an elenent content or an
attribute, although valid, is too |arge.
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The ErrorLocation elements mght refer to
the corresponding attribute tags or
el ement s.

El I nconsi st ent El ement I nconsistent. Al though the docunent
is well formed and valid, according to the
rul es and constraints contained in this
speci fication:

o the content of an elenent is inconsistent
with the content of other el enents or
their attributes, or

o the value of an attribute is inconsistent
with the value of one or nore other
attri butes

The Error Description may contain further
expl anati ons.

The ErrorLocation elenments mght refer to
the corresponding attribute tags or el enents
that are inconsistent.

TransportError Transport Error. This error code is used to
indicate that there is a problemw th the
transport mechanismthat is preventing the
message frombeing received. It is typically
associated with a "Transient Error".

The connection to sonme periphery or the
counter party could not be established,
i s erroneous, or has been |ost.

The Error Description may contain further
narrative explanations, e.g., "chip card
does not respond", "renote account nanager
unreachabl e", "Internet connection to xyz
lost”, "no Internet connection avail able",
"no nodem connected", or "serial port to
nmodem used by anot her application". This
text should be shown to the end user. |If
ti meout has occurred at the Consuner this
text should be shown and the Consumer may
decide how to proceed - alternatives are
retry, paynent transaction suspension, and
cancel | ati on.
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MsgBei ngPr oc Message Being Processed. This error code is
only used with a Severity of Transient
Error. 1t indicates that the previous
message, which nay be an exchange nessage or
a request nessage, is being processed and,
if no response is received by the time
i ndicated by the "M nRetrySecs" attri bute,
then the original nessage should be resent.

Syst enBusy System Busy. This error code is only used
with a Severity of Transient Error. It
i ndi cates that the | OTP Paynent Bridge or
Exi sting Paynent Software that received the
APl request is currently too busy to handl e
it. If no response is received by the tine
i ndicated by the "M nRetrySecs" attribute,
then the original nessage should be resent.

The Error Description may provide further
expl anations, e.g., "wallet / chip card
reader is unavailable or | ocked by another
paynent transaction", "paynent gateway is
over |l oaded", "unknown chip card reader", or
"unrecogni zed chip card inserted, change
chip card".

The Consuner’s | OTP Application Core may
display the error description and ask the
Consuner about the continuation -
alternatives are retry, paynent transaction
suspensi on, and cancel | ation

UnknownEr r or Unknown Error. Indicates that the
transacti on cannot conplete for sone reason
that is not covered explicitly by any of the
other errors. The Error description
attribute should be used to indicate the
nature of the probl em

The ErrorLocation elenents mght refer to
the corresponding attribute tags or el enents
that are inconsistent.

(*) Synt axError Syntax Error. An (unknown) syntax error has
occurred.
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The ErrorLocation elements mght refer to
the corresponding attribute tags or el enents
that are inconsistent.

The 1 OTP Application Core has to replace the
error code with "Xm Not Valid" or
"UnknownError" before transm ssion to the
counter party.

(*) RegRef used Request refused. The APl request is
(currently) refused by the | OTP Paynent
Bridge. The error description may provide
further explanations, e.g., "wallet / chip
card reader is unavailable or |ocked by
anot her paynment transaction", "paynent
gateway i s overl oaded", "unknown chip card
reader", or "unrecogni zed chip card
i nserted, change chip card".

The Consuner’s | OTP Application Core may

di splay the error description and ask the
Consuner about the continuation -
alternatives are retry, paynent transaction
suspensi on, and cancellation. Denials due to
invalid Process States should be signal ed by
"Busi nessError". Typically, this kind of
error is not passed to the counter party’s

| OTP Application Core. Oherwise, it maps to
"TransportError" or "UnknownError".

(*) RegNot Supp Request not supported. The API
function(ality) has not been inplenented in
the 1OTP Paynment Bridge. Typically, this
kind of error is not passed to the
counter party’'s | OTP Application Core.

QO herwise, it maps to "TransportError" or
"UnknownError".

(*)BusError Busi ness Error. The APl request has been
rejected because sonme paynent transaction
has an illegal paynent status.

Particularly, this error code is used to
signal any raise of payment business |ayered
failures.

The ErrorLocation elenments may refer to

paynent transactions using the party’'s
Payment ldentifier - it defaults to the
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current transaction or mght contain the
current paynment transaction party’s Paynent
Identifier - identified by the El enent Ref
attribute while the AttNane attribute is
fixed with "Payld".

The 1 OTP Application Core nust inquire the

| OTP Paynent Bridge about the actual Process
State which actually encodes the business
error ("lInquire Process State").

This error code nust not be

passed to the counter party’'s | OIP
Application Core.

Tabl e 2: Common Error Codes

2004

The |1 OTP Paynent Bridge may al so use the error description in order

to notify the Consuner about further necessary steps for failure
"Sorry, your paynent transaction failed.

resolution, e.g.,

Unfortunately, you have been charged, please contact your issuer."”

3.2. Attributes and El enents

The following table explains the XML attributes in al phabetica
- any parenthesized nunber after the attribute tag is a recomended
maxi mal length of the attribute value in characters:

Attribute

Amount (12)
Amount Fron( 11)
Amount To  (11)

Aut henti cationld

Hans, et al

Descri ption

I ndi cates the paynment anount to be paid in
whol e and fractional units of the currency.
For exanpl e $245.35 woul d be expressed

"245.35". Note that values snaller than the

smal | est denom nation are all owed. For
exanmpl e one tenth of a cent would be
"0.001".

An identifier specified by the

aut henticator which, if returned by the
organi zation that receives the

aut henti cation request, will enable the
aut henticator to identify which

aut hentication is being referred to.

order
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Brandld (128) This contains a unique identifier for the
brand (or promotional brand). It is used to
mat ch against a list of Paynment |nstrunments
whi ch the Consuner hol ds to deternine
whet her or not the Consuner can pay with the
Br and.

Val ues of Brandld are managed under
procedure being described in the | OIP
prot ocol specification.

Br andLogoNet Locn The net | ocation which can be used to
downl oad the |l ogo for the organi zation (cf.
| OTP Specification).

The content of this attribute nust conform
to [URL].

Br andNane This contains the name of the brand, for
exanple "MasterCard Credit". This is the
description of the Brand which is displayed
to the consuner in the Consuner’s | anguage
defined by "xm:lang". For exanple it might
be "American Airlines Advantage Visa". Note
that this attribute is not used for matching
agai nst the payment instruments held by the
Consuner.

BrandNarrative This optional attribute is
used by the Merchant to indicate sone
speci al conditions or benefit which would
apply if the Consumer sel ected that brand.
For exanple "5%di scount™, "free shipping
and handling", "free breakage insurance for
1 year", "double air niles apply", etc.

Cal | BackFuncti on A function which is called whenever there is
a change of Process State or paynent
progress, e.g., for display updates. However,
the 1 OTP Paynent Bridge nay use its own
mechani snms and di al og boxes.

Cal | BackLanguageli st
A list of |anguage codes which contain, in
order of preference, the | anguages in which
the text passed to the Call Back function
wi || be encoded.

Hans, et al. I nf or mat i onal [ Page 49]



RFC 3867 Payment APl for |OTP Novenber 2004

Conpl eti onCode (14) Indicates how the process conpl et ed.
It is required if ProcessState is set to
"Failed" otherwise it is ignored. Valid
val ues as well as recovery options are given
in the | OTP specification

The | OTP Paynent Bridge may al so use the
Status Description to notify the Consuner
about further necessary steps in order to
resol ve sonme kind of business failures,

e.g.,

0 "sorry, your paynent transaction fail ed.
Unfortunately, you have been charged,
pl ease contact your issuer.”

o "insufficient capacity left (on your
stored value card) for refund",

o "paynent failed/chip card error/interna
error, please contact your paynent
instrument’s issuer"

Consuner Desc A narrative description of the Consuner.

Consuner Payld (14) An unique identifier specified by the
Consuner that, if returned by the Paynent
Handl er in another Payment Schene Conponent
or by other nmeans, enables the Consuner to
identify which paynent is being referred to.

This unique identifier is generated by the
| OTP Application Core and subnitted to the
| OTP Paynent Bridge on every APl call. It
may equal the Paynment Handl er Paynent

Identifiers but need not necessarily be so.

The uni queness extends to multiple paynent
i nstrunments, payment brands, paynent
protocols, wallet identifiers, and even
multiple | OTP Paynent Bridges.

Cont St at us Duri ng paynent progress, this status val ue
i ndi cat es whether the paynent needs to be
continued with further |1 OTP Payment Schene
Conponent exchanges with the renote party.
"End" indicates that the reported paynent
schene data is the |last data to be exchanged
with the counter party.
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Cont ent Sof t war el d This contains information that identifies
the software that generated the content of
the element. Its purpose is to help resolve
interoperability problens that m ght occur
as a result of inconpatibilities between

messages produced by different software. It
is asingle text string in the | anguage
defined by xm:lang. It nust contain, as a
m ni mum

o the nane of the software manufacturer

o the nane of the software,

o the version of the software, and

o the build of the software.

Cur r CodeType (14) I ndi cates the domain of the CurrCode. This
attribute is included so that the currency
code may support nonstandard currencies
such as frequent flyer point, trading
stanps, etc. |Its values may be

0 1S0O4217-A, the default, indicates the
currency code is the three-letter
al phabetic code that conformto | SO 4217
[1SOD4217].

o |OTP indicates that the val ues of
Curr Code are managed under the procedure
described in [1OTP].

CurrCode (14) A code which identifies the currency to be
used in the paynent. The domain of valid
currency codes is defined by "CurrCodeType"

Merchant Payld (14) An private identifier specified by the
Merchant which will enable the Merchant to
identify which payment is being referred to.
It is a pure private itemand is never sent
to any other party. It is provided by the
| OTP Paynent Bridge on paynent preparation
during brand conpil ation.

Cf. To "ConsunerPayl d" for note about
uni queness.
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MerchantOrgld (64) A local itemthat might refer to sone
specific shop in a nulti shop environnent.
This itemis optional and mght enrich the
Wal let ldentifier which itself can be used
for the same purpose.

Nare Di stingui shes between nultiple occurrences
of Packaged Content Elements at the sane
point in IOTP. For exanpl e:

<ABCD>
<PackagedCont ent Name=' FirstPi ece’ >
snroasdf nas934k
</ PackagedCont ent >
<PackagedCont ent Nanme=" SecondPi ece’ >
dvdsj nl 5poi dsdsf | kj nw45
</ PackagedCont ent >
</ ABCD>

The "Name" attribute may be omitted, for
exanple if there is only one Packaged
Content el ement.

OkFrom (30) The date and tinme in UTC Format range

kTo (30) i ndi cated by the nerchant in which the
Paynment Handl er may accept the paynent.
For nmore information, see [UT(C.

Passphrase (32) Payment wal |l ets may use pass phrase
protection for transaction data and paynent
instruments’ data. However, it is assuned
that there exists a public and custoni zabl e
payment instrument identifier such that
these identifiers together with their
relati onship to paynment brands, paynent
protocol s, payment directions, and currency
anounts can be queried by the | OIP
application w thout any pass phrase

know edge.

PayDi rection I ndicates the direction in which the
paynment for which a Brand is being sel ected
is to be made. Its values may be:

0 Debit: The sender of the Payment Request
Bl ock (e.g., the Consuner) to which this
Brand List relates will nmake the paynent
to the Paynment Handl er, or
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0 Credit: The sender of the Paynent Request
Bl ock to which this Brand List relates
will receive a paynment fromthe Paynent
Handl er.

Payl d (14) This attribute is introduced for AP
sinmplification:

o The Consuner has to identify Payld and
Consuner Payl d.

0 The Merchant has to identify Payld and
Mer chant Payl d.

o The Payment Handl er has to identify Payld
and Paynment Handl er Pay |Id.

Payl nstld This contains the unique identifier used
internally by the | OTP Paynent
Bri dge/ Exi sting Payment Software.

Payl nst Nane This contains the user-defined name of the
paynent instrument. There exist no
(technical) constraints |ike uniqueness. The
"xm :lang" attribute denotes the | anguage
encodi ng of its val ue.

Paynment Handl erDesc A narrative description of the Paynent
Handl er.

Payment Handl er Payl d An uni que identifier specified by the
(14) Payment Handler that, if returned by the
Consuner in anot her Paynent Schene Conponent
or by other neans, enabl es the Paynent
Handl er to identify which payment is being
referred to. It is required whenever it is
known.

Cf. To "ConsunerPayl d" for note about
uni queness.

Payment I nstrumentld An identifier for a specific paynent

(32) instrument, e.g., "credit card", "Mndex card
for English Pounds". This identifier is
fully customizable. It is assuned, that it

does not contain confidential infornmation or
even an indication of it. The paynent
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instrument identifier is unique within each
payment brand. It is displayed to the
Consuner during brand sel ection

PayRecei pt NameRefs Optionally contains el enment references to
(32) ot her el enents (containing paynent schene
specific data) that together make up the
receipt. Note that each paynent scheme
defines in its supplenment the el enments that
must be referenced

The 1 OTP Application Core should save al
the conponents referenced so that the
paynment recei pt can be reconstructed when
required.

PayReqNet Locn The Net Location indicating where an
unsecured Paynment Request nessage shoul d be
sent if this protocol choice is used.

The content of this attribute nust conform
to [ URL] and depends on the Transport
Mechani sm

Per cent Conpl ete (3) A nunber between 0 and 100 which indicates
the progress of the payment transaction. The
val ues range between 0 and 99 for pending
and suspended transacti ons.

ProcessState Contains a Process State Code that
indi cates the current state of the process
being carried out. Valid values are:

0 NotYetStarted. The Paynent Request Bl ock
has been received but processing of the
Paynment Request has not yet started

o0 InProgress. The payment transaction is
pendi ng. The processing of the (Paynent)
Request Bl ock has started but it is not
yet conpl ete.

0 (*)Suspended: The paynment transaction has
been suspended and can be resuned.

This process state is napped to

"InProgress”, if it is passed to the
counter party’'s | OTP Application Core.
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Pr opertyDesc

Pr opertyVal ue

(14)
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0 Conpl etedOk. The processing of the (Paynent)
Request Bl ock and any foll owi ng Paynent
Exchange Bl ocks has conpl et ed successful ly.

o0 Failed. The paynent processing has finally
failed for a Business Error.

0 ProcessError. This value is only used
when the Status Conponent is being used in
connection with an Inquiry Request Trading
Block. It indicates there was a Technica
Error in the Request Bl ock which is being
processed or sone internal processing
error. Each party’'s | OTP Paynment Bridge
uses this value in order to notify the
| OTP Application Core about the presence
of technical errors.

The property type defines codes used for
interrogation of specific properties about a
payment instrument. They are unique for each
paynent brand. The predefined property "all"
is used on general inquiries. However, these
property types are not used during nornal
paynent processing. E.g., they may apply to
payment brand specific transactions or

out - of -band failure resol ution

The property description carries the
respective human readabl e property (value)'s
descri ption.

The actual property value intends automatic
post processing.

Protocol Brandld (64)This is an identifier to be used with a

Hans,

et al.

particul ar payment protocol. For exanple,

SET and EMV have their own well defined, yet
different, values for the Brand identifier

to be used with each protocol. The valid val ues
of this attribute are defined in the

suppl enent for the paynent protoco

identified by "Protocol1d" that describes
how t he payment protocol works with | OTP.
Identifier maps to at nost one Protoco

Brand | dentifier.
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Protocol Id (64) An identifier for a specific paynent
protocol and version, e.g., "SETvl.O0",
"ecash”. Valid values are defined by

suppl enents to the | OTP specification and
they are unique within each paynent brand.

Pr ot ocol | ds A sequence of Protocol Identifiers

Pr ot ocol Nane A narrative description of the paynent
protocol and its version in the |Ianguage
identified by "xm:lang". For exanple
"Secure Electronic Transaction Version 1.0".
Its purpose is to help provide informtion
on the payment protocol being used if
probl ens ari se.

SecPayRegNet Locn The Net Location indicating where a secured
Paynment Request nessage should be sent if
this protocol choice is used.

A secured paynent involves the use of a
secure channel such as [TLS] in order
to comuni cate with the Paynment Handl er

The content of this attribute must conform
to [URL].

Recei verOrgld The Organi zation ldentification which
recei ves the paynent bridge processing
Tradi ng Rol e Data PackagedCont ent .

St atusDesc (256) An optional textual description of the
current process state in the | anguage
identified by "xm:lang" that should be
di spl ayed to the Consuner. The usage of this
attribute is defined in the paynent
suppl enent for the paynent nethod being
used. Particularly, it provides hints for
out -of -band failure resolution. Its length
is limted to 256 characters.

St yl eSheet Net Locn This contains the net location to a style
sheet with visualisation rules for XM
encoded dat a.

TimeStanp (30) The date and time in UTC Format when the

paynent transacti on has been started.
For nore information on UTC, see [UT(C.
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Walletld (32) Many existing payment wallet software are
multiple wallet capable. The Wall et
Identifier selects the actual wallet. It is

assunmed, that the wallet identifier is a
public item that nmight be stored by the
| OTP Application Core.

xm : | ang Defi nes the | anguage used by the Process
State Description attribute (cf. |IOIP
Speci fication)

Table 3: Attributes
The followi ng table explains the XM. el enents in al phabetical order:

El ement Descri ption

Al gorithm This contains information which describes
an Algorithmthat may be used to generate
the Aut hentication response.

The algorithmthat nay be used is
identified by the Name attribute (cf. |OTP
Speci fication).

Aut hRegPackagedCont ent The Aut henticati on Request Packaged
Content originates froma Authentication
(Dat a/ Response) Conponent’s content
wher eby the outernpst elenent tags are

prefixed with "AuthReq". Its declaration
coincides with the Packaged Content’s
declaration (cf. 10TP Specification). It

encapsul ates the authentication chall enge
val ue. The content of this information is
defined in the supplement for a paynent

pr ot ocol .

Aut hResPackagedCont ent The Aut henticati on Response Packaged
Content originates froma Authentication
Response Conponent’s content whereby the
outernost elenent tags are prefixed with
"Aut hRes" .

Its declaration coincides with the

Packaged Content’s declaration (cf. |OIP
Specification). It encapsul ates the
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aut henti cati on response val ue. The
content of this information is defined in
the suppl ement for a paynent protocol

Br andPackagedCont ent Cont ai ner for further paynent brand
description. |Its content originates from
a Brand El ement content whose outernost
el ement tags are prefixed with "Brand"
Its declaration coincides with the
Packaged Content’s declaration (cf. |OIP
Speci fication).

Br andSel Br andl nf oPackagedCont ent
This contains any additional data that
may be required by a particul ar paynent
brand. It forns the content of the Brand
Sel ection Brand Info El ement.

Br andSel Pr ot ocol Aount | nf oPackagedCont ent
This contains any additional data that
may be required by a particul ar paynent
brand in the format. It forms the content
of the Brand Sel ection Protocol Amount
I nfo El enent.

Br andSel Cur r encyAnount | nf oPackagedCont ent
This contains any additional data that is
paynent brand and currency specific in

the format. It fornms the content of the
Brand Sel ection Currency Anpunt Info
El enent .

Mer chant Dat a Any merchant related data that m ght be
used by the | OTP Paynent Bridge for
di fferent purposes, e.g., it mght

contain IDs to access sonme nall data,

but not cryptographic keys. |Its Packaged
decl aration coincides with the Content’s
declaration (cf. 1OTP Specification).

PackagedCont ent Generic Container for non-10TP data (cf.
| OTP Specification).

PayPr ot ocol PackagedCont ent
The Pay Protocol Packaged Content
originates froma Pay Protoco
El ement’ s content whereby the outernost
el ement tags are prefixed with
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"PayProtocol". It contains information
about the protocol which is used by

the paynment protocol. The content of
this information is defined in the
suppl enent for a paynment protocol. |Its
decl aration coincides with the Packaged
Content’s declaration (cf. |10OTP

Speci fication).

Pay SchenePackagedCont ent
The PaySchene Packaged Content origi nates
froma Paynment Scheme Component’s content
wher eby the outernpst el enment tags are
prefixed with "PaySchene". Its
decl aration coincides with the Packaged
Content’s declaration (cf. |OTP
Specification). It carries the paynent
specific data. The content of this
information is defined in the suppl enent
for a payment protocol.

Pr ot ocol Anount PackagedCont ent
The Protocol Anpbunt Packaged Content
originates froma Protocol Anount
El ement’ s content whereby the outernost
el ement tags are prefixed with "Amunt".
Its declaration coincides with the
Packaged Content’s declaration (cf. |OIP

Specification). It contains information
about the protocol which is used by the
paynment protocol. The content of this

information is defined in the suppl enent
for a payment protocol.

Pr ot ocol Br andPackagedCont ent
The Protocol Brand Packaged Content
originates froma Protocol Brand
El ement’ s content whereby the outernost
el ement tags are prefixed with

"Protocol Brand". |Its declaration
coincides with the Packaged Content’s
declaration (cf. |IOTP Specification). It

contai ns information about the brand

whi ch nmight be used by the paynent
protocol. The content of this information
is defined in the supplenent for a

paynment protocol .
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ResponsePackagedCont ent
Cont ai ner for authentication response
data. Its content originates froma
Aut henti cati on Response Conponent’s
Packaged Content whose outernost el enent
tags are prefixed with "Response". Its
decl aration coincides with the Packaged
Content’s declaration (cf. |OTP
Speci fication).

Tr adi ngRol eDat aPackagedCont ent
The Tradi ngRol eDat a Packaged Cont ent
originates froma Tradi ngRol eDat a
Conponent’ s content whereby the outernost
el ement tags are prefixed with

"Tradi ngRol eData". |Its declaration
coincides with the Packaged Content’s
declaration (cf. |IOTP Specification). It

contains information from Merchant to
Payment Handl er via Consumer about the
protocol which is used by the paynent.
The content of this information is
defined in the supplenent for a paynent
protocol. The Nane attribute in this
packaged contents mnust include prefix as
"Paynent:" to indicate that the paynent
bri dge processes this, for exanple
"Paynent: SET-OD'. See [SET/I1OTP] for
nmore information.

The el enent’s declaration coincides with
the Packaged Content’s declaration (cf.
| OTP Specification).

Tabl e 4: El enents

XM definition:

<IENTI TY % Aut hReqPackagedCont ent " PackagedCont ent " >
<IENTITY % Aut hResPackagedCont ent "PackagedCont ent " >
<IENTI TY % BrandPackagedCont ent " PackagedCont ent " >

<IENTITY % Br andSel | nf oPackagedCont ent "PackagedContent">
<IENTI TY % Br andSel Pr ot ocol Anbunt PackagedCont ent
" PackagedCont ent " >
<IENTITY % Br andSel Curr encyAnount PackagedCont ent
"PackagedCont ent " >
<IENTITY % Pr ot ocol Anpbunt PackagedCont ent
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"PackagedCont ent " >
<IENTI TY % PayPr ot ocol PackagedCont ent "PackagedCont ent " >
<IENTITY % Tr adi ngRol eDat aPackagedCont ent "PackagedCont ent" >
<IENTITY % Mer chant Dat a " PackagedCont ent ">
<IENTI TY % PaySchenmePackagedCont ent "PackagedCont ent " >

3. 3. Process States

The |1 OTP Paynent APl supports six different attribute val ues that
encode the transaction status fromthe I1OTP s point of view, i.e.,
the appropriate point of view at the interface between the | OTP
Application Core and | OTP Paynent Bridge. This point of view does
not conpletely mimc the nore detailed view on the actual paynment by
the actual Existing Payment Software or | OIP Paynent Bri dge.

The following three tables distinguish between the Merchant’s,
Consuner’s, and Paynment Handl ers’ environnent. They extend the

af orenmenti oned expl anati ons towards the nappi ng between | OTP process
states and the internal paynent scheme rel ated states of the Existing
Payment Software/l OTP Paynment Bridge.

3.3.1. Merchant

The Merchant’'s point of view of paynent is limted to the |ocal
payment initiation being interlaced with order processing because
| OTP assigns the actual payment processing to the Payment Handl er.

ProcessSt at e Descri ption

Not Yet St art ed The Paynment Transaction exists within the
| OTP Application Core, i.e., the
Merchant’s shop has already signaled to
the 1 OTP Application Core that an | OTP
transaction has been initiated by the
Consuner .

However, neither any APl call has been
issued to the | OTP Paynment Bridge nor has
the 1 OTP Order Request has been creat ed.

I nProgress The 1 OTP Application changes the process
state to this value when it issues the
first APl call to the Payment Bridge
during Brand List conpilation.
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Thi s val ue indicates that the Paynent
Bri dge m ght have sone know edge about
the expected paynent or m ght have
performed sone preparatory tasks (even
with the Paynent Handl er out-of-band to
| OTP) .

However, this val ue does not indicate
that any 1 OTP Order Request has been
created and transmtted to the Consuner.

Suspended The 1 OTP transaction has been suspended
before the order request bl ock has been
transmitted to the Consurmer.

Implicitly, the paynment is al so deferred.

Conpl et edCk The 1 OTP Order Request has been
successfully created and transnitted to
the Consumer. Actually, this process
state indicates only that the order
processi ng has been fi ni shed.

But it contains no indication about the
status of the actual paynment, which is
accepted by the Paynent Handl er.

However, successful order processing
signals the 1 OTP Application Core that a
paynment with sone specific paraneters is
expected within the near future. And this
signal mght be used by the Existing
Payment Software for simlar purposes.
This attribute mght be interpreted as
successful preparation of the paynent
system

Particularly, it is expected that the

Exi sting Payment Software maps this | OIP
status value to sone other interna

value, e.g., "NotYetStarted", that is nore
accurate fromits point of view

As | OTP provides no comruni cati on channe

bet ween the Merchant and Paynent Handl er,
any change of paynent process state wll
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Fai | ed

ProcessError

3.3. 2.

Consuner

Payment APl for |OTP Novemrber

be initiated out-of-band to IOTP, e.g., by
el ectronic statenents of account or
payment schene specific mechani sms.

The | OTP transaction, i.e., order
processing, has failed for sone
(business) reason and it is known that no
paynment will occur.

This indication mght be used to clear
all data about this transaction within
the Existing Paynent Bridge (by
"RenmovePaynent Log" or
"ChangeProcessState") or to reverse any
preparation (with the Paynent Handl er
out-of-band to | OTP).

However, the ideal point of view of |OIP
suspects that the actual paynent
transaction has been neither started nor
initiated.

The | OTP transaction, i.e., order
processing, has failed for sone
(technical) reason and it is known that
no payment wll occur.

This indication mght be used to clear
all data about this transaction within
the Existing Paynent Bridge (by
"RenmovePaynent Log" or
"ChangeProcessState") or to reverse any
preparation (with the Paynent Handl er
out-of-band to | OTP).

However, the ideal point of view of |IOIP
suspects that the actual paynent
transacti on has been neither started nor
initiated.

Tabl e 5: Merchant

2004

The Consuner’s | OTP Application Core restricts its point of viewto
the paynent transaction. It is assunmed that the | OTP Paynent Bridge
handl es the preceding brand sel ection process in a statel ess nmanner.

Hans,

et al.
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ProcessState Descri ption

Not Yet St art ed This encodes the initial process state of
any | OTP paynent transaction. This value
is set during brand selection but it
normally will not change during the whole brand
sel ecti on process.

I nProgress Wth the issuance of the Start Paynent
Consuner APl call, the 1 OTP Application
Core changes the process state to this
val ue.

Suspended The paynent transaction has been
suspended. Suspensi on may occur anywhere
during brand selection (with the
Merchant) or paynent processing (with the
Paynment Handler). On resunption, the | OTP
Application Core and the | OTP Paynent
Bri dge have to use other internal data to
deci de whet her brand sel ection or actual
paynent processing needs to be continued,
i.e., whether the process state needs to
be reset to "NotYetStarted" or
"1 nProgress".

Not e that the Paynent APl assunes

statel ess brand selection by the | OTP
Paynment Bridge. Typically, any suspension
during brand selection requires the
repetition of the whole process. Hereby,
the 1 OTP Application Core mght need to
consi der any al ready negoti ated

conditions in a brand depended purchase
(brand, protocol).

Conpl et edCk The successful payment has been
acknow edged by the Payment Handler, i.e.,
the successful | OTP Paynent Response has
been recei ved.

Implicitly, this inplies successful order
processi ng.
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Fai |l ed

ProcessError

3.3.3.

The Paynment Handl er is responsible for the actua

Payment Handl er

Payment APl for |OTP Novemrber

The | OTP transaction, i.e., order or
payment processing, has failed for some
(business) reason. In either case it is

known that the paynment will not succeed.
The 1 OTP transaction, i.e., order or
payment processing, has failed for some
(technical) reason.

However, the | ocal process state m ght be
different fromthat of Paynent Handl er

Tabl e 6: Consuner

New payment transactions are reported by the Consumer with the

transm ssi on of new | OTP Paynent Request Bl ocks. |OTIP Paynent

Exchange Bl ock are send by the Consuner for paynent transaction
continuation and resunption

ProcessSt ate

Not Yet St art ed

I nProgress

Suspended

Conpl et edCk

Hans,

et al.

Description

This encodes the initial process state of
any payment transaction. Typically, this
value will last for a short anmpunt of
time.

The |1 OTP Application Core changes the
process state changes to "I nProgress"”
when the Payment Handl er starts with the
actual processing of the | OTP Paynent
Request Bl ock.

Note that this does not assune that the
" St art Paynent Paynment Handl er” APl function
has been call ed.

The paynent transaction has been
suspended.

The paynment has been processed,
successfully, i.e., the I OTP Paynent
Response Bl ock was created and
transmtted to the Consuner.

2004

paynent processing.
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Fail ed The paynent transaction, has finally
failed for sonme (business) reason.

Note that this value encodes the paynent
state reported by the | OTP Paynent Bridge
on "lInquireProcessState". |t neither
reflects whether the paynment receipt has
been inquired nor whether the | OIP
Payment Response Bl ock has been created
and submtted to the Consuner.

ProcessError The paynment transaction, has finally
failed for sone (technical) reason.

Note that this value encodes the paynent
state reported by the | OTP Paynent
Bridge. It does not reflect whether sone
| OTP Error Bl ock has been created and
subnmitted to the Consuner.
Tabl e 7: Consuner
4. Paynment APl Calls
4.1. Brand Conpilation Related APl Calls

4.1.1. Find Accepted Paynent Brand

2004

This APl function determi nes the paynent brands being accepted by the

Paynment Handl er on behal f of the Merchant.
I nput Parameters

0 Paynent Direction - provided by the | OTP Application Core

0 Currency Code and Currency - provided by the | OTP Application

Core
o Paynent Amount - provided by the | OTP Application Core
o0 Merchant Payment ldentifier - Merchant’s unique private
reference to the paynent transaction

0 Merchant Organisation Identifier - used for distinction between

mul tiple nerchants that share the sone | OTP nmerchant system

o Willet ldentifier - managed by the |1 OTP Application Core

0 Merchant Data - specific data used by the | OTP Paynent Bridge

which is managed in the | OTP Application Core.
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XM definition:

<! ELEMENT Fi ndAccept edPaynent Brand ( Merchant Dat a*) >
<! ATTLI ST Fi ndAccept edPaynent Br and

PayDirection (Debit|Credit) #REQU RED

Curr CodeType NMIOKEN '|SO4217-A

Curr Code CDATA #REQUI RED

Amount  CDATA #REQUI RED

Mer chant Payl d CDATA #REQUI RED

Merchant Orgld CDATA #l MPLI ED

Wal letI D CDATA #l MPLIED >

Qut put Paraneters

o Paynent Brand ldentifier - for insertion in the Brand List
Conponent’s Brand El enent

o Paynent Brand Nane and | anguage annotation - for insertion in
the Brand List Conponent’s Brand El enent

o Paynent Brand Logo Net Location - for insertion in the Brand
Li st Conponent’s Brand El enent

o Paynent Brand Narrative Description - for insertion in the
Brand Li st Conponent’s Brand El enent

0 (Brand) Packaged Content - further paynment brand description
for insertion in the Brand List Conponent’s Brand El enent

The Existing Payment Software returns an enpty list of brand itens,
if it does not support any paynent brand/ paynent protocol comnbination
for the given paynent paraneters

XML definition

<! ELEMENT Fi ndAccept edPaynent Br andResponse (Brandltent) >
<! ELEMENT Brandltem ( BrandPackagedContent*) >
<! ATTLI ST Brandltem

Brandld CDATA #REQUI RED

xm :lang NMICKEN #| MPLI ED

BrandName CDATA #REQUI RED

BrandLogoNet Locn CDATA #REQUI RED

BrandNarrati ve CDATA #l MPLI ED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.
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4. 1.

Fi nd Accepted Paynment Protocol

This APl function determ nes the instances of paynment protocols (and
optionally the paynent brands) being accepted by the Paynent Handl er
on behalf of the Merchant. The function mght be called in two

vari ants:

0

Wth the Brand lIdentifier set on the input paranmeter list: The
function responds with the payment protocols that fits to the
submitted brand.

Wthout any Brand lIdentifier - that allows the onission of the
"Find Accepted Paynent Brand" APl call (cf. Section 4.1.1): This
function responds with both the supported brand identifiers and
the paynment protocols being specified by the Brand El ements.

I nput Paraneters

Oo0Oo0oo0oo

(]

o]

Brand ldentifier - returned by "Find Accepted Paynent Brand"
Payment Direction

Currency Code and Currency

Payment Amount

Merchant Payment ldentifier - Merchant’s unique private
reference to the paynent transaction

Merchant Organi sation ldentifier - used for distinction between
multiple nmerchants that share the sone | OTP nmerchant system
Wallet ldentifier - managed by the |1 OTP Application Core
(Brand) Packaged Content - further paynent brand description;
returned by "Find Accepted Paynent Brand"; this elenents are
only provided if the Brand ldentifier is set

Merchant Data - specific data used by the | OTP Paynent Bridge
which is managed in the | OTP Application Core.

XML definition:

<! ELEMENT Fi ndAccept edPaynent Prot ocol (BrandPackagedContent *,

Mer chant Dat a?) >

<! ATTLI ST Fi ndAccept edPaynent Pr ot ocol

Hans,

Brandld CDATA #l MPLI ED

PayDirection (Debit|Credit) #REQU RED
Curr CodeType NMIOKEN '1|SO4217-A

Curr Code CDATA #REQUI RED

Amount  CDATA #REQUI RED

Mer chant Payl d CDATA #REQUI RED
Merchant Orgld CDATA #l MPLI ED

Wal let1 D CDATA #l MPLIED >
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Qut put Paraneters

(o]

(o]

Payment Protocol ldentifier - for insertion in the Brand Li st

Conponent’s Pay Protocol El enent

Protocol Brand Identifier - for insertion in the Protocol Brand

El ement of the Brand List Conponent’s Brand El enent

Paynment Protocol Name and | anguage annotation- for insertion in

the Brand List Component’s Pay Protocol Elenent

Payment Request Net Location - for insertion in the Brand List

Conponent’s Pay Protocol El enent

Secured Paynent Request Net Location - for insertion in the

Brand Li st Conponent’s Pay Protocol Elenent

Brand Item List (cf. Section 4.1.1) - there nust be at |east

one element if no brand identifier has been provided on the

i nput paraneter |ist.

(Protocol Anount) Packaged Content - for insertion in the Brand

Li st Conponent’s Protocol Anount El enent

(Pay Protocol) Packaged Content - for insertion in the Brand

Li st Conponent’s Pay Protocol El enment

Currency Amount element - quite simlar to the definition in

[1OTP], that contain

- refined Currency Code and Currency - for insertion in the
Brand Li st Conponent’s Currency Amount El enent

- refined Paynent Anount - for insertion in the Brand List

Conponent’s Currency Amount El enent

Brand - there nmust be at |east one elenment in each Protocol

Itemif no brand identifier has been provided on the input

paraneter |ist.

XML definition

<

<!

<

<
<

Hans,

ELEMENT Fi ndAccept edPaynent Pr ot ocol Response (Protocol |t emt,
Brandltent) >

ELEMENT Pr ot ocol It em ( Prot ocol Anbunt PackagedCont ent *,
PayPr ot ocol PackagedCont ent *

Cur rencyAmount +, Brand*, Prot ocol Brand*) >

ATTLI ST Protocol Item

Protocol Id CDATA #REQUI RED

Prot ocol Brandld CDATA #l MPLI ED

xm :lang NMIOCKEN #| MPLI ED

Pr ot ocol Nanme CDATA #REQUI RED

PayReqNet Locn CDATA #| MPLI ED

SecPayReqNet Locn CDATA #l MPLI ED >

ELEMENT Brand EMPTY >

ATTLI ST Brand
Brandld CDATA #REQUI RED >
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<! ELEMENT CurrencyAmount EMPTY >

<I ATTLI ST CurrencyAnmount
Curr CodeType NMIOKEN '1S04217-A
CurrCode CDATA #l MPLI ED
Amount  CDATA #l MPLI ED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.1.3. Get Paynent Initialization Data

This APl function provides the remaining initialization data being
required by the Consumer’s or Paynent Handl er’s Existing Paynent
Software. This function m ght be called both for "brand dependent"”
and "brand i ndependent” transaction types. |In either case, this
function is called with one particul ar brand.

I nput Paraneters

0o Brand ldentifier - returned by "Find Accepted Payment Brand"

o Merchant Payment ldentifier - Merchant’s unique private
reference to the paynent transaction

o Paynent Direction

0 Currency Code and Currency - fromthe Brand List Conponent’s
Currency Anount El enment

o Paynent Ampount - fromthe Brand List Conponent’s Currency
Amount El enment

0 Paynent Protocol ldentifier - fromthe Brand List Conponent’s
Pay Protocol El enent

0 Protocol Brand ldentifier - fromthe Protocol Brand El enent
which relates to the selected Brand El enent, if any

0 (Tradi ngRol eData) Receiver Organization Identifier

0 OkFrom OkTo - identical to the entries of the Order Conponent

Mer chant Paynment |dentifier

0 Merchant Organisation ldentifier - used for distinction between
multiple merchants that share the sone | OTP nmerchant system
o Wallet ldentifier and/or Pass Phrase

Prot ocol Brand El enent

0 (Brand) Packaged Content - further payment brand description,
fromthe Brand List Conponent’s Brand El enment

0 (Protocol Anount) Packaged Content - further paynent protocol
description, fromthe Brand List Conponent’s Protocol Anount
El enent
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o (Pay Protocol) Packaged Content - further paynent protocol
description, fromthe Brand List Conponent’s Pay Protocol
El ement

0 (Protocol Brand) Packaged Content - further brand information,
fromthe Protocol Brand El enent of the Brand Li st Conponent
which relates to the selected Brand El enent, if any

0 (Order) Packaged Content - further order description, fromthe
Order El enent

o three Brand Sel ection Info Packaged Content el enments - copied
fromthe Brand Sel ecti on Conponent on brand dependent purchases

o0 Brand - additional data about the paynent brand

0 Protocol Amount - additional data about the payment protocol

0 Currency Amount - additional paynent brand and currency
specific data

o Merchant Data - specific data used by the | OTP Paynent Bridge
which is managed in the | OTP Application Core.

XM definition:

<! ELEMENT Get PaynentlInitializati onData (Protocol Brand?
Br andPackagedCont ent *
Pr ot ocol Anount PackagedCont ent *,
PayPr ot ocol PackagedCont ent *,
Or der PackagedCont ent *,
Br andSel Br andl nf oPackagedCont ent *,
Br andSel Pr ot ocol Armount | nf oPackagedCont ent *,
Br andSel Curr encyAnount | nf oPackagedCont ent *,
Mer chant Dat a*) >
<I' ATTLI ST Get PaynentlnitializationData
Brandld CDATA #REQUI RED
Mer chant Payld CDATA #REQUI RED
PayDirection (Debit|Credit) #REQU RED
Curr CodeType NMIOKEN '1SO4217-A
Curr Code CDATA #REQUI RED
Amount  CDATA #REQUI RED
Protocol Id CDATA #REQUI RED
CkFrom CDATA #REQUI RED
CkTo CDATA #REQUI RED
Recei verOrgld CDATA #l MPLI ED
Merchant Orgld CDATA #l MPLI ED
VWl letl D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >
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Qut put Paraneters

0 OkFrom OkTo - for insertion in the Paynment Component

0 (Tradi ngRol eDat a) Packaged Content - further paynent protocol
description; the Nane Attribute of the packaged Content
el ement nust include "Paynment:" as the prefix,
for exanple "Paynent: SET-OD'. For nore information, see
[ SET/ 1 OTP] .

0 (Order) Packaged Content - defaults to the supplied order
packaged content if omtted.

XM definition:

<!l ELEMENT Get PaymentlInitializationDat aResponse
(Or der PackagedCont ent *,
Tr adi ngRol eDat aPackagedContent *) >
<I' ATTLI ST Get PaynentlInitializationDataResponse
OkFrom CDATA #l MPLI ED
CkTo CDATA #l WPLI ED>

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.1.4. Inquire Authentication Challenge

This APl function inquires any payment protocol specific

aut henti cation chall enge value fromthe | OTP Paynent Bridge. In
Baseline IOTP this APl function is called by the Merchant (or
Financial Institution). The IOTP Application Core may propose a
choice of algorithnms to the | OTP Paynment Bridge. However, the | OTP
Paynment Bridge may ignore the proposal and sel ect sone ot her

al gorithm

The inquiry is assuned to be stateless. E.g., the I OTP Application
Core may check the returned al gorithm and stop transacti on processing
wi t hout notifying the | OTP Paynment Bridge.

The 1 OTP Application Core may issue several APl calls to the | OIP
Payment Bridge to build up the | OTP Authentication Request Bl ock.

Any subsequently submitted choice of algorithns should be constrained
by the accepted algorithnms fromearlier APl responses.

The | OTP Paynment Bridge responds with the Business Error Code if it
does not provide any (nore) authentication algorithns and chal | enges.
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| nput Parameters

0 Authentication ldentifier - the authenticator may provide its
paynent identifier, i.e., Paynent Handl er or Merchant Paynent
I dentifier.

o Willet ldentifier and/or Pass Phrase

o set of pre-selected algorithms for authentication

XML definition:

<! ELEMENT I nqui r eAut hChal | enge (Al gorithnr) >
<! ATTLI ST I nqui r eAut hChal | enge

Aut henti cationld CDATA #REQU RED

Wal let1 D CDATA #l MPLI ED

Passphrase CDATA #l MPLIED >

Qut put Paraneters

o list of Authentication Challenge Packaged Contents - for
insertion into the | OTP Aut henticati on Request Conponent

0o AlgorithmE enment - for insertion into the |1 OIP Authentication
Request Conponent

XML definition

<! ELEMENT 1 nqui r eAut hChal | engeResponse (Aut hReqPackagedCont ent *,
Al gorithm >

4.1.5. Authenticate

The Consuner’s | OTP Application Core defers paynment protocol specific
aut henti cati on processing and the current chall enge value to the
active |1 OTP Payment Bridge. Alternative authentication algorithns

m ght be tried sequentially or offered to the user for selection.

Note that the | OTP Application Core has to consider both the current
context and the algorithmin order to deternine the responsible | OTP
Paynment Bri dge.

Fail ed authentication is reported by the Business Error Code which

m ght trigger the inquiry of the details ("Inquire Process State").
Final failures m ght be encoded by the process state "Fail ed"
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| nput Parameters

0 Authentication ldentifier

o Vallet Identifier and/or Pass Phrase

0 Authentication Challenge Packaged Content - copied fromthe
| OTP Aut henticati on Request Comnponent

o0 AlgorithmEl ement - copied fromthe | OIP Authentication Request
Conponent

XML definition:

<! ELEMENT Aut henticate (Al gorithm AuthReqgPackagedContent*) >
<! ATTLI ST Aut henti cate

Aut henticationld CDATA #REQU RED

Wal l et D CDATA #l MPLI ED

Passphrase CDATA #l MPLIED >

Qut put Paraneters

0 Authentication Response Packaged Content - for insertion into
the 1 OTP Aut henticati on Response Component

XM definition:
<! ELEMENT Aut henti cat eResponse (Aut hResPackagedContent*) >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.1.6. Check Authentication Response

This APl function verifies the Consumer’s paynent protocol specific
aut henti cation response. |In Baseline IOTP this APl function is
called by the Merchant (or the Financial Institution). It is called
only if the counter party has responded with an | OTP Aut hentication
Response Component wi thin the Authentication Response Block. O
course, the 1 OTP Application Core traces the need of such an
response.

Due to the authentication's statel essness, all paraneters (algorithm
chal | enge and response) are subnitted to the | OTP Paynent Bridge.

Aut hentication failure is reported by a Process State different from
" Conpl et edX"
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| nput Parameters

0 Authentication ldentifier

o Vallet Identifier and/or Pass Phrase

0 Authentication Challenge Packaged Content - generated by
previous "lnquire Authentication Challenge" APl call

0 Algorithm El enent

0 Authentication Response Packaged Content - copied fromthe
Aut hent i cati on Response Conponent

XML definition:

<! ELEMENT CheckAut hResponse (Al gorithm AuthReqPackagedContent*,
Aut hResPackagedCont ent *) >
<I ATTLI ST CheckAut hResponse
Aut henticationld CDATA #REQU RED
Wal let1 D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >

Qut put Parameters

0 Current Process (Authentication) State
0 Conpl etion Code
0 Status Description and its | anguage annotati on

XML definition:

<! ELEMENT CheckAut hResponseResponse EMPTY >
<I ATTLI ST CheckAut hResponseResponse
ProcessState (NotYetStarted |
I nProgress |
Suspended |
Conpl et edCk |
Failed |
Pr ocessError) #REQUI RED
Conpl eti onCode NMICKEN #1 MPLI ED
xm :lang NMICKEN #l| MPLI ED
StatusDesc CDATA #l MPLI ED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.
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4.2. Brand Selection Related APl Calls
4.2.1. Find Paynment |nstrunent

This APl function determ nes which instances of a Paynent Brand,
e.g., two Mondex cards, are present. The sanme physical card nay even
represent nultiple paynent instrunents.

The 1 OTP Application Core supplies possible paynment brand and paynent
protocol to the I OTP Paynent Bridge that has to be consi dered when
the 1 OTP Paynent Bridge searches for appropriate paynent instrunents.
This set represents the (sub)set of paynent alternatives being
supported by the Merchant. |If the I OTP Application Cote has nultiple
possi bl e paynent brand/protocol, it can call this function in turn

The Existing Paynent Software responds with Paylnstrunent El enents
with enpty Paylnstld attributes if it does not distinguish between
different paynent instrunents for the particul ar paynent

al ternatives

Note that the Payment APl assunes that the values of the attributes
Brandl d, Protocolld, Protocol Brandld and the currency anount suffice
for the determ nation of the appropriate Packaged Content El enent
that will be transmitted to the Paynment Handl er |ater on

I nput Parameters

0o Brand Identifier - copied fromthe Brand List Conponent’s Brand
El enent

o Paynent Protocol Ildentifier and associated Protocol Brand
Identifier

o Paynent Direction - copied fromthe Brand List Component

0 Currency Code and Currency - copied fromthe Currency Anount
El enent

o Paynent Anount - copied fromthe Currency Anount El enent

o Consuner Payment |dentifier - Consuner’s unique reference to
the current paynment transaction

o Wallet ldentifier - managed by the |1 OTP Application Core

o (Brand) Packaged Content - further payment brand description;
copied fromthe Brand List Component’s Brand El enent

0 (Protocol Brand) Elenment - further information; copied fromthe
Protocol Brand El enent of the Brand List Conmponent which
relates to the Consunmer selected Brand El erment, if any.

0 (Protocol Anpunt) Packaged Content - further paynent protoco
description, copied fromthe Brand Li st Conponent’s Protoco
Anmount El enment
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o Elenent (Protocol) Packaged Content - further paynment protoco
description, copied fromthe Brand Li st Conponent’s Pay
Prot ocol El enent

XML definition:

<! ELEMENT Fi ndPaynent | nstrument (BrandPackagedContent*,
Pr ot ocol Brand?,
PayPr ot ocol PackagedCont ent *,
Pr ot ocol Anount PackagedContent *) >

<! ATTLI ST Fi ndPaynent | nstrunent
Brandld CDATA #REQUI RED
Protocol 1d CDATA #REQUI RED
PayDirection (Debit|Credit) #REQU RED
Curr CodeType NMIOKEN '|SO4217-A
CurrCode CDATA #REQUI RED
Anmount  CDATA #REQUI RED
Consumer Payl d CDATA #REQUI RED
WalletI D CDATA #l MPLIED >

Qut put Paranmeters

o0 The known Paynent Instrunent |Identifiers, these are interna
val ues

0 The user-defined nanes of the payment instrunment and their
| anguage encodi ng

The Existing Paynent Software responds with an enpty |ist of
identifiers, either if it does not distinguish between different
paynent instruments or if there are no registered paynent
instruments avail able despite brand support for at |east one
(unspeci fied) paynent protocol. In the latter case, the | OIP
Payment Bridge has to request the registration of a suitable
paynent instrument at a subsequent step of the paynent process.

XML definition

<! ELEMENT Fi ndPaynent | nstrument Response (Payl nstrunment*) >
<I ELEMENT Payl nstrument EMPTY >
<! ATTLI ST Payl nstrunent

Id CDATA #REQUI RED

xm :lang NMICKEN #| MPLI ED

Payl nst Name CDATA #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.
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4.2.2. Check Payment Possibility

This APl function checks whether a paynent (both debit and credit)
can go ahead. It can be used, for exanple, to check

o if there are sufficient funds available in a particular currency
for an el ectronic cash paynent brand,

o whether there is sufficient value space left on the paynent
i nstrunment for paynent refund,

o whether required systemresources are avail abl e and properly
configured, e.g., serial ports or baud rate,

o whether environnment requirenents are fulfilled, e.g., chip card
reader presence or |nternet connection.

If the paynent nethod is based on external components, e.g., nagnetic
stripe or chip cards, and the check accesses the nedium the existing
paynent net hod should not nmutually exclusive | ock systemresources,
e.g., serial port or nodem that nmay also be required by other

Exi sting Payment Software, e.g., multiple paynment software conmponents
may share the same card reader. |If this happens for APl interna
request processing, the function has to unlock these conmponents prior
to return. Oherw se, the paynent may not proceed if the Consuner
cancels imedi ately and deci des to use another paynment instrunent.

In this event the previous | OTP Paynent Bridge is not notified about
t he change

This function call happens i mediately after the Consumer’s paynent
instrument selection. For exanple, if the paynent instrunent is a
chip card, that is not inserted in the chip card reader, the Consuner
may be pronpted for its insertion. However, the Consuner should be
able to hit sone 'skip’ button, if the paynment check is part of the
actual payment protocol, too. Finally, the | OTP Paynent Bridge may
provide only a subset of these capabilities or may even directly
generate a successful response w thout any checks.

I nput Paraneters

0 Brand ldentifier - user selection

o Paynent Instrunent Ildentifier - user selection

0 Currency Code and Currency Code Type - copied fromthe sel ected
Currency Anount El enent

o Paynent Amount - copied fromthe selected Currency Amount El enent

o Paynent Direction - copied fromthe sel ected Tradi ng Protoco

Opti on Bl ock
o Protocol ldentifier - copied fromthe sel ected Pay Protoco
El ement
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Protocol Brand lIdentifier - copied fromthe sel ected Protocol
Brand El ement of the Brand List Conponent which relates to the
sel ected Brand Elenment, if any

Consuner Paynent Identifier - Consunmer’s unique reference to the
current payment transaction

Wal let ldentifier and/or Pass Phrase

(Brand) Packaged Content - copied fromthe selected Brand El enent
(Protocol Amount) Packaged Content - copied fromthe sel ected
Prot ocol Anount El enent

(Protocol) Packaged Content - copied fromthe sel ected Pay

Prot ocol El enent

(Protocol Brand) Packaged Content - copied fromthe sel ected
Protocol Brand El enent of the Brand List Conmponent which rel ates
to the selected Brand Elenment, if any

XML definition:

<! ELEMENT CheckPaynent Possi bility (BrandPackagedContent*,

Pr ot ocol Brand?
Pr ot ocol Amount PackagedCont ent *,
PayPr ot ocol PackagedCont ent * >

<I ATTLI ST CheckPayment Possibility

Brandld CDATA #REQUI RED

Payment | nstrunentld CDATA #l MPLI ED
PayDirection (Debit|Credit) #REQU RED
Curr CodeType NMIOKEN '|SO4217-A

Curr Code CDATA #REQUI RED

Amount  CDATA #REQUI RED

Protocol Id CDATA #REQUI RED

Consumer Payl d CDATA #REQUI RED

Wal let1 D CDATA #l MPLI ED

Passphrase CDATA #l MPLIED >

Qut put Paraneters

(o]

o]

Hans,

three Brand Sel ection Info Packaged Content elenents - for
insertion into the Brand Sel ecti on component

Brand - additional data about the paynment brand

Prot ocol Anobunt - additional data about the paynent protocol
Currency Anount - additional payment brand and currency specific
dat a
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XM definition

<! ELEMENT CheckPaymnent Possi bilityResponse
(BrandSel Br andl nf oPackagedCont ent *,
Br andSel Pr ot ocol Anount | nf oPackagedCont ent *,
Br andSel Curr encyAnount | nf oPackagedCont ent*) >
<! ATTLI ST CheckPaynent Possi bilityResponse >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.3. Paynment Transaction Related APl calls

These Paynent APl calls may be nmade either by the Consuner’s or
Payment Handl er’s | OTP Application Core.

4.3.1. Start Paynent Consuner

This APl function initiates the actual payment transaction at the
Consuner side. The | OIP Paynent Bridge and the Existing Paynent
Software performall necessary initialization and preparation for
paynent transaction processing. This includes the reservation of
external periphery. E.g., 1) the Consuner’s chip card reader needs
to be protected agai nst access from other software conponents, 2) the
insertion of the chip card may be requested, 3) the Internet
connection may be re-established, or 4) the Paynment Handl er may open
a mutual exclusive session to the security hardware.

The |1 OTP Paynent Bridge nonitors the paynent progress and stores the
current paynent states such that resunption - even after power
failures - remains possible. Note that the | OIP Application Core
supplies only a subset of the follow ng input paraneter to the
associ ated resunption APl function and refers to the paynent
transaction through the party’'s paynent identifier

I nput Paraneters

o Brand ldentifier - copied fromthe sel ected Brand El enent

o0 Paynent Instrunent Identifier - the user selection

0 Currency Code and Currency - copied fromthe selected Currency
Amount  El enent

o Paynent Amount - copied fromthe selected Currency Anount
El enent

o Paynent Direction - copied fromthe Brand List Component

o Protocol ldentifier - copied fromthe sel ected Paynent Protoco
El ement
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0 Protocol Brand Element - further information; copied fromthe
Prot ocol Brand El enent of the Brand List Conmponent which
relates to the selected Brand El enent, if any

0 OkFrom OKTo - copied fromthe Paynment Conponent

0 Consurer Paynent ldentifier - Consumer’s unique reference to
the current paynent transaction

o Vallet Identifier and/or Pass Phrase

o Call Back Function - used for end user notification/logging
pur poses

0 Call Back Language List. This list is required if the Call Back
Function is set

0 (Brand) Packaged Content - further paynment brand description;
copied fromthe selected Brand El ement’s content

0 (Protocol Anpunt) Packaged Content - further paynent protoco
description; copied fromthe selected Protocol Anobunt Element’s
cont ent

o (Paynment Protocol) Packaged Content - further paynent protoco
description; copied fromthe selected Pay Protocol Elenment’s
cont ent

0 (Order) Packaged Content - further order description, copied
fromthe O der Component

XML definition:

<! ELEMENT St art Paynment Consuner ( BrandPackagedCont ent *,
Pr ot ocol Br and?
Pr ot ocol Amount PackagedCont ent *,
PayPr ot ocol PackagedCont ent *,
Or der PackagedContent *) >

<I ATTLI ST St art Paynent Consumner
Brandld CDATA #REQUI RED
Payment | nstrunentld CDATA #l MPLI ED
Curr CodeType NMIOKEN '|SO4217-A
Curr Code CDATA #REQUI RED
Anmount  CDATA #REQUI RED
PayDirection (Debit|Credit) #REQU RED
Protocol 1d CDATA #REQUI RED
Prot ocol Brandld CDATA #l MPLI ED
OkFrom CDATA #REQUI RED
OkTo CDATA #REQUI RED
Consuner Payl d CDATA #REQUI RED
Wal l et D CDATA #l MPLI ED
Passphrase CDATA #l MPLI ED
Cal | BackFuncti on CDATA #l MPLI ED
Cal | BackLanguagelLi st NMIOKENS #| MPLI ED >

Hans, et al. I nf or mat i onal [ Page 81]



RFC 3867 Payment APl for |OTP Novenber 2004

Qut put Paraneters

o Continuation Status
o (Payment Schene) Packaged Content - for insertion into the
Payment Scherme Conponent of the | OTP Paynent Request Bl ock

The 1 OTP Application Core is allowed to reissue this request several
times on failed anal yses of the response.

XML definition:

<I ELEMENT St ar t Paynent Consuner Response
(PaySchenmePackagedCont ent *) >

<I ATTLI ST St art Paynment Consumner Response
Cont St atus ( End| Conti nue) #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.3.2. Start Paynent Paynment Handl er

This APl function initializes the Consunmer initiated paynent
transaction at the Paynment Handler’'s side. Sinmilar to the Consuner’s
system the | OTP Paynment Bridge and the Existing Paynent Software
performall necessary initialization and preparation for paynent
transacti on processi ng.

I nput Paraneters

0o Brand Identifier - copied fromthe Consuner selected Brand
El enent

o Consumer Payment ldentifier - copied fromthe Payment Schene
Conponent

0 Currency Code and Currency - copied fromthe Consuner selected
Currency Anount El enent

o Paynent Amount - copied fromthe Consunmer sel ected Currency
Anount El enment

o Paynent Direction - copied fromthe Brand List Component

o0 Protocol ldentifier - copied fromthe Consuner sel ected
Payment Protocol El enent

0 Protocol Brand ldentifier - copied fromthe Brand Protocol
El ement of the Brand List Conponent which relates to the
Consuner selected Brand Elenent, if any

0 OkFrom OkTo - copied fromthe Payment Component

o Paynent Handl er Paynent Identifier - Paynent Handl er’s unique
reference to the current paynent transaction

o0 Merchant Oganisation ldentifier - copied fromthe Merchant’'s
Organi sati on El enent
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o Vallet Identifier - renaming to till identifier neglected -
and/ or Pass Phrase

o Call Back Function - used for end user notification/logging
pur poses

0 Call Back Language List. This list is required if the cal
back function is set

0 (Brand) Packaged Content - further payment brand description;
copi ed fromthe Consurmer selected Brand El enent’s content

0 (Protocol Brand) Packaged Content - further information; copied
fromthe Protocol Brand El enent of the Brand Li st Conponent
which relates to the Consuner selected Brand El enent, if any.

0 (Protocol Anpunt) Packaged Content - further paynent protoco
description; copied fromthe Consunmer sel ected Protocol Anmount
El ement’ s cont ent

0 (Protocol) Packaged Content - further paynment protoco
description; copied fromthe Consuner sel ected Pay Protoco
El ement’ s content

0 (Tradi ngRol eDat a) Packaged Content - further paynent protoco
description; the Nane Attribute of the packaged contents nust
i nclude "Paynent:" as the prefix, for exanple "Payment: SET- OD".
For nmore information, see [SET/IOIP].

o0 Three Brand Sel ection Info Packaged Content El enents - copied
fromthe Brand Sel ecti on Conponent

0o Brand - additional data about the paynent brand

o Protocol Amount - additional data about the paynent protoco

0 Currency Amount - additional paynent brand and currency
specific data

o (Paynment Schene) Packaged Content.

XML definition

<! ELEMENT St ar t Paynent Paynent Handl er ( BrandPackagedCont ent *,
Pr ot ocol Br and?,

Pr ot ocol Anount PackagedCont ent *,

PayPr ot ocol PackagedCont ent *,

Br andSel Br andl nf oPackagedCont ent *,

Br andSel Pr ot ocol Arount | nf oPackagedCont ent *,
Br andSel Curr encyAnount | nf oPackagedCont ent *,
Tr adi ngRol eDat aPackagedCont ent *,
PaySchenePackagedCont ent *) >

ATTLI ST St art Paynent Payrent Handl er

Brandld CDATA #REQUI RED

Consuner Payl d CDATA #| MPLI ED

Curr CodeType NMIOKEN '|SO4217-A

CurrCode CDATA #REQUI RED

Anmount  CDATA #REQUI RED

PayDirection (Debit|Credit) #REQU RED
Protocol Id CDATA #REQUI RED

<
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CkFrom CDATA #REQUI RED

CkTo CDATA #REQUI RED

Payment Handl er Payl d CDATA #REQUI RED
Merchant Orgld CDATA #REQUI RED

VWl letl D CDATA #l MPLI ED

Passphrase CDATA #l MPLI ED

Cal | BackFuncti on CDATA #l MPLI ED

Cal | BackLanguagelLi st NMIOKENS #| MPLI ED >

Qut put Paraneters

o Continuation Status
o (Paynment Schene) Packaged Content - for insertion into the
Payment Scheme Conponent of the | OTP Payment Exchange Bl ock

The response nessage must contain paynment schema data if the
continuation status signals "Continue". The |OTP Application Core is
allowed to reissue this request several tines on failed anal yses of
the response.

XML definition:

<! ELEMENT St ar t Paynment Paynent Handl er Response
(PaySchenePackagedContent *) >

<l ATTLI ST St art Paynent Paynent Handl er Response
Cont St atus ( End| Conti nue) #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.3.3. Resune Paynent Consumer

This APl function resunes a previously suspended paynment at the
Consuner side. Resunption includes the internal inquiry of the
paynent transaction data, e.g., paynent anount, protocol identifier,
and the whole initialization as it has been applied on the "Start
Payment Consuner"” APl request.

It is up to the I0OTP Application Core to deci de whether an | OTP
Payment Request Bl ock or a | OTP Paynent Exchange Bl ock needs to be
generated. One indicator mght be the receipt of a previous |OIP
Payment Exchange Bl ock fromthe Paynent Handl er, e.g., the know edge
of the Paynent Handl er Paynent ldentifier

| nput Par ameters

0 Consuner Paynent ldentifier
o Wallet ldentifier and/or Pass Phrase
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o Call Back Function - used for end user notification/logging
pur poses

XML definition:

<I ELEMENT ResunePaynent Consuner EMPTY >
<I ATTLI ST ResunePaynent Consuner
Consumer Payl d CDATA #REQUI RED
Wal l et D CDATA #l MPLI ED
Passphrase CDATA #l MPLI ED
Cal | BackFuncti on CDATA #| MPLI ED
Cal | BackLanguagelLi st NMIOKENS #| MPLI ED >

Qut put Parameters

o Continuation Status

o (Payment Schene) Packaged Content - for insertion in the
Payment Schene Component of the next |OTP nessage (Paynent
Exchange or Request Bl ock).

The 1 OTP Application Core is allowed to reissue this request severa
times on failed anal yses of the response. However, the | OTP Paynent
Bridge might reject the resunption request by using the "AttNot Supp”
Error Code "naming" the Consuner Paynent |dentifier attribute. Then
the Consumer has to apply nornal error processing to the current
(sub-)transaction and to i ssue a new Paynment Request Block to the
Paynment Handl er.

XML definition:

<! ELEMENT ResunePaynent Consuner Response
(PaySchemePackagedCont ent *) >

<I ATTLI ST ResunmePaymnent Consunmer Response
Cont Status (End| Conti nue) #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.3.4. Resune Paynent Paynent Handl er
This APl function resunes a paynent at the Paynent Handl er side.
I nput Paranet ers
0 Paynent Handl er Paynent Identifier

o Wallet ldentifier - renaming to till identifier neglected - and
Pass Phrase
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o Call Back Function - used for end user notification/logging
pur poses

o Call Back Language List. This list is required if the Call Back
Function is set

o (Payment Schene) Packaged Content - copied fromthe Paynent
Scheme Conponent of the received | OTP nessage (Paynent Exchange
or Request Bl ock).

XML definition:

<! ELEMENT ResunePaynent Paynent Handl er
(PaySchenePackagedContent *) >

<! ATTLI ST ResunePaynent Paynment Handl er
Payment Handl er Payl d CDATA #REQUI RED
Wal l et D CDATA #l MPLI ED
Passphrase CDATA #l MPLI ED
Cal | BackFuncti on CDATA #l MPLI ED
Cal | BackLanguagelLi st NMIOKENS #| MPLI ED >

Qut put Parameters

o Continuation Status
o (Payment Schene) Packaged Content - for insertion in the
Paynment Scherme Conponent of the next Paynment Exchange Bl ock.

The response nmessage contai ns paynent schema specific data if the
continuation status signals "Continue". The |IOIP Application Core is
all owed to reissue this request several tinmes on failed anal yses of
the response.

XM definition

<! ELEMENT ResunePaynent Paynment Handl er Response

(PaySchenePackagedContent *) >

<! ATTLI ST ResunePaynent Paynment Handl er Response
Cont Status (End| Continue) #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.3.5. Continue Process

This APl function passes one specific | OTP Paynent Scheme Component,
i.e., the encapsul ated Packaged Content el enents, received fromthe
counter party (e.g., Consuner) to the I OIP Payment Bridge and
responds with the next |1 OTP Paynment Schenme Conponent for submi ssion
to the counter party.
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| nput Parameters

0 Payty' s Paynent Identifier

0 Process (Transaction) Type which distingui shes between Paynents
and I nquiries.

o Vallet Identifier and/ or Pass Phrase

o (Payment Schene) Packaged Content - copied fromthe Paynent
Schene Conponent of the received Paynent Exchange Bl ock or from
the Error Bl ock.

Each party should set the paynent identifier with the |ocal
i dentifier (Consuner: ConsumrerPayld; Merchant: Merchant Payld; Paynent
Handl er: Paynent Handl er Payl d) .

XML definition:

<! ELEMENT Conti nueProcess (PaySchenmePackagedContent+) >
<! ATTLI ST Conti nueProcess

Payld CDATA #REQUI RED

ProcessType (Payment | Inquiry) ’Payment’

Wal l et D CDATA #l MPLI ED

Passphrase CDATA #l MPLIED >

Qut put Paraneters

o Continuation Status

o (Payment Schene) Packaged Content - for insertion in the
Payment Schenme Conponent of the next Paynent Exchange Bl ock or
final Payment Response Bl ock

The response nessage contai ns paynent schema data if the continuation
status signals "Continue". The |OIP Paynent Bridge must signal

"End", if the paynent schene data was received within an | OTP Error
Bl ock containing an Error Conponent with severity HardError.

XM definition:
<! ELEMENT Conti nueProcessResponse (PaySchenePackagedContent*) >
<I ATTLI ST Conti nueProcessResponse

Cont Status (End| Conti nue) #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.
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4.3.6. Change Process State

The 1 OTP Application Core changes the current payment status by this
request. The | OTP Paynent Bridge nmay be notified about business

| evel normal termnation, cancellation, suspension, and processing
errors. Notification happens by requesting the intended process

st ate.

The |1 OTP Paynent Bridge processes the status change and reports the
resul t.

The 1 OTP Application Core has to anal yze any returned process status
in order to check whether the | OTP Paynent Bridge has agreed to or
declined the status switch. E.g., the submitted Process State
"Conpl eteCk” may lead to the Paynent Status "Failed" if the paynent
transaction has already fail ed

Transaction Suspension is notified by the newy introduced Process
State "Suspended". The other attribute values have been taken from
the 1 OTP specification.

This APl function mght be called by the Consumer, Merchant, or
Payment Handl er for each paynent transaction anytime after the

i ssuance of "FindPaynentlnstrunent” to the | OTP Paynent Bridge by the
Consuner, the issuance of "FindAcceptedPayment Brand" by the Merchant,
or the issuance of "StartPayment Paynent Handl er" by the Paynent

Handl er.

The Process States "Conpl etedCk", "Failed", and "ProcessError" are
final in the sense that they can not be changed on subsequent calls.
However, the APl function should not return with an error code if
such an inconpatible call has been issued. Instead it should report
the ol d unchanged Process State.

Unknown paynent transactions are reported by the Error Code
"AttVal I nvalid" pointing to the Payld attribute.

I nput Parameters

Party’s Paynment ldentifier

i nt ended Paynent Status

i nt ended Conpl eti on Code

Process (Transaction) Type which distingui shes between Paynents
and I nquiries.

Wal l et ldentifier and/or Pass Phrase

O o0oo0oo

o]
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XM. definition
<! ELEMENT ChangeProcessSt ate EMPTY >
<I ATTLI ST ChangeProcessState
Payl d CDATA #REQUI RED
ProcessState (NotYetStarted
I nProgress
Suspended
Conpl et edCk |
Failed |
ProcessError) #REQUI RED
Conpl eti onCode NMICKEN #1 MPLI ED
ProcessType (Paynment | Inquiry) ' Paynent

4. 4.

Han

Walletl D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >

Qut put Paraneters

0 Process State and Percent Conpl ete
o Conpl etion Code

Novenber 2004

0 Status Description and its | anguage annotati on

XML definition:

<! ELEMENT ChangePr ocessSt at eResponse EMPTY >

<I ATTLI ST ChangePr ocessSt at eResponse
ProcessState (NotYetStarted
I nProgress
Suspended
Conpl et edCk |
Fail ed |
ProcessError)
Per cent Conpl ete CDATA #l MPLI ED
Conpl eti onCode NMIOKEN #| MPLI ED
xm :lang NMIOKEN #| MPLI ED
St atusDesc CDATA #| MPLI ED >

#REQUI RED

Tables 4 and 5 explain the attributes and el enents;

i ntroduces the Error Codes.

General Inquiry APl Calls

Table 3

The following calls are not necessarily assigned to a paynent

transaction and nmay be issued at any tine.
on any other calls.

s, et al. I nf or mati ona

There are no dependenci es

[ Page 89]



RFC 3867 Payment APl for |OTP Novenber 2004

4.4.1. Renove Paynent Log

The 1 OTP Application Core notifies the | OTP Paynment Bridge and/or the
correspondi ng Exi sting Paynent Software via | OTP Paynent Bridge that
any record in the Paynment Log file, that deals with the |isted
paynment transaction, mght be renoved

| nput Parameters

0 Party's Paynent ldentifier
o Wallet ldentifier and/or Pass Phrase

XM definition

<! ELEMENT RenovePaynent Log EMPTY >
<! ATTLI ST RenpvePaynent Log
Payld CDATA #REQUI RED
Wal let1 D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >

Qut put Paranmeters
XM definition:

<! ELEMENT RenovePaynent LogResponse EMPTY >
<I ATTLI ST RenovePaynent LogResponse >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.4.2. Paynment |Instrunent |nquiry

This APl function retrieves the properties of the Paynent Instrunent.
The Paynment Instrunent ldentifier could be omtted if this identifier
is derived by other neans, e.g., by analysis of the currently
inserted chip card. |If the Paynent instrument could not uniquely
determned, the | OTP Paynment Bridge may provide suitable dialogs for
user input.

E.g., this APl function m ght be used during problemresolution with
the Customer Care Provider of the issuer of the paynment instrunent,
in order to inquire paynent instrument specific val ues.

| nput parameters

0 Brand Identifier

0 Paynent Instrunent Identifier
o0 Protocol ldentifier
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o Vallet Identifier and/or Pass Phrase

o Property Type List - sequence of val ues whose | anguage is
identified by xm:Iang

0 (Brand) PackagedContent Content - further paynent brand
description

o0 Protocol Brand Content - further paynment brand information

0 (Protocol Anpunt) PackagedContent Content - further paynent
prot ocol description

o (Pay Protocol) PackagedContent Content - further paynent
protocol description

The codes in the property type list are of two types:
0 generic codes which apply to all paynment methods but night be
unavai | abl e

0 Paynent Brand specific codes.

Generic codes for the Property Type List are:

Property Type Meani ng

Bal ance Current bal ance

Limt Maxi mum bal ance

Payment Li mi t Maxi mum paynment transaction limt
Expiration Expiration date

Identifier | ssuer assigned identifier of the paynent

instrument. Usually, it does not match with

the API’s paynent instrunent identifier
LogEntries Nunber of stored payment transaction

entries. The entries are nunbered fromO

(the npbst recent) to sone non-negative

val ue for the ol dest entry.

PayArmount n Payment Amount of the n-th recorded paynent
transaction, n may negative

PayPartyn Renote party of the n-th paynent recorded
transaction, n may negative

PayTi nen Time of the n-th paynent recorded

transaction, n may negative
XML definition:

<! ELEMENT Paynent | nstrunent | nquiry (BrandPackagedContent?*,
Pr ot ocol Brand?
Pr ot ocol Anmount PackagedCont ent *,
PayPr ot ocol PackagedContent*) >
<I ATTLI ST Payment | nstrunent | nquiry
Brandld CDATA #REQUI RED
Payment | nstrunentld CDATA #l MPLI ED
Protocol Id CDATA #REQUI RED
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PropertyTypelLi st NMIOKENS #REQUI RED
xm :1ang NMICKEN #l| MPLI ED

Wal l et D CDATA #l MPLI ED

Passphrase CDATA #l MPLIED >

Qut put paraneters

o a list of zero or nore unavail abl e property val ues whose
| anguage are identified by xm :Iang.

0o a list of zero or nore sets of "Properties Types", "Property
Val ues" and "Property Descri ptions”

XM definition

<! ELEMENT Payment | nst runent | nqui r yResponse
(Paynent | nstrunent Property*) >
<I ATTLI ST Paynent | nstrunent | nqui r yResponse
xm :lang NMIOKEN #REQUI RED
Unavai | abl ePropertylLi st NMIOKENS #| MPLI ED >
<I ELEMENT Paynent | nstrunent Property EMPTY >
<I ATTLI ST Payment | nstrumnent Property
PropertyType NMICKEN #REQUI RED
PropertyVal ue CDATA #REQUI RED
PropertyDesc CDATA #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.4.3. |nquire Pending Paynent

This APl function reports the party’'s paynment identifiers of any
pendi ng paynment transactions that the | OTP Paynent Bridge/ Existing
Payment Software recommends be conpl eted or suspended prior to the
processi ng of new paynment transactions. It does not respond with
further transaction details. These have to be requested with

"I nquire Process State"

Note that the |1 OTP Paynment Bridge has to respond without the benefit
of any pass phrase if there exist no pending paynent transaction

But if there are sonme pending paynent transactions, the | OTP Paynent
Bri dge may refuse the i medi ate response and may instead request the
appropri ate pass phase fromthe | OTP Application Core.

I nput Parameters

o Wallet ldentifier and/or Passphrase
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XM. definition
<! ELEMENT 1 nqui r ePendi ngPaynment EMPTY >
<! ATTLI ST 1 nqui r ePendi ngPaynent
Valletld CDATA #l MPLIED
Passphrase CDATA #l MPLIED >
Qut put Paranmeters
0 Party's Paynent ldentifier
XML definition
<! ELEMENT 1 nqui r ePendi ngPaynment Response (Paynentld*) >
<! ELEMENT Paynment|d EMPTY >
<! ATTLI ST Paynent|d
Payld CDATA #REQU RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.5. Paynent Related Inquiry APl Calls
4.5.1. Check Paynent Recei pt
This function is used by the Consumer and m ght be used by the
Payment Handl er to check the consistency, validity, and integrity of
| OTP paynent receipts which mght consist of Packaged Content
El ement s
o fromthe I OTP Paynment Recei pt Conponent - provided by the Paynent
Handl er’s "lInquire Process State" APl call shortly before paynent
conpl eti on,

o from Paynent Scheme Conponents bei ng exchanged during the actua
paynent, or

0 being returned by the Consuner’s "Inquire Process State" APl cal
shortly before paynent conpletion

The |1 OTP Application Core has to check the PayRecei pt NameRef s
attribute of the | OTP Payment Recei pt Conponent and to supply exactly
the Packaged Content Elenents being referred to.

Failed verification is returns a business error
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Note that this Paynent APl assunes that any paynent receipt builds

upon a subset of elenents with reference to [IOTP]. Furthermore, the
Packaged Content El ement have to be distinguishable by their Nane
attribute.

I nput Paraneters

o Party’'s Paynent ldentifier
o Wallet ldentifier and/or Pass Phrase
o Al Packaged Content Elenents in the paynent receipt

XML definition
<! ELEMENT CheckPaymnent Recei pt (PackagedContent*) >
<I ATTLI ST CheckPaynent Recei pt
Payld CDATA #REQUI RED
VWl letl D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >
Qut put Parameters
XML definition:

<! ELEMENT CheckPaynent Recei pt Response EMPTY >
<l ATTLI ST CheckPaynent Recei pt Response >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.5.2. Expand Paynment Recei pt
This APl function expands any | OTP paynent receipt into a form which
may be used for display or printing purposes. "Check Paynent
Recei pt" should be used first if there is any question of the paynent
recei pt containing errors.

The sane conventions apply to the input parameter as for "Check
Payment Receipt" (cf. Section 4.5.1).

I nput Paraneters
o Party’'s Paynent ldentifier

o Vallet Identifier and/or Pass Phrase
o0 Al Packaged Content Elenents that build the paynent receipt
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XM definition

<! ELEMENT ExpandPaynent Recei pt (PackagedContent*) >
<! ATTLI ST ExpandPaynent Recei pt

Payld CDATA #REQUI RED

Wall et D CDATA #l MPLI ED

Passphrase CDATA #l MPLIED >

Qut put Parameters

o Brand Identifier

o0 Protocol specific Brand Identifier

0 Paynent Instrunent |dentifier

0 Currency Code and Currency Code Type

o Paynment Anount

0 Paynent Direction

o Tinme Stanp - issuance of the receipt

0o Protocol ldentifier

0 Protocol specific Transaction Identifier - this is an interna
ref erence nunber which identifies the paynent

o Consumner Description, Payment Handl er Description, and a
| anguage annotati on

0 Style Sheet Net Location

o Paynent Property List. A list of type/value/description trip

whi ch contains additional information about the paynment which

is not covered by any of the other output paraneters; property

descriptions have to consider the |anguage annotation

2004

es

The Style Sheet Net Location refers to a Style Sheet (e.g., [XSLT])
that contains presentation information about the reported XML encoded

dat a.
XML definition:

<! ELEMENT ExpandPaynent Recei pt Response (Paynent Property*) >
<! ATTLI ST ExpandPaynent Recei pt Response
Brandld CDATA #l MPLI ED
Payment | nstrunentld CDATA #l MPLI ED
Amount  CDATA #l MPLI ED
Curr CodeType NMIOKEN #l MPLI ED
CurrCode CDATA #l MPLI ED
PayDirection (Debit|Credit) #I MPLIED
TimeStanp CDATA #l MPLI ED
Protocol Id CDATA #l MPLI ED
Prot ocol Brandld CDATA #l MPLI ED
Protocol Transld CDATA #l MPLI ED
xm :lang NMIOKEN #| MPLI ED
Consuner Desc CDATA #l MPLI ED
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Paynment Handl er Desc CDATA #l| MPLI ED
Styl eSheet Net Locn  CDATA  #| MPLI ED>

<! ELEMENT Paynment Property EMPTY >

<I ATTLI ST Paynent Property
PropertyType NMIOKEN #REQUI RED
PropertyVal ue CDATA #REQU RED
PropertyDesc CDATA #REQUI RED >

The Existing Paynment Software should return as nmany attributes as
possi ble fromthe supplied | OTP Paynent Receipt. The paynent
suppl enent defines the attribute values for the paynment properties.

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.5.3. Inquire Process State

This APl function returns the current paynent state and optionally
further Packaged Content Elenments that formthe payment receipt.

Call ed by the Paynent Handl er, the | OIP Paynent Bridge m ght respond
with data intended for inclusion in the | OTP Paynent Recei pt
Conponent’s Packaged Content. Wen the Consuner calls this function
shortly before paynent conpletion, it nmay respond with further itens
of the payment receipt. Such itens might be created by a chip card.

| nput Par ameters

o0 Party's Paynent ldentifier
o Wallet ldentifier and/or Pass Phrase

XML definition

<! ELEMENT I nqui reProcessState EMPTY >
<! ATTLI ST I nquireProcessState
Payld CDATA #REQUI RED
Wal l et D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >

Qut put Paraneters

Current Process State and Percent Conplete

Conpl eti on Code

Status Description and its | anguage annotati on

Payment Recei pt Nane References to all Packaged Content

El ements that build the paynent receipt (cf. Section 4.5.1),
even if they have not been created so far (Consuner’s share)

O O0OO0Oo
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0 Any Packaged Content Elenent being available that formthe
payment recei pt

The 1 OTP provides a linking capability to the paynent receipt
delivery. Instead of encapsul ating the whol e paynent specific data
into the packaged content of the paynent receipt, other Paynent
Schene Conponents’ Packaged Content night be referred to.

XML definition:

<! ELEMENT 1| nqui r eProcessSt at eResponse
(PackagedContent*) >
<! ATTLI ST I nqui r ePr ocessSt at eResponse
ProcessState (NotYetStarted |
I nProgress |
Suspended |
Conpl et edCk |
Failed |
ProcessError) #REQUI RED
Per cent Conpl ete CDATA #l MPLI ED
Conpl eti onCode NMIOKEN #| MPLI ED
xm :lang NMIOCKEN #| MPLI ED
St atusDesc CDATA #l MPLI ED
PayRecei pt NamreRef s NMIOKENS #| MPLI ED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.5.4. Start Paynent Inquiry

This APl function responds with any additional paynment schene
specific data that is needed by the Paynment Handl er for Consuner
initiated payment transaction inquiry processing. Probably, the |IOIP
Payment Bridge (or the correspondi ng Existing Paynent Software) has
to determ ne the paynent related itens that were provided with the
"Start Paynment Consumer" APl function call.

I nput Parameters

0 Consuner Paynent ldentifier
o Wallet ldentifier and/or Pass Phrase
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XM definition

<l ELEMENT St art Payment I nquiry EMPTY >

<I ATTLI ST Start Paynment | nquiry
Consuner Payl d CDATA #REQUI RED
Wal l et D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >

Qut put Parameters

o (Payment Schene) Packaged Content - intended for insertion in
t he Paynent Schenme Conponent of the Inquiry Request Bl ock

XML definition

<! ELEMENT St art Paynment | nqui r yResponse
(PaySchenePackagedContent *) >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.5.5. Inquire Paynent Status

The Payment Handler calls this APl function for Consumer initiated
inquiry processing. It differs fromthe previous "Inquire Process
State" APl function by the optional inclusion of payment schene
specific data. The response may encapsul ate further details about
the paynent transaction

I nput Paraneters

o0 Paynent Handl er Paynent |dentifier

o Wallet ldentifier and/or Pass Phrase

o (Paynment Schene) Packaged Content - copied fromthe Inquiry
Request Bl ock’s Paynent Schene Conponent

XM. definition
<! ELEMENT 1 nqui r ePaynent St at us (PaySchenePackagedCont ent*) >
<! ATTLI ST 1 nqui r ePaynent St at us
Payment Handl er Payl d CDATA #REQUI RED
Wal l et D CDATA #l MPLI ED
Passphrase CDATA #| MPLIED >
Qut put Paranmeters

o Current Process State
o0 Conpl etion Code

Hans, et al. I nf or mat i onal [ Page 98]



RFC 3867 Payment APl for |OTP Novenber 2004

0 Status Description and its | anguage annotation
o (Payment Schene) Packaged Content i ntended for insertion in
the Paynment Schene Conponent of the Inquiry Response Bl ock

XML definition:

<! ELEMENT 1 nqui r ePaynent St at usResponse
(PaySchemePackagedCont ent *) >
<I ATTLI ST 1 nqui r ePaynent St at usResponse
Payment Handl er Payl d CDATA #REQUI RED
ProcessState (NotYetStarted |
I nProgress |
Suspended |
Conpl et edCk |
Fail ed |
ProcessError) #REQUI RED
Conpl eti onCode NMICKEN #| MPLI ED
xm :lang NMICKEN #| MPLI ED
StatusDesc CDATA #l MPLI ED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

4.6. COher APl Calls
4.6.1. Manage Paynent Software

The following APl function notifies the | OTP Paynent Bridge about the
i ntended registration, nodification, or deletion of a paynent
instrument. The actual processing is up to the | OTP Paynent Bridge.

This APl request may also be used to activate the | OTP Paynent Bridge
(and the correspondi ng Existing Payment Software) for general
adm ni stration purposes.

I nput Paraneters

Brand ldentifier

Protocol ldentifier

Any action code:

New - add new paynent nethod / instrunent

Update - change the paynent nethod's / instrunment’s data
Delete - delete a paynent nethod / instrunent

Wal l et ldentifier and/or Pass Phrase

(Brand) Packaged Content - further paynent brand description
(Pay Protocol) Packaged Content - further paynent protoco
description

OO0OO0OO0OO0O0OO0OO0OO
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0 (Protocol Anpunt) Packaged Content - further paynent protoco
description

If the Action attribute is set, the Brand and Protocol Identifier
have to al so be set. The | OTP Paynent Bridge has to provide the
requi red user dialogs and sel ection nmechanisns. E.g., updates and
deletions may require the selection of the paynent instrunent. A new
wal | et mght be silently generated on the suppl ement of a new Wall et
Identifier or after an additional end user acknow edge. The |OTP
Application Core should not provide any pass phrases for new wallets.
I nstead, the | OTP Paynent Bridge has to request and verify them
which may return their value to the | OTP Application Core in plain
text. In addition, the | OTP Paynent Bridge returns the supported

aut henti cation al gorithms when a new brand and protocol pair has been
regi stered.

If the "Action" attribute is omtted, the |IOTP Paynment Bridge which
is responsible for the Existing Paynment Software pops up in a genera
i nteractive node

XML definition:

<! ELEMENT ManagePaynent Sof t war e ( BrandPackagedCont ent *,
Pr ot ocol Anount PackagedCont ent *,
PayPr ot ocol PackagedContent*) >
<! ATTLI ST ManagePaynent Sof t war e
Brandld CDATA #l MPLI ED
Protocol Id CDATA #l MPLI ED
Action (New |
Updat e |
Del ete) #l MPLI ED
Wal let1 D CDATA #l MPLI ED
Passphrase CDATA #l MPLIED >

Qut put Paraneters

An action code:

New - added new wal | et

Update - changed wallet’s configuration
Delete - renoved a wall et

Wal | et Identifier and/ or Pass Phrase

Oo0Oo0oo0oo

The | OTP Paynent Bridge does not return any infornmation about the set
of registered paynent instruments because these data itens are
dynanmically inferred during the brand sel ection process at the

begi nning of each I OTP transaction. However, the | OTP Application
Core has to be notified about new wallets and should be notified
about updated and renoved wallets (identifier). Alternatively,
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renoved wallets can be inplicitly detected during the next brand

sel ecti on phase. Updated wallets do no affect the processing of the
| OTP Application Core. The |IOIP Paynent Bridge should only support
the addition of at nbst one wallet because it is not able to report
mul tiple additions at once back to the I OTP Application Core.

XML definition

<! ELEMENT ManagePaynent Sof t war eResponse EMPTY >
<! ATTLI ST ManagePaynent Sof t war eResponse
Action (New |
Updat e |
Del ete) #l MPLI ED
Wal let1 D CDATA #l MPLI ED
Passphrase CDATA #l MPLI ED
Aut hNames NMIOKENS #REQUI RED >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.

5. Call Back Function
This APl function, called by the |IOTP Paynent Bridge, is used to
provide informati on for Consumer or Paynment Handl er notification
about the progress of the paynment transaction.

Its use is illustrated in the diagram bel ow.

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

| OTP Application ----calls----
| Core | |
di spl ay | | %
to <---------- Call Back <--calls--- Paynent
user | | Sof t war e

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Figure 9. Call Back Function

Whenever this function is called, the content of the status
description should be nade available to the user. For exanple on a
status bar, a pop up w ndow, etc.

A reference to the Call Back function is passed as an input paraneter
to the "Start Payment X' and "Resune Paynent X' APl function
Afterwards, this function mght be call ed whenever the status changes
or progress needs to be reported.
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| nput Parameters

the software identifier of the caller

Party’s Paynment ldentifier

Process State and Percent Conplete

Conpl eti on Code

Status Description and its |anguage annotation, text which

provi des information about the progress of the call. It should be
di spl ayed or nmade avail able to, for exanple, the Consuner.

Oo0oo0ooo

Exanmpl es of Status Description could be:

o "Paying 12.30 USD to XYZ | nc"
o "Paynent conpleted"”
o "Paynment aborted”

The valid | anguages are announced in the Call Back Language Li st
attribute in "Start Paynment X' and "Resune Paynent X' APl function
calls.

XML definition:

<! ELEMENT Cal | Back EMPTY >
<! ATTLI ST Cal | Back
Cont ent Sof twarel D CDATA #l MPLI ED
Payl d CDATA #REQUI RED
ProcessState (NotYetStarted |
I nProgress |
Suspended |
Conpl et edCk |
Fail ed |
ProcessError) # MPLI ED
Per cent Conpl ete CDATA #l MPLI ED
Conpl eti onCode NMIOKEN #| MPLI ED
xm :lang NMIOKEN #| MPLI ED
St atusDesc CDATA #| MPLI ED >

Qut put Par ameters
XML definition:

<! ELEMENT Cal | BackResponse EMPTY >
<I ATTLI ST Cal | BackResponse <!-- see below --> >

Tables 4 and 5 explain the attributes and el enents; Table 3
i ntroduces the Error Codes.
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7

7

Basically, the call back function accepts all input argunments or
rejects the whole request. It may even accept mal formed requests.

Sone paynent schenes mamy support or require that the Consuner night
be able to cancel the paynent at any tinme. The Call Back function
can be used to facilitate this by returning the cancell ation request
on the next call (using the Business Error Code and Conpl eti on Code
"ConsCancel | ed").

Vi ce versa the Paynent Handler’'s Application Core m ght use the
simlar mechanismto signal its | OTP Paynent Bridges any exceptiona
need for a fast shutdown. These | OTP Paynent Bridges nmay initiate
the appropriate steps for term nating/cancelling all pending paynent
transacti ons.

Not e that the "Change Process State" APl function provides the second
mechani sm for such kind of notification. Therefore, the | OTP Paynent
Bridge or Existing Paynent Software may ignore the details of the
"Cal | Back" response.

Security Consideration

The 1 OTP Paynment APIs only supports security using pass phrase to
access to paynent Wallet. These can be protected over TLS, which
provi des stronger security at the transport |ayer, but

i mpl ementations are out the scope of this docunent.

See al so security consideration section of [IQOTP].
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