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A No Soliciting Sinple Mail Transfer Protocol (SMIP)
Servi ce Extension

Status of this Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2004).

Abst r act
Thi s docunent proposes an extension to Soliciting Sinple Mil
Transfer Protocol (SMIP) for an electronic mail equivalent to the
real-world "No Soliciting"” sign. 1In addition to the service

ext ension, a new nessage header and extensions to the existing
"recei ved" nessage header are descri bed.
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1. Introduction
1.1. The Spam Pandem c

Unsolicited Bulk Email (UBE), otherw se known as spam has becone as
one of the nobst pressing issues on the Internet. One oft-quoted
study estimated that spam woul d cost businesses $13 billion in 2003
[Ferris]. In April 2003, AQOL reported that it had bl ocked 2.37
billion pieces of UBE in a single day [CNET]. And, in a sure sign
that UBE has becone of pressing concern, numerous politicians have
begun to issue pronouncenents and prescriptions for fighting this
epi demi ¢ [ Schuner] [ FTC].

A variety of nechanisns fromthe technical community have been
proposed and/or inplemented to fight UBE

0 Witelists are lists of known non-spamers. For exanpl e, Habeas,
Inc. maintains a Habeas User List (HUL) of people who have agreed
to not spam By including a haiku in emai|l headers and enforcing
copyright on that ditty, they enforce their anti-spammng terns of
servi ce [ Habeas].

o Blacklists are lists of known spammers or |SPs that all ow spam
[ ROKS(Q .

o Spamfilters run client-side or server-side to filter out spam
based on whitelists, blacklists, and textual and header analysis
[ Assassin].

o A large nunber of docunents address the overall technica
considerations for the control of UBE [crocker-spamtechconsider],
operational considerations for SMIP agents [ RFC2505], and vari ous
extensions to the protocols to support UBE identification and
filtering [danisch-dns-rr-sntp][daboo-si eve-spantest][crouzet-
ant p] .

0 Various proposals have been advanced for "do not spam' lists, akin
to the Federal Trade Conmission’s "Do Not Call" list for
tel emarketers [FTC. TSR] .

Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] .
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1.2. No Soliciting in the Real Wrld

Muni cipalities frequently require solicitors to register with the
town governnent. And, in nmany cases, the nunicipalities prohibit
soliciting in residences where the occupant has posted a sign. The
town of West Newbury, Massachusetts, for exanple, requires:

"I't shall be unlawful for any canvasser or solicitor to enter the
prem ses of a resident or business who has displayed a 'No
Trespassing’ or "No Soliciting” sign or poster. Further, it shal
be unl awful for canvassers or solicitors to ignore a resident or
busi ness person’s no solicitation directive or renain on private
property after its owner has indicated that the canvasser or
solicitor is not wel cone” [Newbury].

Regi stration requirenents for solicitors, particularly those
soliciting for political or religious reasons, have been the subject
of a long string of court cases. However, the courts have generally
recogni zed that individuals nay post "No Soliciting" signs and the
governnent may enforce the citizen's desire. 1n a recent case where
Jehovah’s Wtnesses challenged a registration requirement in the city
of Stratton, Connecticut, saying they derived their authority from
the Scriptures, not the city. However, the court noted:

"A section of the ordinance that petitioners do not chall enge

est abli shes a procedure by which a resident may prohibit
solicitation even by holders of permits. |If the resident files a
"No Solicitation Registration Formi with the mayor, and al so posts
a "No Solicitation’ sign on his property, no uninvited canvassers
may enter his property... " [Watchtower].

Even government, which has a duty to pronote free expression, nmay
restrict the use of soliciting on government property. In one case,
for exanple, a school district was allowed to give access to its
internal electronic nail systemto the union that was representing
teachers, but was not required to do so to a rival union that was
attenpting to gain the right to represent the teachers. The court
hel d that where property is not a traditional public forum"and the
Government has not dedicated its property to First Amendnent
activity, such regulation is exam ned only for reasonabl eness”

[ Perry].

The courts have consistently held that the state has a conpelling
public safety reason for regulating solicitation. In Cantwell v.
Connecticut, the Suprene Court held that "a State may protect its
citizens fromfraudulent solicitation by requiring a stranger in the
community, before permtting himpublicly to solicit funds for any
purpose, to establish his identity and his authority to act for the
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cause which he purports to represent” [Cantwell]. And, in Martin v.
Cty of Struthers, the court noted that "burglars frequently pose as
canvassers, either in order that they nmay have a pretense to discover
whet her a house is enpty and hence ripe for burglary, or for the

pur pose of spying out the premises in order that they may return
later" [Martin]. The public safety issue applies very nuch to enuil,
where viruses can easily be delivered, in contrast to tel ephone
solicitations where public safety is not nearly as nuch an issue.

This analysis is U S.-centric, which is partly due to the background
of the author. However, the concept of prohibiting unwanted
solicitation does carry over to other countries:

o |In Hong Kong, offices frequently post "no soliciting" signs.

o0 In the United Kingdom where door-to-door peddlers are fairly
common, "no soliciting" signs are al so conmon.

0o In Australia, where door-to-door does not appear to be a pressing
soci al problem there was |egislation passed which outl awed the
practice of placing ads under w pers of parked cars.

o0 In France, which has a long tradition of door-to-door
solicitation, apartnent buildings often use trespass laws to
enforce "no solicitation" policies.

o0 In the Netherlands, where door-to-door solicitation is not a
pressing issue, there is a practice of depositing free
publications in nail boxes. The postal equivalent of "no spant
signs are quite prevalent and serve notice that the publications
are not desired.

1.3. No Soliciting and El ectronic Mi

Many of the anti-spam proposals that have been advanced have great
merit, however none of themgive notice to an SMIP agent in the
process of delivering mail that the receiver does not wish to receive
solicitations. Such a virtual sign would serve two purposes:

o It would allow the receiving systemto "serve notice" that a
certain class of electronic mail is not desired.

o |If a nmessage is properly identified as belonging to a certain
class and that class of nessages is not desired, transfer of the
message can be elimnated. Rather than filtering after delivery,
elimnation of the nessage transfer can save network bandw dth
di sk space, and processing power.
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This neno details a series of extensions to SMIP that have the
foll owi ng characteristics:

0 A service extension is described that allows a receiving Mi
Transport Agent (MIA) to signal the sending MIA that no soliciting
is in effect.

0 A header field for the sender of the nessage is defined that
all ows the sender to flag a message as conformng to a certain
cl ass.

0o Trace fields for internmediate MIAs are extended to allow the
intermedi ate MIA to signal that a nmessage is in a certain class.

Al'lowi ng the sender of a message to tag a nessage as being, for
exanpl e, unsolicited commercial email with adult content, allows
"good" spammers to conformto | egal content |abelling requirenents by
governnental authorities, license agreenents with service providers,
or conventions inposed by "whitelist" services. For senders of nai
who choose not to abide by these conventions, the internediate trace
fields defined here allow the destination MIAs to perform appropriate
di spositions on the recei ved nessage.

Thi s extension provides a sinple nean for senders, MrAs, and
receivers to assert keywords. This extension does not deal w th any
i ssues of authentication or consent.

2. The No-Soliciting SMIP Service Extension

Per [RFC2821], a "NO SCOLICI TING' SMIP service extension is defined
The service extension is declared during the initial "EHLO' SMIP
exchange. The extension has one optional paraneter, consisting of
zero or nore solicitation class keywords. Using the notation as
described in the Augnmented BNF [ RFC2234], the syntax is:

No- Sol i citing-Service = "NO SOLI Cl TI NG'
[ SP Solicitation-keywords ]

As will be further described below, the "Solicitation-keywords"
construct is used to indicate which classes of nessages are not
desired. A keyword that is presented during the initial "EHLO'
exchange applies to all nessages exchanged in this session. As will
al so be further described bel ow, additional keywords nay be specified
on a per-recipient basis as part of the response to a "RCPT TO'
command.
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2

2

1. The EHLO Exchange

2

Keywords presented during the initial exchange indicate that no
soliciting in the named classes is in effect for all nessages
delivered to this system It is equivalent to the sign on the door
of an office building announci ng a conpany-w de policy. For exanple:

<wait for connection on TCP port 25>

<open connection to server>

220 trusted. exanpl e. com SMIP servi ce ready
EHLO untrust ed. exanpl e. com
250-trust ed. exanpl e. com says hello

250- ENHANCEDSTATUSCODES

250- NO- SOLI CI TI NG net . exanpl e: ADV

250 SI ZE 20480000

ARXDONDODWDLAD

The "net.exanpl e: ADV' paraneter to the "NO SOLICI TING' extension is
an exanple of a solicitation class keyword, the syntax of which is
described in the foll owi ng section.

H storical Not e:

A simlar proposal was advanced in 1999 by John Levi ne and Paul
Hof fman. This proposal used the SMIP greeting banner to specify
that unsolicited bulk email is prohibited on a particular system
through the use of the "NO UCE" keyword [Levine]. As the authors
note, their proposal has the potential of overloading the
semantics of the greeting banner, which may al so be used for other
pur poses (see, e.g., [Mlanud]).

Solicitation Cass Keywords

The "NO- SOLICI TING' service extension uses solicitation class
keywords to signify classes of solicitations that are not accepted.
Solicitation class keywords are separated by commas.

There is no default solicitation class keyword for the service. In
other words, the followi ng exanple is a "no-op"

R : 250- NGO SCLI CI TI NG

Wil e the above exanple is a "no-op" it is useful for an MIA that

wi shes to pass along all messages, but would also |like to pass al ong
"SOLI CI T=" parameters on a nessage- by-nmessage basis. The above
exanpl e i nvokes the use of the extension but does not signal any
restrictions by class of nessage.
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The initial set of solicitation class keywords all begin with a
domai n nane with the |labels reversed, followed by a colon. For
exanpl e, the domai n nane "exanple.com could be used to formthe
beginning of a solicitation class keyword of "comexanple:". The
solicitation class keyword is then followed by an arbitrary set of
characters drawn fromthe follow ng construct:

Solicitation-keywords = word
o*("," word)
; length of this string is limted
; to <= 1000 characters
word = ALPHA O*(wordchar)
wordchar = ("." /[ "-" /[ " " [ ":" [ ALPHA/ DIGT)

A solicitation class keyword MIST be | ess than 1000 characters. Note
however that a set of keywords used in the operations defined in this
docunent nust al so be | ess than 1000 characters. |Inplenentors are
thus advised to keep their solicitation class keywords brief.

Any registrant of a domain nane may define a solicitation class
keyword. Discovery of solicitation class keywords is outside the
scope of this docunent. However, those registrants defining keywords
are advised to place a definition of their solicitation class
keywords on a proninent URL under their control such that search

engi nes and ot her discovery mechani sms can find them

Wil e this docunment defines solicitation class keywords as begi nni ng
with a reversed domain nane followed by a colon (":"), future RFCs
may define additional nmechanisns that do not conflict with this
nani ng schene.

2.2.1. Note on Choice of Solicitation C ass Keywords

Thi s docunent does not specify which solicitation class keywords
shall or shall not be used on a particular nessage. The requirenent
to use a particular keyword is a policy decision well outside the
scope of this docunment. It is expected that relevant policy bodies
(e.g., governments, |SPs, developers, or others) will specify
appropri ate keywords, the definition of the meaning of those
keywords, and any other policy requirenents, such as a requirenent to
use or not use this extension in particular circunstances.

During discussions of this proposal, there were several suggestions
to do amay with the solicitation class keywords altogether and

repl ace the nechanismwi th a sinple boolean (e.g., "NO SCLICl TI NG
YES" or "ADV' or "UBE'). Under a bool ean nechanism this extension
woul d have to adopt a single definition of what "YES' or other |abe
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means. By using the solicitation class keywords approach, the mail
infrastructure remains a neutral nechanism allow ng different
definitions to co-exist.

2.3. The MAIL FROM Conmmand

"SQLICIT" is defined as a paraneter for the "MAIL FROM' comrand. The
"SOLICIT" paraneter is followed by an equal sign and a commma
separated list of solicitation class keywrds. The syntax for this
paraneter is:

Mai | - From Solicit-Paranmeter = "SOLICI T"

"=" Solicitation-keywords
; Solicitation-keywrds, when used in MAIL FROM conmand
; MUST be identical to those in the Solicitation: header

Note that white space is not permtted in this production

As an informational nmessage, the "550" or "250" replies to the "RCPT
TO'" command may al so contain the "SOLICI T* paraneter. |f a nessage
is being rejected due to a solicitation class keyword match,

i mpl ement ati ons SHOULD echo which solicitation classes are in effect.
See Section 2.4 for nore on error reporting.

The receiving system may deci de on a per-nessage basis the
appropri ate di sposition of nessages:

<wait for connection on TCP port 25>

<open connection to server>

220 trusted. exanpl e. com SMIP service ready

EHLO untrust ed. exanpl e. com

250-trust ed. exanpl e. com says hello

250- NO- SOLI CI TI NG net . exanpl e: ADV

MAI L FROM <save@xanpl e. con> SCLI Cl T=or g. exanpl e: ADV: ADLT
RCPT TQO <coupon_cl i pper @moonl i nk. exanpl e. con

250 <coupon_cl i pper @moonl i nk. exanpl e. conr. .. Reci pi ent ok
RCPT TO <grunpy_ol d_boy@xanpl e. net >

550 <grunpy_ol d_boy@xanpl e. net > SOLI Cl T=or g. exanpl e: ADV: ADLT

ANODDNDDDNDND

In the previous exanple, the receiving MIA returned a "550" status
code, indicating that one nessage was being rejected. The

i mpl ementation al so echoes back the currently set keywords for that
user on the "550" status nessage. The solicitation class keyword
whi ch is echoed back is "org.exanpl e: ADV: ADLT" which illustrates how
this per-recipient solicitation class keyword has suppl emented the
base "net.exanpl e: ADV' class declared in the "EHLO' exchange.
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It is the responsibility of a receiving MIA to maintain a consistent
policy. |If the receiving MTAwill reject a nessage because of
solicitation class keywords, the MIA SHOULD decl are those keywords
either in the initial "EHLO' exchange or on a per-recipient basis.
Li kewi se, a receiving MIA SHOULD NOT deliver a nessage where the
"Solicitation:" matches a solicitation class keyword that was
presented during the initial "EHLO' exchange or on a per-recipient
basi s.

Devel opers should al so note that the source of the solicitation class
keywords used in the "MAIL FROM' command MJST be the "Solicitation:"
header described in Section 2.5 and MJUST NOT be suppl enented by
additional solicitation class keywords derived fromthe "Received:"
header trace fields which are described in Section 2.6.

2.4. FError Reporting and Enhanced Mail Status Codes

If a session between two MIAs is using both the "NO SQOLI Cl TI NG'

ext ensi on and the Enhanced Mail Status Codes as defined in [ RFC3463]
and a nessage is rejected based on the presence of a "SOLICIT"
paraneter, the correct error nmessage to return will usually be
"5.7.1", defined as "the sender is not authorized to send to the
destination... (because) of per-host or per-recipient filtering."

O her codes, including tenporary status codes, may be nore
appropriate in sone circunstances and devel opers should ook to

[ RFC3463] on this subject. An exanple of such a situation m ght be
the use of quotas or size restrictions on nessages by class. An

i npl ementation MAY inpose linits such as nessage size restrictions
based on solicitation classes, and when such linmts are exceed they
SHOULD be reported usi ng whatever status code is appropriate for that
limt.

In all cases, an inplenentation SHOULD include a "Mail-From Solicit-
Paraneter" on a "550" or other reply that rejects nmessage delivery.
The paranmeter SHOULD includes the solicitation class keyword(s) that
matched. In addition to the solicitation class keyword(s) that

mat ched, an inplenentation MAY include additional solicitation class
keywords that are in effect.

2.5. Solicitation Mail|l Header

Per [RFC2822], a new "Solicitation:" header field is defined which
contains one or nore solicitation class keywords.

Solicitation-header = "Solicitation:" 1*SP Solicitation-keywords
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An exanpl e of this header follows:

To: Coupon i pper <coupon_clipper @oonlink. exanpl e. conr
From Spam Ki ng <save@ur nt nai | . exanpl e. conr
Solicitation: net.exanple: ADV, or g. exanpl e: ADV: ADLT

Several proposals, particularly |egal ones, have suggested requiring
the use of keywords in the "Subject:" header. While enbeddi ng
information in the "Subject:" header may provide visual cues to end
users, it does not provide a straightforward set of cues for conputer
progranms such as mail transfer agents. As with enbedding a "no
solicitation" nessage in a greeting banner, this overloads the
semantics of the "Subject:" header. O course, there is no reason
why bot h mechani sms can’t be used, and in any case the
"Solicitation:" header could be automatically inserted by the
sender’s Mail User Agent (MJA) based on the contents of the subject
I'ine.

2.6. Insertion of Solicitation Keywords in Trace Fields

The "Solicitation:" mail header is only available to the sending
client. RFCs 2821 and 2822 are quite specific that internedi ate MIAs
shal | not change nessage headers, with the sol e exception of the
"Received:" trace field. Since many current systenms use an
intermediate relay to detect unsolicited nail, an addition to the
"Received: " header is described.

[ RFC2821] docunents the foll owi ng productions for the "Received:"
header in a mail nessage:

;. From RFC 2821
Wth = "WTH' FW5 Protocol CFWS
Protocol = "ESMIP* / "SMIP" / Attdl -Protoco

Additionally, [RFC2822] defines a comment field as follows:
;. From RFC 2822

comment
ccont ent

"(" *([FW5] ccontent) [FWs ")"
ctext / quoted-pair / coment

The "Mai |l -From Solicit-Paraneter” defined in Section 2.3 above is a
restricted formof ctext, yielding the follow ng production:

Wth-Solicit = "WTH' FWS Protocol
"(" [FWB] comment [FWS] ")"
conment = "(" *([FW5] ccontent) [FWs ")"
ccontent = ctext / quoted-pair /
comment / Mail-From Solicit-Paraneter
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; The Mail-From Solicit-Paraneter
cis arestricted formof ctext

An exanpl e of a Received: header froma conformng MIA is as follows:

Recei ved: by foo-nta.exanple.comwth
ESMIP ( SOLI Cl T=net . exanpl e: ADV, or g. exanpl e: ADV: ADLT) ;
Sat, 9 Aug 2003 16:54:42 -0700 (PDT)

It should be noted that keywords presented in trace fields may not
agree with those found in the "Solicitation:" header and trace fields
may exi st even if the header is not present. Wen determ ning which
keywords are applicable to a particul ar exchange of mnessages,

i mpl ement ors SHOULD exani ne any keywords found in the "Solicitation:"
header. |Inplementors MAY exam ne other keywords found in the trace
fields.

2.7. Relay of Messages

The "NO SOLI CI TING' service extension, if present, applies to al
messages handl ed by the receiving Message Transfer Agent (MIA),
i ncluding those nessages intended to be relayed to another system

Solicitation class keywords supplied by a client on a "SOLIC T"
paraneter on a "MAIL FROM' comand SHOULD be obtained fromthe
"Solicitation:" field in the message header. An SMIP client SHOULD,
however, verify that the list of solicitation class keywords obtai ned
fromthe "Solicitation:" field uses valid syntax before conveying its
contents. An SMIP server SHOULD set this paranmeter after detecting
the presence of the "Solicitation:" header field when receiving a
message from a non-conformnming MFA

2.8. No Default Solicitation C ass

I mpl enent ati ons of "NO SOLICI TI NG' service extension SHOULD NOT
enabl e specific solicitation class keywrds as a default in their
software. There are some indications that sone policy makers may
view a default filtering in software as a prior restraint on
comrerci al speech. In other words, because the person installing and
using the software did not make an explicit choice to enable a
certain type of filtering, some mght argue that such filtering was
not desired.

Li kewi se, it is recommended that a system adm nistrator installing
sof tware SHOULD NOT enabl e additional per-recipient filtering by
default for a user. Again, individual users should specifically
request any additional solicitation class keywords.
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4. 1.

Mal

The mechani sm for an individual user to conmunicate their desire to
enabl e certain types of filtering is outside the scope of this
docunent .

Security Considerations

Thi s extension does not provide authentication of senders or other
measures intended to pronote security neasures during the nmessage
exchange process.

In particular, this docunment does not address the circunstances under
whi ch a sender of electronic mail should or should not use this

ext ensi on and does not address the issues of whether consent to send
mai | has been granted.

This mght lead to a scenario in which a sender of electronic nail
begins to use this extension well before the majority of end users

have begun to use it. |In this scenario, the sender night wi sh to use
t he absence of the extension on the receiving MIA as an inplication
of consent to receive mail. Non-use of the "NO SOLICI TI NG' extension

by a receiving MIA SHALL NOT indi cate consent.
I ANA Consi derations
There are three | ANA considerations presented in this docunent:

1. Addition of the "NO SOLICI TI NG' service extension to the Mi
Paranmeters registry.

2. Docunentation of the use of comments in trace fields.

3. Creation of a "Solicitation:" mail header.

The Mail Paraneters Registry

The |1 ANA Mail Paraneters registry docunents SMIP service extensions.
The "NO SCLI ClI TATI ON' service extension has been added to this

registry as foll ows.

Keywor ds Descri ption Ref erence

NO SCLICITING Notification of no soliciting. RFC3865
The paraneters subregistry would need to be nodified as foll ows:
Servi ce Ext EHLO Keyword Par anet er s Ref erence

No Soliciting NO SCLICITING Solicitation-keywords RFC3865
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The maxi mum | ength of Solicitation-keywords is 1000 characters. The
"SOLICI T=" parameter is defined for use on the MAIL FROM conmand.
The potential length of the MAIL FROM command is thus increased by
1007 characters.

4.2. Trace Fields

The Mail Paraneters registry would need to be nodified to note the
use of the comment facility in trace fields to indicate Solicitation
Cl ass Keywor ds.

4.3. The Solicitation Ml Header

Per [RFC3864], the "Solicitation:" header field is added to the | ANA
Per manent Message Header Field Registry. The following is the
registration tenplate:

Header field nane: Solicitation
Appl i cabl e protocol: mail

Status: standard

Aut hor/ Change controller: |ETF
Speci fication docunment(s): RFC3865
Rel at ed i nformati on:

OO0OO0OO0OO0Oo
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Appendi x A.  Col |l ected ABNF Descriptions (Normative)

Solicitation-keywords = word
o*("," word)
; length of this string is limted
; to <= 1000 characters

word = ALPHA O*(wordchar)

wordchar = ("." / "-" [ " " [ ":* | ALPHA/ DIGT)

; used in the initial EHLO exchange
No- Sol i citing-Service = "NO SOLI Cl TI NG'
[ SP Solicitation-keywords ]

; used on the Solicitation: nessage header

Sept enber 2004

Solicitation-header = "Solicitation:"™ 1*SP Solicitation-keywords

; used on the MAIL FROM command and repli es,
;. and on Received: headers.
Mai |l -From Solicit-Paraneter =
"SQLICIT" "=" Solicitation-keywords
; Solicitation-keywrds, when used in
; the MAIL FROM command MJST be identi cal
; to those in the Solicitation: header.

; Used on Received: headers
Wth-Solicit = "WTH"' FW5 Protocol
"(" [FWB] comment [FWS] ")"
;. From RFC 2822
comment = "(" *([FW8] ccontent) [FW§ ")"
ccontent = ctext / quoted-pair /
comment / Mail-From Solicit-Paraneter
; The Mail-From Sol icit-Paraneter
;. is arestricted formof ctext
;. From RFC 2821
Wth = "WTH'" FWS Protocol CFWS
Prot ocol = "ESMIP" / "SMIP" / Attdl -Protocol
Attdl - Protocol = Atom
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to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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