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Abst ract

The origi nal RObust Header Conpression (ROHC) RFC (RFC 3095) defines
a framework for header conpression, along with conpression protocols
(profiles) for |P/UDP/RTP, |P/ESP (Encapsul ating Security Payl oad),

I P/UDP, and also a profile for unconpressed packet streans. However,
no profile was defined for conpression of IP only, which has been
identified as a missing piece in RFC 3095. This docunent defines a
ROHC conpression profile for IP, simlar to the |P/UDP profile
defined by RFC 3095, but sinplified to exclude UDP, and enhanced to
compress | P header chains of arbitrary |ength.
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1. Introduction

The original RObust Header Conpression (ROHC) RFC [ RFC-3095] defines
a framework for header conpression, along with conpression protocols
(profiles) for |P/UDP/ RTP, |P/ESP (Encapsul ating Security Payl oad),

| P/UDP, and also a profile for unconpressed packet streams. The
profile for unconpressed data was defined to provide a means to
encapsul ate all traffic over a link within ROHC packets. Through
this profile, the lower |ayers do not have to provide multiplexing
for different packet types, but instead ROHC can handl e any packet
stream even if conpression profiles for all kinds of packet streans
have not yet been defined or inplenented over the Iink

Al t hough the profile without conpression is sinple and can tunnel
arbitrary packets, it has of course a nmajor weakness in that it does
not conpress the headers at all. When considering that normally al
packets are expected to be IP [RFC 791, RFC 2460] packets, and that
the I P header often represents a major part of the total header, a
useful alternative to no conpression would for npost packets be
conpression of the |IP header only. Unfortunately, such a profile was
not defined in [ RFC-3095], and this has thus been identified as an

i mportant nissing piece in the ROHC tool box.

Thi s docunent addresses this m ssing conpression support and defines
a ROHC conpression profile for 1P [RFG 791, RFC-2460] only, simlar
to the IP/UDP profile defined by [ RFC-3095], but sinplified to
exclude UDP. Due to the simlarities with the IP/UDP profile, the IP
conpression profile is described based on the I P/UDP profile, mainly
covering differences. The nost inportant differences are a different
way of terminating the static header chain, and the capability of
conmpressing | P header chains of arbitrary |ength.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

Jonsson & Pelletier St andards Track [ Page 2]



RFC 3843 A ROHC Profile for IP June 2004

ROHC UDP

"ROHC UDP" in this document refers to the IP/UDP profile (Profile
0x0002) as defined in [ RFC 3095].

3. ROHC I P Conpression (Profile 0x0004)

In general, there are no major differences between the ROHC UDP
profile and the IP profile (ROHC IP) defined in this docunment, since
the renoval of UDP has no inpact on the conpression nechanisns in
principle. As for ROHC UDP, the conpressor generates a 16-bit
sequence nunber which increases by one for each packet conpressed in
the packet stream sinply called SN below. The npst inportant

di fference between this profile and ROHC UDP is about static chain
term nation and the handling of nultiple I P headers. Unless stated
explicitly below, nmechanisns and formats are the sane as for ROHC
UDP.

3.1. Static Chain Term nation

One difference for I P-only conpression, compared to | P/ UDP
conpression, is related to the termnation of the static chainin IR
headers. For the UDP profile, the chain always ends with a UDP
header part, which per definition provides the boundaries for the
chain. The UDP header is also the |ast header in the unconpressed
packet (except for a potential application header). For the IP-only
profile, there is no single | ast header that per profile definition
term nates the chain. |Instead, the static chainis termnated if the
"Next Header / Protocol"” field of a static |IP header part indicates
anything but IP (IPinlP or IPv6). Alternatively, the conpressor can
choose to end the static chain at any I P header, and indicate this by
setting the MSB of the IP version field to 1 (0OxC for |1Pv4 or OxE for
I Pv6). The deconpressor nust store this indication in the context
for correct deconpression of subsequent headers. Note that the IP
version field in deconpressed headers nust be restored to its
ori gi nal val ue.

3.2. Handling Multiple Levels of |IP Headers

The ROHC IR and | R-DYN packets defined in [ RFC-3095] are used to
conmuni cate static and/or dynamic parts of a context. For each of
the conpression profiles defined in [RFC-3095], there is a single

| ast header in the header chain that clearly marks the termnation of
the static chain. The length of the dynamic chain is then inferred
fromthe static chain in the IR header itself, or fromthe static
chain in the context for the | R-DYN header. The length of both
static and dynam c chains may thus be of arbitrary length and may, in
theory, initialize a context with an arbitrary nunber of IP |evels.
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However, the general conpressed header formats defined in [ RFC 3095,
section 5.7.] specifies that at nost two |evels of |IP headers (the
"Inner’ and the 'Quter’ level of IP headers) may be included in a
conpressed header. Specifically, the format defined for Extension 3
[ RFC- 3095, section 5.7.5.] can only carry one single "Quter’ |IP
header. |In addition, while list conpression nmay be used to conpress
other types of headers, it cannot be used to conpress additional IP
headers, as |IP headers may not be part of an extension header chain
in conpressed headers [ RFC- 3095, section 5.8.].

For the conpression profiles defined in [ RFC-3095], the consequence

is that at nost two levels of |IP headers can be conpressed. |n other
words, the presence of additional |P headers at best partially
di sabl es header conpression, as the conpressor will only be all owed

to send IR and | R-DYN packets in such cases.

For the conpression of |IP headers only, the additional |IP headers
woul d however not have to cause header conpression to be disabled
because there is no single packet type that ends the conpressed
chain. The excess | P headers could sinply be I eft unconpressed by
inplicitly termnating the static and dynam c chains after at npst
two | evels of |IP headers.

The I P-only profile defined in this docunment goes one step further
and supports conpression of an arbitrary nunber of IP levels. This
is achieved by adding a dynamic chain to the general format of
compressed headers, to include the header part of each IP level in
excess of the first two.

As expl ai ned above, the static chain within IR packets can be of
arbitrary length, and the chain is terninated by the presence of a
non-|1 P header (not IPinlP nor IPv6). Alternatively, the chain may be
explicitly termnated with a special code value in the IP version
field, as described in section 3.1. The dynamic chain is structured
anal ogousl y.

For conpressed headers, the information related to the initial two IP
headers is carried as for the |P/UDP profile, and a chain of dynamc
header information is added to the end of the conpressed header for
each and every additional |P header. Thus, this additional data
structure is exactly the sane as the one used in IR and | R-DYN
packets. The length of the chain is inferred fromthe chain of
static paraneters in the context. Wile a dynanmic chain carries
dynani cal | y changi ng paraneters using an unconpressed representation,
this ensures that flows with arbitrary levels of IP headers will not

i mpai r conpression efficiency.
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3.3. Constant |IP-1D

Most | Pv4 stacks assign an | P-1D according to the value of a counter,
i ncreasing by one for each outgoing packet. ROHC UDP conpresses the
IP-1D field using offset IP-1D encoding based on the UDP SN [ RFC-
3095]. For stacks generating | P-1D val ues using a pseudo-random
nunber generator, the field is not conpressed and is sent as-is in
its entirety as additional octets after the conpressed header.

Cases have al so been found where an | Pv4 stack uses a constant val ue
for the IP Identifier. Wen the IP-IDfield is constant, it cannot
be compressed using offset IP-1D encoding and the field nust be sent
inits entirety. This overhead can be avoided with the addition of a
flag within the dynamic part of the chain used to initialize the |Pv4
header, as follow

Dynam c part:

e
| Type of Service |
T g i S S S
| Time to Live |
S

/ I dentification / 2 octets
T L I e
| DF| RND| NBQ SI D| 0 |

S S

/| CGeneric extension header list / variable length
T T Tl I

SID. Static IP Identifier.

For IR and | R-DYN packets, the logic is the same as for ROHC UDP
with the addition that field(SID) nust be kept in the context.

For conpressed headers other than IR and | R-DYN:
If value(RND) = 0 and context(SID) =0, hdr(IP-1D) is
compressed using Ofset IP-1D encoding (see [ RFC-3095 section
4.5.5]) using p = 0 and default-slope(lP-1D offset) = 0.

If value(RND) = 0 and context(SID) = 1, hdr(IP-ID) is constant
and conpressed away; hdr(IP-1D) is the value of context(IP-1D).

If value(RND) = 1, IP-IDis the unconpressed hdr(IP-1D). [IP-ID

is then passed as additional octets at the end of the
conpressed header, after any extensions.
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Note: Only IR and | R-DYN packets can update context(SID).
Note: All other fields are the same as for ROHC UDP [ RFC- 3095].
3.4. Additional Mdde Transition Logic

The profiles defined in [ RFC-3095] operate using different nodes of
conmpression. A node transition can be requested once a packet has

reached the deconpressor by sending feedback indicating the desired
node. As per the specifications found in [RFC-3095], the conpressor
is conpelled to honor such requests.

For the IP profile defined in this docunment, the Myde paraneter for
the value nmode = 0 (packet types UOR-2, IR and IR DYN) is redefined
to allow the conpressor to decline a node transition requested by the
deconpr essor:

Mode: Conpression nbde. 0 = (C)ancel Mde Transition

Upon receiving the Mode paraneter set to '0', the deconpressor MJST
stay in its current node of operation and SHOULD refrain from sendi ng
further node transition requests for the declined node for a certain
anmount of time.

More specifically, with reference to the parameters C TRANS, C_MODE,
D TRANS, and D MODE defined in [ RFC- 3095, section 5.6.1.], the

foll owi ng nodi fications apply when the conpressor cancels a node
transition:

Paraneters for the conpressor side:

- C_MODE:
Thi s val ue nust not be changed when sendi ng node infornmation
within packets if the node paraneter is set to '0" (as a
response to a node transition request fromthe deconpressor).

- C_TRANS:
C TRANS is (P)endi ng when receiving a node transition request
fromthe deconpressor. C TRANS is set to (D)one when the
conpressor receives an ACK for a UOR-2, IR DYN, or IR packet

sent with the node paranmeter set to the node in use at the tine
the node transition request was initiated.
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Paraneters for the deconpressor side:
- D _MODE:

D MODE MUST renmi n unchanged when receiving a UOR-2, an | R-DYN,
or an IR packet sent with the nbode paraneter set to '0'.

- D_TRANS:
D TRANS is (P)ending when a UOR-2, | R-DYN, or IR packet sent
with the node paraneter set to 0" is received. It is set to
(D)one when a packet of type 1 or 0 corresponding to the
unchanged node is received.

The resulting node transition procedure is described bel ow

Conpr essor Deconpr essor
C MODE = X | | D MXDE = X
| Mbde Request(Y) +-<-<-<-| D _TRANS = |
| +-<-<-<-<-<-<-<- + |
C TRANS = P | -<-<-<-+ |
C MODE = X | |
| ->->->+ IR I RRDYN UOR-2( SN, C) |
| F->->->->->->->- + |
| ->- +->->->- | D TRANS = P
| ->- | D MODE = X
| ACK( SN, X) +-<-<-<- |
| +-<-<-<-<-<-<-<- + |
C TRANS = D | -<-<-<-+ |
I I
| ->->->-+ X-0, X-1* |
| o> > > > >->->- + |
| +->->->-| D_TRANS =
I I

where X: node in use before the node transition was initiated
Y: nmode requested by the deconpressor
C. (Qancel node transition

Jonsson & Pelletier St andards Track [ Page 7]



RFC 3843 A ROHC Profile for IP June 2004

3. 5. Initialization

The static context for ROHC I P conpression can be initialized in
either of two ways:

1) By using an IR packet as in ROHC UDP, where the profile is 0x0004,
and the static chain ends with the static part of an |IP header,
where the Next Header/Protocol field has any value but IPinlP (4)
or IPv6 (41) [PROTOCOL], or where the IP version field indicates
term nation (see section 3.1). At the conpressor, SNis
initialized to a random val ue when the first IR packet is sent.

2) By reusing an existing context. This is done with an | R-DYN
packet, identifying profile 0x0004, where the dynam c chain
corresponds to the prefix of the existing static chain, ending
with an | P header where the Next Header/Protocol field has any
value but IPinlP (4) or IPv6 (41) [PROTOCCOL], or where the IP
version field indicates ternination (see section 3.1). At the
conmpressor, SN is initialized to a random val ue when the first
| R- DYN packet is sent.

For ROHC I P, the dynanmic part of an IR or I R-DYN packet is sinmlar to
the one for ROHC UDP, with a two-octet field containing the SN
present at the end of the dynamic chain in IR and | R-DYN packets. It
shoul d be noted that the static and dynam ¢ chains have an arbitrary
Il ength, and the SN is added only once, at the end of the dynamc
chain in IR and | R-DYN packets.

3.6. Packet Types

Except for one new feedback option (see section 3.7), the only packet
format that differs from ROHC UDP is the general format for
compressed packets, which has no UDP checksumin the end. |nstead,
it ends with a |ist of dynam c header portions, one for each IP
header above the initial two (if any, as indicated by the presence of
correspondi ng header portions in the static chain).
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The general format for a conpressed header is thus as foll ows:

0 1 2 3 4 5 6 7

: Add- ClI D oct et :
T T e
| first octet of base header |
e T S S T

I 0, 1, or 2 octets of CID /

/ remai nder of base header /
e T S S T

I
I
I
I
I
I
: : |
B T S T g |
I
I
: : |
/ Ext ensi on / |
. . |

I

I

.+ I P-1D of outer |Pv4 header +
: : (see section 5.7 of [RFC 3095])

/ AH data for outer |ist /

.+ GRE checksum +

I
I
I
I
I
I
: : |
+ IP-1D of inner |Pv4 header + |
: : |
I
I
I
I
I
I

/ AH data for inner |ist /

+ GRE checksum 4

: Li st of :

/ Dynam c chai ns / vari abl e, given by static chain
for additional |P headers : (includes no SN)

Note that the list of dynam c chains for the additional |IP headers in
compressed packets do not have a sequence number at the end of the
chain, as SN is present within conpressed base headers.

Jonsson & Pelletier St andards Track [ Page 9]



RFC 3843 A ROHC Profile for IP June 2004

3.7. The CONTEXT_MEMORY Feedback Option

The CONTEXT_MEMORY option infornms the conpressor that the
deconpressor does not have sufficient nenory resources to handle the
context of the packet stream as the streamis currently conpressed

0 1 2 3 4 5 6 7
e B

| Opt Type =9 | Opt Len =0

T e R e

When recei ving a CONTEXT_MEMORY option, the conpressor SHOULD t ake

actions to conpress the packet streamin a way that requires | ess

deconpressor menory resources, or stop conpressing the packet stream
4. Security Considerations

The security considerations of [RFC-3095] apply equally to this
docunent, w thout exceptions or additions.

5. | ANA Consi der ations

ROHC profile identifier 0x0004 has been reserved by the | ANA for the
profile defined in this docunent.
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Appendi x A. Detailed Procedures for Canceling Mbde Transitions

The profiles defined in [ RFC-3095] operate using different nodes of
conpression: Unidirectional (U Mdde), Bi-directional Optimstic

(O Mde), and Bi-directional Reliable (R Mdde). Conpression always
starts in the U Mbde, and node transitions can only be initiated by
the deconpressor [RFC 3095, section 5.6.]. A node transition can be
requested once a packet has reached the deconpressor by sending

f eedback indicating the desired node.

Wth reference to the paraneters C TRANS, C MODE, D TRANS, and D MODE
defined in [ RFC- 3095, section 5.6.1.], the followi ng sub-sections
describe the resulting procedures when a conpressor declines a node
transition request fromthe deconpressor as described in section 3.4.

A.1l. Transition fromOptimstic to Reliable Mde

When the deconpressor initiates a node transition fromOptinistic to
Rel i abl e node, the cancellation of the transition procedure is as

foll ows:
Conpr essor Deconpr essor
| I
| ACK(R)/ NACK(R) +-<-<-<-| D_TRANS = |
| +-<-<-<-<-<-<-<- + |
C TRANS = P | - <-<-<-+ I
C_ MXDE = O | I
| ->->->+ IR IRDYN UOR-2(SN, O |
| F->->->->->->->- + |
| ->- +->->->-| D TRANS = P
| ->- | D MDE = O
| ACK(SN, O  +-<-<-<-|
| +-<-<-<-<-<-<-<- + |
C TRANS = D | -<-<-<-+ I
| I
|->>>+ UOO0, UO1* I
| Fo > > > > > > >+ |
| +->->->-| D_TRANS = D

The conpressor must not send packet types 1 or 0 when C TRANS is P,
i.e., not until it has received an ACK for a UOR-2, IR-DYN, or IR
packet sent with the node transition paraneter set to C.  Wen the
deconpressor receives a UOR-2, I R-DYN, or IR packet sent with the
nmode transition paraneter set to C, it nmust keep the value D MODE as
O and set D TRANS to P. Wen the deconpressor receives packet types
0 or 1, after having ACKed a UOR-2, IR-DYN, or IR packet, it sets

D TRANS to D.
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A.2. Transition fromUnidirectional to Reliable Mde

The cancellation of a transition fromUnidirectional to Reliable npde
follows the same procedure as defined in section 4.2 above.

A.3. Transition fromReliable to Optim stic Mde
When t he deconpressor initiates a node transition fromReliable to
Optimstic node, the cancellation of the transition procedure is
described as foll ows:

Conpr essor Deconpr essor

I I
| ACK(O / NACK(O +-<-<-<-| D TRANS =
| +-<-<-<-<-<-<-<- + |
C TRANS = P | -<-<-<-+ |
C MODE = R | |
| ->->->+ IR I RRDYN UOR-2( SN, C) |
| F->->->->->->->- + |
| ->-.. +->->->| D MDE =
|->-.. I
| ACK( SN, R) +-<-<-<-|
| +-<-<-<-<-<-<-<- + |
C TRANS = D | -<-<-<-+ |
I I
| ->->->-+ R0, R 1* |
| F->->->->->->->- + |
| +->->- > | D TRANS = D
I I

The conpressor must not send packet types 1 or 0 when C TRANS is P,
i.e., not until it has received an ACK for a UOR-2, IR DYN, or IR
packet sent with the node transition paraneter set to C.  Wen the
deconpressor receives a UOR-2, | R-DYN, or IR packet sent with the
nmode transition paraneter set to C, it must keep the value D MODE as
R When the deconpressor receives packet types 0 or 1, after having
ACKed a UOR-2, IR-DYN, or IR packet, it sets D TRANS to D.
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A.4. Transition Back to Unidirectional Mde

VWhen the deconpressor initiates a node transition from Reliable or
Optimstic node back to Unidirectional node, the cancellation of the
transition procedure is as follows:

Conpr essor Deconpr essor
| |
| ACK(U)/ NACK(U) +-<-<-<-| D_TRANS = |
| +-<-<-<-<-<-<-<- + |
CTRANS = P | -<-<-<-+ |
C MDE = R |
| ->->->+ IR I RRDYN UOR-2( SN, C) |
| o> > > > >->->- + |
| ->-.. +->->- > |
| ->-. I
| ACK(SN, O R) +-<-<-<-|
| +-<-<-<-<-<-<-<- + |
CTRANS = D |-<-<-<-+ |
| R-0, R 1* or |
| ->->->+ UO0, UO1* |
| F->->->->->->->- + |
| +->->->| D TRANS = D
D MDE = OR

When t he deconpressor receives a UOR- 2, I R-DYN, or IR packet sent
with the node transition paraneter set to C, it nust keep the value
D MODE to the bi-directional node already in use (either O or R
nmode). After ACKing the first UOR-2(C), IRDYN(CQ, or IR(C, the
deconpressor MJST continue to send feedback with the Mde paraneter
set to the bi-directional node in use (either O or R-node) until it
recei ves packet types 0 or 1. Wen the deconpressor receives packet
types 0 or 1, after having ACKed a UOR-2, IR-DYN, or IR packet, it
sets D TRANS to D.
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Ful I Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Jonsson & Pelletier St andards Track [ Page 16]






