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QOO NOOOUITWWN

VWhen supplying a data stream service between a provider and a

consuner,

the need to provision the use of other application

entities, in addition to the provider and consuner, nmay arise. For

exanpl e,
to a consuner.
customer’s resource availability (e.g.

In sone cases it may be beneficial

at a network | ocation between the provider and consuner
than at one of these endpoints.

Bar bi r,

et al. I nf or mati ona

sonme party may wish to custom ze a data streamas a service
The custoni zation step m ght be based on the
di splay capabilities).

to provide a custom zation service
host rat her
For certain services performed on
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Bar

behal f of the end-user, this may be the only option of service
deploynent. |In this case, zero or nore additional application
entities may participate in the data streamservice. There are many
possi bl e provi sioning scenarios which nake a data stream service
attractive. The OPES Use Cases and Depl oynment Scenarios [1] docunent
provi des exanpl es of OPES services. The docunent discusses services
that nodify requests, services that nodify responses, and services
that create responses. It is recomended that the docunent on OPES
Use Cases and Depl oynment Scenarios [1l] be read before reading this
docunent .

Thi s docunent presents the architectural conponents of Open Pl uggabl e
Edge Services (OPES) that are needed in order to performa data
stream service. The architecture addresses the | AB consi derations
described in [2]. These considerations are covered in various parts
of the docunent. Section 2.5 addresses tracing; section 3 addresses
security considerations. Section 4 provides a summary of |AB

consi derati ons and how the architecture addresses them

The docunent is organized as follows: Section 2 introduces the OPES
architecture. Section 3 discusses OPES security and privacy

consi derations. Section 4 addresses | AB considerations for OPES
Section 5 discusses security considerations. Section 6 addresses

| ANA considerations. Section 7 provides a summary of the
architecture and the requirenments for interoperability.

The Architecture

The architecture of Qpen Pl uggabl e Edge Services (OPES) can be
described in ternms of three interrelated concepts, mainly:

o0 OPES entities: processes operating in the network;

0 OPES flows: data flows that are cooperatively realized by the
OPES entities; and,

0 OPES rules: these specify when and how to execute OPES services.
OPES Entities

An OPES entity is an application that operates on a data fl ow between

a data provider application and a data consuner application. OPES

entities can be:

0 an OPES service application, which anal yzes and possibly

transforns nessages exchanged between the data provider
application and the data consuner application;
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0 a data dispatcher, which invokes an OPES service application based
on an OPES rul eset and application-specific know edge.

The cooperative behavior of OPES entities introduces additiona
functionality for each data flow provided that it natches the OPES
rules. In the network, OPES entities reside inside OPES processors.
In the current work, an OPES processor MJST include a data

di spatcher. Furthernore, the data provider and data consumer
applications are not considered as OPES entities.

To provide verifiable systemintegrity (see section 3.1 on trust
domai ns below) and to facilitate depl oynent of end-to-end encryption
and data integrity control, OPES processors MJST be:

o explicitly addressable at the IP |l ayer by the end user (data
consuner application). This requirenment does not preclude a chain
of OPES processors with the first one in the chain explicitly
addressed at the IP | ayer by the end user (data consuner
appl i cation).

0 consented to by either the data consuner or data provider
application. The details of this process are beyond the scope of
the current work.

The OPES architecture is largely independent of the protocol that is
used by the data provider application and the data consumer
application to exchange data. However, this document selects HITP
[3] as the exanple for the underlying protocol in OPES flows.
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2.1.1. Dat a Di spat cher

Dat a di spatchers include a ruleset that can be conpiled from severa
sources and MJST resol ve into an unanbi guous result. The conbi ned
rul eset enabl es an OPES processor to determ ne which service
applications to invoke for which data flow. Accordingly, the data
di spatcher constitutes an enhanced policy enforcenment point, where
policy rules are evaluated and service-specific data handl ers and
state informati on are maintai ned, as depicted in Figure 1.

S +
| callout |
| server |
Fomm oo - +

| |

| |

| |

[
o m e e e e e e e oo - +
o m e e e - + ||
|  OPES I | |
| service | | ]
| appl i cati on| |
. + |

OPES flow <---->| | data dispatcher and <----> OPES fl ow

I I
I I
I I
I I
I I
I T + |
| : | |
| | policy enforcenent | |
I I
| OPES |
I I
Figure 1: Data Dispatchers

The architecture allows for nore than one policy enforcenent point to
be present on an OPES fl ow.
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2.2. OPES Fl ows

An OPES flow is a cooperative undertaki ng between a data provider
application, a data consuner application, zero or nore OPES service
applications, and one or nore data di spatchers.

Since policies are enforced by data di spatchers, the presence of at
| east one data dispatcher is required in the OPES fl ow.

dat a OPES OPES dat a
consuner processor A processor N provi der
I I + I I + . I I + I I +
| dat a | | OPES | . | OPES | | dat a |
| consumer | | service | . | service | | provider
| appli cati on]| | application| . |application| | appli cation
Fom e + Fom e + . Fom e + Fom e +
I I I | I I I
| HTTP | | HTTP | . | HTTP | | HTTP |
I I I [ I I I
S + S + S + S +
| TCP/IIP | | TCPIIP | . ] TCP/IP | | TCP/IIP |
Fom e + Fom e + . Fom e + Fom e +
W W W W W W
| <---mmmeeeee - OPES flow ------------------- > |

Figure 2: An OPES fl ow

Figure 2 depicts two data di spatchers that are present in the OPES
flow The architecture allows for one or nore data dispatchers to be
present in any flow

2.3. OPES Rul es

OPES' policy regarding services and the data provided to themis
determned by a rul eset consisting of OPES rules. The rules consist
of a set of conditions and related actions. The ruleset is the
superset of all OPES rules on the processor. The OPES rul eset
determ nes which service applications will operate on a data stream
In this nodel, all data dispatchers are invoked for all flows.

In order to ensure predictable behavior, the OPES architecture
requires the use of a standardi zed schema for the purpose of defining
and interpreting the ruleset. The OPES architecture does not require
a nmechanismfor configuring a ruleset into a data dispatcher. This
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is treated as a local matter for each inplenentation (e.g., through
the use of a text editor or a secure upload protocol), as long as
such a mechani smconplies with the requirenments set forth in section
3.

2.4. Callout Servers

The eval uation of the OPES rul eset determ nes which service
applications will operate on a data stream How the ruleset is

eval uated is not the subject of the architecture, except to note that
it MUST result in the sanme unanbi guous result in all inplenentations.

In sone cases it may be useful for the OPES processor to distribute
the responsibility of service execution by conmunicating with one or
more cal l out servers. A data dispatcher invokes the services of a
cal l out server by using the OPES call out protocol (OCP). The
requirenents for the OCP are given in [5]. The OCP is application-
agnostic, being unaware of the senmantics of the encapsul ated
application protocol (e.g., HITP). However, the data dispatcher MJST
incorporate a service aware vectoring capability that parses the data
flow according to the ruleset and delivers the data to either the

| ocal or renote OPES service application
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The general interaction situation is depicted in Figure 3, which
illustrates the positions and interaction of different conponents of
OPES architecture.

e m e e e +
[ R + |
| | OPES | |
| | service | | R + A +
| |application] | | Call out | | Call out |
| +----------- + | | Server A | | Server X |
o | | eoeee S |
| oo + | || oPES || |
| | data di spatcher | | | | Service] | | +-------- +|
R SRR + | | 1 Appl AT | || OPES ]
| I I | | - + | | |Service ||
| oo b .| ] |11 Aol X
| | WP | || | eosaees N ERURN IS SS I
|| | | O |=========| | OCP | | | I |
| - +  ------- + | +-------- + | | +------ +
| 1 | #onmnn s + ] aP ||
| | TCP/ I P | :::::::::::::::::::::::::::::::::::::::| | |
| | | | +------ + |
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[l
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| dat a == :::::::::::::::::::::::::::::::::::::::::| dat a |

| producer | | consurrer |

o + Fomm e +

Figure 3: Interaction of OPES Entities
2.5. Tracing Facility

The OPES architecture requires that each data di spatcher provides
tracing facilities that allow the appropriate verification of its
operation. The OPES architecture requires that tracing be feasible
on the OPES flow, per OPES processor, using in-band annotation. One
of those annotations could be a URI with nmore detailed information on
the OPES services being executed in the OPES fl ow.

Providing the ability for in-band annotation MAY require header
extensions on the application protocol that is used (e.g., HITP)
However, the presence of an OPES processor in the data request/
response flow SHALL NOT interfere with the operations of non- OPES
aware clients and servers. Non-OPES clients and servers need not
support these extensions to the base protocol
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OPES processors MJST obey tracing, reporting, and notification
requirenents set by the center of authority in the trust domain to
whi ch an OPES processor belongs. As part of these requirenents, the
OPES processor nay be instructed to reject or ignore such
requirenents that originate fromother trust domains

3. Security and Privacy Considerations

Each data fl ow MJUST be secured in accordance with several policies
The primary stakehol ders are the data consuner and the data provider
The secondary stakeholders are the entities to which they may have
del egated their trust. The other stakeholders are the owners of the
call out servers. Any of these parties nmay be participants in the
OPES fl ow.

These parties MJUST have a nodel, explicit or inplicit, describing
their trust policy, which of the other parties are trusted to operate
on data, and what security enhancenents are required for

communi cati on. The trust might be delegated for all data, or it

m ght be restricted to granularity as small as an application data
unit.

Al'l parties that are involved in enforcing policies MJST conmuni cate
the policies to the parties that are involved. These parties are
trusted to adhere to the conmuni cated policies.

In order to delegate fine-grained trust, the parties MJST convey
policy information by inplicit contract, by a setup protocol, by a
dynani ¢ negotiation protocol, or in-line with application data
header s.

3.1. Trust Dommi ns

The del egation of authority starts at either a data consuner or data
provi der and noves to nore distant entities in a "stepw se" fashion
St epwi se neans A delegates to B, and B delegates to C, and so forth.
The entities thus "colored" by the delegation are said to forma
trust domain with respect to the original delegating party. Here,
"Col ored" means that if the first step in the chain is the data
provider, then the stepw se del egation "colors" the chain with that
data "provider" color. The only colors defined are the data
"provider" and the data "consuner". Delegation of authority
(coloring) propagates fromthe content producer start of authority or
fromthe content consumer start of authority, which may be different
fromthe end points in the data fl ow
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Figure 4 illustrates administrative domains, out-of-band rules, and
policy distribution.

provi der administrative domain consuner adm nistrative donain
o m oo + e +
[ R + | | e + |
| | Provider | <- out-of-band rules, -> | Consurer | |
| | Adm nistrative|~~>~~~: policies and ~<~| Adm ni strati ve|

| |Authority | : service authorization : |Authority | |
[ e + : | | : R + |
I : I I I
I : I I I
| S + : | | : Fommm o +

| | callout | Fomme o + | - + | callout |

| | server |==== | | | ==== server |
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(. I I | | I |
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| <----mmeeiee oo OPES flow ----------------- > |

Figure 4: OPES administrative domains and policy distribution

In order to understand the trust relationshi ps between OPES entities,
each is labeled as residing in an admnistrative domain. Entities
associated with a given OPES flow may reside in one or nore

admi ni strative domains.

An OPES processor may be in several trust domains at any time. There
is no restriction on whether the OPES processors are authorized by
data consumers and/or data providers. The original party has the
option of forbidding or limting redel egation

An OPES processor MJST have a representation of its trust donmain
menber ships that it can report in whole or in part for tracing
purposes. It MJIST include the nane of the party that del egated each
privilege to it.
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3.2. Establishing Trust and Service Authorization

The OPES processor will have a configuration policy specifying what
privileges the callout servers have and how they are to be
identified. OPES uses standard protocols for authentication and
other security conmunication with callout servers.

An OPES processor will have a trusted method for receiving
configuration information, such as rules for the data di spatcher
trusted callout servers, primary parties that opt-in or opt-out of
i ndi vi dual services, etc.

Protocol (s) for policy/rule distribution are out of scope for this
docunent, but the OPES architecture assunes the exi stence of such a
mechani sm

Requirenents for the authorization nmechanismare set in a separate
docunent [4].

Servi ce requests may be done in-band. For exanple, a request to
bypass OPES services could be signalled by a user agent using an HITP
header string "Bypass-OPES'. Such requests MJST be aut henticated.
The way OPES entities will honor such requests is subordinate to the
aut hori zation policies effective at that nonent.

3.3. Callout Protoco

The determ nation of whether or not OPES processors will use the
nmeasures that are described in the previous section during their
communi cation with callout servers depends on the details of how the
primary parties delegated trust to the OPES processors and the trust
rel ati onshi p between the OPES processors and the call out server.
Strong aut hentication, nessage authentication codes, and encryption
SHOULD be used. |If the OPES processors are in a single

adm nistrative domain with strong confidentiality and integrity
guar ant ees, then cryptographic protection is recommended but

opti onal

If the del egati on nechani sm nanmes the trusted parties and their
privileges in sonme way that permts authentication, then the OPES
processors will be responsible for enforcing the policy and for using
aut hentication as part of that enforcenent.

The cal |l out servers MJST be aware of the policy governing the
communi cati on path. They MJST not, for exanple, conmunicate
confidential information to auxiliary servers outside the trust
domai n.
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A separate security association MIJST be used for each channe
est abl i shed between an OPES processor and a callout server. The
channel s MJUST be separate for different primary parties.

3.4. Privacy

Sone data from OPES fl ow endpoints is considered "private" or
"sensitive", and OPES processors MJST advise the primary parties of
their privacy policy and respect the policies of the primary parties.
The privacy informati on MIUST be conveyed on a per-flow basis. This
can be acconplished by using current avail abl e privacy techni ques
such as P3P [7] and HTTP privacy capabilities.

The cal | out servers MJST al so participate in the handling of private
data, they MUST be prepared to announce their own capabilities, and
enforce the policy required by the prinmary parties.

3.5. End-to-End Integrity

Digital signature techniques can be used to mark data changes in such
a way that a third-party can verify that the changes are or are not
consistent with the originating party’s policy. This requires an
inline nethod to specify policy and its binding to data, a trace of
changes and the identity of the party maki ng the changes, and strong
identification and authentication nethods.

Strong end-to-end integrity can fulfill some of the functions
required by "tracing".

4. 1 AB Architectural and Policy Considerations for OPES

This section addresses the | AB considerations for OPES [2] and
sunmari zes how the architecture addresses them

4.1. | AB Consideration (2.1) One-Party Consent
The |1 AB recommends that all OPES services be explicitly authorized by
one of the application-layer end-hosts (that is, either the data
consumner application or the data provider application).
The current work requires that either the data consumer application

or the data provider application consent to OPES services. These
requi renents have been addressed in sections 2 (section 2.1) and 3.
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4.2. 1 AB Consideration (2.2) |P-Layer Conmunications

The 1 AB recommends that OPES processors nust be explicitly addressed
at the IP layer by the end user (data consuner application).

Thi s requirenment has been addressed in section 2.1, by the
requi renent that OPES processors be addressable at the | P |ayer by
the data consumer application

4.3. |1 AB Consideration (3.1 and 3.2) Notification

The | AB recommends that the OPES architecture incorporate tracing
facilities. Tracing enables data consuner and data provider
applications to detect and respond to actions performed by OPES
processors that are deened inappropriate to the data consumer or data
provi der applications.

Section 3.2 of this docunment discusses the tracing and notification
facilities that nust be supported by OPES services.

4.4. | AB Consideration (3.3) Non-Bl ocking

The OPES architecture requires the specification of extensions to
HTTP. These extensions will allow the data consuner application to
request a non- OPES version of the content fromthe data provider
application. These requirenents are covered in Section 3.2.

4.5. |1 AB Consideration (4.1) URI Resolution
Thi s considerati on recommends that OPES docunentation must be clear
in describing OPES services as being applied to the result of UR
resolution, not as URI resolution itself.
Thi s requirenment has been addressed in sections 2.5 and 3.2, by
requiring OPES entities to docunent all the transformati ons that have
been perf or ned.

4.6. | AB Consideration (4.2) Reference Validity

Thi s consideration recommends that all proposed services nust define
their inpact on inter- and intra-docunent reference validity.

Thi s requirement has been addressed in section 2.5 and throughout the

docunent whereby OPES entities are required to docunent the perforned
transfornmations.
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4.7. |1 AB Consideration (4.3) Application Addressing Extensions

Thi s consi derati on recommends that any OPES services that cannot be
achi eved while respecting the above two considerations nmay be
reviewed as potential requirenents for Internet application
addressi ng architecture extensions, but nust not be undertaken as ad
hoc fi xes.

The current work does not require extensions of the Internet
application addressing architecture.

4.8. | AB Consideration (5.1) Privacy

Thi s consi derati on recomrends that the overall OPES framework nust
provi de for nechanisns for end users to determ ne the privacy
policies of OPES internediaries.

Thi s considerati on has been addressed in section 3.
5. Security Considerations

The proposed work has to deal with security fromvarious
perspectives. There are security and privacy issues that relate to
data consuner application, callout protocol, and the OPES flow. In
[6], there is an analysis of the threats against OPES entities.

6. | ANA Consi der ations

The proposed work will evaluate current protocols for OCP. |If the
work determ nes that a new protocol needs to be devel oped, then there
may be a need to request new nunbers from | ANA

7. Sunmmary
Al t hough the architecture supports a wi de range of cooperative
transformation services, it has few requirenments for

interoperability.

The necessary and sufficient elenents are specified in the foll ow ng
docunent s:

0 the OPES rul eset schema, which defines the syntax and semantics of
the rules interpreted by a data di spatcher; and,

o the OPES callout protocol (OCP) [5], which defines the

requirenents for the protocol between a data dispatcher and a
cal |l out server.
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Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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