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Abst ract

The Point-to-Point Protocol (PPP) provides a standard method for
transporting nulti-protocol datagranms over point-to-point |inks.

Layer Two Tunneling Protocol (L2TP), facilitates the tunneling of PPP
packets across an interveni ng packet-swi tched network. And yet a
third protocol, PPP over Ethernet (PPPoE) describes how to build PPP
sessions and to encapsul ate PPP packets over Ethernet.

L2TP Active Discovery Relay for PPPoOE describes a method to rel ay
Active Discovery and Service Selection functionality from PPPoOE over
the reliable control channel within L2TP. Two new L2TP control
nmessage types and associ at ed PPPoE-specific Attribute Value Pairs
(AVPs) for L2TP are defined. This relay mechani sm provides enhanced
integration of a specific feature in the PPPoE tunneling protocol
wth L2TP.
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1. Introduction

PPPoE [1] is often deployed in conjunction with L2TP [2] to carry PPP
[3] franes over a network beyond the reach of the | ocal Ethernet
network to which a PPPOE Host is connected. For exanple, PPP franes
tunnel ed within PPPoOE may be received by an L2TP Access Concentr at or
(LAC) and then tunneled to any L2TP Network Server (LNS) reachable
via an | P network.

In addition to tunneling PPP over Ethernet, PPPoOE defines a sinple
met hod for discovering services offered by PPPOE Access Concentrators
(PPPoOE AC) reachable via Ethernet fromthe PPPOE Host. Since the
packets used in this exchange are not carried over PPP, they are not
tunnel ed with the PPP packets over L2TP, thus the discovery

negoti ati on cannot extend past the LAC without adding functionality.

Thi s docunent describes a sinple nmethod for relayi ng PPPOE Active

Di scovery (PAD) nessages over L2TP by extracting the PAD nessages and
sendi ng them over the L2TP control channel. After the conpletion of
setup through the processing of PAD nessages, PPP packets arriving
via PPPoE are then tunnel ed over L2TP in the usual manner as defined
in L2TP [2]. Thus, there are no data pl ane changes required at the
LAC or LNS to support this feature. Also, by utilizing the L2TP
control channel, the PPPoOE di scovery mechanismis transported to the
LNS reliably, before creation of any L2TP sessions, and may take
advant age of any special treatnent applied to control nmessages in
transit or upon receipt.

2. Protocol QOperation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [4].
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When PPPoE PAD nessages are received at a PPPoE Access Concentrator,
the messages are passed over the L2TP control connection via a newy
defined Service Relay Request Message (SRRQ on an established tunne
(Section 3.1). Wen received, the PPPoE PAD nessage is processed at
the L2TP node, or relayed to another L2TP node or PPPoE Access
Concentrator. PPPoE PAD nessages sent as replies are handled in a
simlar manner over a newy defined Service Relay Reply Message
(SRRP) (Section 3.2).

2.1. PPPoE Active Discovery Stage

When a PPPOE Active Discovery Initiation packet (PADI) is received by
an L2TP LAC that is providing PPPoOE Service Relay, the PADI MJST be
packaged in its entirety (including the Ethernet MAC header) within
the PPPoE Relay AVP and transmtted over established L2TP Contr ol
Connection(s) associated with the interface on which the PAD

arrived.

The PPPoE Relay AVP is sent via the Service Relay Request Message
(SRRQ defined in Section 3. The SRRQ nmessage MJST NOT be sent to an
L2TP node which did not include the PPPoE Service Rel ay Response
Capabi lity AVP during control connection establishnent. If no
acceptabl e control connection is avail able or cannot be created,
PPPoE PAD operation MJST be handl ed | ocally by sone neans (including
intentionally ignoring the PPPOE PAD nessage, though this nmust be a
del i berate act).

It is a matter of local policy as to which control connections wll
be established for relay and associated with a given interface, and
when the Control Connections will be established. For instance, an
i mpl erentation may "nail up" a control connection to a particular
L2TP destination and associ ate the connection with an interface over
whi ch PPPoE PADI packets will arrive. Alternatively, an

i npl ementation mght dynami cally establish a Control Connection to a
predet erm ned destination upon recei pt of a PADI, or upon receipt of
a PADI froma particular source.

Upon receipt of the SRRQ the included PPPOE PADI nessage MJST be
processed as described in [3], be relayed to another L2TP contro
connection, or be relayed to anot her PPPoE AC

After processing of a PADI, any resultant PPPoE Active Discovery
O fer packet (PADO) MUST be encapsul ated in a PPPoE Rel ay AVP and
delivered via the Service Relay Reply Message (SRRP) to the sender of

the SRRQ
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Upon recei pt of an SRRP nessage with relayed PADO, a LAC MJST send
the encapsul at ed PADO nmessage to the correspondi ng PPPoE Host. The
source MAC address of the PADO message MJST be one which the LAC will
respond to, perhaps requiring substitution of its own MAC address.

In each exchange above, the PPPoE Host-Uni g TAG or AC- Cooki e TAG MUST
be used as described in Section 2.3.

Foll owi ng i s an exampl e of the PAD exchange between a PPPoE Host, LAC
and LNS up to this point, assuning the L2TP Control Connection has

al ready been established. Exanples that include AC Cookie TAG and
Host- Uni g TAG operation are included in the Appendi x.

PPPoE Host LAC Tunnel Swi tch LNS
PADI ->
SRRQ (W PADI) -> SRRQ (W PADI) ->
<- SRRP (w PADO) <- SRRP (w PADO)
<- PADO

2.2. Session Establishnment and Tear down

When a LAC that is providing the PPPOE Service Relay feature receives
a valid PPPoE Active Discovery Request packet (PADR), the LAC MJST
treat this as an action for creation of a Incomng Call Request
(ICRQ as defined in [2]. The resultant | CRQ nessage MJST contain
the PPPoOE Relay AVP containing the PADR in its entirety.

Upon recei pt of an L2TP | CRQ nessage, the LNS parses the PADR nessage
as described in [3]. |If this is an acceptabl e PPPOE service
connection (e.g., the Service-Nane-Error TAG woul d not be included in
a PPPoE Active Discovery Session-confirmation packet (PADS)

response), the L2TP Incoming-Call-Reply (I CRP) message that is sent
to the LAC includes the resultant PPPoE PADS encapsul ated within the
PPPoOE Relay AVP. |If the service is unacceptable, the PADS with a
Servi ce-Name-Error Tag is delivered via the Relay Session AVP within
a Call-Disconnect-Notify (CDN) nessage, which also tears down the
L2TP session. The PPPoE PADS SESSION ID in the PPPoE Rel ay AVP MJST
al ways be zero as it will be selected and filled in by the LAC

Upon receipt of an ICRP with the PPPoOE Rel ay AVP, the LAC parses the
PADS fromthe AVP, inserts a valid PPPoE SESSION I D, and responds to
the PPPoE Host with the PADS. The MAC address of the PADS MJST be
the sane one was utilized during the PADI/PADO exchange descri bed
above. The LAC also completes the L2TP session establishment by
sendi ng an I ncom ng-Cal |l -Connected (ICCN) to the LNS and bi nds the
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L2TP session with the PPPOE session. PPP data packets may now fl ow
bet ween t he PPPoOE session and the L2TP session in the traditional
manner .

If the L2TP session is torn down for any reason, the LAC MJST send a
PPPoE Active Discovery Terni nate packet (PADT) to the host to

i ndicate that the connection has been terninated. This PADT MAY be
received fromthe LNS via the PPPoE Relay AVP within a CDN nessage if
this was a graceful shutdown initiated by the PPPoE subsystem at the
LNS. As with the PADS, the SESSION ID in the PADT nessage is zero
until filled in with the proper SESSION ID at the LAC

If the LAC receives a PADT fromthe PPPoOE Host, the L2TP session MJST
be shut down via the standard procedures defined in [2]. The PADT
MJST be sent in the CDN nmessage to the LNS via the PPPoE Rel ay AVP.

If the PPPOE system at the LNS di sconnects the session, a PADT SHOULD
be sent in the CON. In the event that the LAC receives a disconnect
fromL2TP and did not receive a PADT, it MJST generate a properly
formatted PADT and send it to the PPPOE Host as described in [3].

Sessi on Est abl i shment
PPPoOE Host LAC Tunnel Switch LNS

PADR - >
| CRQ (W PADR) ->
| CRQ (W PADR) ->
<- | CRP (w PADS)
<- | CRP (w PADS)
<- PADS
| CCN - >
| CCN ->

Session Teardown (LNS Initiated)
PPPoE Host LAC Tunnel Switch LNS
<- CDN (w PADT)
<- CDN (w PADT)
<- PADT
Sessi on Teardown (Host Initiated)
PPPOE Host LAC Tunnel Switch LNS
PADT - >

CDN (w PADT) ->
CDN (w PADT) ->
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2.3. PPPoE PAD Message Exchange Coherency

PPPoE PAD nessages will arrive fromnultiple ethernet interfaces and
be relayed across nmultiple L2TP control connections. In order to
track which PAD nessages nust be sent where, we utilize the Host-Uniq
TAG and AC-Cooki e TAG Each are used in the same nmanner, depending
on which PAD nessage is being sent or replied to. Both take

advant age of the fact that any PAD nessage sent as a reply to another
PAD nmessage MJST echo these TAGs in their entirety [3].

For purposes of this discussion, it is useful to define two
"directions" which PAD nessages will traverse during a rel ayed PPPoE
PAD nessage exchange. Thus, for the follow ng exanpl e,

"Upstream' ----------------------- >
PPPOE Host ------ LAC ----- Tunnel Switch ------ LNS
SR LT " Downst r eant'

PAD nessages being sent fromthe PPPoE Host, through the LAC, Tunnel
Switch, and LNS, are defined to be traversing "Upstream" PAD
messages being sent in the opposite direction are defined to be
traversing "Downstream"

Consi der further, the follow ng observation for this exanple:

PAD nessages that are sent Upstream PAD, PADR, PADT
PAD nessages that are sent Downstream PADO PADS, PADT

Al so, there is a request/response connection between the PAD and
PADO whi ch must be linked with some common value. Similarly, there
is a request/response connecti on between PADO and PADR. The PADS is
sent on its own with no response, but nust be delivered to the sender
of the PADR. The PADT nust be sent with the sanme SESSION ID as
established in the PADS.

The goal for PAD nessage exchange coherency is to ensure that the
connecti ons between the PADI/PADO, PADQO PADR, and PADR/ PADS and

PADS/ PADT all remain intact as the PAD nessages are rel ayed from node
to node.

The basic nechanismfor ensuring this for PADI, PADO and PADR
messages i s the AC Cookie TAG and Host-Unig TAG Both of these TAGs
are defined as arbitrary data which nmust be echoed in any nessage
sent as a response to another nessage. This is the key to tying
these PAD nessages together at each hop. The following two rules
makes this possible:
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For PAD nessages that are sent Upstream a new Host-Uniq TAG MJST
be inserted at each rel aying node before the PAD nessage is
forwarded. There SHOULD be at nobst one Host-Unig TAG per PAD
nessage.

For PAD nessages bei ng sent Downstream a new AC- Cooki e TAG MJST
be inserted at each rel ayi ng node before the PAD nessage is
forwarded. There SHOULD be at nobst one AC- Cooki e TAG per PAD
message. Additionally, for an LNS receiving multiple PAD nessages
fromupstream there SHOULD be at nobst one PAD nessage forwarded
downstream per received SRRP Message. | n other words, there
SHOULD be exactly one PPPoE Rel ay AVP per L2TP SRRP Message.

The exception here is the PADS, which cannot carry an AC Cooki e TAG
(and, thankfully, doesn’'t need to), and the PADT. W will discuss
these later in this section. Using the above rules, PAD, PADO and
PADR nessages nmay be rel ayed through an arbitrary nunber of nodes,
each inserting its owm value to link a message response that it m ght
receive.

In order to inplenment this exchange wi thout tying up resources at
each L2TP node, it is desirable to not require epheneral state at
each node waiting for a nessage response from each forwarded PAD
message. This is achievable if one is willing to be very intelligent
about the values that will be sent in the PPPOE TAGs used for nessage
coherency. Gven that the TAGs are of arbitrary size and conposition
and are always echoed in their entirety, one may use the information
here to map any next relay hop information. For exanple, the L2TP
Tunnel 1D (Control Connection ID) could be encoded in the TAGin
order to identify where to relay the nessage when it arrives. |[|f one
chooses this method, the encoding MJST incorporate sone nethod of
encryption and authentication of the value. Note that this is a
relatively sinmple proposition given that it is only the source of the
encrypted and data that will ever need to decrypt and authenticate
the val ue upon recei pt (thus, no key exchanges are necessary, and any
of a nyriad of algorithms nmay be chosen). Note that individual TAGs
MUST never exceed 255 octets in length, and the length of an entire
PPPoE message MJST never exceed the maxi mum segnent size of the
underlying ethernet. In the event that a TAG exceeds 255 octets in

| ength, a conpression schenme which may include storage of state at an
L2TP node nmay be necessary before constructing a new TAG

The PADS and PADT nessages do not rely on the AC Cookie TAG or Host -
Uniq TAG for directing to the proper node. As described in Section

2.2, the L2TP session is created upon receipt of a valid PADR at the
L2TP LAC. Since the PADS is sent as an AVP on this nessage exchange,
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its coherency may be secured via the L2TP session itself. Simlarly
for the PADT, as it is carried in the L2TP di sconnect message (CDN)
for the L2TP sessi on.

Clients are supposed to treat an AC Cooki e TAG as an opaque object.
They differentiate PADGCs only by MAC address, Service-Nane TAG(s) and
by AC-Name TAGs). |If an LAC sends nultiple PADGs, they should
contain different AC Nanme TAGs.

Furthernore, a node perform ng PPPoE L2TP Rel ay (such as an LAC)
SHOULD attenpt to distinguish or rate limt retransmtted PADx
messages (perhaps via the source MAC address and/or arriving
interface of the nessage) in order to limt the overloading of L2TP.

Exanmpl es of this operation for a nunmber of scenarios and
considerations for certain deploynent situations may be found in the
Appendi x of this docunent.

2.4. PPPOE Service Relay Capabilities Negotiation

If the extensions defined in this docunent are present and confi gured
for operation on a given Control Connection, the AVPs listed in this
section MJST be present in the Start-Control-Connection-Request
(SCCRQ or Start-Control-Connection-Reply (SCCRP) nessages during
control connection setup.

2.4.1. PPPoE Service Relay Response Capability AVP

The PPPoE Service Relay Response Capability AVP, Attribute Type 56,
indicates to an L2TP peer that the PPPoOE Service Relay (SRRQ SRRP)
messages and the PPPoE Relay AVP will be processed and responded to
when recei ved.

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
IMH rsvd | Lengt h | Vendor | D |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Attribute Type |

B i S S ik s S N S S

The Vendor IDis the | ETF Vendor | D of O.
This AVP MAY be hidden (the H bit MAY be 0 or 1).

The Mbit for this AVP nay be set to 0 or 1. |If the sender of this
AVP does not wish to establish a connection to a peer whi ch does not
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understand this L2TP extension, it SHOULD set the Mbit to 1,
otherwise it MJUST be set to O.

The Length of this AVP is 6.
The AVP may be present in the followi ng nessages: SCCRQ SCCRP
2.4.2. PPPoE Service Relay Forward Capability AVP

The PPPoE Service Relay Forward Capability AVP, Attribute Type 57,
indicates to an L2TP peer that PPPoE Service Relay (SRRQ SRRP)
messages and the PPPoE Relay AVP may be sent by this L2TP peer.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
|IMH rsvd | Length | Vendor |D |
I S i o T s S S S e s s T
| Attribute Type |

il s ST I S S I S T T S

The Vendor IDis the | ETF Vendor |D of O.
This AVP MAY be hidden (the H bit MAY be 0 or 1).
The Mbit for this AVP may be set to 0 or 1. |If the sender of this
AVP does not wish to establish a connection to a peer which does not
understand this L2TP extension, it SHOULD set the Mbit to 1,
otherwi se it MJST be set to O.
The Length of this AVP is 6.
The AVP may be present in the foll owi ng nessages: SCCRQ SCCRP

3. L2TP Service Rel ay Messages

This section identifies two new L2TP nessages used to deliver PPPoE
PADI and PADO messages.

3.1. Service Relay Request Message (SRRQ

The Service Rel ay Request Message (SRRQ, Message Type 18, is sent by
an LAC to relay requests for services. This docunment defines one new
AVP that may be present to request service in section 2. Further
service relay nechanisns may al so use this nessage in a simlar
context. Discussion of other service relay nechani sns are outside
the scope of this docunent.
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3.2. Service Relay Reply Message (SRRP)

The Service Relay Reply Message (SRRP), Message Type 19, is sent by
an LAC to relay responses of requests for services. This docunent
defines one new AVP that nay be present as a response to a request
for service in section 2. Further service relay nmechani sms may al so
use this nessage in a simlar context. Discussion of other service
rel ay mechani sms are outside the scope of this docunent.

4. PPPoE Rel ay AVP

The PPPoE Relay AVP, Attribute Type 55, carries the entire PAD,
PADO, PADR, PADS and PADT nessages within, including Ethernet MAC
source and destination addresses. This is the only AVP necessary for
relay of all PAD nessages via L2TP.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

|MH rsvd | Lengt h | Vendor |ID |
B i s T T i i o S o T Ji I
| Attribute Type | PPPoE PAD Message ...

i i i T i I S i e s o o i i
(Until end of nessage is reached)
R et e s i o e s i i

The Vendor IDis the | ETF Vendor |D of O.
This AVP MAY be hidden (the H bit MAY be 0 or 1).

The Mbit for this AVP may be set to 0 or 1. |If the sender of this
AVP does not wish to establish a connection to a peer whi ch does not
understand this L2TP extension, it SHOULD set the Mbit to 1,
otherwise it MJST be set to O.

The Length of this AVP is 6 plus the |l ength of the PPPoE PAD Message.

The AVP may be present in the foll ow ng nessages: SRRQ SRRP, | CRQ
| CRP, | CCN, and CDN.

5. Security Considerations

PPPoE has a number of known security weaknesses that are not

descri bed here. For exanple, an intruder between a PPPoE Host and a
PPPoE AC who can observe or nodify PPPoE Active Discovery traffic has
nunerous opportunities for denial of service and other attacks. The
use of the L2TP extensions described here makes it possible to tunnel
PPPoOE di scovery packets between the LAC and LNS, extending the path

Townsl ey & da Silva I nf or mat i onal [ Page 10]



RFC 3817 L2TP Rel ay for PPPoE June 2004

whi ch the PPPOE Active Discovery packets are transported. There are
two possible inplications of this. First, the tunnel ed packets may
now be observable by an intruder having access to traffic along the
L2TP tunnel path. This MAY nake information regardi ng service

of ferings or host identity easier to obtain to a rogue party given
that it is being sent over a wider variety of media, and presumably
over a |longer distance and/or nore hops or adm nistrative domains.
VWhet her this information could be used for malicious purposes depends
on the information contained within, but it is conceivable that this
coul d be sensitive information, and this mechani smincreases the
possibility that this information woul d be presented to an
interloper. Second, it may al so be possible for an intruder to
nmodi fy PPPoE Active Discovery traffic while it is being carried
within L2TP control messages.

There are at |east two nethods defined to help thwart this inspection
or nodification by an unauthorized individual. One of the two MJST
be used if the service discovery information is considered to be
sensitive and is traversing an untrusted network. The first
suggested method is AVP hiding described in [2]. This may be used to
hi de the contents of the packets in transit, though offers no
integrity protection against nodification of data in the AVP. The
second and nore secure nethod is protecting L2TP with | Psec as
defined in [6].

6. | ANA Consi derations
Thi s docunent requires three new "AVP Attribute" (attribute type)
nunbers to be assigned through | ETF Consensus [5] as indicated in
Section 10.1 of [2].
1. PPPoE Rel ay AVP (section 4.0)
2. PPPOE Rel ay Response Capability AVP (section 2.4.1)
3. PPPoE Relay Forward Capability AVP (section 2.4.2)

Thi s docunent requires two new "Message Type" nunbers to be assigned
through | ETF Consensus [5] as indicated in Section 10.2 of [2].

1. Service Relay Request Message (SRRQ (Section 3.1)
2. Service Relay Reply Message (SRRP) (Section 3.2)

There are no additional requirements on | ANA to manage numbers in
this document or assign any other nunbers.
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Appendi x A1 PPPoE Relay in Point to Miltipoint Environments

The PPPoE PADI message in its native form is sent as a broadcast
message on an Ethernet link. Thus, nore than one AC concentrator
coul d conceivably receive and respond to this nmessage. Simlarly, a

PPPoOE interface could be associated with nmore than one L2TP Control
Connection, in order to query nultiple LNSs with potentially varying
service profiles, as well as to | oad bal ance requests.

As the PADI nessage is propagated, one may choose to replicate the
message to multiple Control Connections in order to minic the
behavi or of the PADI being sent on an ethernet link with nultiple ACs
attached. |If the nunmber of replicated nodes is |arge, and the number
of hops deep, then an unmanageabl e "fan-out" of PADI propagation may
occur. Thus, care should be taken here to only replicate nessages to
mul tiple Control Connections when it is absolutely necessary.

The only case where it is seems necessary to replicate nmessages to
multiple destinations is in the case where each destination is known
to have varying service policies that all need to be advertised to a
PPPoE Host for its gathering and selection. At the tine of this
witing, the authors know of no PPPoE Host inplenentations that take
advantage of this ability (instead, responding to only a single PPPoE
PADO). This, of course, is subject to change if and when PPPoE

i mpl ement ati ons are advanced to this stage.

In cases where nultiple Control Connections may exist to nultiple
LNSs for |oad bal anci ng purposes, L2TP Service Relay shoul d take
measures to try one Control Connection at a tine, rather than
broadcasting to all Control Connections simultaneously.

Appendi x B: PAD Message Exchange Coherency Exanpl es
Exanpl e 1: "PPPoE Relay Wth Multiple LNSs"

,--- LNS1

‘--- LNS2
Thi s exanpl e assunes that there is good reason to send a copy of the

PADI to both LNSs (e.g., each LNS may have a different service
profile to offer).
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1) a. Host sends PADI via broadcast MAC address to LAC

b. LAC replicates the PADI nmessage and forwards a copy to LNS1
Host-Uniqg = Rl (assi gned)

c. LAC replicates the PADI nessage and forwards a copy to LNS2
Host-Uniq = R2 (assi gned)

2) a. LNS1 responds with PADO to LAC
Host-Uniqg = Rl (echoed)
AC- Cooki e = C1 (assigned)

b. LNS1 responds with PADO to LAC
Host - Uni g R2 (echoed)
AC- Cooki e C2 (assigned)

c. LAC forwards both PADO nessages to Host with source MAC set to
MAC address of LAC. PADO from (2a) is assigned new AC- Cooki e
C1’ and PADO from (2b) is given AC Cookie C2'

3) a. Host sends PADR to MAC address of LAC (choosing one)
AC- Cookie = C1' (echoed)

b. LAC knows to forward PADR to LNS1 based on Cl’
AC- Cooki e = C1 (echoed)

4) Session Establishment at the LAC conmences, with further PAD
messages carried within the context of the L2TP session itself.
No need to inspect the AC Cookie TAG or Host-Uniq TAG fromthis
point forward in order to direct nessages properly.
Exampl e 2: "PPPoE Relay Wth L2TP Tunnel - Swi t chi ng"
Host --- LAC ---- LNS1 ---- LNS2
1) a. Host sends PADI to LAC.

b. LAC sends PADI to LNS1
Host-Uniqg = Rl (assigned)

c. LNS1 sends PADI to LNS2
Host-Uniqg = R2 (assigned)

2) a. LNS2 responds to LNS1 with PADO

Host-Uniq = R2 (echoed)
AC- Cooki e = C1 (assigned)
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b. LNS1 relays PADO to LAC
Host-Uniqg = Rl (echoed)
AC- Cooki e = C1' (assigned)

c. LAC sends PADO to Host
AC- Cookie = C1'’ (assigned)

3) a. Host sends PADR to MAC address of LAC
AC- Cookie = C1'’ (echoed)

b. LAC sends PADR to LNS1
AC- Cookie = C1' (echoed)

c. LNS1 sends PADR to LNS2
AC- Cooki e = C1 (echoed)

4) Session Establishment at the LAC, LNS1 and LNS2 comences, with
further PAD nessages carried within the context of the L2TP
session itself. No need to inspect the AC Cookie TAG or Host-Uniq
TAG fromthis point forward in order to direct nmessages properly.

Exanmpl e 3: "PPPoE Relay Wth Miltiple PPPoOE ACs"

,--- ACL
/
Host --- LAC ---- LNS
\
Cooo A2

In this exanple, ACL and AC2 are PPPOE access concentrators on a
broadcast domain. Sequence of operation is as follows.

1) a. Host sends PADI to LAC.

b. LAC sends PADI to LNS
Host-Uniqg = Rl (assi gned)

c. LNS broadcasts PADI to AC1l and AC2
Host-Uniqg = R2 (assi gned)

2) a. ACl sends PADO to LNS
Host - Uni g R2 (echoed)
AC- Cooki e Cl (assigned)

b. AC2 sends PADO to LNS
Host - Uni g R2 (echoed)
AC- Cooki e C2 (assigned)
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c. LNS sends two PADGs to LAC
Host-Uniqg = Rl (echoed)
AC- Cooki e (assigned) = Cl' and C2', respectively

d. LAC sends two PADCs to Host
Host-Uniq = Rl
AC- Cooki e (assigned) = C1'’ and C2'', respectively

3) a. Host sends PADR with to LAC to sel ect service from AC2.
AC- Cookie = C2'" (echoed)

b. LAC sends PADR to LNS AC- Cookie = C2' (echoed)

c. LAC sends PADR to AC2
AC- Cooki e = C1 (echoed)

4) Session Establishment at the LAC, LNS and AC2 conmences, with
further PAD nessages carried within the context of the L2TP
session or PPPoE session itself. No need to inspect
the AC- Cookie TAG or Host-Uniq TAG fromthis point forward in
order to direct nessages properly.
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