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1. Introduction

In traditional managenent systens, nmanagenent information is viewed
as a collection of nanaged objects, residing in a virtual information
store, terned the Managenent |nformation Base (MB). Collections of
rel ated objects are defined in MB nodul es. These nodul es are
witten in conformance with a specification | anguage, the Structure
of Managenent Information (SM). There are different versions of the
SM. The SM version 1 (SMv1l) is defined in [ RFC1155], [RFCl1212],

[ RFC1215], and the SM version 2 (SMv2) in [ RFC2578], [RFC2579], and
[ RFC2580]. Both are based on adapted subsets of OSI's Abstract
Syntax Notation One, ASN. 1 [ ASN1].

In a simlar fashion, policy provisioning information is viewed as a
coll ection of Provisioning Casses (PRCs) and Provisioning |Instances
(PRIs) residing in a virtual information store, terned the Policy
Information Base (PIB). Collections of related Provisioning Cl asses
are defined in PIB nodules. PIB nmodules are witten using the
Structure of Policy Provisioning Information (SPPl) [RFC3159] which
is an adapted subset of SMv2

The SM vl and the SMv2 are bound to the Sinple Network Managenent
Protocol (SNWP) [RFC3411], while the SPPI is bound to the Conmmon Open
Pol i cy Service Provisioning (COPS-PR) Protocol [RFC3084]. Even
though the | anguages have comon rules, it is hard to use conmon data
definitions with both protocols. It is the purpose of this docunent
to define a common data definition | anguage, naned SM ng, that can
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formal |y specify data nodel s i ndependent of specific protocols and
applications. The appendix of this docunent defines a core nodul e
that supplies common SM ng definitions.

A conpani on docunent contains an SM ng | anguage extension to define
SNWVP speci fic mappings of SMng definitions in conpatibility with
SMv2 MB nodul es [ RFC3781]. Additional |anguage extensions may be
added in the future, e.g., to define COPS-PR specific mappings of
SMng definitions in a way that is conpatible with SPPI PIBs.

Section 2 gives an overview of the basic concepts of data nodeling
usi ng SM ng, while the subsequent sections present the concepts of
the SMng | anguage in detail: the base types, the SMng file
structure, and all SMng core statenents.

The remai nder of the document describes extensibility features of the
| anguage and rules to foll ow when changes are applied to a nodul e.
Appendi x B contains the grammar of SMng in ABNF [ RFC2234] notation

1.1. The History of SM ng

SMng started in 1999 as a research project to address sone drawbacks
of SMv2, the current data nodeling | anguage for nmanagenent
informati on bases. Primarily, its partial dependence on ASN.1 and a
nunber of exception rules turned out to be problematic. |In 2000, the
wor k was handed over to the | RTF Network Managenent Research G oup
where it was significantly detailed. Since the work of the RAP

Wor ki ng Group on COPS-PR and SPPI energed in 1999/2000, SM ng was
split into two parts: a core data definition |anguage (defined in
this docunment) and protocol mappings to allow the application of core
definitions through (potentially) multiple nmanagenent protocols. The
repl acenent of SMv2 and SPPI by a single merged data definition

| anguage was also a primary goal of the | ETF SM NG Wirki ng G oup that
was chartered at the end of 2000.

The requirenents for a new data definition | anguage were di scussed
several times within the I ETF SM NG Wr ki ng Group and changed
significantly over time [RFC3216], so that another proposal (in
addition to SMng), naned SM Data Structures (SM-DS), was presented
to the Working Goup. In the end, neither of the two proposals found
enough consensus and support, and the attenpt to nerge the existing
concepts did not succeed, resulting in the Wrking G oup being closed
down in April 20083.

In order to record the work of the NVMRG (Network Managenent Research
Group) on SMng, this nmeno and the acconpanyi ng meno on the SNWP
protocol mappi ng [ RFC3781] have been published for informationa

pur poses.
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Not e that throughout these docunents, the term"SMng" refers to the
specific data nodeling | anguage that is specified in this docunent,
whereas the term"SM NG' refers to the general effort within the | ETF
Worki ng Group to define a new managenent data definition | anguage as
an SMv2 successor and probably an SPPlI nerger, for which "SMng" and
"SM -DS" were two specific proposals.

1.2. Ternms of Requirenment Levels

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. SMng Data Mdeling

SMng is a | anguage designed to specify managenent information in a
structured way readable to conputer programs, e.g., MB conpilers, as
well as to human readers.

Management information is nodeled in classes. C asses can be defined
fromscratch or by derivation froma parent class. Derivation from
mul tiple parent classes is not possible. The concept of classes is
described in Section 9.

Each cl ass has a nunmber of attributes. Each attribute represents an
atom c piece of information of a base type, a sub-type of a base
type, or another class. The concept of attributes is described in
Section 9. 2.

The base types of SMng include signed and unsi gned integers, octet
strings, enuneration types, bitset types, and pointers. Pointers are
references to class instances, attributes of class instances, or
arbitrary identities. The SMng type systemis described in Section
3.

Rel ated class and type definitions are defined in nodules. A nodule
may refer to definitions fromother nodules by inporting identifiers
fromthose nodul es. Each nodul e may serve one or nultiple purposes:
o the definition of managenent cl asses,

o the definition of events,

o the definition of derived types,

o0 the definition of arbitrary untyped identities serving as val ues
of pointers,
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o the definition of SMng extensions allow ng the | ocal nodule or
other nodules to specify information beyond the scope of the base
SMng in a machine readabl e notation. Sone extensions for the
application of SMng in the SNVWP franmework are defined in
[ RFC3781],

o the definition of information beyond the scope of the base SM ng
statenments, based on locally defined or inported SMng extensions.

Each nodule is identified by an upper-case identifier. The nanes of
all standard nodul es rmust be unique (but different versions of the
same nodul e shoul d have the sane nane). Devel opers of enterprise
modul es are encouraged to choose names for their nodules that wll
have a | ow probability of colliding with standard or other enterprise
modul es, e.g., by using the enterprise or organization name as a
prefix.

2. 1. ldentifiers

ldentifiers are used to identify different kinds of SMng itens by
nane. Each identifier is valid in a namespace whi ch depends on the
type of the SMng item bei ng defi ned:

o The gl obal nanespace contains all nodule identifiers

o Each nodul e defines a new namespace. A nodul e’ s nanespace may
contain definitions of extension identifiers, derived type
identifiers, identity identifiers, and class identifiers.
Furthernore, a nodule nmay inport identifiers of these kinds from
other nodules. Al these identifiers are also visible within al
i nner namespaces of the nodul e.

0 Each class within a nmodul e defines a new nanespace. A class’
nanespace nmay contain definitions of attribute identifiers and
event identifiers.

o0 Each enuneration type and bitset type defines a new nanmespace of
its named nunbers. These naned nunbers are visible in each
expression of a corresponding value, e.g., default values and
sub-typing restrictions.

0 Extensions nay define additional namespaces and have additiona
rul es of other nanmespaces’ visibility.

Wthin every nanmespace each identifier MJST be unique.
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Each identifier starts with an upper-case or |ower-case character,
dependent on the kind of SMng item followed by zero or nore
letters, digits, and hyphens.

Al identifiers defined in a namespace MJST be uni que and SHOULD NOT
only differ in case. |Identifiers MJST NOT exceed 64 characters in
length. Furthernore, the set of all identifiers defined in al
modul es of a single standardization body or organization SHOULD be
uni que and menonic. This pronotes a comon | anguage for humans to
use when di scussing a nodul e.

To reference an itemthat is defined in the local nodule, its
definition MIST sequentially precede the reference. Thus, there MJST
NOT be any forward references.

To reference an itemthat is defined in an external nodule it MJST be
imported (Section 5.1). Identifiers that are neither defined nor
i mported MJUST NOT be visible in the | ocal nodul e.

When identifiers fromexternal nodules are referenced, there is the
possibility of nane collisions. As such, if different items with the
sanme identifier are inported or if inported identifiers collide with
identifiers of locally defined itens, then this anbiguity is resolved
by prefixing those identifiers with the nanes of their nodul es and

t he nanespace operator ‘::’, i.e., ‘Mdule::itemi. O course, this
notation can be used to refer to identifiers even when there is no

nanme col |ision.

Note that SM ng core | anguage keywords MUST NOT be inported. See the
‘...Keyword rules of the SMng ABNF gramar in Appendix B for a |ist
of those keywords.

3. Base Types and Derived Types

SM ng has a set of base types, simlar to those of nmany progranm ng
| anguages, but with sone differences due to special requirenents from
t he managenent information nodel .

Addi tional types may be defined, derived fromthose base types or
fromother derived types. Derived types nmay use subtyping to
formally restrict the set of possible values. An initial set of
commnly used derived types is defined in the SMng standard nodul e
NVMRG- SM NG [ RFC3781] .

The different base types and their derived types allow different

ki nds of subtyping, nanely size restrictions of octet strings
(Section 3.1), range restrictions of numeric types (Section 3.4
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through Section 3.10), restricted pointer types (Section 3.2), and
restrictions on the sets of named nunbers for enuneration types
(Section 3.11) and bit sets (Section 3.12).

3.1. CctetString

The CctetString base type represents arbitrary binary or textua

data. Although SMng has a theoretical size limtation of 2716-1
(65535) octets for this base type, nodul e designers should realize
that there nay be inplenentation and interoperability limtations for
sizes in excess of 255 octets.

Val ues of octet strings nay be denoted as textual data enclosed in
doubl e quotes or as arbitrary binary data denoted as a ‘Ox’-prefixed
hexadeci mal val ue of an even nunber of at |east two hexadeci nal
digits, where each pair of hexadecinal digits represents a single
octet. Letters in hexadeci mal val ues MAY be upper-case, but | ower-
case characters are RECOWENDED. Textual data may contain any numnber
(possibly zero) of any 7-bit displayable ASCI| characters, including
tab characters, spaces, and line term nator characters (nl or cr &
nl). Some characters require a special encoding (see Section 4.2).
Textual data may span nultiple lines, where each subsequent |ine
prefix containing only white space up to the columm where the first
line's data starts SHOULD be ski pped by parsers for a better text
formatting.

When defining a type derived (directly or indirectly) fromthe
CctetString base type, the size in octets may be restricted by
appending a list of size ranges or explicit size values, separated by
pipe ‘|’ characters, with the whole list enclosed in parenthesis. A
size range consists of a | ower bound, two consecutive dots ‘..’ , and
an upper bound. Each value can be given in decinmal or ‘O0x’-prefixed
hexadeci mal notation. Hexadecimal numbers nmust have an even nunber
of at least two digits. Size restricting values MJST NOT be
negative. |If multiple values or ranges are given, they all MJST be
disjoint and MJUST be in ascending order. |If a size restriction s
applied to an already size restricted octet string, the new
restriction MIUST be equal or nore linmting, that is, raising the

| ower bounds, reducing the upper bounds, renoving explicit size

val ues or ranges, or splitting ranges into nultiple ranges with

i nt er medi at e gaps.

Strauss & Schoenwael der Experi ment al [ Page 8]



RFC 3780
Val ue Exanpl es:
"This is a multiline
textual data exanple."

3.

3.
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"This is "illegally" quoted.
"This is \"legally\" quoted.

:?ut this is "ok, as well."
0x123
0x534d496e670a

Restriction Exanpl es:
CctetString (0 | 4..255)

CctetString (4)

CctetString (-1 | 1)
CctetString (5| 0)
CctetString (1 | 1..10)

Poi nt er

The Poi nter base type represents val ues that
attributes of class instances,
The only val ues of the Pointer type that can be present
They are denoted as identifiers of the

i nst ances,

can refer to identities.
concerned identities.

SM ng

May 2004

| egal
illegal quotes
| egal |y encoded quotes

| egal apostrophe quoting
| egal zero length
illegal odd hex |length

| egal octet string

| egal size spec

| egal exact size

illegal negative size
illegal ordering

illegal overl apping

ref erence cl ass
or arbitrary identities.
in a nodul e

When defining a type derived (directly or indirectly) fromthe

Poi nter base type,

attribute or identity, and all

the values nay be restricted to a specific class,
(directly or indirectly) derived itens

t hereof by appending the identifier of the appropriate construct

encl osed in parenthesis.
Val ue Exanpl es:

nul |
snhnpUDPDonai n

Restriction Exanpl es:

Poi nter (snnpTransport Domain) //

oj ectldentifier

| egal identity nane
| egal identity nane
| egal restriction

The Objectldentifier base type represents admnistratively assigned
names for use with SNMP and COPS- PR

pr ot ocol

i ndependent SM ng nodul es.

This type SHOULD NOT be used in

It is nmeant to be used in SNWP

and COPS- PR mappi ngs of attributes of type Pointer (Section 3.2).

Experi ment al
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3.

4.

Val ues of this type may be denoted as a sequence of nunerical non-
negative sub-identifier values in which each MUST NOT exceed 2732-1
(4294967295). Sub-identifiers may be denoted in decimal or ‘O0x’ -
prefi xed hexadecimal. They are separated by single dots and without
any internediate white space. Alternatively (and preferred in nost
cases), the first elenment nmay be a previously defined or inported

| ower-case identifier, representing a static object identifier
prefi x.

Al t hough the nunber of sub-identifiers in SMng object identifiers is
not |imted, nodul e designers should realize that there may be

i npl ementations that stick with the SMvl/v2 linmt of 128 sub-

i dentifiers.

oj ect identifier derived types cannot be restricted in any way.

Val ue Exanpl es:

1.3.6.1 /1 legal nunerical oid

mb-2.1 /1 legal oid with identifier prefix
internet.4.1.0x0627. 0x01 /1 legal oid with hex subids

iso.-1 /1 illegal negative subid

i so.org.6 /1 illegal non-heading identifier

I F-M B::ifNunber. O /1 legal fully qualified instance oid
I nt eger 32

The I nteger32 base type represents integer val ues between
-27"31 (-2147483648) and 2731-1 (2147483647).

Val ues of type Integer32 may be denoted as deci mal or hexadeci ma
nunbers, where only decimal nunbers can be negative. Decimal nunbers
other than zero MJUST NOT have | eading zero digits. Hexadecinma
nunbers are prefixed by ‘Ox’ and MUST have an even nunber of at |east
two hexadecinmal digits, where letters MAY be upper-case, but |ower-
case characters are RECOMVENDED

When defining a type derived (directly or indirectly) fromthe

I nteger 32 base type, the set of possible values may be restricted by
appending a list of ranges or explicit values, separated by pipe ‘|’
characters, and the whole list enclosed in parenthesis. A range
consists of a | ower bound, two consecutive dots ‘..’, and an upper
bound. Each value can be given in decimal or *O0x -prefixed
hexadeci mal notation. Hexadeci mal numbers rmust have an even nunber
of at least two digits. |If multiple values or ranges are given they
all MJST be disjoint and MUST be in ascending order. |If a value
restriction is applied to an already restricted type, the new
restriction MIUST be equal or nore linmting, that is raising the | ower
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3.

5

bounds, reducing the upper bounds, renoving explicit values or
ranges, or splitting ranges into nultiple ranges with internediate

gaps.
Val ue Exanpl es:

015 /1 illegal |eading zero

-123 /1 legal negative val ue

-1 /1 illegal internediate space

Oxabc /1 illegal hexadeci mal value |ength
- Oxf f /1 illegal sign on hex val ue
0x80000000 /1 illegal value, too |arge

Oxf 00f /1 | egal hexadeci mal val ue

Restriction Exanpl es:

Integer32 (0 | 5..10) /1 | egal range spec
Integer32 (5..10 | 2..3) /1 illegal ordering
Integer32 (4..8 | 5..10) /1 illegal overlapping

I nt eger 64

The | nteger64 base type represents integer val ues between
- 2763 (-9223372036854775808) and 2763-1 (9223372036854775807).

Val ues of type Integer64 may be denoted as deci mal or hexadeci ma
nunbers, where only decimal nunbers can be negative. Decimal nunbers
other than zero MJUST NOT have | eading zero digits. Hexadeci nal
nunbers are prefixed by ‘0Ox’ and MJUST have an even nunber of
hexadeci nal digits, where letters MAY be upper-case, but | ower-case
characters are RECOMVENDED.

When defining a type derived (directly or indirectly) fromthe

I nt eger 64 base type, the set of possible values may be restricted by
appending a list of ranges or explicit values, separated by pipe ‘|’
characters, with the whole list enclosed in parenthesis. A range
consists of a | ower bound, two consecutive dots ‘..’, and an upper
bound. Each val ue can be given in decimal or ‘O0x’-prefixed
hexadeci mal notation. Hexadecimal numbers nmust have an even nunber
of at least two digits. |If multiple values or ranges are given, they
all MJST be disjoint and MUST be in ascending order. |If a value
restriction is applied to an already restricted type, the new
restriction MIUST be equal or nore linmting, that is raising the | ower
bounds, reducing the upper bounds, renoving explicit values or
ranges, or splitting ranges into nultiple ranges with internediate

gaps.
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3.

6

Val ue Exanpl es:

015 /1 illegal |eading zero

-123 /1 |egal negative val ue

-1 /1 illegal internediate space

Oxabc /1 illegal hexadecimal value |ength
- Oxf f /1 illegal sign on hex val ue
0x80000000 /1 legal value

Restriction Exanpl es:

Integer64 (0 | 5..10) /1 |l egal range spec
Integer64 (5..10 | 2..3) /1 illegal ordering
Integer64 (4..8 | 5..10) /1 illegal overlapping

Unsi gned32

The Unsi gned32 base type represents positive integer val ues between 0
and 2732-1 (4294967295).

Val ues of type Unsigned32 may be denoted as deci mal or hexadeci ma
nunbers. Decimal nunbers other than zero MJUST NOT have | eadi ng zero
digits. Hexadecinal nunbers are prefixed by ‘0x’ and MJST have an
even nunber of hexadecimal digits, where letters MAY be upper-case,
but | ower-case characters are RECOMVENDED.

When defining a type derived (directly or indirectly) fromthe

Unsi gned32 base type, the set of possible values may be restricted by
appending a list of ranges or explicit values, separated by pipe ‘|’
characters, with the whole list enclosed in parenthesis. A range
consists of a | ower bound, two consecutive dots ‘..’, and an upper
bound. Each val ue can be given in decimal or ‘O0x’-prefixed
hexadeci mal notation. Hexadecimal numbers nmust have an even nunber
of at least two digits. |If multiple values or ranges are given, they
all MJST be disjoint and MUST be in ascending order. |If a value
restriction is applied to an already restricted type, the new
restriction MUST be equal or nore linting, that is raising the | ower
bounds, reducing the upper bounds, renoving explicit values or

ranges, or splitting ranges into nultiple ranges with internedi ate

gaps.
Val ue Exanpl es:

015 /1 illegal |eading zero

-123 /1 illegal negative val ue

Oxabc /1 illegal hexadeci mal value |ength
0x80000000 /1 | egal hexadeci mal val ue
0x8080000000 /1 illegal value, too |large
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3.

3.

Restriction Exanpl es:

Unsi gned32 (0 | 5..10) /'l |l egal range spec
Unsi gned32 (5..10 | 2..3) /1 illegal ordering
Unsi gned32 (4..8 | 5..10) /1 illegal overlapping

7. Unsigned64

The Unsi gned64 base type represents positive integer val ues between 0
and 2764-1 (18446744073709551615).

Val ues of type Unsigned64 may be denoted as deci nal or hexadeci nal
nunbers. Decimal nunbers other than zero MJST NOT have | eadi ng zero
digits. Hexadecimal numbers are prefixed by ‘0x’ and MJST have an
even nunber of hexadecimal digits, where letters MAY be upper-case,
but | ower-case characters are RECOVVENDED.

When defining a type derived (directly or indirectly) fromthe

Unsi gned64 base type, the set of possible values may be restricted by
appending a list of ranges or explicit values, separated by pipe ‘|
characters, with the whole |list enclosed in parenthesis. A range
consists of a | ower bound, two consecutive dots ‘..’, and an upper
bound. Each val ue can be given in decimal or ‘O0x’'-prefixed
hexadeci mal notation. Hexadecimal nunbers must have an even nunber
of at least two digits. |If nultiple values or ranges are given, they
all MJST be disjoint and MUST be in ascending order. |If a value
restriction is applied to an already restricted type, the new
restriction MUST be equal or nore limting, that is raising the | ower
bounds, reducing the upper bounds, renoving explicit values or

ranges, or splitting ranges into nultiple ranges with internedi ate

gaps.
Val ue Exanpl es:

015 /1 illegal |eading zero

-123 /1 illegal negative val ue

Oxabc /1 illegal hexadecimal value |ength
0x8080000000 /'l | egal hexadeci mal val ue

Restriction Exanpl es:

Unsi gned64 (1..210000000000) // |egal range spec
Unsi gned64 (5..10 | 2..3) /1 illegal ordering

8. Fl oat 32

The Fl oat 32 base type represents floating point values of single
preci sion as described by [| EEE754].
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Val ues of type Float32 rmay be denoted as a decimal fraction with an
opti onal exponent, as known from many progranmm ng | anguages. See the
grammar rule ‘floatValue of Appendix B for the detail ed syntax.
Speci al values are ‘snan’ (signalling Not-a-Nunber), ‘gnan’ (quiet

Not - a- Nunber), ‘neginf’ (negative infinity), and ‘posinf’ (positive
infinity). Note that -0.0 and +0.0 are different floating point
values. 0.0 is equal to +0.0.

When defining a type derived (directly or indirectly) fromthe

Fl oat 32 base type, the set of possible values may be restricted by
appending a list of ranges or explicit values, separated by pipe ‘|’
characters, with the whole list enclosed in parenthesis. A range

consists of a | ower bound, two consecutive dots ‘..’, and an upper
bound. If multiple values or ranges are given, they all MJST be
di sjoint and MJUST be in ascending order. |If a value restriction is

applied to an already restricted type, the new restriction MIST be
equal or nore limting, that is raising the | ower bounds, reducing
t he upper bounds, renoving explicit values or ranges, or splitting
ranges into nmultiple ranges with intermedi ate gaps. The speci al
val ues ‘snan’, ‘qnan’, ‘neginf’, and ‘posinf’ nust be explicitly
listed in restrictions if they shall be included, where ‘snan’ and
‘gnan’ cannot be used in ranges.

Note that encoding is not subject to this specification. It has to
be described by protocols that transport objects of type Float32

Note al so that nost floating point encodings disallowthe
representation of many values that can be witten as deci nal
fractions as used in SMng for human readability. Therefore,

explicit values in floating point type restrictions should be handl ed
with care.

Val ue Exanpl es:

00.1 /1 illegal |eading zero
3.1415 /1 |egal value
-2.5E+3 /1 legal negative exponential value

Restriction Exanpl es:

Float32 (-1.0..1.0) /1 | egal range spec
Float32 (1 | 3.3 | 5) /1 legal, probably unrepresentable 3.3
Fl oat 32 (neginf..-0.0) /'l legal range spec

Fl oat32 (-10.0..10.0 | 0) // illegal overlapping
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3.9. Float64

The Fl oat 64 base type represents floating point values of double
preci sion as described by [| EEE754].

Val ues of type Float64 may be denoted as a decimal fraction with an
opti onal exponent, as known from many progranm ng | anguages. See the
grammar rule ‘floatValue' of Appendix B for the detail ed syntax.
Speci al values are ‘snan’ (signalling Not-a-Nunber), ‘gnan’ (quiet

Not - a- Nunber), ‘neginf’ (negative infinity), and ‘posinf’ (positive
infinity). Note that -0.0 and +0.0 are different floating point
values. 0.0 is equal to +0.0.

When defining a type derived (directly or indirectly) fromthe

Fl oat 64 base type, the set of possible values may be restricted by
appending a list of ranges or explicit values, separated by pipe ‘|’
characters, with the whole |ist enclosed in parenthesis. A range

consists of a | ower bound, two consecutive dots ‘..’, and an upper
bound. If multiple values or ranges are given, they all MJST be
di sjoint and MJUST be in ascending order. |If a value restriction is

applied to an already restricted type, the new restriction MIST be
equal or nore limting, that is raising the | ower bounds, reducing
t he upper bounds, renoving explicit values or ranges, or splitting
ranges into multiple ranges with intermedi ate gaps. The speci al
val ues ‘snan’, ‘qgnan’, ‘neginf’, and ‘posinf’ nust be explicitly
listed in restrictions if they shall be included, where ‘snan’ and
‘gnan’ cannot be used in ranges.

Note that encoding is not subject to this specification. It has to
be described by protocols that transport objects of type Fl oat64.
Note al so that nost floating point encodings disallowthe
representation of many values that can be witten as deci ma

fractions as used in SMng for human readability. Therefore,

explicit values in floating point type restrictions should be handl ed
with care.

Val ue Exanpl es:

00.1 /1 illegal |eading zero
3.1415 /1 legal value
-2.5E+3 /1 legal negative exponential value

Restriction Exanpl es:

Float64 (-1.0..1.0) /'l legal range spec
Float64 (1| 3.3 | 5) /1 legal, probably unrepresentable 3.3
Fl oat 64 (neginf..-0.0) /1 | egal range spec

Fl oat64 (-10.0..10.0 | 0) // illegal overlapping
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3.10. Floatl128

The Fl oat 128 base type represents floating point values of quadruple
preci sion as described by [| EEE754].

Val ues of type Float128 nay be denoted as a decinmal fraction with an
opti onal exponent, as known from many progranm ng | anguages. See the
grammar rule ‘floatValue' of Appendix B for the detail ed syntax.
Speci al values are ‘snan’ (signalling Not-a-Nunber), ‘gnan’ (quiet

Not - a- Nunber), ‘neginf’ (negative infinity), and ‘posinf’ (positive
infinity). Note that -0.0 and +0.0 are different floating point
values. 0.0 is equal to +0.0.

When defining a type derived (directly or indirectly) fromthe

Fl oat 128 base type, the set of possible values may be restricted by
appending a list of ranges or explicit values, separated by pipe ‘|’
characters, with the whole |ist enclosed in parenthesis. A range

consists of a | ower bound, two consecutive dots ‘..’, and an upper
bound. If multiple values or ranges are given, they all MJST be
di sjoint and MJUST be in ascending order. |If a value restriction is

applied to an already restricted type, the new restriction MIST be
equal or nore limting, that is raising the | ower bounds, reducing
t he upper bounds, renoving explicit values or ranges, or splitting
ranges into multiple ranges with intermedi ate gaps. The speci al
val ues ‘snan’, ‘qgnan’, ‘neginf’, and ‘posinf’ nust be explicitly
listed in restrictions if they shall be included, where ‘snan’ and
‘gnan’ cannot be used in ranges.

Note that encoding is not subject to this specification. It has to
be described by protocols that transport objects of type Float128.
Note al so that nost floating point encodings disallowthe
representation of many values that can be witten as deci ma

fractions as used in SMng for human readability. Therefore,

explicit values in floating point type restrictions should be handl ed
with care.

Val ue Exanpl es:

00.1 /1 illegal |eading zero
3.1415 /1 legal value
-2.5E+3 /1 legal negative exponential value

Restriction Exanpl es:

Fl oat 128 (-1.0..1.0) /'l legal range spec
Float128 (1 | 3.3 | 5) /1 legal, probably unrepresentable 3.3
Fl oat 128 (negi nf..-0.0) /1 | egal range spec

Fl oat 128 (-10.0..10.0 | 0) [// illegal overlapping
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3.

3.

11. Enuneration

The Enumeration base type represents values froma set of integers in
the range between -2731 (-2147483648) and 2731-1 (2147483647), where
each val ue has an assigned nanme. The list of those named nunbers has
to be comma-separated, enclosed in parenthesis, and appended to the
‘Enunmeration’ keyword. Each naned nunber is denoted by its |ower-
case identifier followed by the assigned integer value, denoted as a
deci mal or *Ox’-prefixed hexadeci mal nunber, enclosed in parenthesis.
Hexadeci mal nunbers nust have an even nunber of at least two digits.
Every nane and every nunber in an enuneration type MJST be uni que.

It is RECOVWENDED t hat val ues be positive, start at 1, and be
nunmber ed contiguously. Al nanmed nunmbers MJST be given in ascendi ng
or der.

Val ues of enuneration types nay be denoted as decinmal or ‘0x’ -
prefi xed hexadeci mal nunbers or preferably as their assigned nanes.
Hexadeci mal nunbers nust have an even nunber of at |least two digits.

When types are derived (directly or indirectly) froman enumeration
type, the set of nanmed nunbers may be equal or restricted by renoving
one or nore naned nunbers, but no nanmed nunbers nay be added or
changed regarding its nane, value, or both.

Type and Val ue Exanpl es:

Enumeration (up(1l), down(2), testing(3))

Enunmeration (down(2), up(1)) // illegal order

0 /1 legal (though not recommended) val ue
up /1 legal value given by nane

2 /1 legal value given by number

12. Bits

The Bits base type represents bit sets. That is, a Bits value is a
set of flags identified by small integer nunbers starting at 0. Each
bit nunmber has an assigned name. The list of those naned nunbers has
to be comma-separated, enclosed in parenthesis, and appended to the
‘Bits’ keyword. Each naned nunber is denoted by its | ower-case
identifier followed by the assigned integer value, denoted as a

deci mal or ‘Ox’-prefixed hexadeci mal number, enclosed in parenthesis.
Hexadeci mal nunbers nust have an even nunber of at |least two digits.
Every nane and every nunber in a bits type MJST be unique. It is
RECOMVENDED t hat numbers start at 0 and be numbered conti guously.
Negative nunbers are forbidden. Al naned nunbers MJST be given in
ascendi ng order.
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3.

Val ues of bits types may be denoted as a comma-separated list of

deci mal or *Ox’-prefixed hexadeci mal nunbers or preferably their

assi gned nanes encl osed in parenthesis. Hexadecimal nunbers nust
have an even nunber of at least two digits. There MJUST NOT be any
el ement (by nane or nunber) listed nore than once. El enents MJST be
listed in ascendi ng order

When defining a type derived (directly or indirectly) froma bits
type, the set of nanmed nunmbers may be restricted by renoving one or
nore naned nunbers, but no nanmed nunbers nmay be added or changed
regarding its nane, value, or both.

Type and Val ue Exanpl es:

Bits (readable(0), witable(l), executable(2))
Bits (witable(1l), readable(0) // illegal order

() /1 legal enpty val ue

(readable, witable, 2) /1 legal value

(0, readabl e, executable) /1 illegal, readabl e(0) appears tw ce
(witable, 4) /1 illegal, elenment 4 out of range

13. Display Formats

Attribute and type definitions allow the specification of a format to
be used when a value of that attribute or an attribute of that type
is displayed. Format specifications are represented as textual data.

When the attribute or type has an underlying base type of Integer32,

I nt eger 64, Unsigned32, or Unsigned64, the format consists of an

i nteger-format specification containing two parts. The first part is
a single character suggesting a display format, either: ‘x’ for
hexadecimal, ‘d’ for decimal, ‘o for octal, or ‘b’ for binary. For
all types, when rendering the value, |eading zeros are onmtted, and
for negative values, a mnus sign is rendered i medi ately before the
digits. The second part is always onmitted for ‘x’, ‘o', and ‘b’, and
need not be present for ‘d . |If present, the second part starts with
a hyphen and is foll owed by a decimal nunber, which defines the

i mpli ed deci mal point when rendering the value. For exanple 'd-2
suggests that a value of 1234 be rendered as ‘12. 34’

When the attribute or type has an underlying base type of

CctetString, the fornmat consists of one or nore octet-format
specifications. Each specification consists of five parts, with each
part using and renoving zero or nore of the next octets fromthe
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val ue and producing the next zero or nore characters to be displ ayed.
The octets within the value are processed in order of significance,
nmost significant first.

The five parts of a octet-format specification are:

1. The (optional) repeat indicator. |If present, this part is a ‘*’,
and indicates that the current octet of the value is to be used as
the repeat count. The repeat count is an unsigned integer (which
may be zero) specifying how nany tinmes the renmi nder of this
octet-format specification should be successively applied. |f the
repeat indicator is not present, the repeat count is one.

2. The octet length: one or nore decimal digits specifying the number
of octets of the value to be used and formatted by this octet-
specification. Note that the octet |l ength can be zero. |If less
than this nunmber of octets remain in the value, then the | esser
nunmber of octets are used.

3. The display format, either: ‘x’ for hexadecimal, ‘d for decinal
‘o’” for octal, ‘a for ASCII, or ‘t’ for UTF-8 [RFC3629]. |If the
octet length part is greater than one, and the display format part
refers to a nuneric format, then network byte-ordering (big-endian
encoding) is used to interpret the octets in the value. The
octets processed by the ‘t’ display format do not necessarily form
an integral nunber of UTF-8 characters. Trailing octets which do
not forma valid UTF-8 encoded character are discarded.

4. The (optional) display separator character. |If present, this part
is a single character produced for display after each application
of this octet-specification; however, this character is not
produced for display if it would be imediately foll owed by the
di splay of the repeat termi nator character for this octet
specification. This character can be any character other than a
decinmal digit and a ‘*'.

5. The (optional) repeat term nator character, which can be present
only if the display separator character is present and this octet
specification begins with a repeat indicator. |If present, this
part is a single character produced after all the zero or nore
repeated applications (as given by the repeat count) of this octet
specification. This character can be any character other than a
decimal digit and a ‘*'.

Qut put of a display separator character or a repeat termnator

character is suppressed if it would occur as the |ast character of
the di spl ay.
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If the octets of the value are exhausted before all the octet format
speci fications have been used, then the excess specifications are
ignored. If additional octets remain in the value after interpreting
all the octet format specifications, then the | ast octet fornmat
specification is re-interpreted to process the additional octets,
until no octets remain in the val ue.

Note that for some types, no format specifications are defined. For
derived types and attributes that are based on such types, format
specifications SHOULD be omtted. |Inplenentations MJIST ignore fornmat
specifications they cannot interpret. Al so note that the SMng
grammar (Appendi x B) does not specify the syntax of fornmat

speci fications.

Di spl ay Format Exanpl es:

Base Type For mat Exampl e Val ue Render ed Val ue
Cctet String 255a "Hello Worl d." Hel l o Worl d.
CctetString 1x: "Hel l o!'" 48: 65: 6¢: 6C: 6f: 21
Cctet String 1d: 1d: 1d. 1d, 1ald: 1d 0x0d1eOf 002d0400 13:30:15.0,-4:0
Cctet String 1d. 1d. 1d. 1d/ 2d 0x0a0000010400 10.0.0.1/1024
CctetString *1x:/1x: 0x02aabbccddee aa: bb/ cc: dd: ee
Integer32 d-2 1234 12. 34

4. The SMng File Structure

The topnost container of SMng information is a file. An SMng file
may contain zero, one or nore nodules. It is RECOMVENDED t hat
modul es be stored into separate files by their nodul e nanmes, where
possi ble. However, for dedi cated purposes, it may be reasonable to
coll ect several nmodules in a single file.

The top level SMng construct is the ‘nodul e’ statement (Section 5)
that defines a single SMng nodule. A nodule contains a sequence of
sections in an obligatory order with different kinds of definitions.
Whet her these sections contain statements or remain enpty mainly
depends on the purpose of the nodul e.

4. 1. Comrent s

Conments can be included at any position in an SMng file, except

bet ween the characters of a single token |ike those of a quoted
string. However, it is RECOMVENDED that all substantive descriptions
be placed within an appropriate description clause, so that the
information is available to SM ng parsers.
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Conments commence with a pair of adjacent slashes ‘//’ and end at the
end of the line.

4.2. Textual Data

Sone statenents, nanely ‘organization', ‘contact’, ‘description
‘reference’, ‘abnf’, ‘format’, and ‘units’, get a textual argunent.
This text, as well as representations of OctetString val ues, have to
be encl osed in double quotes. They may contain arbitrary characters
with the foll owi ng exceptional encoding rules:

A backsl ash character introduces a special character, which depends
on the character that i mediately foll ows the backsl ash

\n new |line

\ 't a tab character

\ " a doubl e quote

\\ a single backsl ash

If the text contains a line break foll owed by whitespace which is
used to indent the text according to the |ayout in the SMng file,
this prefixing whitespace is stripped fromthe text.

4.3. Statenents and Argunents

SM ng has a very small set of basic grammar rul es based on the
concept of statements. Each statenment starts with a | ower-case
keyword identifying the statenment, followed by a nunber (possibly
zero) of argunents. An argunment nmay be quoted text, an identifier, a
val ue of any base type, a list of identifiers enclosed in parenthesis
‘“()’, or a statenent block enclosed in curly braces ‘{ }'. Since
statement bl ocks are valid argunents, it is possible to nest
statement sequences. Each statenent is term nated by a sem col on

[
3

The core set of statements may be extended using the SM ng
‘extension’ statenent. See Sections 6 and 11 for details.

At places where a statenment is expected, but an unknown | ower-case
word is read, those statenments MJUST be skipped up to the proper
sem col on, including nested statenent bl ocks.

5. The nodul e Stat enent
The ‘nodul e’ statement is used as a container of all definitions of a
single SMng nodule. It gets two argunents: an upper-case nodul e

nane and a statenent block that contai ns nandatory and optiona
statements and sections of statements in an obligatory order
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nmodul e <MODULE- NAME> {

<optional inport statenents>
<organi zati on statenent>

<contact statenent>

<descri ption statenent>

<optional reference statenent>
<at | east one revision statenent>

<optional extension statenents>
<optional typedef statenments>
<optional identity statenents>

<optional class statenments>
b

The optional ‘import’ statenents (Section 5.1) are followed by the
mandat ory ‘organi zation’ (Section 5.2), ‘contact’ (Section 5.3), and
‘description’ (Section 5.4) statenents and the optional ‘reference
statenent (Section 5.5), which in turn are followed by at |east one
mandatory ‘revision’ statement (Section 5.6). The part up to this
poi nt defines the nodule’s neta information, i.e., information that
descri bes the whol e nodul e but does not define any itens used by
applications in the first instance. This part of a nodule is
followed by its main definitions, nanely SM ng extensions (Section
6), derived types (Section 7), identities (Section 8), and cl asses
(Section 9).

See the ‘nodul eStatenent’ rule of the SMng grammar (Appendix B) for
the formal syntax of the ‘nodul e’ statenent.

5.1. The nodul e’s inport Statenent

The optional nodule’s ‘inport’ statement is used to inport
identifiers fromexternal mnmodules into the |ocal nodul e s namespace.
It gets two argunents: the name of the external nodul e and a comma-
separated list of one or nore identifiers to be inported enclosed in
par ent hesi s.

Multiple “inport’ statements for the sanme nodul e but w th disjoint
lists of identifiers are allowed, though NOT RECOMVENDED. The same
identifier fromthe same nodul e MUST NOT be inported nmultiple tines.
To inport identifiers with the same nanme fromdifferent nodul es night
be necessary and is allowed. To distinguish
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themin the |l ocal nodule, they have to be referred by qualified
nanes. Inporting identifiers not used in the |ocal nmodule is NOT
RECOMVENDED.

See the ‘inportStatenent’ rule of the SMng grammar (Appendix B) for
the formal syntax of the ‘inport’ statenent.

5.2. The nodul e’s organization Statenent

The nodul e’ s ‘organi zation’ statenment, which nust be present, gets
one argurment which is used to specify a textual description of the
organi zation(s) under whose auspices this nodul e was devel oped.

5.3. The nodul e’ s contact Statenent

The nodule’s ‘contact’ statenment, which nust be present, gets one
argunent which is used to specify the nane, postal address, tel ephone
nunber, and electronic nail address of the person to whom technica
queries concerning this nmodul e should be sent.

5.4. The nodul e’ s description Statenent

The nodul e’s ‘description’ statenent, which nust be present, gets one
argunent which is used to specify a high-level textual description of
the contents of this nodule.

5.5. The nodul e’ s reference Statemnment

The nodule’s ‘reference’ statenent, which need not be present, gets
one argurment which is used to specify a textual cross-reference to
some ot her document, either another nodul e which defines rel ated
managenent information, or some other document which provides
additional information relevant to this nodule.

5.6. The nodul €' s revision Statenment

The nodule’s ‘revision' statenent is repeatedly used to specify the
editorial revisions of the nodule, including the initial revision

It gets one argunment which is a statement block that holds detailed
information in an obligatory order. A nodule MJUST have at | east one
initial ‘revision’ statenment. For every editorial change, a new one
MUST be added in front of the revisions sequence, so that al
revisions are in reverse chronol ogi cal order

See the ‘revisionStatenent’ rule of the SMng gramrar (Appendi x B)
for the formal syntax of the ‘revision statenent.
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5.6.1. The revision s date Statenent
The revision’s ‘date’ statenent, which nust be present, gets one
argunent which is used to specify the date and tine of the revision
in the format ‘ YYYY-MM DD HH. MM or ‘YYYY-MWDD which inplies the
time ‘00:00°. The tine is always given in UTC

See the ‘date’ rule of the SMng granmar (Appendix B) for the formnal
syntax of the revision's ‘date’ statenent.

5.6.2. The revision's description Statenent
The revision's ‘description’ statement, which nmust be present, gets
one argument which is used to specify a high-1level textual
description of the revision.
5.7. Usage Exampl e
Consi der how a skel etal nodul e mi ght be constructed:
modul e ACVE-M B {
i mport NVMRG SM NG (Di splayString);

organi zati on
"I RTF Networ k Managenent Research Group (NVRG";

cont act "I RTF Networ k Managenent Research Group (NVRG
http://ww. i br.cs.tu-bs. de/projects/nnrg/
Joe L. User
ACME, | nc.

42 Anywhere Drive
Nowher e, CA 95134
USA

Phone: +1 800 555 0815
EMai | : j oe@cne. exanmpl e. cont';

description
"The nodule for entities inplenenting the ACME protocol.

Copyright (C) The Internet Society (2004).

Al Rights Reserved.

This version of this MB nodule is part of RFC 3780,
see the RFC itself for legal notices.";
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revision {
date "2003-12-16";
description
"Initial revision, published as RFC 3780.";
b

[/ ... further definitions ..
}; // end of nodul e ACME-M B.
6. The extension Statenent

The ‘extension’ statenent defines new statements to be used in the

| ocal nmodule follow ng this extension statement definition or in
external nodules that may inport this extension statenent definition
The ‘extension’ statement gets two argunents: a | ower-case extension
statenment identifier and a statenment block that hol ds detail ed
extension information in an obligatory order.

Ext ensi on statenent identifiers SHOULD NOT contai n any upper-case
characters.

Note that the SM ng extension feature does not allow the fornal
specification of the context, or argunent syntax and semantics of an
extension. Its only purpose is to declare the existence of an
extension and to allow a unique reference to an extension. See
Section 11 for detailed information on extensions and [ RFC3781] for
mappi ngs of SMng definitions to SNMP, which is formally defined as
an extension.

See the ‘extensionStatenent’ rule of the SMng gramar (Appendi X B)
for the formal syntax of the ‘extension’ statenent.

6.1. The extension’s status Statenent

The extension's ‘status’ statenent, which nust be present, gets one
argunent which is used to specify whether this extension definition
is current or historic. The value ‘current’ neans that the
definition is current and valid. The value ‘obsolete’ nmeans the
definition is obsolete and should not be inplenented and/or can be
renoved if previously inplenmented. Wile the value ‘deprecated also
i ndi cates an obsolete definition, it permts new continued

i mpl ementation in order to foster interoperability with ol der/

exi sting inplenentations.
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6.2. The extension s description Statenent

The extension’s ‘description statenent, which nust be present, gets
one argurent which is used to specify a high-level textua
description of the extension statenent.

It is RECOWENDED that information on the extension’s context, its
semantics, and inplementation conditions be included. See also
Section 11.

6.3. The extension’s reference Statenent

The extension's ‘reference’ statenment, which need not be present,
gets one argunment which is used to specify a textual cross-reference
to sonme other docunent, either another nodul e which defines rel ated
extension definitions, or sone other docunment which provides
additional information relevant to this extension.

6.4. The extension’s abnf Statenent

The extension’s ‘abnf’ statement, which need not be present, gets one
argunent which is used to specify a formal ABNF [ RFC2234] gr anmar
definition of the extension. This grammar can reference rul e nanes
fromthe core SMng gramar (Appendi x B)

Note that the ‘abnf’ statenent should contain only pure ABNF and no
additional text, though comments prefixed by a sem colon are all owed
but shoul d probably be noved to the description statenment. Note that
doubl e quotes within the ABNF grammar have to be represented as ‘\"’
according to Section 4. 2.

6.5. Usage Exanple

ext ensi on severity {
status current;
description
"The optional severity extension statenent can only
be applied to the statenment block of an SM ng cl ass
event definition. If it is present it denotes the
severity level of the event in a range fromO
(energency) to 7 (debug).";
abnf
"severityStat enent
severityKeyword

severityKeyword sep number optsep \";\"

\"severity\"";
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7. The typedef Statenent

The ‘typedef’ statenent defines new data types to be used in the

|l ocal nmodule or in external nbdules. It gets two argunents: an
upper-case type identifier and a statenent block that holds detail ed
type information in an obligatory order

Type identifiers SHOULD NOT consi st of all upper-case characters and
SHOULD NOT cont ai n hyphens.

See the ‘typedef Statenent’ rule of the SMng grammar (Appendi x B) for
the formal syntax of the ‘typedef’ statenent.

7.1. The typedef’s type Statenent

The typedef’'s ‘type’ statenent, which nust be present, gets one
argunent which is used to specify the type fromwhich this type is
derived. Optionally, type restrictions nay be applied to the new
type by appendi ng subtyping information according to the rules of the
base type. See Section 3 for SM ng base types and their type
restrictions.

7.2. The typedef’s default Statenent

The typedef’'s ‘default’ statement, which need not be present, gets
one argument which is used to specify an acceptable default val ue for
attributes of this type. A default value may be used when an
attribute instance is created. That is, the value is a "hint" to

i npl ement ors.

The value of the ‘default’ statenent nmust, of course, correspond to
the (probably restricted) type specified in the typedef’s ‘type
st at ement .

The default value of a type may be overwitten by a default val ue of
an attribute of this type.

Note that for some types, default values make no sense

7.3. The typedef’s format Statenent
The typedef’'s ‘format’ statenent, which need not be present, gets one
argunent which is used to give a hint as to how the value of an

instance of an attribute of this type m ght be displayed. See
Section 3.13 for a description of format specifications.
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If no format is specified, it is inherited fromthe type given in the
‘type’ statenent. On the other hand, the format specification of a
type may be semantically refined by a format specification of an
attribute of this type.

7.4. The typedef’s units Statenent

The typedef’s ‘units’ statenent, which need not be present, gets one
argunent which is used to specify a textual definition of the units
associated with attributes of this type.

If no units are specified, they are inherited fromthe type given in
the ‘type’ statenent. On the other hand, the units specification of
a type may be semantically refined by a units specification of an
attribute of this type.

The units specification has to be appropriate for val ues displ ayed
according to the typedef’'s format specification, if present. For
exanmple, if the type defines frequency val ues of type Unsigned64
measured in thousands of Hertz, the format specification should be

‘d-3" and the units specification should be ‘Hertz’ or "Hz'. If the
format specification would be omitted, the units specification should
be “MIli-Hertz' or ‘mHz’. Authors of SMng nodul es shoul d pay

attention to keep format and units specifications in sync.
Application inplementors MJST NOT inplenment units specifications
wi t hout inplenenting format specifications.

7.5. The typedef’s status Statenent

The typedef’s ‘status’ statement, which nust be present, gets one
argunent which is used to specify whether this type definition is
current or historic. The value ‘current’ means that the definition
is current and valid. The value ‘obsolete’ neans the definition is
obsol ete and shoul d not be inplenented and/ or can be renoved if
previously inplenmented. Wile the value ‘deprecated’ also indicates
an obsol ete definition, it permts new continued inplenentation in
order to foster interoperability with ol der/existing inplenentations.

Derived types SHOULD NOT be defined as ‘current’ if their underlying
type is ‘deprecated’ or ‘obsolete’. Simlarly, they SHOULD NOT be
defined as ‘deprecated’ if their underlying type is ‘obsolete’
Nevert hel ess, subsequent revisions of the underlying type cannot be
avoi ded, but SHOULD be taken into account in subsequent revisions of
the | ocal nodul e.
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7.6. The typedef’s description Statenent

The typedef’s ‘description statement, which nust be present, gets
one argurent which is used to specify a high-level textua
description of the newy defined type.

It is RECOVWENDED that all semantic definitions necessary for

i npl ementation, and to enbody any information which woul d ot herw se
be communi cated in any conmmrentary annotations associated with this
type definition be included.

7.7. The typedef’s reference Statenent

The typedef’s ‘reference’ statenment, which need not be present, gets
one argunment which is used to specify a textual cross-reference to
sone ot her docunent, either another nodul e which defines related type
definitions, or sone other docunent which provides additiona
information relevant to this type definition

7.8. Usage Exanples

typedef RptrQperStatus {
type Enuneration (other(1), ok(2), rptrFailure(3),
groupFai l ure(4), portFailure(5),
general Fail ure(6));
def aul t ot her; /1 undefined by default.
st at us depr ecat ed;
description
"A type to indicate the operational state
of a repeater.";
reference
"[1EEE 802.3 Mygt], 30.4.1.1.5, aRepeaterHealthState."

3
typedef SnnmpTransport Domain {

type Poi nter (snnpTransport Donain) ;

status current;

description

"A pointer to an SNVP transport domain identity.";

s
t ypedef Dat eAndTi ne {

type CctetString (8 | 11);

f or mat "2d- 1d- 1d, 1d: 1d: 1d. 1d, 1ald: 1d";

st at us current;
description
"A date-tinme specification
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Note that if only local tine is known, then tinezone
information (fields 8-10) is not present."”;
ref erence
"RFC 2579, SNWPv2- TC. Dat eAndTi ne. ";

b
typedef Frequency {
type Unsi ghed64;
f or mat "d- 3"
units "Hertz";
st at us current;
description
"A wi de-range frequency specification neasured
in thousands of Hertz.";
3

8. The identity Statenent

The ‘identity’ statement is used to define a new abstract and untyped
identity. |Its only purpose is to denote its name, semantics, and

exi stence. An identity can be defined either fromscratch or derived
froma parent identity. The ‘identity’ statenent gets the follow ng
two argunents: The first argunent is a |ower-case identity
identifier. The second argunent is a statenent block that holds
detailed identity information in an obligatory order

See the ‘identityStatenent’ rule of the SMng gramrar (Appendi x B)
for the formal syntax of the ‘identity’ statenent.

8.1. The identity' s parent Statenent

The identity's ‘parent’ statement nust be present for a derived
identity and must be absent for an identity defined fromscratch. It
gets one argunent which is used to specify the parent identity from
which this identity shall be derived

8.2. The identity' s status Statenent

The identity’'s ‘status’ statenent, which nmust be present, gets one
argunent which is used to specify whether this identity definition is
current or historic. The value ‘current’ neans that the definition
is current and valid. The value ‘obsolete’ neans the definition is
obsol ete and should not be inplenented and/ or can be renoved if
previously inplemented. While the value ‘deprecated’ also indicates
an obsolete definition, it permts new continued inplenentation in
order to foster interoperability with ol der/existing inplenentations.
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Derived identities SHOULD NOT be defined as ‘current’ if their parent
identity is ‘deprecated’ or ‘obsolete’. Simlarly, they SHOULD NOT
be defined as ‘deprecated’ if their parent identity is ‘obsolete’
Nevert hel ess, subsequent revisions of the parent identity cannot be
avoi ded, but SHOULD be taken into account in subsequent revisions of
the | ocal nodul e.

8.3. The identity’ description Statenent

The identity’'s ‘description’ statement, which nust be present, gets
one argurent which is used to specify a high-level textua
description of the newy defined identity.

It is RECOWENDED that all semantic definitions necessary for

i npl ementation, and to enbody any information which would ot herw se
be communi cated in any comrentary annotations associated with this
identity definition be included.

8.4. The identity's reference Statenent

The identity’'s ‘reference’ statenent, which need not be present, gets
one argurent which is used to specify a textual cross-reference to
sone ot her document, either another nodul e which defines related
identity definitions, or sone other docunent which provides
additional information relevant to this identity definition.

8.5. Usage Exanpl es

identity null {
status current;
description
"An identity used to represent null pointer values.";

b

identity snnpTransportDomain {
status current;
description
"A generic SNWP transport dommin identity.";

b

identity snnmpUDPDomai n {
parent snnpTransport Donai n;
status current;
description
"The SNWMP over UDP transport domain.";

}s
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9. The class Statenent

The ‘class’ statenent is used to define a new class that represents a
container of related attributes and events (Section 9.2, Section
9.4). A class can be defined either fromscratch or derived froma
parent class. A derived class inherits all attributes and events of
the parent class and can be extended by additional attributes and
events.

The ‘class’ statenent gets the following two argunments: The first
argunent is an upper-case class identifier. The second argunent is a
statenment bl ock that holds detailed class information in an

obli gatory order.

See the ‘classStatenent’ rule of the SMng grammar (Appendi x B) for
the formal syntax of the ‘class’ statenent.

9.1. The class’ extends Statement

The class’ ‘extends’ statenment must be present for a class derived
froma parent class and nust be absent for a class defined from
scratch. It gets one argunent which is used to specify the parent
class fromwhich this class shall be derived

9.2. The class’ attribute Statenent

The class’ ‘attribute’ statement, which can be present zero, one or
multiple tinmes, gets two argunents: the attribute name and a
statement bl ock that holds detailed attribute information in an
obli gatory order.

9.2.1. The attribute s type Statenent

The attribute’'s ‘type’ statement nust be present. It gets at |east
one argurent which is used to specify the type of the attribute:
either a type nanme or a class nane. |In case of a type nane, it may
be restricted by a second argunent according to the restriction rules
described in Section 3.

9.2.2. The attribute' s access Statenment

The attribute's ‘access’ statenent nust be present for attributes
typed by a base type or derived type, and nust be absent for
attributes typed by a class. It gets one argunent which is used to
specify whether it makes sense to read and/or wite an instance of
the attribute, or to include its value in an event. This is the
maxi mal | evel of access for the attribute. This maximal |evel of
access i s independent of any admi nistrative authorization policy.
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The value ‘readwite’ indicates that read and wite access makes
sense. The value ‘readonly’ indicates that read access nakes sense,
but wite access is never possible. The value ‘eventonly’ indicates
an object which is accessible only via an event.

These val ues are ordered, fromleast to greatest access |evel
‘eventonly’, ‘readonly’, ‘readwite’.

9.2.3. The attribute s default Statenent

The attribute's ‘default’ statenent need not be present for
attributes typed by a base type or derived type, and nust be absent
for attributes typed by a class. It gets one argunent which is used
to specify an acceptable default value for this attribute. A default
val ue may be used when an attribute instance is created. That is,
the value is a "hint" to inplenentors

The value of the ‘default’ statenent nust, of course, correspond to
the (probably restricted) type specified in the attribute’'s ‘type
st at enent .

The attribute's default value overrides the default value of the
underlying type definition if both are present.

9.2.4. The attribute's format Statenent

The attribute’s ‘format’ statenent need not be present for attributes
typed by a base type or derived type, and nust be absent for
attributes typed by a class. It gets one argunent which is used to
give a hint as to how the value of an instance of this attribute

m ght be displayed. See Section 3.13 for a description of fornat
speci fications.

The attribute’'s format specification overrides the format
specification of the underlying type definition if both are present.

9.2.5. The attribute's units Statenent

The attribute’s ‘units’ statement need not be present for attributes
typed by a base type or derived type, and nust be absent for

attributes typed by a class. It gets one argunent which is used to
specify a textual definition of the units associated with this
attribute.

The attribute’s units specification overrides the units specification
of the underlying type definition if both are present.
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The units specification has to be appropriate for val ues displ ayed
according to the attribute’s format specification if present. For
exanple, if the attribute represents a frequency val ue of type

Unsi gned64 measured in thousands of Hertz, the format specification
should be ‘d-3" and the units specification should be ‘Hertz’ or
‘Hz’. If the format specification would be onmitted, the units
specification should be *MIli-Hertz’ or ‘nHz’. Authors of SMng
modul es shoul d pay attention to keep format and units specifications
of type and attribute definitions in sync. Application inplenentors
MUST NOT inplenent units specifications wthout inplenenting fornmat
speci fications.

9.2.6. The attribute' s status Statenent

The attribute’s ‘status’ statenent nust be present. It gets one
argunent which is used to specify whether this attribute definition
is current or historic. The value ‘current’ means that the
definition is current and valid. The value ‘'obsolete’ neans the
definition is obsolete and shoul d not be inplenented and/or can be
renoved if previously inplemented. Wile the value ‘deprecated also
i ndi cates an obsolete definition, it permts new continued
implementation in order to foster interoperability with ol der/

exi sting inplenentations.

Attributes SHOULD NOT be defined as ‘current’ if their type or their

containing class is ‘deprecated’ or ‘obsolete’. Sinilarly, they
SHOULD NOT be defined as ‘deprecated’ if their type or their
containing class is ‘obsolete’. Neverthel ess, subsequent revisions

of used type definition cannot be avoi ded, but SHOULD be taken into
account in subsequent revisions of the |ocal nodul e.

9.2.7. The attribute s description Statenent

The attribute’'s ‘description” statenent, which nust be present, gets
one argurent which is used to specify a high-level textua
description of this attribute.

It is RECOWENDED that all semantic definitions necessary for the
i npl ementation of this attribute be included.

9.2.8. The attribute' s reference Statenment

The attribute’'s ‘reference’ statenment, which need not be present,
gets one argument which is used to specify a textual cross-reference
to sonme other docunent, either another nodul e which defines rel ated
attribute definitions, or sone other docunment which provides
additional information relevant to this attribute definition.
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9.3. The class’ unique Statenent

The class’ ‘unique statenent, which need not be present, gets one
argunent that specifies a comm-separated list of attributes of this

class, enclosed in parenthesis. |If present, this list of attributes
makes up a unique identification of all possible instances of this
class. It can be used as a unique key in underlying protocols.

If the list is enpty, the class should be regarded as a scal ar cl ass
with only a single instance.

If the “unique’ statement is not present, the class is not nmeant to
be instantiated directly, but to be contained in other classes or the
parent class of other refining classes.

If present, the attribute Iist MJUST NOT contain any attribute nore
than once and the attributes should be ordered where appropriate so
that the attributes that are nost significant in nost situations
appear first.

9.4. The class’ event Statenment

The class’ ‘event’ statement is used to define an event related to an
instance of this class that can occur asynchronously. It gets two
argunents: a |l ower-case event identifier and a statenment bl ock that
hol ds detailed information in an obligatory order.

See the ‘eventStatenent’ rule of the SMng grammar (Appendi x B) for
the formal syntax of the ‘event’ statenent.

9.4.1. The event’'s status Statenent

The event’s ‘status’ statenent, which nust be present, gets one
argunent which is used to specify whether this event definition is
current or historic. The value ‘current’ neans that the definition
is current and valid. The value ‘obsolete’ neans the definition is
obsol ete and should not be inplenented and/ or can be renoved if
previously inplemented. While the value ‘deprecated’ also indicates
an obsolete definition, it permts new continued inplenentation in
order to foster interoperability with ol der/existing inplenentations.

9.4.2. The event’'s description Statenent
The event’'s ‘description’ statement, which nust be present, gets one

argunent which is used to specify a high-level textual description of
this event.
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It is RECOWENDED that all semantic definitions necessary for the

i mpl ementation of this event be included. |In particular, which
instance of the class is associated with an event of this type SHOULD
be docunent ed.

9.4.3. The event’'s reference Statenent

The event’'s ‘reference’ statenent, which need not be present, gets
one argurment which is used to specify a textual cross-reference to
sone ot her document, either another nodul e which defines rel ated
event definitions, or sone other docunent which provides additiona
information relevant to this event definition

9.5. The class’ status Statenent

The class’ ‘status’ statement, which nust be present, gets one
argunent which is used to specify whether this class definition is
current or historic. The value ‘current’ neans that the definition
is current and valid. The value ‘obsolete’ neans the definition is
obsol ete and should not be inplenented and/ or can be renoved if
previously inplemented. While the value ‘deprecated also indicates
an obsolete definition, it permits new continued inplenentation in
order to foster interoperability with ol der/existing inplenentations.

Derived classes SHOULD NOT be defined as ‘current’ if their parent
class is ‘deprecated’ or ‘obsolete’. Simlarly, they SHOULD NOT be
defined as ‘deprecated’ if their parent class is ‘obsolete’
Nevert hel ess, subsequent revisions of the parent class cannot be
avoi ded, but SHOULD be taken into account in subsequent revisions of
the | ocal nodul e.

9.6. The class’ description Statenent

The class’ ‘description” statenent, which nmust be present, gets one
argunent which is used to specify a high-level textual description of
the newy defined class.

It is RECOWENDED that all semantic definitions necessary for

i npl ementation, and to enbody any information which would ot herw se
be communi cated in any comentary annotations associated with this
class definition be included.
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9.7. The class’ reference Statenent

The class’ ‘reference’ statement, which need not be present, gets one
argunent which is used to specify a textual cross-reference to sone
ot her docunent, either another modul e which defines related cl ass
definitions, or sone other docunent which provides additiona
information relevant to this class definition

9.8. Usage Exanple

Consi der how an event m ght be described that signals a status change
of an interface:

class Interface {

...

attribute speed {
type Gauge32;
access readonl y;
units "bps";
status current;

description
"An estimate of the interface’s current bandw dth
in bits per second.";

H

...

attribute adm nStatus {
type Adm nSt at us;
access readwrite;
st at us current;

description
"The desired state of the interface.";

}

attribute operStatus {
type Oper St at us;
access readonl y;
status current;

description
"The current operational state of the interface.";
b

event |inkDown {

status current;

description
"A linkDown event signifies that the ifOperStatus
attribute for this interface instance is about to
enter the down state from sonme other state (but not
fromthe notPresent state). This other state is
i ndi cated by the included value of ifQperStatus.";
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10.

b

st at us current;
description
"A physical or |ogical network interface.";

b
Ext endi ng a Mddul e

As experience is gained with a nodule, it nay be desirable to revise
that nodule. However, changes are not allowed if they have any
potential to cause interoperability problenms between an

i mpl ement ation using an original specification and an inplenentation
usi ng an updat ed specification(s).

For any change, sone statenents near the top of the nodule MJST be
updated to include information about the revision: specifically, a
new ‘revision statenent (Section 5.6) must be included in front of
the ‘revision’ statements. Furthernore, any necessary changes MJUST
be applied to other statenents, including the ‘organization’ and
‘contact’ statenents (Section 5.2, Section 5.3)

Note that any definition contained in a nmodule is available to be

i nported by any other nodule, and is referenced in an ‘inport’
statement via the nodul e nane. Thus, a nodul e name MJUST NOT be
changed. Specifically, the nmodule nane (e.g., 'ACME-MPB in the
exanpl e of Section 5.7) MJST NOT be changed when revising a nodul e
(except to correct typographical errors), and definitions MJST NOT be
moved from one nodul e to anot her.

Al so note that obsolete definitions MUST NOT be renpved from nodul es
since their identifiers may still be referenced by other nodul es.

A definition my be revised in any of the followi ng ways:

o In ‘typedef’ statenment blocks, a ‘type’ statenent containing an
‘Enuneration’ or ‘Bits’ type may have new nanmed nunbers added

o In “typedef’ statenment blocks, the value of a ‘type’ statenent nmay
be replaced by another type if the new type is derived (directly
or indirectly) fromthe sane base type, has the sane set of
val ues, and has identical senantics.

o In *attribute’ statements where the ‘type’ sub-statenent specifies
a class, the class may be replaced by another class if the new
class is derived (directly or indirectly) fromthe base class and
both cl asses have identical senmantics.
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o In "attribute’ statements where the ‘type’ sub-statenment specifies
a base type, a defined type, or an inmplicitly derived type (i.e.
not a class), that type may be replaced by another type if the new
type is derived (directly or indirectly) fromthe sane base type,
has the sanme set of values, and has identical semantics.

o In any statement block, a ‘status’ statement value of ‘current

may be revised as ‘deprecated’ or ‘obsolete’. Sinilarly, a
‘status’ statenment value of ‘deprecated’ may be revised as
‘obsol ete’. Wen maki ng such a change, the ‘description

statenent SHOULD be updated to explain the rationale.

o0 In ‘typedef’ and ‘attribute’ statenment bl ocks, a ‘default’
statenment may be added or updat ed.

0o In ‘typedef’ and ‘attribute’ statenent blocks, a ‘units’ statenent
may be added.

0 A class may be augnmented by adding new attri butes.

o In any statement block, clarifications and additional information
may be included in the ‘description’ statenent.

o In any statement block, a ‘reference’ statenent may be added or
updat ed.

o Entirely new extensions, types, identities, and classes may be
defined, using previously unassigned identifiers.

O herwise, if the senmantics of any previous definition are changed
(i.e., if a non-editorial change is made to any definition other than
those specifically allowed above), then this MJIST be achieved by a
new definition with a newidentifier. 1In case of a class where the
semantics of any attributes are changed, the new cl ass can be defined
by derivation fromthe old class and refining the changed attri butes.

Note that changing the identifier associated with an existing
definition is considered a semantic change, as these strings may be
used in an ‘inport’ statenent.

11. SMng Language Extensibility
Wil e the core SMng | anguage has a well defined set of statenents
(Section 5 through Section 9.4) that are used to specify those

aspects of managenent information commonly regarded as necessary
wi t hout managenent protocol specific information, there may be
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further informati on people wish to express. Describing additiona
information informally in description statenents has a di sadvant age
in that this informati on cannot be parsed by any program

SM ng all ows nodules to include statenents that are unknown to a
parser but fulfil some core grammar rules (Section 4.3).

Furt hernore, additional statenments nmay be defined by the ‘extension
statement (Section 6). Extensions can be used in the local nodul e or
in other nodul es that inport the extension. This has sone

advant ages:

0 A parser can differentiate between statenents known as extensions
and unknown statenents. This enables the parser to conpl ain about
unknown statements, e.g., due to typos.

o If an extension's definition contains a fornal ABNF gramar
definition and a parser is able to interpret this ABNF definition,
this enabl es the parser to al so conplain about the wong usage of
an extensi on.

0 Since there mght be some common need for extensions, there is a
relatively high probability of extension nanme collisions
originated by different organizations, as long as there is no
standardi zed extension for that purpose. The requirenent to
explicitly inport extension statements allows those extensions to
be di stingui shed.

0 The supported extensions of an SMng inplenentation, e.g., an
SM ng nodul e conpiler, can be clearly expressed.

The only formal effect of an extension statenment definition is to
declare its existence and status, and optionally its ABNF grammar.
Al'l additional aspect