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Abst r act

I mpl enentors of systens that use public key cryptography to exchange
symretric keys need to make the public keys resistant to sone
predeterm ned | evel of attack. That |level of attack resistance is
the strength of the system and the symmetric keys that are exchanged
must be at least as strong as the system strength requirenments. The
three quantities, systemstrength, synmetric key strength, and public
key strength, rmust be consistently matched for any network protoco
usage.

Wiile it is fairly easy to express the systemstrength requirenents
interms of a symmetric key length and to choose a cipher that has a
key length equal to or exceeding that requirenment, it is harder to
choose a public key that has a cryptographic strength neeting a
symretric key strength requirenent. This docunent explains howto
determne the |l ength of an asymmetric key as a function of a
symmetric key strength requirenent. Sone rules of thunb for
estimating equival ent resistance to |large-scale attacks on vari ous
algorithnms are given. The document al so addresses how changi ng t he

sizes of the underlying large integers (noduli, group sizes,
exponents, and so on) changes the time to use the algorithns for key
exchange.
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1. Model of Protecting Symretric Keys with Public Keys

Many books on cryptography and security explain the need to exchange
symretric keys in public as well as the nmany algorithns that are used
for this purpose. However, few of these discussions explain how the
strengths of the public keys and the symmetric keys are rel ated.

To understand this, picture a house with a strong | ock on the front
door. Next to the front door is a small | ockbox that contains the
key to the front door. A woul d-be burglar who wants to break into
the house through the front door has two options: attack the | ock on
the front door, or attack the |l ock on the | ockbox in order to
retrieve the key. Cearly, the burglar is better off attacking the
weaker of the two | ocks. The homeowner in this situation nust make
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sure that adding the second entry option (the | ockbox containing the
front door key) is at least as strong as the lock on the front door,
in order not to make the burglar’s job easier

An i npl enent or designing a system for exchanging symmetric keys using
public key cryptography nust nmake a simlar decision. Assune that an
attacker wants to learn the contents of a nessage that is encrypted
with a symretric key, and that the synmmetric key was exchanged

bet ween the sender and recipient using public key cryptography. The
attacker has two options to recover the nessage: a brute-force
attenpt to determine the symmetric key by repeated guessing, or

mat hermat i cal determination of the private key used as the key
exchange key. A snart attacker will work on the easier of these two
probl ens.

A sinple-mnded answer to the inplementor’s problemis to be sure
that the key exchange systemis always significantly stronger than
the symmetric key; this can be done by choosing a very long public
key. Such a design is usually not a good idea because the key
exchanges becone nuch nore expensive in terns of processing time as
the length of the public keys go up. Thus, the inplenentor is faced
with the task of trying to match the difficulty of an attack on the
symmetric key with the difficulty of an attack on the public key
encryption. This analysis is not necessary if the key exchange can
be performed with extrenme security for alnbst no cost in ternms of

el apsed time or CPU effort; unfortunately, this is not the case for
public key methods today.

A third consideration is the m nimum security requirenment of the
user. Assune the user is encrypting with CAST-128 and requires a
symretric key with a resistance time against brute-force attack of 20
years. He might start off by choosing a key with 86 random bits, and
then use a one-way function such as SHA-1 to "boost" that to a bl ock
of 160 bits, and then take 128 of those bits as the key for CAST-128.
In such a case, the key exchange al gorithm need only match the
difficulty of 86 bits, not 128 bits.

The sel ection procedure is:

1. Deternmine the attack resistance necessary to satisfy the security
requirenents of the application. Do this by estinating the
m ni mum nunber of conputer operations that the attacker will be
forced to do in order to conprom se the security of the system and
then take the | ogarithm base two of that number. Call that
| ogarithm val ue "

n.
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A 1996 report recomended 90 bits as a good all-around choice for
system security. The 90 bit number shoul d be increased by about
2/ 3 bit/year, or about 96 bits in 2005

2. Choose a symmetric cipher that has a key with at least n bits and
at | east that nuch cryptanal ytic strength.

3. Choose a key exchange algorithmw th a resistance to attack of at
| east n bits.

A fourth consideration mght be the public key authentication nethod
used to establish the identity of a user. This night be an RSA
digital signature or a DSA digital signature. |If the nodulus for the
aut hentication method isn't |arge enough, then the entire basis for
trusting the comunication mght fall apart. The following step is

t hus added:

4. Choose an authentication algorithmw th a resistance to attack of
at least n bits. This ensures that a sinilar key exchanged cannot
be forged between the two parties during the secrecy lifetine of
the encrypted material. This may not be strictly necessary if the
aut hentication keys are changed frequently and they have a well -
under stood usage lifetine, but in lieu of this, the n bit guidance
i s sound.

1.1. The key exchange al gorithns

The Diffie-Hell man net hod uses a group, a generator, and exponents.
In today’'s Internet standards, the group operation is based on
nmodul ar mul tiplication. Here, the group is defined by the

mul tiplicative group of an integer, typically a prine p =2q + 1
where q is a prine, and the arithmetic is done nodul o p; the
generator (which is often sinply 2) is denoted by g.

In Diffie-Hell man, Alice and Bob first agree (in public or in
private) on the values for g and p. Alice chooses a secret |arge
random i nteger (a), and Bob chooses a secret random | arge integer

(b). Alice sends Bob A, which is g”a nod p; Bob sends Alice B, which
is g"b nod p. Next, Alice conputes B*a nod p, and Bob computes A*b
mod p. These two nunbers are equal, and the participants use a
sinmple function of this nunber as the symetric key k

Note that Diffie-Hell man key exchange can be done over different
ki nds of group representations. For instance, elliptic curves
defined over finite fields are a particularly efficient way to
conmput e the key exchange [ SCH95].
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For RSA key exchange, assune that Bob has a public key (n) which is
equal to p*q, where p and q are two secret prinme nunbers, and an
encryption exponent e, and a decryption exponent d. For the key
exchange, Alice sends Bob E = ke nod m where k is the secret
symmetric key bei ng exchanged. Bob recovers k by computing E*d nod
m and the two parties use k as their symetric key. Wile Bob's
encrypti on exponent e can be quite small (e.g., 17 bits), his
decryption exponent d will have as many bits in it as m does.

2. Determning the Effort to Factor

The RSA public key encryption nethod is imune to brute force
guessi ng attacks because the nodul us (and thus, the secret exponent

d) will have at least 512 bits, and that is too nmany possibilities to
guess. The Diffie-Hell man exchange is al so secure agai nst guessing
because the exponents will have at least twice as many bits as the

symmetric keys that will be derived fromthem However, both nethods
are susceptible to mathematical attacks that determine the structure
of the public keys.

Factoring an RSA nodulus will result in conplete conprom se of the
security of the private key. Solving the discrete |ogarithm problem
for a Diffie-Hell man nodul ar exponentiation systemw |l sinilarly
destroy the security of all key exchanges using the particul ar

nmodul us.  Thi s docunent assumes that the difficulty of solving the
discrete logarithmproblemis equivalent to the difficulty of
factoring nunbers that are the same size as the nodulus. In fact, it
is slightly harder because it requires nore operations; based on
enpirical evidence so far, the ratio of difficulty is at |east 20,
possibly as high as 64. Solving either problemrequires a great dea
of menory for the last stage of the algorithm the matrix reduction
step. Wiether or not this nenory requirement will continue to be the
limting factor in solving larger integer problens remains to be
seen. At the current tinme it is not, and there is active research
into parallel matrix algorithns that might nmtigate the nenory
requirenents for this probl em

The nunber field sieve (NFS) [GOR93] [LEN93] is the best method today
for solving the discrete |ogarithmproblem The formula for
estimating the nunber of sinple arithnetic operations needed to
factor an integer, n, using the NFS nethod is:

L(n) = k * e*((1.92 + o(1)) * cubrt(In(n) * (In(In(n)))"2))
Many people prefer to discuss the nunber of MPS years (Mys) that are

needed for |arge operations such as the nunber field sieve. For such
an estimation, an operation in the L(n) fornmula is one conputer
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instruction. Enpirical evidence indicates that 4 or 5 instructions
m ght be a closer match, but this is a mnor factor and this docunent
sticks with one operation/one instruction for this discussion

2.1. Choosing paraneters for the equation

The expressi on above has two paraneters that can be estinated by
enpirical means: k and o(1). For the range of nunbers we are
interested in, there is little distinction between them

One could assunme that k is 1 and o(1) is 0. This is reasonably valid
if the expression is only used for estimating relative effort
(instead of actual effort) and one assunmes that the o(1l) termis very
smal | over the range of the nunbers that are to be factored.

O, one could assunme that o(1l) is small and roughly constant and thus
its value can be folded into k; then estinmate k fromreported anounts
of effort spent factoring large integers in tests.

Thi s docunent uses the second approach in order to get an estimate of
the significance of the factor. It appears to be m nor, based on the
fol |l owi ng cal cul ati ons.

Sanpl e values fromrecent work with the nunmber field sieve include

Test nane Nunber of Nunber of MYs of effort

deci nal bits

digits
RSA130 130 430 500
RSA140 140 460 2000
RSA155 155 512 8000
RSA160 160 528 3000

There are few preci se neasurenents of the anount of time used for
these factorizations. |In nost factorization tests, hundreds or

t housands of conputers are used over a period of several nonths, but
the nunmber of their cycles were used for the factoring project, the
preci se distribution of processor types, speeds, and so on are not
usual ly reported. However, in all the above cases, the amount of
effort used was far less than the L(n) forrmula would predict if k was
1 and o(1l) was O.

A simlar estimate of effort, done in 1995, is in [ODL95].
Results indicating that for the Nunber Field Sieve factoring method,

the actual nunber of operations is |ess than expected, are found in
[DL].
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2.2. Choosing k fromenpirical reports

By solving for k fromthe enpirical reports, it appears that k is
approximately 0.02. This neans that the "effective key strength" of
the RSA algorithmis about 5 or 6 bits less than is inplied by the
nai ve application of equation L(n) (that is, setting k to 1 and o(1)
to 0). These estimates of k are fairly stable over the nunbers
reported in the table. The estimate is limted to a single
significant digit of k because it expresses real uncertainties;
however, the effect of additional digits would have nake only tiny
changes to the recomended key sizes.

The factorers of RSA130 used about 1700 MyYs, but they felt that this
was unrealistically high for prediction purposes; by using nore
menory on their machines, they could have easily reduced the tinme to
500 MYs. Thus, the value used in preparing the table above was 500.
This story does, however, underscore the difficulty in getting an
accurate neasure of effort. This docunent takes the reported effort
for factoring RSA155 as being the nmpbst accurate neasure.

As a result of examining the enmpirical data, it appears that the L(n)
formula can be used with the o(1) termset to 0 and with k set to

0. 02 when tal king about factoring nunbers in the range of 100 to 200
decinmal digits. The equation becones:

L(n) = 0.02 * e"(1.92 * cubrt(ln(n) * (In(ln(n)))"2))

To convert L(n) fromsinple math instructions to Mys, divide by
3*10713. The equation for the nunber of MYs needed to factor an
i nteger n then reduces to:

MYs = 6 * 10°(-16) * e~(1.92 * cubrt(In(n) * (In(In(n)))"2))

Wth what confidence can this fornmula be used for predicting the
difficulty of factoring slightly |arger nunbers? The answer is that
it should be a close upper bound, but each factorization effort is
usual Iy marked by sone inprovenent in the algorithnms or their

i mpl ement ati ons that makes the running tine sonewhat shorter than the
formul a woul d i ndi cate.

2.3. Pollard’' s rho nethod

In Diffie-Hell man exchanges, there is a second attack, Pollard s rho
met hod [ POL78]. The algorithmrelies on finding collisions between
val ues computed in a | arge nunber space; its success rate is
proportional to the square root of the size of the space. Because of
Pollard’s rho nethod, the search space in a DH key exchange for the
key (the exponent in a gta term), nust be twice as large as the
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symretric key. Therefore, to securely derive a key of K bits, an
i mpl ement ati on nust use an exponent with at |east 2*K bits. See
[ODL99] for nore detail.

When the Diffie-Hell man key exchange is done using an elliptic curve
met hod, the NFS nethods are of no avail. However, the collision
method is still effective, and the need for an exponent (called a
multiplier in ECs) with 2*K bits remains. The nodul us used for the
computation can also be 2*K bits, and this will be substantially
smal | er than the nodul us needed for nodul ar exponentiation nethods as
the desired security |evel increases past 64 bits of brute-force
attack resistance.

One m ght ask, how can you conpare the nunber of conputer
instructions really needed for a discrete logarithmattack to the
nunber needed to search the keyspace of a cipher? In conparing the
efforts, one should consider what a "basic operation"” is. For brute
force search of the keyspace of a symetric encryption algorithmlike
DES, the basic operation is the tine to do a key setup and the tine
to do one encryption. For discrete |logs, the basic operation is a
modul ar squaring. The log of the ratio of these two operations can
be used as a "nornmalizing factor" between the two ki nds of
conputations. However, even for very large noduli (16K bits), this
factor anpbunts to only a few bits of extra effort.

2.4. Limts of large nenory and nany nachi nes

Robert Silvernan has exam ned the question of when it will be
practical to factor RSA noduli larger than 512 bits. H s analysis is
based not only on the theoretical nunber of operations, but it also

i ncl udes expectations about the availability of actual nachines for
performng the work (this docunent is based only on theoretica

nunber of operations). He exam nes the question of whether or not we
can expect there be enough nmachi nes, nenory, and conmunication to
factor a very | arge nunber.

The best factoring methods need a | ot of random access nenory for
collecting data relations (sieving) and a critical final step that
does a row reduction on a large matri x. The nmenory requirenents are
related to the size of the nunber being factored (or subjected to
discrete logarithmsolution). Silverman [SILIEEE99] [SILOO] has
argued that there is a practical linmt to the nunber of nachi nes and
the anount of RAMthat can be brought to bear on a single problemin
the foreseeable future. He sees two problems in attacking a 1024-bit
RSA nodul us: the machines doing the sieving will need 64-bit address
spaces and the matrix row reduction machine will need severa
terabytes of nenory. Silvernman notes that very few 64-bit nachi nes
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that have the 170 gi gabytes of nmenory needed for sieving have been
sold. Nearly a billion such machi nes are necessary for the sieving
in a reasonabl e anount of tine (a year or two).

Silverman’s concl usion, based on the history of factoring efforts and
Moore's Law, is that 1024-bit RSA noduli will not be factored unti
about 2037. This inplies a much longer lifetime to RSA keys than the
theoretical analysis indicates. He argues that predictions about how
many machi nes and nmenory nodul es will be available can be with great
confidence, based on More' s Law extrapol ati ons and the recent

hi story of factoring efforts.

One shoul d give the practical considerations a great deal of weight,
but in a risk analysis, the physical world is | ess predictable than
trend graphs would indicate. |In considering how nmuch trust to put
into the inability of the conputer industry to satisfy the voracious
needs of factorers, one nust have sone insight into econonic

consi derations that are nore conplicated than the mathenatics of
factoring. The demand for conputer nmenmory is hard to predict because
it is based on applications: a "killer app" mght come al ong any day
and send the nmenmory industry into a frenzy of sales. The nunber of
processors avail abl e on desktops may be limted by the nunber of
desks, but very capabl e enbedded systens account for nore processor
sal es than desktops. As enbedded systens absorb networ ki ng
functions, it is not uninaginable that nmillions of 64-bit processors
with at | east gigabytes of nmenory will pervade our environnent.

The bottomline on this is that the key | ength reconmendati ons
predicted by theory nay be overly conservative, but they are what we
have used for this docunent. This question of nachine availability
is one that should be reconsidered in light of current technol ogy on
a regul ar basis.

2.5. Special purpose machines

I n August of 2003, a design for a special-purpose "sieving machi ne"
(TWRL) surfaced [Shanir2003], and it substantially changed the cost
estimates for factoring nunbers up to 1024 bits in size. By applying
many hi gh-speed VLSl conponents in parallel, such a machine m ght be
able to carry out the sieving of 512-bit nunbers in 10 minutes at a
cost of $10K for the hardware. A larger version could sieve a 1024-
bit nunmber in one year for a cost of $10M The work cites sone
advances in approaches to the row reduction step in concluding that
the security of 1024-bit RSA noduli is doubtful

The estimates for the tinme and cost for factoring 512-bit and 1024-

bit nunbers correspond to a speed-up factor of about 2 mllion over
what can be achieved with cormopdity processors of a few years ago.
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3. Conpute Tine for the Al gorithms

This section describes howlong it takes to use the algorithnms to
perform key exchanges. Again, it is inportant to consider the
increased tine it takes to exchange symetric keys when increasing
the length of public keys. It is inportant to avoid choosing
unfeasi bly long public keys.

3.1. Diffie-Hellman Key Exchange

A Diffie-Hell man key exchange is done with a finite cyclic group G
with a generator g and an exponent x. As noted in the Pollard s rho
met hod section, the exponent has twice as many bits as are needed for
the final key. Let the size of the group G be p, let the number of
bits in the base 2 representation of p be j, and | et the nunber of
bits in the exponent be K

In doing the operations that result in a shared key, a generator is
raised to a power. The nmost efficient way to do this involves
squaring a nunber Ktines and nultiplying it several times along the
way. Each of the nunbers has j/w conputer words in it, where wis
the nunber of bits in a conputer word (today that will be 32 or 64
bits). A naive assunption is that you will need to do j squarings
and j/2 multiplies; fortunately, an efficient inplenentation will
need fewer (NB: for the remminder of this section, n represents j/w).

A squaring operation does not need to use quite as many operations as
a multiplication; a reasonable estinate is that squaring takes .6 the
nunber of machine instructions of a multiply. |f one prepares a
tabl e ahead of tine with several values of small integer powers of
the generator g, then only about one fifth as many nmultiplies are
needed as the naive fornmul a suggests. Therefore, one needs to do the
wor k of approximately .8*K nultiplies of n-by-n word nunbers.

Further, each nmultiply and squaring nust be foll owed by a nodul ar
reduction, and a good assunption is that it is as hard to do a
nmodul ar reduction as it is to do an n-by-n word nmultiply. Thus, it
takes K reductions for the squarings and .2*K reductions for the
multiplies. Sunming this, the total effort for a Diffie-Hellmn key
exchange with K bit exponents and a nmodulus of n words is

approxi mately 2*K n-by-n-word nultiplies.

For 32-bit processors, integers that use | ess than about 30 conputer
words in their representation require at |least n*2 instructions for
an n-by-n-word multiply. Larger nunbers will use less time, using
Karatsuba nultiplications, and they will scale as about n”(1.58) for
|arger n, but that is ignored for the current discussion. Note that
64-bit processors push the "Karatsuba cross-over" nunber out to even
nmore bhits.
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The basic result is: if you double the size of the Diffie-Hellman
modul ar exponentiation group, you quadruple the nunmber of operations
needed for the conputation

3.1.1. Diffie-Hellman with elliptic curve groups

Note that the ratios for conmputation effort as a function of nodul us
size hold even if you are using an elliptic curve (EC) group for
Diffie-Hell man. However, for equivalent security, one can use
smal l er nunbers in the case of elliptic curves. Assune that soneone
has chosen an nodul ar exponentiation group with an 2048 bit nodul us
as being an appropriate security nmeasure for a Diffie-Hellnman
application and wants to determ ne what advantage there would be to
using an EC group instead. The calculation is relatively
straightforward, if you assume that on the average, it is about 20
times nore effort to do a squaring or nultiplication in an EC group
than in a nodul ar exponentiation group. A rough estinate is that an
EC group with equival ent security has about 200 bits inits
representation. Then, assuming that the tine is donmi nated by n-by-n-
word operations, the relative tine is conputed as:

((2048/200)72)/20 ~= 5

showi ng that an elliptic curve inplenmentation should be five tinmes as
fast as a modul ar exponenti ation inplementation.

3.2. RSA encryption and decryption

Assunme that an RSA public key uses a nodulus with j bits; its factors
are two nunbers of about j/2 bits each. The expected conputation
time for encryption and decryption are different. As before, we
denote the nunber of words in the machi ne representation of the
modul us by the synbol n

Most i npl enentations of RSA use a snmall exponent for encryption. An
encryption may involve as few as 16 squarings and one nultiplication,
usi ng n-by-n-word operations. Each operation nmust be followed by a
modul ar reduction, and therefore the time conplexity is about 16*(.6
+1) + 1+ 1 ~= 28 n-by-n-word nultiplies.

RSA decryption nust use an exponent that has as nmany bits as the
nmodul us, j. However, the Chinese Remai nder Theorem applies, and al
the computati ons can be done with a nmodulus of only n/2 words and an
exponent of only j/2 bits. The conputation must be done twi ce, once
for each factor. The effort is equivalent to 2*(j/2) (n/2 by n/2)-
word multiplies. Because multiplying nunbers with n/2 words is only
1/4 as difficult as multiplying nunbers with n words, the equival ent
effort for RSA decryption is j/4 n-by-n-word nultiplies.

O nman & Hof f man Best Current Practice [ Page 11]



RFC 3766 Determ ning Strengths for Public Keys April 2004

If you double the size of the nodulus for RSA, the n-by-n nultiplies
will take four times as long. Further, the decryption tine doubles
because the exponent is larger. The overall scaling cost is a factor
of 4 for encryption, a factor of 8 for decryption.

3.3. Real-world exanpl es

To make these nunmbers nore real, here are a few exanpl es of software
i npl ementations run on hardware that was current as of a few years
before the publication of this docunent. The exanples are included
to show rough estimates of reasonable inplenmentations; they are not
benchrmarks. As with all software, the performance will depend on the
exact details of specialization of the code to the problemand the
speci fic hardware

The best tine informally reported for a 1024-bit nodul ar
exponentiation (the decryption side of 2048-bit RSA), is 0.9 ns
(about 450,000 CPU cycles) on a 500 Mz Itani um processor. This
shows that newer processors are not |osing ground on big numnber
operations; the nunber of instructions is less than a 32-bit
processor uses for a 256-bit mnodul ar exponentiation

For | ess advanced processors timng, the following two tables
(conmputed by Tero Monenen at SSH Comuni cations) for nodul ar
exponentiation, such as would be done in a Diffie-Hellnmn key
exchange.

Cel eron 400 MHz; conpiled with GNU C conpiler, optim zed, sone
pl atform specific coding optim zations:

group nodul us exponent time
type si ze si ze
nmod 768 ~150 18 nsec
nmod 1024 ~160 32 nsec
nmod 1536 ~180 82 nsec
ecn 155 ~150 35 msec
ecn 185 ~200 56 nsec

The group type is from[RFC2409] and is either nodul ar exponenti ation
("nod") or elliptic curve ("ecn"). All sizes here and i n subsequent
tables are in bits.
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Al pha 500 MHz conpiled with Digital’'s C conpiler, optimnzed, no
pl at f orm speci fic code:

group nodul us exponent time
type si ze si ze
nmod 768 ~150 12 nsec
nmod 1024 ~160 24 nsec
nmod 1536 ~180 59 nsec
ecn 155 ~150 20 nsec
ecn 185 ~200 27 nsec

The following two tables (computed by Eric Young) were originally for
RSA si gni ng operations, using the Chinese Renai nder representation
For ease of understanding, the parameters are presented here to show
the interior calculations, i.e., the size of the nodul us and exponent
used by the software.

Dual Pentium 1 -350:

equi v equi v equi v
modul us exponent time
si ze si ze
256 256 1.5 s
512 512 8.6 ns
1024 1024 55.4 s
2048 2048 387 s

Al pha 264 600mhz:

equi v equi v equi v
modul us exponent time
si ze si ze

512 512 1.4 ns

Recent chips that accel erate exponentiation can perform 1024-bit
exponentiations (1024 bit nodul us, 1024 bit exponent) in about 3
mlliseconds or |ess.

4. Equi val ences of Key Sizes

In order to determine how strong a public key is needed to protect a
particular symretric key, you first need to deterni ne how nuch effort
is needed to break the symretric key. Many Internet security
protocols require the use of TripleDES for strong symretric
encryption, and it is expected that the Advanced Encryption Standard
(AES) will be adopted on the Internet in the com ng years.

Therefore, these two algorithns are discussed here. In this section,
for illustrative purposes, we will inplicitly assune that the system
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security requirement is 112 bits; this doesn’'t nmean that 112 bits is
recomended. In fact, 112 bits is arguably too strong for any
practical purpose. It is used for illustration sinply because that
is the upper bound on the strength of Tripl eDES

If one could sinply determi ne the nunber of Mys it takes to break
Tri pl eDES, the task of conputing the public key size of equival ent
strength woul d be easy. Unfortunately, that isn't the case here
because there are many exanpl es of DES-specific hardware that encrypt
faster than DES in software on a standard CPU. [|nstead, one nust
determ ne the equival ent cost for a systemto break Tripl eDES and a
systemto break the public key protecting a Tripl eDES key.

In 1998, the El ectronic Frontier Foundation (EFF) built a DES-
cracking machine [ G L98] for US$130,000 that could test about lell
DES keys per second (additional noney was spent on the machine's
design). The nmachine's builders fully admt that the machine is not
well optimzed, and it is estimated that ten times the anount of
money coul d probably create a nmachi ne about 50 tines as fast.
Assum ng nore optimzation by guessing that a systemto test
Tri pl eDES keys runs about as fast as a systemto test DES keys, so
approximately US$1 mllion m ght test 5el2 Tripl eDES keys per second.

In case your adversaries are much richer than EFF, you may want to
assune that they have US$1 trillion, enough to test 5el8 keys per
second. An exhaustive search of the effective Tripl eDES space of
27112 keys with this quite expensive system woul d take about 1el5
seconds or about 33 mllion years. (Note that such a system woul d
al so need 2760 bytes of RAM[MH81], which is considered free in this
calculation). This seems a needl essly conservative value. However,
if computer |ogic speeds continue to increase in accordance with
Moore’'s Law (doubling in speed every 1.5 years), then one night
expect that in about 50 years, the conputation could be conpleted in
only one year. For the purposes of illustration, this 50 year
resistance against a trillionaire is assuned to be the mini num
security requirement for a set of applications.

If 112 bits of attack resistance is the system security requirenent,
then the key exchange system for Tripl eDES shoul d have equi val ent

difficulty, that is to say, if the attacker has US$1 trillion, you
want himto spend all his noney to buy hardware today and to know
that he will "crack" the key exchange in not less than 33 nmillion

years. (OQoviously, a rational attacker would wait for about 45 years
bef ore actually spendi ng the noney, because he could then get nuch
better hardware, but all attackers benefit fromthis sort of wait
equal ly.)
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It is estimated that a typical PC CPU of just a few years ago can
generate over 500 M Ps and coul d be purchased for about US$100 in
quantity; thus you get nmore than 5 M Ps/US$. Again, this nunber
doubl es about every 18 nonths. For one trillion US dollars, an
attacker can get 5el2 MP years of conputer instructions on that
recent-vintage hardware. This figure is used in the follow ng
estimates of equival ent costs for breaki ng key exchange systens.

4.1. Key equival ence agai nst special purpose brute force hardware

If the trillionaire attacker is to use conventional CPU s to "crack"
a key exchange for a 112 bit key in the sane tinme that the specia

pur pose machine is spending on brute force search for the symretric
key, the key exchange system nmust use an appropriately |arge nodul us.
Assume that the trillionaire perfornms 5el2 M Ps of instructions per
year. Use the follow ng equation to estinmate the nodul us size to use
with RSA encryption or DH key exchange:

5*10733 = (6*107-16)*en(1.92*cubrt (I n(n)*(In(ln(n)))"2))
Solving this approximately for n yields:
n = 107(625) = 27(2077)

Thus, assuming sinilar |ogic speeds and the current efficiency of the
nunber field sieve, noduli with about 2100 bits will have about the
same resistance against attack as an 112-bit Tripl eDES key. This

i ndi cates that RSA public key encryption should use a nodulus with
around 2100 bits; for a Diffie-Hellnman key exchange, one could use a
slightly smaller nodulus, but it is not a significant difference.

4.2 Key equi val ence agai nst conventional CPU brute force attack

An alternative way of estimating this assunes that the attacker has a
| ess chall enging requirenent: he nust only "crack" the key exchange
inless tinme than a brute force key search against the symetric key
woul d take with general purpose conputers. This is an "apples-to-
appl es" conparison, because it assunes that the attacker needs only
to have conputation donated to his effort, not built froma persona
or national fortune. The public key nmodulus will be larger than the
one in 4.1, because the symetric key is going to be viable for a

| onger period of tine.

Assume that the number of CPU instructions to encrypt a bl ock of

material using TripleDES is 300. The estimated nunmber of conputer
instructions to break 112 bit Tripl eDES key:
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300 * 27112
1.6 * 107(36)
.02%en(1.92*cubrt (In(n)*(In(In(n)))"2))

Solving this approxinmately for n yields:
n = 10°(734) = 27(2439)

Thus, for general purpose CPU attacks, you can assune that nodul

wi th about 2400 bits will have about the sane strength agai nst attack
as an 112-bit Tripl eDES key. This indicates that RSA public key
encryption shoul d use a nodulus with around 2400 bits; for a Diffie-
Hel | man key exchange, one could use a slightly smaller nodul us, but
it not a significant difference.

Not e that some authors assunme that the al gorithns underlying the
nunber field sieve will continue to get better over tine. These

aut hors reconmend an even | arger nodul us, over 4000 bits, for
protecting a 112-bit symetric key for 50 years. This points out the
difficulty of long-termcryptographic security: it is all but

i mpossible to predict progress in mathematics and physics over such a
| ong period of tine.

4.3. A One Year Attack: 80 bits of strength
Assuming a trillionaire spends his money today to buy hardware, what
si ze key exchange nunbers could he "crack™ in one year? He can
perform 5*el2 MyYs of instructions, or
3*10713 * 5*10712 = . 02*en(1.92*cubrt(In(n)*(In(ln(n)))"2))
Solving for an approxi mation of n yields

n = 107(360) = 27(1195)

This is about as nany operations as it would take to crack an 80-bit
symretric key by brute force.

Thus, for protecting data that has a secrecy requirement of one year
against an incredibly rich attacker, a key exchange nodul us with
about 1200 bits protecting an 80-bit symmetric key is safe even
against a nation’s resources.

4. 4. Key equival ence for other ciphers
Extending this logic to the AES is straightforward. For purposes of

estimati on for key searching, one can think of the 128-bit AES as
being at least 16 bits stronger than Tripl eDES but about three tines
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4. 5.

as fast. The tinme and cost for a brute force attack is approxi mately
27(16) nore than for TripleDES, and thus, under the assunption that
128 bits of strength is the desired security goal, the recomended
key exchange nodul us size is about 700 bits | onger

If it is possible to design hardware for AES cracking that is

consi derably nore efficient than hardware for DES cracking, then
(agai n under the assunption that the key exchange strength nust match
the brute force effort) the noduli for protecting the key exchange
can be made smaller. However, the existence of such designs is only
a matter of speculation at this early nonent in the AES |ifetine.

The AES ci phers have key sizes of 128 bits up to 256 bits. Should a
prudent m ninmum security requirenment, and thus the key exchange
modul i, have simlar strengths? The answer to this depends on whether
or not one expect Moore's Law to continue unabated. |If it continues,
one woul d expect 128 bit keys to be safe for about 60 years, and 256
bit keys would be safe for another 400 years beyond that, far beyond
any imagi nabl e security requirement. But such progress is difficult
to predict, as it exceeds the physical capabilities of today’s
devices and would inply the existence of logic technol ogies that are
unknown or infeasible today. Quantum conputing is a candidate, but
too little is known today to nake confident predictions about its
applicability to cryptography (which itself night change over the
next 100 years!).

If Moore’'s Law does not continue to hold, if no new conputationa

par adi gns energe, then keys of over 100 bits in length mght well be
safe "forever". Note, however that others have conme up with
estimates based on assunptions of new conputational paradi gns
emergi ng. For exanple, Lenstra and Verheul’'s web-based paper

"Sel ecting Cryptographic Key Sizes" chooses a nmore conservative

anal ysis than the one in this docunent.

Hash functions for deriving symetric keys from public key
al gorithns

The Diffie-Hell man algorithmresults in a key that is hundreds or
thousands of bits long, but ciphers need far fewer bits than that.
How can one distill a long key down to a short one without |osing
strengt h?

Crypt ographi ¢ one-way hash functions are the building bl ocks for
this, and so long as they use all of the Diffie-Hellman key to derive
each bl ock of the symretric key, they produce keys with sufficient
strengt h.
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The usual reconmendation is to use a good one-way hash function
applied to he base material (the result of the key exchange) and to
use a subset of the hash function output for the key. However, if
the desired key length is greater than the output of the hash
function, one mght wonder how to reconcile the two.

The step of deriving extra key bits nust satisfy these requirenents:

- The bits nust not reveal any information about the key exchange
secret

- The bits nust not be correlated with each other
- The bits nust depend on all the bits of the key exchange secret

Any good cryptographic hash function satisfies these three
requirenents. Note that the nunber of bits of output of the hash
function is not specified. That is because even a hash function with
a very short output can be iterated to produce nore uncorrelated bits
with just a little bit of care.

For exanple, SHA-1 has 160 bits of output. For deriving a key of
attack resistance of 160 bits or |ess, SHA(DHkey) produces a good
symmetric key.

Suppose one wants a key with attack resistance of 160 bits, but it is
to be used with a cipher that uses 192 bit keys. One can iterate
SHA-1 as fol |l ows:

Bits 1-160 of the symetric key = K1 = SHA(DHkey | 0x00)
(that is, concatenate a single octet of value 0x00 to
the right side of the DHkey, and then hash)

Bits 161-192 of the symmetric key = K2 =
sel ect _32_bits(SHA(K1 | 0x01))

But what if one wants 192 bits of strength for the cipher? Then the
appropriate calculation is

Bits 1-160 of the synmmetric key = SHA(OxO00 | DHkey)
Bits 161-192 of the symmetric key =
sel ect 32 hits(SHA(OxO01 | DHkey))

(Note that in the description above, instead of concatenating a ful
octet, concatenating a single bit would al so be sufficient.)
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The inmportant distinction is that in the second case, the DH key is
used for each part of the synmmetric key. This assures that entropy
of the DH key is not lost by iteration of the hash function over the
same bits.

From an efficiency point of view, if the symmetric key nust have a
great deal of entropy, it is probably best to use a cryptographic

hash function with a | arge output block (192 bits or nore), rather
than iterating a smaller one.

Newer hash algorithnms with | onger output (such as SHA-256, SHA- 384,
and SHA-512) can be used with the same |evel of security as the
stretching al gorithm descri bed above.

4.6. Inportance of randommess

Sone of the cal culations described in this docunment require random
inputs; for exanple, the secret Diffie-Hell man exponents nust be
chosen based on n truly randombits (where n is the system security
requirenent). The number of truly randombits is extremely inportant
to determ ning the strength of the output of the calculations. Using
truly random nunbers is often overl ooked, and nmany security
appl i cations have been significantly weakened by using insufficient
random i nputs. A much nore conplete description of the inportance of
random nunbers can be found in [ECS].

5. Concl usion

Inthis table it is assunmed that attackers use general purpose
conmputers, that the hardware is purchased in the year 2000, and that
mat hemat i cal know edge rel evant to the problemrenains the same as
today. This is an pure "appl es-to-appl es" conparison denonstrating
how the tine for a key exchange scales with respect to the strength
requirenent. The subgroup size for DSAis included, if that is being
used for supporting authentication as part of the protocol; the DSA
modul us nmust be as long as the DH nodul us, but the size of the "q"
subgroup is also rel evant.
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7

7

.1

1.

R R o e e o - o e e o - +
| System I I I I
| requirement | Symmetric | RSA or DH | DSA subgroup |
| for attack | key size | nodulus size | size |
| resistance | (bits) | (bits) | (bits) |
| (bits) I I I I
R R o e e o - o e e o - +
| 70 | 70 | 947 | 129 |
| 80 | 80 | 1228 | 148 |
| 90 | 90 | 1553 | 167 |
| 100 | 100 | 1926 | 186 |
| 150 | 150 | 4575 | 284 |
| 200 | 200 | 8719 | 383 |
| 250 | 250 | 14596 | 482 |
S S R R +

TWRL Correction

If the TWRL nachi ne becones a reality, and if there are advances in
parallelismfor row reduction in factoring, then conservative
estimates woul d subtract about 11 bits fromthe systemsecurity
columm of the table. Thus, in order to get 89 bits of security, one
woul d need an RSA nodul us of about 1900 bits.

Security Considerations

The equations and values given in this docunent are nmeant to be as
accurate as possible, based on the state of the art in genera

pur pose conputers at the tinme that this docunment is being witten.
No predictions can be conpletely accurate, and the fornulas given
here are not meant to be definitive statements of fact about
cryptographic strengths. For exanple, some of the enpirical results
used in calibrating the formulas in this docunment are probably not
conpl etely accurate, and this inaccuracy affects the estimates. It
is the authors’ hope that the nunbers presented here vary fromrea
wor |l d experience as little as possible.

Ref er ences

I nformational References
[ DL] Dodson, B. and A. K Lenstra, NFS with four |arge prines:
an expl osive experinent, Proceedings Crypto 95, Lecture
Notes in Conput. Sci. 963, (1995) 372-385
[ ECS] East| ake, D., Crocker, S. and J. Schiller, "Randomess

Recomendati ons for Security", RFC 1750, Decenber 1994.

O nman & Hof f man Best Current Practice [ Page 20]



RFC 3766

[ G L98]

[ GOR93]

[ LEN93]

[ MHB1]

[ ODLO5]

[ ODL99]

[ POL78]

[ RFC2409]

[ SCHO5]

[ SHAM R03]

[ SI LOO]

[ SI LI EEE99]

O man & Hof f man

Determ ning Strengths for Public Keys April 2004

Cracki ng DES: Secrets of Encryption Research, Wretap
Politics & Chip Design , Electronic Frontier Foundation,
John Glnore (Ed.), 272 pages, May 1998, OReilly &
Associ ates; | SBN. 1565925203

CGordon, D., "Discrete logarithnms in G-(p) using the
nunber field sieve", SIAM Journal on Discrete
Mat hematics, 6 (1993), 124-138.

Lenstra, A. K and H W Lenstra, Jr. (eds), The
devel opment of the nunmber field sieve, Lecture Notes in
Mat h, 1554, Springer Verlag, Berlin, 1993.

Merkle, RC, and Hellman, M, "On the Security of
Mul tiple Encryption”, Communications of the ACM v. 24 n.
7, 1981, pp. 465-467.

RSA Labs Cryptobytes, Volune 1, No. 2 - Sunmer 1995; The
Future of Integer Factorization, A° M dlyzko

A. M Ol yzko, Discrete logarithnms: The past and the
future, Designs, Codes, and Cryptography (1999).

J. Pollard, "Monte Carlo nethods for index conputation
mod p*, Mathematics of Conputation, 32 (1978), 918-924.

Harkins, D. and D. Carrel, "The Internet Key Exchange
(IKE)", RFC 2409, Novenber 1998.

R Schroeppel, et al., Fast Key Exchange Wth Elliptic
Curve Systens, In Don Coppersmith, editor, Advances in
Cryptol ogy -- CRYPTO 31 August 1995. Springer-Verl ag

Shamir, Adi and Eran Troner, "Factoring Large Nunbers
with the TWRL Device", Advances in Cryptology - CRYPTO
2003, Springer, Lecture Notes in Conputer Science 2729.

R D. Silverman, RSA Laboratories Bulletin, Nunber 13 -
April 2000, A Cost-Based Security Analysis of Symretric
and Asymmetric Key Lengths

R D. Silverman, "The Mythical MPS Year", |EEE Conputer,
August 1999.

Best Current Practice [ Page 21]



RFC 3766 Determ ning Strengths for Public Keys April 2004

8. Authors’ Addresses

H |l arie O nman

Purpl e Streak Devel opnent
500 S. Maple Dr.

Sal em UT 84653

EMai | : hilarie@urplestreak. comand ho@lummnit. edu

Paul Hof f man

VPN Consortium

127 Segre Pl ace

Santa Cruz, CA 95060 USA

EMai | : paul . hof f man@pnc. org

O nman & Hof f man Best Current Practice [ Page 22]



RFC 3766 Determ ning Strengths for Public Keys April 2004

9. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
I NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that m ght be clai nmed
to pertain to the inplenmentation or use of the technol ogy
described in this docunent or the extent to which any |icense
under such rights mght or mght not be avail able; nor does it
represent that it has made any independent effort to identify any
such rights. Information on the procedures with respect to

rights in RFC docunments can be found in BCP 78 and BCP 79

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or permssion for the use
of such proprietary rights by inplenenters or users of this
specification can be obtained fromthe I ETF on-line | PR repository
at http://ww.ietf.org/ipr

The I ETF invites any interested party to bring to its attention
any copyrights, patents or patent applications, or other
proprietary rights that nmay cover technology that may be required
to inplement this standard. Please address the information to the
| ETF at ietf-ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

O nman & Hof f man Best Current Practice [ Page 23]






