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Abst r act

Wth growing availability of good tinme sources to network nodes, it
becones increasingly possible to neasure one-way | P performance
metrics with high precision. To do so in an interoperable nmanner, a
common protocol for such neasurenents is required. This docunent
specifies requirenents for a one-way active measurenent protoco
(OWAMP) standard. The protocol can neasure one-way delay, as well as
other unidirectional characteristics, such as one-way | oss.

1. Mbtivations and Goal s

The I ETF | P Performance Metrics (I PPM working group has proposed
standards track netrics for one-way packet delay [RFC2679] and | oss
[ RFC 2680] across Internet paths. Although there are now severa
measurenent platfornms that inplenment the collection of these netrics
([COS], [BRIX], [RIPE], [SURVEYOR]), there is not currently a
standard for interoperability. This requirenments document is ainmed
at defining a protocol that allows users to do nmeasurenents using
devices fromdifferent vendors at both ends and get neani ngfu
results.

Wth the increasingly wide availability of affordable gl oba
positioning system (GPS) and CDVA based tinme sources, hosts

i ncreasingly have available to themtine sources that allow hosts to
ti me-stanp packets with accuraci es substantially better than the

del ays seen on the Internet--either directly or through their
proximty to NTP primary (stratum 1) time servers. By standardizing
a technique for collecting | PPM one-way active nmeasurenents, we hope
to create an environment where these netrics may be coll ected across
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a far broader nesh of Internet paths than is currently possible. One
particularly conpelling vision is of w despread depl oynent of open
one-way active measurenent beacons that woul d nmake neasurenents of
one-way del ay as commonpl ace as neasurenents of round-trip tine are
today using | CMP-based tools |ike ping. Even w thout very accurate
ti mestanps one can neasure characteristics such as loss with quality
acceptabl e for many practical purposes, e.g., network operations.

To support interoperability between alternative OMM i npl enentati ons
and nake possible a world where "one-way ping" could becone

commonpl ace, a standard is required that specifies how test streans
are initiated, how test packets are exchanged, and how test results
are retrieved. Detailed functional requirements are given in the
subsequent secti on.

2. Functional Requirenents

The protocol (s) should provide the ability to neasure, record, and
distribute the results of neasurenents of one-way singleton network
characteristics such as characteristics defined in [ RFC2679] and

[ RFC2680]. Result reporting, sampling, and time stanps are to be
within the framework of [ RFC2330].

It should be possible to nmeasure arbitrary one-way singl eton
characteristics (e.g., loss, nedian delay, nean delay, jitter, 90th
percentile of delay, etc.); this is achieved by keeping all the raw
data for post-processing by the final data consuner, as specified in
section 2.1. Since RFC2679 and RFC2680 standardi ze nmetrics based on
Poi sson sanpling processes, Poisson streans nust be supported by the
prot ocol (s).

Non- si ngl eton characteristics (such as those related to trains of

packets, back-to-back tuples, and so forth) and application traffic
simul ati on need not be addressed. However, they nmay be addressed if
consi dered practical and not in contradiction to other design goals.

2.1. Keeping Al Data for Post-processing

To facilitate the broadest possible use of obtained nmeasurenent
results, the protocol (s) should not necessitate any required post-
processing. (This does not apply to inplenentation details such as
converting tinmestanps fromticks since mdnight into a canonical form
or applying calibration constants; such details should naturally be

hi dden.) Al data obtained during a measurenent session should be
avail abl e after the session is finished if desired by the data
consuner so that various characteristics can be conputed fromthe raw
data using arbitrary al gorithns.
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2.2. Result Distribution

A nmeans to distribute measurenent results (between hosts
participating in a neasurenent session and beyond) shoul d be
provided. Since there can exist a wide variety of scenarios as to
where the final data destination should be, these should be invoked
separately from measurenment requests (e.g., receiver should not have
to automatically send measurenent results to the sender, since it may
be the receiver or a third host that are the ultimte data
destination).

At the sane time, ability to transfer results directly to their
destination (wthout need for potentially large internediate
transfers) should be provided.

2.3. Protocol Separation

Si nce nmeasurenment session setup and the actual neasurenent session
(i) are different tasks; (ii) require different |evels of
functionality, flexibility, and inplenentation effort; (iii) my need
to run over different transport protocols, there should exist two
protocol s: one for conducting the actual neasurenent session and

anot her for session setup/teardown/confirmation/retrieval. These
protocols are further referred to as OMMP-Test and OMMP-Control ,
respectivel y.

It should be possible to use devices that only support OMMP-Test but
not OMMP- Control to conduct neasurenent sessions (such devices will
necessarily need to support one form of session setup protocol or the
other, but it doesn’'t have to be known to external parties).
OMMP- Control woul d thus become a conmon protocol for different
adm ni strative domains, which may or may not use it for session setup
internally.

2.4. Test Protoco

The test protocol needs to be inplenented on all measurenent nodes
and should therefore have the foll owi ng characteristics:

+ Be lightweight and easy to inplenent.

+ Be suitable for inplementation on a wi de range of measurenent
nodes.
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+

2.5.

Al'l ow UDP as the transport protocol, since the protocol needs to
be able to measure individual packet delivery tinmes and has to run
on various machi nes (see the section "Support for Measurements
with Different Packet Types" below for further discussion)

Support varying packet sizes and network services (e.g., DSCP
mar ki ng) .

Be as sinple as possible, but no sinpler than necessary to

i npl ement requirenents set forth in this docunment; the OMMP- Test
packet format should include only universally neani ngful fields,
and mi ni nrum nunber of them

If practical, it should be possible to generate OMM-Test packets
smal | enough, so that when encapsul ated, each fits inside a single
ATM cel |

Dat a needed to cal cul ate experinental errors on the final result
shoul d be included in every OMMP-Test packet.

Control Protoco

Control protocol needs to provide the capability to:

+

aut henticate peers to each other using a conmon aut hentication
met hod that doesn’t require buil ding any new aut hentication
infrastructure, such as user ID and a shared secret;

schedul e zero or nore OMMP-Test sessions (which do not have to be
bet ween the peers of OMMP-Control conversation);

start OMNMP- Test sessions simultaneously or at a pre-schedul ed
per-session tines;

retri eve OMNMMP-Test session results (of OMMP-Test sessions
schedul ed in the current and ot her OMMP-Control sessions);

confirmgraceful conpletion of sessions and allow either side to
abort a session prematurely.

The OMAMP- Control design should not preclude the ability to record
ext ended periods of losses. It should always provide peers with the
ability to distinguish between network and peer failures.
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2.6. Support for Measurenents with Different Packet Types

Since the notion of a packet of type P from [RFC2330], section 13
doesn’t always inply precise definition of packet type, sone

deci sions narrowi ng the scope of possible packet types need to be
made at neasurenent protocol design stage. Further, neasurenment with
packets of certain types, while feasible in nore closed settings than
those inplied by OMMP, beconme very hard to performin an open

i nter-domain fashion (e.g., neasurenments with particul ar packets with
broken | P checksum or particul ar | oose source routing options).

In addition, very general packet type specification could result in
several problens:

+ Many OMMP- Test speakers will be general purpose conputers with a
mul titasking operating systemthat includes a socket interface.
These will inevitably have hi gher | osses when listening to raw
network traffic. Raw sockets will induce higher loss rate than
one woul d have wi th UDP neasuremnents.

+ It’s not at all clear (short of standardi zing tcpdunp syntax) how
to describe formally the filter that a receiver should use to
listen for test traffic.

+ Suppose an identity of an authenticated user beconmes conproni sed.
Now t he attacker could use that to run TCP sessions to the rlogin
port of machines around servers that trust this user to perform
measurenents (or, less drastically, to send spam fromthat
network). The ability to performneasurenents is transforned into
an ability to generate arbitrary traffic on behalf of all the
senders an OMMP-Control server controls.

+ Carefully crafted packets could cause disruption to sone |ink-
| ayer protocols. Inplenmentors can’'t know what to disallow
(scrambling is different for different |ink-Iayer technol ogies).

It appears that allowi ng one to ask a nmeasurement server to generate
arbitrary packets becones an unmanageabl e security hole and a
form dabl e specification and inplenentation hurdle.

For these reasons, we only require OMM to support a snmall subspace
of the whol e packet type space. Nanely, it should be possible to
conduct neasurenments with a given Differentiated Services Codepoi nt
(DSCP) [ RFC2474] or a given Per Hop Behavior ldentification Code (PHB
I D) [ RFC3140].
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3.

4.

4.

4.

4.

Scal ability

VWi | e sone neasurenent architecture designs have inherent scalability
problenms (e.g., a full nesh of always-on neasurenents anong N

measur enent nodes requires Q(N*2) total resources, such as storage
space and link capacity), OMM itself should not exaggerate the
problem or make it inpossible (where it is in principle possible) to
design other architectures that are free of scalability deficiencies.

It is the protocol user’s responsibility to decide how to use the
protocol and which neasurenments to conduct.

Security Considerations
1. Authentication

It should be possible to authenticate peers to each other using a
user I D and a shared secret. It should be infeasible for any
external party w thout know edge of the shared secret to obtain any
i nformati on about it by observing, initiating, or nodifying protoco
transacti ons.

It should also be infeasible for such party to use any infornation
obt ai ned by observing, nodifying or initiating protocol transactions
to inmpersonate (other) valid users

2. Authorization

Aut hori zation shall norrmally be perfornmed on the basis of the
authenticated identity (such as usernane) and the specification shal
require all inplenentations to support such a node of authorization
Different identities (or classes of identities) can have different
testing privileges. The use of authorization for arriving at
specific policy decisions (such as whether to allow a specific test
with a specific source and destination and with a given test send
schedul e -- which would determ ne the average network capacity
utilization -- at a given tine) is up to the users.

3. Being Hard to Interfere with by Applying Special Treatnent to
Measur ement Packets

The design of the protocol should nake it possible to run sessions
that would nmake it very difficult for any internediate party to make
results appear better than they would be if no interference was

att enpt ed.
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This is different fromcryptographi c assurance of data integrity,
because one can mani pul ate the results w thout changing any data in
the packets. For exanple, if OMMP-Test packets are easy to identify
(e.g., they all come to a well-known port nunber), an internediate
party mght place OMMP-Test traffic into a priority queue at a
congested link thus ensuring that the results of the neasurenent
appear better than what woul d be experienced by other traffic. It
shoul d not be easy for intermediate parties to identify OMM- Test
packets (just as it should not be easy for restaurants to identify
restaurant critics).

4.4. Secrecy/ Confidentiality

It should be possible to make it infeasible for any outside party

wi t hout know edge of the shared secret being used to | earn what
information i s exchanged usi ng OMMP- Control by inspecting an OMMP-
Control streamor actively nodifying it.

(I't is recognized that sone information will inevitably leak fromthe
mere fact of conmunication and fromthe presence and tim ng of
concurrent and subsequent OMMP-Test traffic.)

4.5. Integrity

So that it is possible to detect any interference during a
conversation (other than the detention of some nessages), facility
must be provided to authenticate each nessage of the OMNMP-Contr ol
protocol, its attribution to a given session, and its exact placenent
in the sequence of control protocol exchanges.

It must al so be possible to authenticate each nessage of the test
protocol and its attribution to a specific session, so that
nmodi fi cati ons of OMMP-Test nessages can be detected. It nust be
possible to do this in a fashion that does not require tinmestanps
thenselves to be encrypted; in this case, security properties are
valid only when an attacker cannot observe valid traffic between the
OMMP- Test sender and recei ver.

4.6. Replay Attacks
OMMP- Control mnust be resistant to any replay attacks.

OMMP- Test, on the other hand, is a protocol for network neasurenent.
One of the attributes of networks is packet duplication. OMM-Test
has to be suitable for neasurenment of duplication. This would make
it vulnerable to attacks that involve replaying a recent packet. For
the recipient of such a packet it is inpossible to determ ne whether
the duplication is malicious or naturally occurring.
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OMMP- Test shoul d nmeasure all duplication -- malicious or otherw se.
Note that this is simlar to delay attacks: an attacker can hold up a
packet for some short period of time and then release it to continue
onits way to the recipient. There's no way such delay can be
reliably distinguished fromnaturally occurring delay by the
reci pi ent.

OMMP- Test shoul d nmeasure the network as it was. Note, however, that
this does not prevent the data frombeing sanitized at a | ater stage
of processing, analysis, or consunption. Sone sanity checks (those
that are deened reliable and erring on the side of inclusion) should
be perfornmed by OMMP-Test recipient inmredately.

4.7. Mddes of Qperation

Since the protocol (s) will be used in widely varying circunstances
usi ng widely varying equipnment, it is necessary to be able to support
varyi ng degrees of security nodes of operation. The paraneters to be
considered include: confidentiality, data origin authentication,
integrity and replay protection

It should al so be possible to operate in a node where all security
mechani sns are enabl ed and security objectives are realized to the
fullest extent possible. W call this "encrypted node".

Since timestanmp encryption takes a certain amount of time, which may
be hard to predict on sonme devices (with a time-sharing OS), a node
shoul d be provided that is simlar to encrypted node, but in which
ti mestanps are not encrypted. In this node, all security properties
of the encrypted node that can be retained without tinestanp
encryption should be present. W call this "authenticated node".

It should be possible to operate in a conpletely "open" node, where
no cryptographic security mechanisns are used. W call this

"unaut henti cated node". 1In this node, mandatory-to-use nechani sns
must be specified that prevent the use of the protocol for network
capacity starvation denial -of-service attacks (e.g., only sending
test data back to the client that requested themto be sent with the
request delivered over a TCP connection), and that prevent a worm
fromusing the protocol to send test data to a very |arge nunber of
hosts in a short tinme (e.g., ensuring that open node requests can
only be made by humans, rate-linmiting the acceptance of open node
requests).
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6.

6.

6.

To make inpl enmentati on nore manageabl e, the nunber of other options
and nodes shoul d be kept to the absolute practical mnimm \ere
choosing a single mechani smfor achieving anything related to
security is possible, such choice should be nade at specification
phase and be put into the standard.

| ANA Consi der ati ons

Rel evant | ANA consi derations will be placed into the protocol
specification docunent itself, and not into the requirenents
docunent .
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that m ght be clai nmed
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