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Abstract

Thi s docunent di scusses the use of the Domain Nane System (DNS) for
storage of E. 164 nunbers. Mre specifically, how DNS can be used for
i dentifying avail able services connected to one E. 164 nunber. It
specifically obsoletes RFC 2916 to bring it in line with the Dynanic
Del egation Di scovery System (DDDS) Application specification found in
the docunent series specified in RFC 3401. It is very inmportant to
note that it is inpossible to read and understand this docunent

wi t hout readi ng the docunents discussed in RFC 3401.
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1. Introduction

Thi s docunent di scusses the use of the Domain Nane System (DNS) for
storage of E. 164 nunbers. Mre specifically, how DNS can be used for
i dentifying avail able services connected to one E. 164 nunber. It
specifically obsoletes RFC 2916 to bring it in line with the Dynanic
Del egation Di scovery System (DDDS) Application specification found in
the docunent series specified in RFC 3401 [6]. It is very inportant
to note that it is inpossible to read and understand this docunent

wi t hout readi ng the docunents di scussed in RFC 3401 [ 6].

Through transformation of International Public Tel ecomunication
Nunbers in the international format [5], called within this docunent
E. 164 nunbers, into DNS nanes and the use of existing DNS services

i ke del egation through NS records and NAPTR records, one can | ook up
what services are available for a specific E. 164 in a decentralized
way wWith distributed nmanagenent of the different levels in the | ookup
process.

The domain "el64.arpa" is being populated in order to provide the
infrastructure in DNS for storage of E.164 nunbers. |In order to
facilitate distributed operations, this domain is divided into
subdomai ns. Hol ders of E. 164 nunbers which want to be listed in DNS
shoul d contact the appropriate zone adninistrator according to the
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policy which is attached to the zone. One should start |ooking for
this information by exam ning the SOA resource record associated with
the zone, just like in normal DNS operations.

O course, as with other domains, policies for such listings will be
controlled on a subdormain basis and may differ in different parts of
the worl d.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].

Al'l other capitalized terms are taken fromthe vocabulary found in
the DDDS al gorithm specification found in RFC 3403 [2].

1.2. Use for these nechanisns for private dialing plans

Thi s docunent describes the operation of these mechanisms in the
context of nunbers allocated according to the I TU T reconmrendati on

E. 164. The sane nechani snms mght be used for private dialing plans.
If these nmechanisns are re-used, the suffix used for the private
dialing plan MUST NOT be el64.arpa, to avoid conflict with this
specification. Parties to the private dialing plan will need to know
the suffix used by their private dialing plan for correct operation
of these nechanisns. Further, the application unique string used
SHOULD be the full nunber as specified, but without the leading '+,
and such private use MJUST NOT be called "ENUM .

1.3. Application of local policy

The Order field in the NAPTR record specifies in what order the DNS
records are to be interpreted. This is because DNS does not
guarantee the order of records returned in the answer section of a
DNS packet. In npbst ENUM cases this isn't an issue because the
typical regular expression will be "I~ *$!" since the first query
often results in a term nal Rule.

But there are other cases (non-ternminal Rules) where two different

Rul es both match the given Application Unique String. As each Rule
is evaluated within the algorithm one may match a nore significant

pi ece of the AUS than the other. For exanple, by using a non-

term nal NAPTR a given set of nunbers is sent to some private-

di al i ng-pl an-specific zone. Wthin that zone there are two Rul es
that state that if a match is for the entire exchange and the service
is SIPrelated then the first, SIP-specific rule is used. But the
other Rule matches a |onger piece of the AUS, specifying that for
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some ot her service (instant messaging) that the Rule denotes a
departnental |evel service. |If the shorter matching Rule cones
before the longer match, it can 'nmask’ the other rules. Thus, the
order in which each Rule is tested against the AUS is an inportant
corner case that nany DDDS applications take advantage of.

In the case where the zone authority wishes to state that two Rul es
have the same effect or are identical in usage, then the Order for
those records is set to the same value. |In that case, the Preference
is used to specify a locally over-ridabl e suggestion by the zone
authority that one Rule might sinply be better than another for sone
reason.

For ENUMthis specifies where a client is allowed to apply |oca
policy and where it is not. The Order field in the NAPTR is a
request fromthe holder of the E 164 nunber that the records be
handl ed in a specific way. The Preference field is nerely a
suggestion fromthat E. 164 hol der that one record m ght be better
than another. A client inplenenting ENUM MUST adhere to the O der
field but can sinply take the Preference value "on advi sement" as
part of a client context specific selection nethod.

2. The ENUM Application Specifications

This tenpl ate defines the ENUM DDDS Application according to the
rules and requirenents found in [7]. The DDDS dat abase used by this
Application is found in [2] which is the docunent that defines the
NAPTR DNS Resource Record type

ENUM is only applicable for E 164 nunbers. ENUM conpli ant
applications MJST only query DNS for what it believes is an E. 164
nunber. Since there are numerous dialing plans which can change over
time, it is probably inmpossible for a client application to have
perfect know edge about every valid and dial able E 164 nunber.
Therefore a client application, doing everything within its power,
can end up with what it thinks is a syntactically correct E. 164
number which in reality is not actually valid or dialable. This
implies that applications MAY send DNS queri es when, for example, a
user mstypes a nunber in a user interface. Because of this, there
is the risk that collisions between E. 164 nunbers and non-E. 164
nunbers can occur. To nitigate this risk, the E2U portion of the
service field MJUST NOT be used for non-E. 164 nunbers.
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2.1. Application Unique String

The Application Unique String is a fully qualified E 164 nunber m nus
any non-digit characters except for the '+ character which appears
at the beginning of the nunber. The "+" is kept to provide a well
under st ood anchor for the AUS in order to distinguish it from other

t el ephone nunbers that are not part of the E 164 namespace.

For exanple, the E. 164 nunmber could start out as "+44-116-496-0348"
To ensure that no syntactic sugar is allowed into the AUS, all non-
digits except for "+" are renpved, yielding "+441164960348"

2.2. First Wll Known Rul e

The First Well Known Rule for this Application is the identity rule.
The output of this rule is the same as the input. This is because
the E. 164 nanespace and this Applications databases are organized in
such a way that it is possible to go directly fromthe nanme to the
smal l est granul arity of the nanespace directly fromthe nane itself.

Take the previous exanple, the AUS is "+441164960348". Applying the
First Well Known Rul e produces the exact same string,
"+441164960348" .

2.3. Expected Qutput

The output of the last DDDS | oop is a Uniform Resource Identifier in
its absolute formaccording to the 'absoluteURI’ production in the
Col I ected ABNF found in RFC2396 [4].

2.4. Valid Dat abases

At present only one DDDS Dat abase is specified for this Application
"Dynam c Del egation Discovery System (DDDS) Part Three: The DNS

Dat abase" (RFC 3403) [2] specifies a DDDS Dat abase that uses the
NAPTR DNS resource record to contain the rewite rules. The Keys for
thi s database are encoded as donmi n- namnes.

The output of the First Well Known Rule for the ENUM Application is
the E. 164 nunber minus all non-digit characters except for the +. In
order to convert this to a unique key in this Database the string is
converted into a domai n-nane according to this algorithm

1. Renove all characters with the exception of the digits. For
exanple, the First Well Known Rul e produced the Key
"+442079460148". This step would sinply renove the |leading "+",
produci ng "442079460148".
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2. Put dots (".") between each digit. Exanple:
4.4,2.0.7.9.4.6.0.1.4.8

3. Reverse the order of the digits. Exanple:
8.4.1.0.6.4.9.7.0.2. 4.4

4. Append the string ".el64.arpa" to the end. Exanple:
8.4.1.0.6.4.9.7.0.2.4.4.e164. arpa

Thi s domai n-nane is used to request NAPTR records which may contain
the end result or, if the flags field is blank, produces new keys in
the form of domain-nanes fromthe DNS.

Sone naneserver inplementations attenpt to be intelligent about itens
that are inserted into the additional information section of a given
DNS response. For exanple, BIND will attenpt to determine if it is

authoritative for a donmai n whenever it encodes one into a packet. |If
it is, thenit will insert any Arecords it finds for that domain
into the additional information section of the answer until the
packet reaches the maximumlength allowed. 1t is therefore
potentially useful for a client to check for this additiona
information. It is also easy to contenplate an ENUM enhanced

nameserver that understand the actual contents of the NAPTR records
it is serving and inserts nore appropriate information into the
additional information section of the response. Thus, DNS servers
MAY interpret Flag val ues and use that information to include
appropriate resource records in the Additional Information portion of
the DNS packet. Cients are encouraged to check for additiona
informati on but are not required to do so. See the Additiona

I nformati on Processing section of RFC 3403 [2], Section 4.2 for nore
i nformati on on NAPTR records and the Additional Information section
of a DNS response packet.

The character set used to encode the substitution expression is UTF-
8. The allowed input characters are all those characters that are

al | oned anywhere in an E. 164 nunber. The characters allowed to be in
a Key are those that are currently defined for DNS donai n- nanes.

2.4.1. Flags

Thi s Database contains a field that contains flags that signal when
the DDDS al gorithm has finished. At this time only one flag, "U', is
defined. This means that this Rule is the last one and that the
output of the Rule is a URI [4]. See RFC 3404 [3].

If a client encounters a record with an unknown flag, it MJST ignore

it and nove to the next Rule. This test takes precedence over any
ordering since flags can control the interpretation placed on fields.
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A novel flag m ght change the interpretation of the regexp and/or
repl acenent fields such that it is inpossible to determne if a
record matched a given target.

If this flag is not present then this rule is non-ternmnal. |If a
Rule is non-termnal then clients MJUST use the Key produced by this
Rewite Rule as the new Key in the DDDS | oop (i.e., causing the
client to query for new NAPTR records at the domai n-nane that is the
result of this Rule).

2.4.2. Services Paraneters

Service Paraneters for this Application take the follow ng form and
are found in the Service field of the NAPTR record.

service-field
servi cespec
enunser vi ce
subt ypespec
type

subt ype

"E2U" 1*(servicespec)
"+" enumservice

type O*(subtypespec)
":" subtype
1*32(ALPHA / DIGT)
1*32(ALPHA / DIGAT)

In other words, a non-optional "E2U' (used to denote ENUM only
Rewite Rules in order to nitigate record collisions) followed by 1
or more or more Enumservices which indicate what class of
functionality a given end point offers. Each Enunservice is
indicated by an initial '+ character

2.4.2.1. ENUM Services

Enunservi ce specifications contain the functional specification
(i.e., what it can be used for), the valid protocols, and the URI
schenes that may be returned. Note that there is no inmplicit mapping
between the textual string "type" or "subtype" in the grammar for the
Enunservice and URI schemes or protocols. The nmapping, if any, nust
be nmade explicit in the specification for the Enunservice itself. A
registration of a specific Type also has to specify the Subtypes

al | owed.

The only exception to the registration rule is for Types and Subtypes
used for experinental purposes, and those are to start with the facet
"X-". These elenments are unregistered, experinental, and should be
used only with the active agreenent of the parties exchangi ng them

The registration nechanismis specified in Section 3.
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2.5. What constitutes an ' Enum Resol ver’' ?

There has been sone confusion over what exactly an ENUM Resol ver
returns and what relation that has to the "Note 1' section in RFC
3402. On first reading it seens as though it might be possible for
an ENUM Resolver to return two Rul es.

The ENUM al gorithm always returns a single rule. Specific
applications may have application-specific know edge or facilities
that allow themto present nultiple results or speed sel ection, but
these shoul d never change the operation of the al gorithm

3. Registration mechani smfor Enunservices

As specified in the ABNF found in Section 2.4.2, an ’enunservice is
made up of 'types’ and 'subtypes’. For any given 'type', the

al | owabl e " subtypes’ nust be specified in the registration. There is
currently no concept of a registered 'subtype’ outside the scope of a
given 'type’. Thus the registration process uses the "type’ as its
mai n key within the | ANA Registry. VWile the conbination of each
type and all of its subtypes constitutes the allowed values for the
"enunservice' field, it is not sufficient to sinply docunment those
values. A conplete registration will also include the allowed URI
schenmes, a functional specification, security considerations,

i ntended usage, and any other information needed to allow for
interoperability within ENUM In order to be a registered ENUM
Service, the entire specification, including the tenplate, requires
approval by the I ESG and publication of the Enunservice registration
specification as an RFC

3.1. Registration Requirenents

Service registration proposals are all expected to conformto various
requirenents laid out in the follow ng sections.

3.1.1. Functionality Requirenent

A regi stered Enunservice nmust be able to function as a sel ection
mechani sm when choosi ng one NAPTR resource record from another. That
means that the registration MUST specify what is expected when using
that very NAPTR record, and the URI which is the outcone of the use
of it.

Specifically, a registered Enunservice MJST specify the URl schene(s)
that may be used for the Enunservice, and, when needed, other
informati on which will have to be transferred into the URI resolution
process itself (LDAP D stingui shed Nanes, transferring of the AUS
into the resulting URI, etc).
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3.1.2. Naming requirenent

An Enunservice MJST be unique in order to be useful as a selection
criteria. Since an Enunservice is nade up of a type and a type-
dependent subtype, it is sufficient to require that the "type’ itself
be unique. The 'type’ MJST be unique, conformto the ABNF specified
in Section 2.4.2, and MJST NOT start with the facet "X-" which is
reserved for experinmental, private use

The subtype, being dependent on the type, MJST be unique within a
given "type’. It nmust conformto the ABNF specified in Section
2.4.2, and MUST NOT start with the facet "X-" which is reserved for
experinental, private use. The subtype for one type MAY be the sane
as a subtype for a different registered type but it is not sufficient
to sinply reference another type’'s subtype. The function of each
subt ype nmust be specified in the context of the type being

regi stered.

3.1.3. Security requirenent

An analysis of security issues is required for all registered
Enunservices. (This is in accordance with the basic requirenents for
all 1 ETF protocols.)

Al'l descriptions of security issues nmust be as accurate as possible
regardl ess of registration tree. |In particular, a statenent that
there are "no security issues associated with this Enunmservice" nust
not be confused with "the security issues associated with this
Enunservi ce have not been assessed"

There is no requirement that an Enunmservi ce nust be secure or
completely free fromrisks. Nevertheless, all known security risks
must be identified in the registration of an Enunservi ce.

The security considerations section of all registrations is subject
to continuing evaluation and nodification

Sone of the issues that should be | ooked at in a security analysis of
an Enunservice are:

1. Conpl ex Enunservi ces may include provisions for directives that
institute actions on a user’s resources. |n many cases provision
can be made to specify arbitrary actions in an unrestricted
fashi on which may then have devastating results. Especially if
there is a risk for a new ENUM | ookup, and because of that an
infinite loop in the overall resolution process of the E. 164.
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2. Conpl ex Enunservices may include provisions for directives that
institute actions which, while not directly harnful, may result in
di sclosure of information that either facilitates a subsequent
attack or else violates the users privacy in sonme way.

3. An Enunservice might be targeted for applications that require
some sort of security assurance but do not provide the necessary
security nechani sns t henmsel ves. For exanple, an Enumservice could
be defined for storage of confidential security services
informati on such as al arm systens or nessage service passcodes,
which in turn require an external confidentiality service.

3.1.4. Publication Requirenents

Proposal s for Enunservices registrations MJST be published as one of
the follow ng docunents; RFC on the Standards Track, Experinenta
RFC, or as a BCP

IANA will retain copies of all Enunservice registration proposals and
"publish" themas part of the Enumservice Registration tree itself.

3.2. Registration procedure
3.2.1. | ANA Registration

Provi ded that the Enunservice has obtained the necessary approval,
and the RFC is published, 1ANA will register the Enunservice and make
the Enunservice registration available to the community in addition
to the RFC publication itself.

3.2.1.1. Location of Enunservice Registrations

Enunservice registrations will be published in the | ANA repository
and nade avail able via anonynmous FTP at the follow ng URI:
"ftp://ftp.iana.org/assi gnments/enum services/".

3.2.1.2. Change Contro

Change control of Enumservices stay with the I ETF via the RFC
publication process. Especially, Enunservice registrations nmay not
be del eted; Enunservices which are no | onger believed appropriate for
use can be decl ared OBSOLETE by publication of a new RFC and a change
to their "intended use" field; such Enunservice will be clearly
marked in the lists published by | ANA
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3.2.2. Registration Tenpl ate
Enunservi ce Type:
Enunservi ce Subtype(s):
URI Schene(s):
Functi onal Specification
Security considerations:
I ntended usage: (One of COWMON, LIM TED USE or OBSOLETE)
Aut hor :
Any other information that the author deens interesting:

Note: In the case where a particular field has no value, that field
is left conpletely blank, especially in the case where a given type
has no subtypes.

4. Exanpl es

The exanpl es bel ow use theoretical services that contain Enunservices
whi ch nmight not nake sense, but that are still used for educationa
pur poses. For example, the protocol used is in sonme cases exactly
the sane string as the URI schene. That was the specification in RFC
2916, but this 'default’ specification of an Enunservice is no |onger
all owed. Al Enunservices need to be registered explicitly by the
procedure specified in section Section 3.

4.1. Exanple

$ORIG N 3.8.0.0.6.9.2.3.6.1.4.4.el64. arpa
NAPTR 10 100 "u" "E2U+sip" "!~. *$!sip:info@xanple.com” .
NAPTR 10 101 "u" "E2U+h323" "!~. *$1 h323: i nf o@xanpl e. com "
NAPTR 10 102 "u" "E2U+msg" "!~.*$!mailto:info@xanpl e.com "

This describes that the domain 3.8.0.0.6.9.2.3.6.1.4.4.el64.arpa. is
preferably contacted by SIP, secondly via H 323 for voice, and
thirdly by SMIP for nessaging. Note that the tokens "sip", "h323",
and "nmsg" are Types registered with | ANA, and they have no inplicit
connection with the protocols or URI schenmes with the sane nanes.
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In all cases, the next step in the resolution process is to use the
resol uti on mechani smfor each of the protocols, (specified by the URI
schenes sip, h323 and mailto) to know what node to contact for each

5. | ANA Consi derations

RFC 2916 (which this document replaces) requested | ANA to del egate
the E164. ARPA donmain followi ng instructions to be provided by the
| AB. The domain was del egated according to those instructions.
Nanmes within this zone are to be delegated to parties according to
the | TU-T Recommendation E. 164. The nanes all ocated shoul d be
hi erarchic in accordance with | TU-T Recomrendati on E. 164, and the
codes shoul d be assigned in accordance with that Reconmmrendati on

IAB is to coordinate with ITUT TSB if the technical contact for the
dommi n el64.arpa is to change, as ITU T TSB has an operationa
working relationship with this technical contact which needs to be
reest abl i shed.

Del egations in the zone el64. arpa (not del egations in del egated
domai ns of el64.arpa) should be done after Expert Review, and the
| ESG wi | | appoi nt a designated expert.

| ANA has created a registry for Enunservices as specified in Section
3. Wenever a new Enunservice is registered by the RFC process in
the 1ETF, IANA is at the time of publication of the RFC to register
the Enunservice and add a pointer to the RFC itself.

6. Security Considerations
6.1. DNS Security

As ENUM uses DNS, which in its current formis an insecure protocol,
there is no nechanismfor ensuring that the data one gets back is
authentic. As ENUMis deployed on the global Internet, it is
expected to be a popular target for various kind of attacks, and
attacking the underlying DNS infrastructure is one way of attacking
the ENUM service itself.

There are nmultiple types of attacks that can happen agai nst DNS t hat
ENUM i npl enent ati ons should be aware of. The following threats are
taken from Threat Analysis O The Domai n Name System [ 10]:

Packet Interception
Sone of the sinplest threats against DNS are various forns of
packet interception: nonkey-in-the-mddle attacks, eavesdropping
on requests conbined with spoofed responses that beat the rea
response back to the resolver, and so forth. In any of these

Faltstrom & Meal |l i ng St andards Track [ Page 12]



RFC 3761 ENUM April 2004

scenarios, the attacker can sinply tell either party (usually the
resol ver) whatever it wants that party to believe. Wile packet
interception attacks are far fromunique to DNS, DNS s usua
behavi or of sending an entire query or response in a single

unsi gned, unencrypted UDP packet nakes these attacks particularly
easy for any bad guy with the ability to intercept packets on a
shared or transit network.

Guessing and Query Prediction

Since the IDfield in the DNS header is only a 16-bit field and
the server UDP port associated with DNS is a well-known val ue,
there are only 2**32 possi bl e conbinations of ID and client UDP
port for a given client and server. Thus it is possible for a
reasonabl e brute force attack to allow an attacker to nasquerade
as a trusted server. In npst respects, this attack is simlar to
a packet interception attack except that it does not require the
attacker to be on a transit or shared network.

Name- based Attacks

Nane- based attacks use the actual DNS cachi ng behavior as a too

to insert bad data into a victims cache, thus potentially
subverting subsequent decisions based on DNS nanes. Mst exanpl es
occur with CNAME, NS and DNAME Resource Records as they redirect a
victims query to another location. The comon thread in all of
these attacks is that response nessages allow the attacker to

i ntroduce arbitrary DNS names of the attacker’s choosi ng and
provide further information that the attacker clains is associated
with those nanes; unless the victimhas better know edge of the
data associated with those nanmes, the victimis going to have a
hard time defending against this class of attacks.

Betrayal By A Trusted Server

Anot her variation on the packet interception attack is the trusted
server that turns out not to be so trustworthy, whether by
accident or by intent. Many client nmachines are only configured
with stub resolvers, and use trusted servers to performall of
their DNS queries on their behalf. In many cases the trusted
server is furnished by the user’s ISP and advertised to the client
via DHCP or PPP options. Besides accidental betrayal of this
trust relationship (via server bugs, successful server break-ins,
etc), the server itself may be configured to give back answers
that are not what the user woul d expect (whether in an honest
attenpt to help the user or to further some other goal such as
furthering a business partnership between the ISP and some third

party).
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Deni al of Service
As with any network service (or, indeed, alnost any service of any
kind in any domain of discourse), DNS is vulnerable to denial of
service attacks. DNS servers are also at risk of being used as
deni al of service anplifiers, since DNS response packets tend to
be significantly |l onger than DNS query packets.

Aut henti cat ed Deni al of Domai n Nanes
The exi stence of RR types whose absence causes an action ot her
than inmmedi ate failure (such as missing MX and SRV RRs, which fai
over to A RRs) constitutes a real threat. In the specific case of
ENUM even the imredi ate failure of a missing RR can be consi dered
a problemas a method for changing call routing policy.

Because of these threats, a deployed ENUM servi ce SHOULD i ncl ude
mechani sms which aneliorate these threats. Mst of these threats can
be solved by verifying the authenticity of the data via nechanisns
such as DNSSEC [8] once it is deployed. Qhers, such and Denial O
Servi ce attacks, cannot be solved by data authentication. It is
important to renenber that these threats include not only the NAPTR

| ookups thensel ves, but al so the various records needed for the
services to be useful (for exanple NS, MX, SRV and A records)

Even if DNSSEC i s depl oyed, a service that uses ENUM for address
translation should not blindly trust that the peer is the intended
party as all kind of attacks against DNS can not be protected agai nst
with DNSSEC. A service should always authenticate the peers as part
of the setup process for the service itself and never blindly trust
any kind of addressing nmechani sm

Finally, as an ENUM service will be inplenmenting sonme type of
security nechani sm software which inplenents ENUM MJUST be prepared
to recei ve DNSSEC and ot her standardi zed DNS security responses,

i ncluding | arge responses, EDNSO signaling, unknown RRs, etc.

6.2. Caching Security

The caching in DNS can make the propagation tinme for a change take
the sanme anmount of tine as the time to live for the NAPTR records in
the zone that is changed. The use of this in an environnment where

| P-addresses are for hire (for exanple, when using DHCP [9]) nust

t heref ore be done very carefully.

6.3. Call Routing Security
There are a nunber of countries (and other nunbering environments) in

which there are nultiple providers of call routing and nunber/ name-
translation services. |In these areas, any systemthat permts users,
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or putative agents for users, to change routing or supplier

i nformati on may provide incentives for changes that are actually
unaut hori zed (and, in some cases, for denial of legitimte change
requests). Such environnments shoul d be designed with adequate
mechani sns for identification and authentication of those requesting
changes and for authorization of those changes.

6.4. URl Resolution Security

A large anmount of Security Issues have to do with the resolution
process itself, and use of the URI's produced by the DDDS nechani sm
Those have to be specified in the registration of the Enunservice
used, as specified in Section 3.1.3.
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8. Changes since RFC 2916

Part fromclarifications in the text in this docunent, the mgjor
changes are two:

The docunent uses an explicit DDDS al gorithm and not only NAPTR
resource records in an "ad-hoc" node. 1In reality this doesn't inply
any changes in deployed base of applications, as the al gorithm used
for ENUMresolution is exactly the sane.

The format of the service field has changed. The old format was of
the form "exanpl e+E2U"', while the new format is "E2U+exanpl e".

Reason for this change have to with the added subtypes in the
enunservice, the ability to support nore than one enunservice per
NAPTR RR, and a general agreenment in the |ETF that the main sel ector
between different NAPTR with the sane owner (E2U in this case) should
be first.
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