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1 Introduction
Digital credentials, such as private keys and correspondi ng
certificates, are used to support various Internet protocols, e.g.,
SIMME, |PSec, and TLS. In a nunber of environnments end users w sh

to use the sane credentials on different end-user devices. In a
"typical" desktop environnent, the user already has many tools
available to all ow inport/export of these credentials. However, th
is not very practical. |In addition, with some devices, especially
wi rel ess and other nore constrai ned devices, the tools required
sinmply do not exist.

Thi s docunent proposes a general framework for secure exchange of
such credentials and provides a high level outline that will help
gui de the devel opnent of one or nore securely avail able credentials
(SACRED) credential exchange protocols.

2. Functi onal Overvi ew

Requi rements for SACRED are fully described in [ RFC3157]. These
requirenents assune that two distinctly different network
architectures will be created to support credential exchange for
roam ng users

a) Cient/Server Credential Exchange
b) Peer-to-Peer Credential Exchange

Thi s docunent describes the framework for one or nore client/server
credential exchange protocol s.

In all cases, adequate user authentication nmethods will be used to
ensure credentials are not divulged to unauthorized parties. As
wel | , adequate server authentication nethods will be used to ensure
that each client’s authentication information (see Section 2.1) is
not conpronised, and to ensure that roam ng users interact with

i nt ended/ aut hori zed credential servers.

2. 1. Definitions

This section provides definitions for several terns or phrases used
t hroughout this docunent.
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The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
"RECOMVENDED' and "MAY" in this document are to be interpreted as
described in [ RFC2119].

client authentication information: information that is presented by
the client to a server to authenticate the client. This may
i nclude a password token, a registration string that may have
been recei ved out-of-band (and possibly used for initially
registering a roam ng user) or data signed with a signature
key belonging to the client (e.g., as part of TLS [ RFC2246]
client authentication).

credential s: cryptographic objects and rel ated data used to support
secure conmuni cations over the Internet. Credentials may
consi st of public/private key pairs, symetric keys, X 509
public key certificates, attribute certificates, and/or
application data. Several standardized formats for the
representation of credentials exist, e.g., [PKCS12], [PKCS15]
(see "secured credential s" bel ow).

passkey: a symetric key, derived froma password.

password: a string of characters known only to a client and used for
the purposes of authenticating to a server and/or securing
credentials. A user may be required to remenber nore than
one password.

password token: a value derived froma password using a one-way
function that may be used by a client to authenticate to a
server. A password token nmay be derived froma password
usi ng a one-way hash function, for exanple.

secured credentials: a set of one or nore credentials that have been
cryptographically secured, e.g., encrypted/ MACed with a
passkey. Secured credentials may be protected using nore
than one | ayer of encryption, e.g., the credential is secured
with a passkey corresponding to a user’s password and al so by
a key known only to the server (the credential’s stored
formy. During network transfer, the passkey-protected
credential may be protected with an additional encryption
| ayer using a symmetric key chosen by the Credential Server
(e.g., the transmtted form.

strong password protocol: a protocol that authenticates clients to
servers securely (see e.g., [SPEKE] for a nore detailed
definition of this), where the client need only nenorize a
smal | secret (a password) and carries no other secret
i nformati on, and where the server carries a verifier
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(password token) which allows it to authenticate the client.
A shared secret is negotiated between client and server and
is used to protect data subsequently exchanged.

Note the distinction between an "account password" and a "credentia
password." An account password (and correspondi ng password token) is
used to authenticate to a Credential Server and to negotiate a key
that provides session |evel encryption between client and server.

A credential password is used to derive a passkey that's used to
provi de persistent encryption and authentication for a stored
credential. Applicable secured credential standards docunments (e.g.,
[ PKCS15]) describe the technical details of specific password-based-
encryption (pbe) techniques that are used to protect credentials from
unaut hori zed use.

Al t hough the sane password val ue nmay be used to provide both
services, it is likely that different, algorithmspecific passkeys
woul d be generated fromthis password (i.e., because of different
salt values, etc.).

In addition, although it may be nore convenient for a user to
renenber only a single password, differing security policies (e.g.,
password rul es) between the credential server and the credentia
issuers may result in a user having to renenber multiple passwords.

2.2. Credentials

Thi s docunent is concerned with the secure exchange and online
management of credentials in a roaming or nobile environment.
Credential s MAY be usable with any end user device that can connect
to the Internet, such as:

- desktop or laptop PC

- mobi | e phone

- personal digital assistant (PDA)
- etc.

The end user system may, optionally, store its credential information
on speci al hardware devices that provide enhanced portability and
protection for user credentials.

Since the credential usually contains sensitive information that is
known only to the credential holder, credentials MJUST NOT be sent in
the clear during network transm ssion and SHOULD NOT be in the clear
when stored on an end user device such as a diskette or hard drive.
For this reason, a secured credential is defined. Throughout this
docunent we assune that, at |east fromthe point of view of the

Gustafson, et al. I nf or mat i onal [ Page 4]



RFC 3760 Securely Avail able Credential s ( SACRED) April 2004

protocol, a secured credential is an opaque (and at |east partially
privacy and integrity protected) data object that can be used by a
net wor k connected device. Once downl oaded, clients nmust be able to
recover their credentials fromthis opaque format.

At a minimum all supported credential formats SHOULD provi de privacy
and integrity protection for private keys, secret keys, and any other
data objects that nust be protected from di sclosure or nodification
Typically, these security capabilities are part of the basic
credential format such that the credential (e.g., a data file) is
protected when stored on hard drives, flexible diskettes, etc.

During network transm ssion, the secured credential is protected with
a second (outer) encryption layer. The outer encryption |ayer is
created using a session-level encryption key that was derived during
the nmutual authentication process. Effectively, secured credentials
traverse an "encrypted tunnel" that provides an additional |ayer of
privacy protection for credentials (and any other) information
exchanged.

2.3. Net wor k Architecture

The network di agram bel ow shows the conponents involved in the SACRED
client/server franmework

B + S +
| dient +----------- | Credential |
e + 1 | Server
\ +--mna S RS +
\ I
\ | 2
\ I
\ 3 +- - - - - [ S, +
——————————— | Credential |
| Store(s) |
e +

Client - The entity that wants to retrieve their credentials froma
credential server

Credential Server - The server that downl oads secure credentials to
and uploads themfromthe client. The server is responsible
for authenticating the client to ensure that the secured
credentials are exchanged only with an appropriate end user.
The credential server is authenticated to the client to
ensure that the client’s authentication information is not
conprom sed and so that the user can trust the credentials
retrieved.
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Credential Store - The repository for secured credentials. There
m ght be access control features but those generally aren’t
sufficient in thenselves for securing credentials. The
credential server may be capable of splitting credentials
across multiple credential stores for redundancy or to
provi de additional |evels of protection for user
credenti al s.

Protocol 1 - The protocol used to authenticate the client and
credential server, and downl oad and upl oad user credentials
froma credential server

Protocol 2 - The protocol used by the Credential Server to store and
retrieve user credentials (LDAP, LDAP/SSL, or other).

Protocol 3 - The protocol used by the client to store and retrieve
user credentials fromthe credential store (LDAP, LDAP/ SSL
or other).

This framework describes the high | evel design for protocol 1.
Protocols 2 and 3 are closely related (but out of scope for this
docunent) and coul d be inplenmented using standard protocols, such as
LDAP or secure LDAP, or other standard or proprietary protocols.
Note al so that any adnministrator-credential server protocols are
assuned to be server vendor specific and are not the subject of
SACRED st andardi zation efforts at this tine.

Clients are not precluded fromexchanging credentials directly with a
credential store (or any other server of it’'s choosing). However,

mut ual authentication with roam ng users and a consistent |evel of
protection for credential data while stored on network servers and
while in transit is provided by SACRED protocols exchanged with the
credential server. Depending on credential server design, user
credentials may flow through the credential server to the credentia
store or directly between the client and the credential store.

Al so, users may upload their credentials to several credential
servers to obtain enhanced | evels of availability. Coordination
(automatic replication) of user information or credential data anong
several credential servers is currently beyond the scope of this
docunent .

3. Protocol Franework

This section provides a high |l evel description of client/server
protocols that can be used to exchange and manage SACRED credenti al s.
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The client/server credential exchange protocol is based on three
basi ¢ and abstract operations; "CET", "PUT", and "DELETE'. The
secured credential exchange protocol is acconplished as foll ows:

connect - the client initiates a connection to a credential server
for the purpose of secure credential exchange.

mut ual aut henticati on/key negotiation - using a strong password
protocol (or equivalent) the client authenticates to the
server, the server authenticates to the client, and a
session |level encryption key is negotiated. The details
of the mutual authentication protocol exchange are
dependent upon the particul ar authenticati on nethod used.
In all cases, the end result is to authenticate the client
to the server and server to the client, and establish a
strong, shared secret between the two parties.

client request(s) - the SACRED client issues one or nore high
| evel credential exchange requests (e.g., GET, PUT, or
DELETE) .

server response(s) - the SACRED credential server responds to each
request, either performng the operation successfully or
i ndi cating an appropriate error.

close - the client indicates it has no nore requests for the
server at this tine. The security context between client
and server is no longer needed. Close is a |logical,
sessi on managenent operati on.

di sconnect - the parties disconnect the transport |evel connection
between client and server. Note that "connect" and
"di sconnect” are logical, transport-|layer dependent
operations that enclose the protocol exchange between the
two conmuni cati ng processes.

Each hi gh-1evel credential exchange operation is made up of a
series of request-response pairs. The client initiates each
request, which the server processes before returning an
appropri ate response. Each request mnust conplete (server reports
success or failure) before the client issues the next request. The
server SHOULD be willing to service at |east one upload or

downl oad request follow ng successful nutual authentication but
either party can term nate the |ogical connection at any tine.
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In the follow ng sections, secured credentials and rel ated val ues are
represented using the followi ng notation

SC-x is the secured credential file, which includes a fornmat
identifier field and credential data. The credential data
is an opaque, encrypted data object (e.g., PKCS#15 or
PKCS#12 file). The format identifier is needed to
correctly parse the credential data.

Nanme-x is an account-defined selector or locator (a user friendly
nane) that is used to indicate a specific secured
credential. The nane of each credential stored under a
gi ven user account MUST be unique e.g., there may be one
credential called "financial" and another call ed
"heal thcare", etc. At a mininmm credential names MJST be
uni que across a given account/user nanme. Wen no nane is
supplied for a GET operation, all credentials stored for
the given usernane will be returned.

ID-x is a distinct credential version indicator that MAY be used
to request a conditional GET/PUT/ DELETE operation. This
credential -1D value SHOULD contain the server’s "l ast-
nmodi fi ed" date and tinme (e.g., the tinme that this
particul ar credential version was stored on the server)
and MAY contain additional information such as a sequence
nunber or a (conplete or partial) credential fingerprint
that is used to ensure the credential-1D is unique from
other credential versions stored under the same user
account and credential nane.

Al'l naned credentials may be accessed by authenticating under a
singl e username. |f a user needs or prefers to use nore than one

di stinct authentication password (and/or authentication nethod) to
protect access to several secured credentials, he/she SHOULD register
those credentials under distinct user/account nanmes, one for each

di fferent authentication nethod used.

3.1. Credential Upload
The purpose of a credential upload operationis to allowa client to
regi ster new credentials, or replace currently stored credentials

(e.g., credentials that may have been updated by the client using
appropri ate key managenent software).
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The framework for the credential upload, as inplenmented using the PUT
operation, is:

- The client and server establish a nutually authenticated session
and negotiate a shared secret.

- The client will then issue a PUT nessage that contains the upl oad
credential and related data fields.

- The server will respond to the PUT, indicating the credential was
successfully stored on the server or that an error occurred.

The client’s PUT request MAY contain an optional identifier
(credential-1D) field. |If present, the new credential will only be
stored if a credential with the same nanme and credential-1Dis
currently stored on the server (e.g., a |ogical REPLACE operation is
performed). The server MJST return an error if a client attenpts to
replace a credential that does not exist on the server.

The credential server’s response to a PUT request MJST contain a
credential version identifier (credential-1D) for the newy stored
credential that MAY be used by clients to optim ze subsequent
downl oad operations and avoid credential version nismatches.

3.1.1. Credential Upload Protocol Sequence

The foll owi ng gives an exanple of a "credential upload" protocol
sequence:

client server

< connect > s>
<--- nutual authentication --->

< PUT SC-1, Name-1, [ID-1] > -->

<-- < Nane-1, newlID1 >
< PUT SC-2, Name-2, [ID2] > -->

<-- < Name-2, newID2 >
< cl ose > -->

<-- OK (+ disconnect)

new-ID-x is the credential-ID of the newy stored credenti al .
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3.2. Credential Downl oad

Roami ng clients can downl oad their credentials at any time after they
have been upl oaded to the server

The framework for a credential downl oad, as inplenmented using the GET
operation, is:

- The client SHOULD aut henticate the server

- The user MJST be authenticated (by the server).

- A CET request for the credential download is issued.

- The response contains the credential and format identifier

The specific user credential being requested may be identified by
nane in the nessage sent to the credential server. |f successful
the response MUST contain the requested credential data el ement
(format 1D and data) as defined above.

If the user issues a GET request with a NULL credential nanme field,
the server SHOULD return all credentials stored under the current
user account.

Optionally, the client MAY include a credential-ID to indicate a
condi ti onal downl oad request. |In this case, the server will return
the requested credential if and only if the ID of the credentia
currently stored on the server does NOT match the I D specified.

The server should return either the requested credential or a

di stinct response indicating that the conditional downl oad was not
performed (e.g., the client already has a copy of this exact
credential).
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3.2.1. Credential Downl oad Protocol Sequence

The foll owi ng gives an exanple of a "credential downl oad" protoco

sequence:
client server
< connect > -->
<--- nmutual authentication -->

< GET Nane-1, [ID-1] > -->

<-- < SC1, Ib1 >
< GET Name-2, [ID2] > -->

<-- < CET response >
< cl ose > -->

<-- K (+ disconnect)

Notice that for the second request, no credential has been returned
since ID-2, as included in the client’s request, matched the
identifier for the Name-2 credenti al

3.3. Credential Renova

The framework for the credential renoval, as inplenented with the
DELETE operation, is:

- The credential server MJST be authenticated (by the client) using
a met hod- dependent protocol sequence.

-  The user MJST be authenticated (by the server) using a nethod-
dependent protocol sequence.

- The user then sends a DELETE request nessage that contains the
credential nane indicating which credential to renove.

- Optionally, the client may include a credential-1Din the DELETE
request. In this case, the credential will be deleted if the
request I D matches the ID of the credential currently stored on
the server. This may be done to ensure that a client intending to
delete their stored credential does not m stakenly delete a
different version of the credential
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3.3.1. Credential Renoval Protocol Sequence

The foll owi ng gives an exanple of a "credential renoval” protoco
sequence:

client server
< connect > -->
<-------- mut ual authentication -------- >
< DEL Name-1, [ID1] > >
<- - < Nane-1 deleted >
< DEL Name-2, [ID2] > >
<-- < Nane-2 del eted >
< cl ose > o>
<-- K (+ disconnect)

3.4. Credential Managenent

4.

4.

Note that the three operations defined above (CGET, PUT, DELETE) can
be used to performthe basic credential managenent operations:

- add a new credential on the server,
- update (replace) an existing credential, and
- delete an existing credential.

The information provided for these basic operations mght be used to
hel p gui de the design of nore conpl ex operations such as user
registration (add account), user deregistration (renove account),
change account password, or list all credentials.

Note that, in the case where a credential with the same nanme exists
on the server, uploading a NULL credential is logically equivalent to
renoving a previously stored credenti al

Prot ocol Considerations
1. Secure Credential Formats
To ensure that credentials created on, and upl oaded from one device
can be downl oaded and used on any other device, there is a need to

define a single "nmandatory to inplenent" credential format that nust
be supported by all conform ng client inplenentations.
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At least two well-defined credential formats are avail abl e today:
[ PKCS12] and [ PKCS15].

O her optional credential formats may al so be supported if necessary.
For exanple, additional credential formats m ght be defined for use
with specific (conpatible) client devices. Each credential fornmat
MUST provi de adequate privacy protection for user credentials when
they are stored on flexible diskettes, hard disks, etc.

Thr oughout this docunment, the credential is treated as an opaque
(encrypted) data object and, as such, the credential format does not
af fect the basic credential exchange protocol

4.2. Authentication Methods

Authentication is vitally inportant to ensure that credentials are

accepted fromand delivered to the authorized end user only. |f an
unsecured credential is delivered to sonme other party, the credential
may be nore easily conpromised. |If a credential is accepted froman

unaut hori zed party, the user mght be tricked into using a credentia
that has been substituted by an attacker (e.g., an attacker m ght
replace a newer credential with an ol der credential belonging to the
same user).

Ideally, the list of authentication nethods should be open ended,

all owi ng new nmethods to be added as needs are identified and as they
becone available. For all credentials, the user authentication

met hod and data is defined when a user is first registered with the
credential server and nay be updated fromtine to tinme thereafter by
the aut hori zed user

To adequately protect user credentials from unauthorized di scl osure
or nmodification in a roam ng environment, all SACRED aut hentication
met hods MUST provide protection for user credentials in network
environments where attackers mght attenpt to exploit potential
security vulnerabilities. See SACRED Requirements [ RFC3157], Section
3.1, Vulnerabilities.

At a mnimum each SACRED aut henti cation met hod SHOULD ensure that:

- The server authenticates the client

- The client authenticates the server

- The client and server securely negotiate (or derive) a
cryptographically strong, secret key (e.g., a session key).

- The exchange of one or nore user credentials is protected
using this session key.
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It is expected that all SACRED client/server protocols wll provide
each of these basic security functions. Sone existing authentication
protocol s that m ght be used for this purpose include:

- Strong password protocols
- TLS

Sections 4.2.1 and 4.2.2 provide sonme gui dance about when to use
these authenticati on net hods based on the generic security
capabilities they provide and the security el ements (passwords, key
pairs, user certificates, CA certificates) that nust be available to
the SACRED client.

4.2.1. Strong Password Protocols

Strong password protocols such as those described in [ RFC2945],
[ BMB2], [BMP4], and [ SPEKE] MAY be used to provide nutua
aut henti cation and privacy for SACRED protocol s.

Al'l strong password protocols require that user-specific val ues
(i.e., a passtoken and rel ated val ues) be configured within the
server. Only a party who knows the password can cal cul ate the
verifier value. It nust be securely delivered to the server at a
time when the client establishes a relationship with the server. At
connect time, nessages are exchanged between the two parties and
compl enentary al gorithns are used to conpute a shared conmon val ue
known only to the legitimate user and the server. Both parties
derive a strong (symretric) key that may be used to secure
conmuni cati ons between the two parties.

4.2.2. TLS Authentication

TLS authentication may either be nutual between the client and server
or unilateral where only the server is authenticated to the client.
These options are described in the next two subsecti ons.

In both cases, TLS can be used to authenticate the server whenever
the TLS client has been pre-configured with the necessary
certificates needed to validate the server’s certificate chain
(including revocation status checking).

TLS Server Authentication (sTLS)
TLS provides a basic secure session capability (sometinmes called

server-side TLS) whereby the client authenticates the server and a
pair of session |level encryption keys is securely exchanged between

Gustafson, et al. I nf or mat i onal [ Page 14]



RFC 3760 Securely Avail able Credential s ( SACRED) April 2004

client and server. Follow ng server authentication and security
context setup, all client requests and server responses exchanged are
integrity and privacy protected.

Pr ot ocol designers and inplenentors should be aware that the
flexibility of the certificate-based TLS server authentication nethod
creates security risks that need to be nmitigated. Specifically, the
need to ensure the user is connected to the intended credenti al

server (secure site), and no other. The TLS v1.0 standard [ RFC2246]
identifies the basis for managing this risk in section F.3 (see al so
Section 5.2 in this docunent):

"I npl enentations and users mnust be careful when decidi ng which
certificates and certificate authorities are acceptable; a
di shonest certificate authority can do trenmendous danage."

Note also that a faulty inplementation of (increasingly conplex) TLS
server certificate chain processing, by the SACRED client, could |ead
to simlar conprom se, allow ng successful credential server

masquer ade or man-in-the-m ddl e attacks.

An engi neering approach that provides an enhanced or augnented server
aut henti cation nmethod nay be warranted for SACRED protocol designs.
It is also inportant to understand that sinple |ayering of

i ndependent |y devel oped security protocols (e.g., using BEEP or
simlar layering techniques) produces a conplex, multilayer security
protocol that mght be easily defeated by a conbi nati on-specific
attack that is able to expose and exploit known weaknesses of the

i ndi vi dual protocol (s).

When necessary, and after a TLS session has been established between
the two parties, the credential server can request that the client
provi de her user id and password information to authenticate the
renote user. Preferably, client and server can cooperate to perform
an authentication operation that allows the server to authenticate
the client (and perhaps vice-versa) in a "zero know edge manner". In
such cases, the client need not have a security credenti al

TLS with dient Authentication (cTLS)

TLS provides an optional, secure session capability (sonetinmes called
client-side TLS) whereby the TLS server can request client
aut hentication by verifying the client’s digital signature.

In order to use cTLS to provide nmutual authentication, the client
must al so be configured with at | east one security credential that is
acceptable to the TLS server for renote client authentication

pur poses.
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4.2.3. Oher Authentication Methods

O her authentication methods that provide the necessary security
capabilities MAY al so be suitable for use with SACRED credenti al
exchange protocols.

4.3. Transport Protocol Suites

It is intended that one or nore underlying protocol stacks may carry
the SACRED credential exchange protocols. It is recognized at the
outset that the use of several underlying protocol suites, although
not ideal froman interoperability standpoint, may well be required
to support the wide variety of needs anti cipated.

The SACRED |ist menbers have di scussed several protocol suites that
have been considered on their technical nerits, each with distinct
benefits and protocol design/inplenentation costs. Anpng these
protocol s are:

- TP
- BEEP
- HTTP

Al'l protocol suites listed here depend on TCP to provide a reliable,
end-to-end transport |ayer protocol. Each of these building block
approaches provides a different way of handling the remaining
application layer issues (basic session nanagenent, session |eve
security, presentation/formatting, application functionality).

4.3.1. TCP

Thi s approach (|l ayering a SACRED credenti al exchange protoco
directly on top of a TCP connection) requires the devel opnent of a
custom credenti al exchange nessagi ng protocol that interfaces to a
TCP connection/socket. The primary benefit of this approach is the
ability to provide exactly the protocol functionality needed and no
more. Most server and client devel opnment environnents already
provi de the socket |evel APl needed.

4.3.2. BEEP

Thi s approach builds on the Bl ocks Extensi bl e Exchange Protoco
(BEEP) described in [ RFC3080]. BEEP provides general purpose, peer-
t o- peer nessage exchange over any of several transport nechani sns
where the necessary transport |ayer mappi ngs have been defined for
operation over TCP, TLS, etc. See also [RFC3081].
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BEEP provi des the necessary user authentication/session security and
sessi on managenent capabilities needed to support SACRED credentia
exchange operati ons.

4.3.3. HITP

Thi s approach builds on the Hypertext Transport Protocol (HTTP)
described in [ RFC1945] and [ RFC2616]. HITP provi des general purpose
typing and negoti ation of data representation, allow ng systens to be
built independently of the data objects being transferred. HITP
support is available in a wide variety of server and client

platforns, including portable devices that apply to roam ng
environments (laptop PCs, PDAs, nobile phones, etc.).

HTTP is | ayered over TCP and can be used, optionally, with TLS to
provi de aut henticated, session |evel security. Either or both TLS
aut hentication options, sTLS or cTLS, nay be used whenever TLS is
support ed.

5. Security Considerations

The foll owing security considerations identify general observations
and precautions to be considered for a framework supporting
credential mobility. Wen designing or inplenenting a protocol to
support this framework, one should recognize these security

consi derations, and furthernore consult the SACRED Requirenents
docunent [ RFC3157] Security Considerations.

5.1. Comuni cations Security
A SACRED PDU wi Il contain information pertaining to client or server
aut henti cation, or comrunication of credentials. This information is
subject to the traditional security concerns identified bel ow.

5.1.1. Confidentiality
The password or password verifier should be protected when
comruni cated fromthe client to credential server. The conmunicated
val ue should be resistant to a dictionary attack
Simlarly, the entity credentials nust be confidentiality protected,

when communi cated fromthe client to the server and vice-versa. The
conmuni cated val ue should al so resist a dictionary attack

Gustafson, et al. I nf or mat i onal [ Page 17]



RFC 3760 Securely Avail able Credential s ( SACRED) April 2004

5.1.2. Integrity

Conmuni cation integrity between the client and the credential server
is required. In this way, intended client operations nay not be
altered (e.g., froman update to a deletion of credentials), nor may
clients be maliciously given "old" credentials (e.g., possibly by an
attacker replaying a previous credential downl oad).

5.1.3. Entity Authentication

Proper authentication of the client and server is required to achieve
communi cation confidentiality and integrity.

The server nust properly authenticate the client, so that credentials
are not mstakenly revealed to an attacker. The client nust ensure
the proper identification of the credential server so as to prevent
revealing their password to an attacker. These goals nay be achieved
inplicitly with a strong password-based protocol or explicitly. |If
the server is identified explicitly, the user or client must ensure
that the user password is conveyed to a trusted server. This mght
be achieved by installing appropriate trusted key(s) in the client.

5.1.4. Non-repudiation

There are no requirenments upon the SACRED protocol itself to support
non-repudi ati on, although the context in which the credentials are
bei ng used may have such requiremnents.

5.2. Systens Security

Systens security is concerned with protection of the protoco
endpoints (i.e., the client and server) and information stored at the
server in support of the SACRED protocol

5.2.1. dient Security

As with nost security protocols, secure use of the client often
relies, in part, upon secure behavior by the user. 1In the case of a
passwor d- based SACRED protocol, users should be educated, or enforced
t hrough policy, to choose passwords with a reasonabl e anpbunt of
entropy. Additionally, users should be nade aware of the inportance
of protecting the confidentiality of their account password.

In addition, the client interface should be designed to thwart
"shoul der surfing"” where an attacker can observe the password as
entered by a user. This is often achieved by not echoing the exact
characters of the password when entered.
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As well, the interface should encourage the entering of the password
in the appropriate interface field so that protections can be
properly enforced. For exanple, a user should be guided to not

m stakenly enter their password in the "usernane” field (since their
password woul d |ikely be echoed to the screen in this case, and m ght
not be encrypted when comunicated to the server). This night be
acconpl i shed via the automatic insertion of the user name or severa
user nane choices in the appropriate on-screen dialog field, for
exanpl e.

5.2.2. dient Security, TLS Server Authentication

When TLS is used as the SACRED transport protocol, the client
interface should be designed to allow the user to verify that she is
connected to the intended credential server. For exanple, client
software should allow for the visual display of identifying
conmponents fromthe TLS server’s X 509 certificate, like the server’s
nane, the certificate fingerprint, etc.

Users should be guided to verify this information regularly, allow ng
ready recognition of trusted credential servers. |In addition, users
shoul d be nade aware of the inportance of verifying their credentia
server’'s identity before initiating any credential exchange

operati ons.

A SACRED client SHOULD only be configured with those SACRED trust
anchors that are to be used by the client. Re-use of trust anchors
fromother applications, e.g., Internet browsers is NOI RECOVVENDED.

5.2.3. Server Security

Password verifiers and user credentials nust be afforded a high |evel
of protection at the credential server. |In addition to salting and
super-encrypting each (to ensure resistance to offline dictionary
attacks), a system should ensure that credential server keys are
protected using sufficient procedural and physical access controls.

The login to the credential server should be resistant to replay
att acks.

Online attenpts to access a particular user account should be
controlled, or at least nonitored. Control mnight be enforced by
incorporating a time delay after a nunber of unsuccessful logins to a
particul ar account, or possibly the | ocking of the account

altogether. Alternatively, one mght sinply |og unsuccessfu

attenpts where an admnistrative notice is produced once a threshold
of unsuccessful credential access attenpts is reached.
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5

6

6

6

2.4. Denial of Service

As with nost protocols, Denial of Service (DoS) issues nust al so be
considered. In the case of SACRED, nost DoS issues are a concern for
the underlying transport protocol. However, sone concerns may stil
be mitigated.

Service to a user nmight be denied in case their account is |ocked
after numerous unsuccessful login attenpts. Consideration of
protection against online attacks nust therefore be considered (as
descri bed above). Proper user authentication should ensure that an
attacker does not naliciously overwite a user’s credenti al s.
Credential servers should be wary of repeated logins to a particul ar
account (which also identifies a possible security breach, as

descri bed above) or abnormal volunmes of requests to a nunber of
accounts (possibly identifying a DoS attack).

Ref er ences
1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC3157] Arsenault, A and S. Farrell, "Securely Avail able
Credentials - Requirements", RFC 3157, August 2001.
2. Informative References
[ BMD2] Bellovin, S. and M Merritt, "Encrypted Key Exchange

Passwor d- based protocols secure agai nst dictionary
attacks", Proceedings of the | EEE Symposi um on Research in
Security and Privacy, My 1992

[ BMR4] Bellovin, S. and M Merritt, "Augnented Encrypted Key
Exchange: a Password- Based Protocol Secure Against
Di ctionary Attacks and Password File Conpromise, ATT Labs
Techni cal Report, 1994.

[ PKCS12] "PKCS 12 v1.0: Personal Information Exchange Syntax", RSA
Laboratories, June 24, 1999

[ PKCS15] "PKCS #15 v1.1: Cryptographi c Token Information Syntax
St andard", RSA Laboratories, June 2000.

[ RFC1945] Berners-Lee, T., Fielding, R and H Frystyk, "Hypertext
Transfer Protocol-- HITP/1.0", RFC 1945, May 1996.

Gustafson, et al. I nf or mat i onal [ Page 20]



RFC 3760

[ RFC2246]

[ RFC2616]

[ RFC2945]

[ RFC3080]

[ RFC3081]

[ SPEKE]

7. Authors’

Securely Avail able Credential s ( SACRED) April 2004
Dierks, T. and C. Allen, "The TLS Protocol Version 1.0",
RFC 2246, January 1999.

Fielding, R, Gettys, J., Mgul, J., Frysyk, H, Msinter,
L., Leach, M and T. Berners-Lee, "Hypertext Transfer

Protocol - HTTP/1.1", RFC 2616, June 1999.

Wi, T., "The SRP Authentication and Key Exchange Systent,
RFC 2945, Sept enber 2000.

Rose, M, "The Bl ocks Extensible Exchange Protocol Core",
RFC 3080, March 2001.

Rose, M, "Mapping the BEEP Core onto TCP", RFC 3081, March
2001.

Jabl on, D., "Strong Password-Only Authenticated Key
Exchange", Septenber 1996.

Addr esses

Dal e Gust af son
Future Foundation Inc.

EMai | : degust af son@ontast . net

M ke Just

Treasury Board of Canada, Secretariat

EMai |l : Just.M ke@bs-sct.gc.ca

Magnus Nystrom
RSA Security Inc.

EMai | : magnus@ sasecurity.com

Gustafson, et al. I nf or mat i onal [ Page 21]



RFC 3760 Securely Avail able Credential s ( SACRED) April 2004

8. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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