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This menmo describes an extension to the Stream Control Transm ssion
Protocol (SCTP) that allows an SCTP endpoint to signal to its peer
that it should nove the cunul ative ack point forward. Wen both
sides of an SCTP associ ati on support this extension, it can be used
by an SCTP inplenentation to provide partially reliable data
transm ssi on service to an upper layer protocol. This neno describes
the protocol extensions, which consist of a new parameter for INIT
and INIT ACK, and a new FORWARD TSN chunk type, and provi des one
exanple of a partially reliable service that can be provided to the
upper layer via this nmechani sm
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1. Introduction

This neno describes an extension to the Stream Control Transm ssion
ol (SCTP) RFC 2960 [2] that allows an SCTP sender to signal to

Pr ot oc
its pe

er that

chunks.

it should no | onger expect to receive one or nore DATA

1.1. Overview of Protocol Extensions

The pr
el enen

ot ocol
ts:

extensi on described in this docunent consists of two new

1. a single new paraneter in the INIT/I NI T- ACK exchange t hat
i ndi cat es whether the endpoi nt supports the extension
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1.

2. a single new chunk type, FORWARD TSN, that indicates that the
recei ver should nove its cumul ative ack point forward (possibly
ski ppi ng past one or nore DATA chunks that nmay not yet have been
recei ved and/ or acknow edged.)

Overvi ew of New Services Provided to the Upper Layer

When this extension is supported by both sides of an SCTP
association, it can be used to provide partially reliable transport
service over an SCTP association. W define partially reliable
transport service as a service that allows the user to specify, on a
per nessage basis, the rules governing how persistent the transport
service should be in attenpting to send the nmessage to the receiver

One exanple of partially reliable service is specified in this
docunent, nanmely a "tined reliability" service. This service allows
the service user to indicate a limt on the duration of time that the
sender should try to transnmit/retransmt the nessage (this is a
natural extension of the "lifetime" paranmeter already in the base

pr ot ocol ).

In addition to this exanple, we will also show that defining the
semantics of a particular partially reliable service involves two
el ements, nanely:

1. how the service user indicates the level of reliability required
for a particul ar message, and

2. how the sender side inplenentation uses that reliability level to
determ ne when to give up on further retransm ssions of that
nessage

Note that other than the fact that the FORWARD- TSN chunk is required,
neither of these two elenents inpacts the "on-the-wre" protocol;
only the APl and the sender side inplenentation are affected by the
way in which the service is defined to the upper layer. Therefore,
in principle, it is feasible to inplenment many varieties of partially
reliable services in a particular SCTP inplenentation w thout
changing the on-the-wire protocol. Also, the SCTP receiver does not
necessarily need to know which senantics of partially reliable
service are being used by the sender, since the receiver’'s only role
is to correctly interpret FORWARD TSN chunks, thereby ski pping past
messages that the sender has decided to no |onger transmit (or
retransmit).

Nevertheless, it is recommended that a |imted nunmber of standard
definitions of partially reliable services be standardi zed by the
| ETF so that the designers of |ETF application |ayer protocols can
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mat ch the requirenents of their upper |ayer protocols to standard
service definitions provided by a particular SCTP inpl erentation
One such definition, "timed reliability", is included in this
docunent. G ven the extensions proposed in this docunent, other
definitions may be standardi zed as the need arises w thout further
changes to the on-the-wire protocol

1.3. Benefits of PR-SCTP

Hereafter, we use the notation "Partial Reliable Stream Contro
Transm ssion Protocol (PR-SCTP)" to refer to the SCTP protocol,
ext ended as defined in this docunent.

The followi ng are sonme of the advantages for integrating partially
reliable data service into SCTP, i.e., benefits of PR-SCTP

1. Sone application |layer protocols nmay benefit frombeing able to
use a single SCTP association to carry both reliable content, --
such as text pages, billing and accounting information, setup
signaling -- and unreliable content, e.g., state that is highly
sensitive to timeliness, where generating a new packet is nore
advant ageous than transmtting an old one [3].

2. Partially reliable data traffic carried by PRRSCTP will enjoy the
same communi cation failure detection and protection capabilities
as the nornmal reliable SCTP data traffic does. This includes the
ability to quickly detect a failed destination address, fail-over
to an alternate destination address, and be notified if the data
recei ver becones unreachabl e.

3. In addition to providing unordered, unreliable data transfer as
UDP does, PR-SCTP can provide ordered, unreliable data transfer
servi ce.

4. PR-SCTP enpl oys the same congestion control and congestion
avoi dance for all data traffic, whether reliable or partially
reliable - this is very desirable since SCTP enforces TCP-
friendliness (unlike UDP.)

5. Because of the chunk bundling function of SCTP, reliable and
unrel i abl e nessages can be nmultipl exed over a single PR SCTP
associ ation. Therefore, the number of | P datagrans (and hence the
net wor k over head) can be reduced instead of having to send these
different types of data using separate protocols. Additionally,
this multiplexing allows for port savings versus using different
ports for reliable and unreliabl e connections.
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2.

3.

3.

3.

Conventi ons

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
BCP 14, RFC 2119 [1].

Conparisons and arithmetic on Transport Sequence Nunbers (TSNs) are
governed by the rules in Section 1.6 of RFC 2960 [2].

Pr ot ocol Changes to support PR-SCTP
1. Forward-TSN Supported Paranmeter For INIT and INIT ACK

The foll owi ng new OPTI ONAL parameter is added to the INNT and INIT
ACK chunks.

Par anmet er Name St atus Type Val ue

For war d- TSN- Support ed OPTI ONAL 49152 (0xC000)

At the initialization of the association, the sender of the INIT or
INIT ACK chunk MAY include this OPTIONAL paranmeter to informits peer
that it is able to support the Forward TSN chunk (see Section 3.3 for
further details). The format of this parameter is defined as
fol |l ows:

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Paraneter Type = 49152 | Paranmeter Length = 4 |
R et e s i o e s i i
Type: 16 bit u_int

49152, indicating Forward- TSN- Supported paraneter
Length: 16 bit u_int
I ndicates the size of the paraneter, i.e., 4.
2 Forward Cunul ative TSN Chunk Definition (FORWARD TSN)
The foll owi ng new chunk type is defined:
Chunk Type Chunk Name

192 (0xQ0) Forward Cunul ative TSN ( FORWARD TSN)
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Thi s chunk shall be used by the data sender to informthe data
receiver to adjust its cunul ative received TSN point forward because
some missing TSNs are associated with data chunks that SHOULD NOT be
transmtted or retransmtted by the sender.

Forward Cunul ative TSN chunk has the follow ng format:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type = 192 | Flags = 0x00 | Length = Variabl e |
i e T e e i i i e i e e e e s
| New Curul ative TSN |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Stream 1 | St ream Sequence-1 |
B T S i T s i i e e SEI S
\ /
/ \
T e L o o o e i i s it NN R SR S B S
| Stream N St ream Sequence- N |
B i s T T i i o S o T Ji I

Chunk Fl ags:
Set to all zeros on transnit and ignored on receipt.
New Cumul ative TSN: 32 bit u_int

This indicates the new cunulative TSN to the data receiver. Upon
the reception of this value, the data receiver MJST consi der

any nmissing TSNs earlier than or equal to this value as received,
and stop reporting themas gaps in any subsequent SACKs.

StreamN: 16 bit u_int

This field holds a stream nunber that was skipped by this
FWD- TSN.

Stream Sequence-N 16 bit u_int

This field holds the sequence nunber associated with the stream
that was skipped. The stream sequence field holds the |argest
stream sequence nunber in this stream being skipped. The receiver
of the FWD-TSN' s can use the Stream N and Stream Sequence-N fi el ds
to enable delivery of any stranded TSN s that remain on the stream
re-ordering queues. This field MUST NOT report TSN s correspondi ng
to DATA chunks that are marked as unordered. For ordered DATA
chunks this field MJST be filled in.
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3.3. Negotiation of Forward-TSN Supported paraneter
3.3.1. Sending Forward- TSN Supported paramin INIT

I f an SCTP endpoi nt supports the FORWARD TSN chunk, then any tine it
sends an INI'T during association establishnent, it MAY include the
For war d- TSN- supported paraneter in the INNT chunk to indicate this
fact to its peer.

Note that if the endpoint chooses NOT to include the paraneter, then
at no time during the life of the association can it send or process
a FORWARD TSN. It MUST instead act as if it does NOT support the
FORWARD TSN chunk, returning an ERROR to the peer upon receipt of any
FORWARD TSN.

3.3.2. Receipt of Forward- TSN Supported paraneter in INIT or | NI T-ACK

When a receiver of an INIT detects a Forward- TSN- Supported paraneter
and does not support the Forward- TSN chunk type, the receiver MJST
follow the rules defined in Section 3.3.3 of RFC 2960 [2].

When a receiver of an I NI T-ACK detects a Forward- TSN Supported
paraneter and it does not support the Forward- TSN chunk type, the
receiver MJST follow the rules defined in Section 3.3.3 of RFC 2960

[2].

When a receiver of an INIT detects a Forward- TSN- Supported paraneter
and it does support the Forward- TSN chunk type, the receiver MAY
respond with a Forward- TSN-supported paraneter in the | N T- ACK chunk

Note that if the endpoint chooses NOT to include the parameter, then
at no time during the life of the association can it send or process
a FORWARD TSN. It MUST instead act as if it does NOT support the
FORWARD TSN chunk, returning an ERROR to the peer upon receipt of any
FORWARD TSN.

When an endpoi nt that supports the FORWARD TSN chunk receives an INIT
that does not contain the Forward- TSN- Supported Paraneter, that
endpoi nt :

0 MAY include the Forward- TSN- Supported paraneter in the | N T-ACK,

0 SHOULD record the fact that the peer does not support the FORWARD
TSN chunk,

0 MJST NOT send a FORWARD TSN chunk at any tinme during the
associations life,

0 SHOULD i nformthe upper layer if the upper |ayer has requested
such notification

Stewart, et al. St andards Track [ Page 7]



RFC 3758 SCTP Partial Reliability Extension May 2004

3.3.3. Receipt of Op. Error for Forward- TSN Supported Param

3.

4.

VWhen an SCTP endpoint that desires to use the FORWARD TSN chunk
feature for partially reliable data transfer receives an operationa
error fromthe renote endpoint (either bundled with the COXIE or as
an unrecogni zed paraneter in the INIT-ACK), indicating that the
renot e endpoi nt does not recogni ze the Forward- TSN- Support ed
paraneter, the |ocal endpoint SHOULD informits upper |ayer of the
renote endpoint’s inability to support partially reliable data
transfer.

The | ocal endpoint nmay then choose to either

1) end the initiation process (in cases where the initiation process
has al ready ended, the endpoint may need to send an ABORT) in
consideration of the peer’s inability to supply the requested
features for the new association, or

2) continue the initiation process (in cases where the initiation
process has already conpleted, the endpoint MJST just mark the
associ ation as not supporting partial reliability), but with the
understandi ng that partially reliable data transm ssion is not
supported. In this case, the endpoint receiving the operationa
error SHOULD note that the FORWARD TSN chunk is not supported, and
MUST NOT transnit a FORWARD TSN chunk at any tine during the life
of the association

Definition of "abandoned" in the context of PR-SCTP

At sone point, a sending PR-SCTP inplenentation MAY determ ne that a
particul ar data chunk SHOULD NOT be transmitted or retransnmitted
further, in accordance with the rul es governing sone particul ar PR
SCTP service definition (such as the definition of "tined
reliability" in Section 4.1.) For purposes of this docunent, we
define the term "abandoned" to refer to any data chunk about which
the SCTP sender has nade this determ nation

Each PR-SCTP service defines the rules for determ ning when a TSN is
"abandoned”, and accordingly, the rules that govern how, whether, and
when to "abandon" a TSN may vary from one service definition to

anot her. However, the rules governing the actions taken when a TSN

i s "abandoned" do NOT vary between service definitions; these rules
are included in Section 3.5.
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3. 5.

Sender Side |Inplenentation of PR SCTP

The sender side inplenmentation of PR-SCTP is identical to that of the
base SCTP protocol, except for

(o]

Al)

A2)

A3)

A4)

actions a sending side PR-SCTP inplenmentation nust take when a TSN
i s "abandoned" (as per the rules of whatever PR-SCTP service
definition is in effect)

speci al actions that a PR-SCTP inpl ementati on nust take upon
recei pt of SACK

rul es governing the generation of FORWARD TSN chunks.

detail, these exceptions are as foll ows:

The sender maintains an "Advanced. Peer. Ack. Point" for each peer
to track a theoretical cunulative TSN point of the peer (Note,
this is a _new_ protocol variable and its value is NOT
necessarily the same as the SCTP "Cunul ative TSN Ack Point" as
defined in Section 1.4 of RFC 2960 [2], and as discussed

t hroughout that document.)

Fromtinme to tine, as governed by the rules of a particular PR
SCTP service definition (see Section 4), the SCTP data sender nay
make a determ nation that a particular data chunk that has

al ready been assigned a TSN SHOULD be "abandoned".

When a data chunk is "abandoned", the sender MJST treat the data
chunk as being finally acked and no | onger outstanding.

The sender MJUST NOT credit an "abandoned"” data chunk to the
partial bytes _acked as defined in Section 7.2.2 of RFC 2960 [2],
and MJUST NOT advance the cwnd based on this "abandoned" data
chunk.

When a TSN is "abandoned", if it is part of a fragnented nessage,
all other TSN's within that fragnented nessage MJST be abandoned
at the sane tine.

Whenever the data sender receives a SACK fromthe data receiver
it MJUST first process the SACK using the normal procedures as
defined in Section 6.2.1 of RFC 2960 [2].
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The data sender MJST then performthe follow ng additional steps:

Cl) Let SackCumAck be the Cunul ative TSN ACK carried in the
recei ved SACK

I f (Advanced. Peer. Ack. Poi nt < SackCumAck), then update
Advanced. Peer. Ack. Point to be equal to SackCumAck

C2) Try to further advance the "Advanced. Peer. Ack. Point" locally,
that is, to nove "Advanced. Peer. Ack. Point" up as long as the
chunk next in the out-queue space is marked as "abandoned",
as shown in the foll owi ng exanpl e:

Assumi ng that a SACK arrived with the Cunul ati ve TSN ACK =
102 and t he Advanced. Peer. Ack.Point is updated to this

val ue:
out - queue at the end of ==> out - queue after Adv. Ack. Point
nor mal SACK processing | ocal advancenent
Adv. Ack. Pt - > ibé acked ibé acked
103 abandoned 103 abandoned
104 abandoned Adv. Ack. P-> 104 abandoned
105 105
106 acked 106 acked

In this exanple, the data sender successfully advanced the
"Advanced. Peer. Ack. Point" from 102 to 104 | ocally.

C3) If, after step Cl1L and C2, the "Advanced. Peer. Ack.Point" is
greater than the Cunul ative TSN ACK carried in the received
SACK, the data sender MJST send the data receiver a FORWARD
TSN chunk containing the | atest value of the
"Advanced. Peer. Ack. Point". Note that the sender MAY del ay
the sending of a FORWARD TSN as defined in rule F2 bel ow
| MPLEMENTATI ON NOTE: It is an inplenmentation decision as to
whi ch destination address it is to be sent to, the only
restriction being that the address MJST be one that is
CONFI RMVED.

C4) For each "abandoned" TSN, the sender of the FORWARD TSN MJST
determine if the chunk has a valid stream and sequence number
(i.e., it was ordered). |If the chunk has a valid stream and
sequence nunber, the sender MJST include the stream and
sequence nunber in the FORWARD TSN. This information wll
enabl e the receiver to easily find any stranded TSN s waiting
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AS)

on streamreorder queues. FEach stream SHOULD only be
reported once; this neans that if multiple abandoned nessages
occur in the same stream then only the hi ghest abandoned
stream sequence nunber is reported. |If the total size of the
FORWARD TSN does NOT fit in a single MIU, then the sender of
the FORWARD TSN SHOULD | ower the Advanced. Peer. Ack. Point to
the last TSN that will fit in a single MU

C5) If a FORWARD TSN i s sent, the sender MJST assure that at
| east one T3-rtx timer is running. | MPLEVENTATI ON NOTE: Any
destination’s tinmer may be used for the purposes of rule C5.

Any tinme the T3-rtx timer expires, on any destination, the sender
SHOULD try to advance the "Advanced. Peer. Ack. Poi nt" by foll ow ng
the procedures outlined in C - C5.

The foll owi ng additional rules govern the generati on of FORWARD TSN
chunks:

F1)

F2)

F3)

An endpoi nt MJST NOT use the FORWARD TSN for any purposes other
than circunstances described in this docunent.

The data sender SHOULD al ways attenpt to bundl e an out goi ng
FORWARD TSN wi t h out bound DATA chunks for efficiency.

A sender MAY even choose to delay the sending of the FORWARD TSN
in the hope of bundling it with an outbound DATA chunk.

| MPLEMENTATI ON NOTE: An inplenmentation nay wish to linit the
number of duplicate FORWARD TSN chunks it sends by either only
sendi ng a duplicate FORMARD TSN every other SACK or waiting a
full RTT before sending a duplicate FORMRD TSN.

| MPLEMENTATI ON NOTE: An i npl enentati on may all ow t he maxi num
del ay for generating a FORWARD TSN to be configured either
statically or dynamically in order to neet the specific timng
requi renents of the protocol being carried, but see the next
rul e:

Any del ay applied to the sending of FORWARD TSN chunk SHOULD NOT
exceed 200nms and MUST NOT exceed 500nms. |In other words, an

i mpl ement ati on MAY | ower this val ue bel ow 500nms but MJST NOT
raise it above 500ms.

NOTE: Del ayi ng the sendi ng of FORWARD TSN chunks may cause del ays
in the receiver’s ability to deliver other data being held at the
receiver for re-ordering. The values of 200ns and 500ns natch
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the required values for the del ayed acknow edgenent in RFC 2960
[2] since delaying a FORMARD TSN has the same consequences but in
the reverse direction.

F4) The detection criterion for out-of-order SACKs MJST renmin the
same as stated in RFC 2960, that is, a SACKis only considered
out-of-order if the Cunulative TSN ACK carried in the SACK is
earlier than that of the previous received SACK (i.e., the
compari son MJUST NOT be made agai nst "Advanced. Peer. Ack. Point").

F5) If the decision to "abandon" a chunk is nade, no matter how such
a decision is nade, the appropriate congestion adjustnent MJST be
made as specified in RFC 2960 if the chunk woul d have been marked
for retransmission later (e.g., either by T3-Tineout or by Fast
Retransmt).

3.6. Receiver Side Inplenentation of PR SCTP

The receiver side inplementation of PR-SCTP at an SCTP endpoint Ais
capabl e of supporting any PR-SCTP service definition used by the
sender at endpoint B, even if that service definition is not
supported by the sending side functionality of host A. Al that is
necessary is that the receiving side correctly handl e the Forward-
TSN Supported paraneter as specified in Section 3.3, and correctly
handl e the recei pt of FORWARD TSN chunks as specified bel ow.

DATA chunk arrival at a PR-SCTP receiver proceeds exactly as for DATA
chunk arrival at a base protocol SCTP receiver---that is, the

recei ver MJST performthe sane TSN handling, including duplicate
detection, gap detection, SACK generation, cunul ative TSN
advancenent, etc. as defined in RFC 2960 [2]---with the follow ng
exceptions and additi ons.

When a FORWARD TSN chunk arrives, the data receiver MJST first update
its curmul ative TSN point to the value carried in the FORWARD TSN
chunk, and then MJST further advance its cunulative TSN point |ocally
if possible, as shown by the follow ng exanpl e:

Assum ng that the new cunul ative TSN carried in the arrived
FORWARD TSN i s 103:

i n-queue before processing i n-queue after processing
t he FORWARD TSN ==> the FORWARD TSN and further
advancenent
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cum TSN. Pt -> 102 recei ved 102 --
103 mi ssing 103 --
104 received 104 --
105 recei ved cum TSN. Pt -> 105 recei ved
106 mi ssing 106 mi ssing
107 recei ved 107 recei ved

In this example, the receiver’s cunulative TSN point is first
updated to 103 and then further advanced to 105

After the above processing, the data receiver MJST stop reporting any
m ssing TSNs earlier than or equal to the new cunmul ative TSN point.

Note, if the "New Curul ative TSN' value carried in the arrived
FORWARD TSN chunk is found to be behind or at the current cunul ative
TSN point, the data receiver MJST treat this FORWARD TSN as out - of -
date and MUST NOT update its Cumul ative TSN. The receiver SHOULD
send a SACK to its peer (the sender of the FORWARD TSN) since such a
duplicate may indicate the previous SACK was | ost in the network.

Any time a FORWARD TSN chunk arrives, for the purposes of sending a
SACK, the receiver MIST follow the sanme rules as if a DATA chunk had
been received (i.e., followthe del ayed sack rules specified in RFC
2960 [2] section 6.2).

VWhenever a DATA chunk arrives with the 'U bit set to 0 (indicating
ordered delivery) and is out of order, the receiver nust hold the
chunk for reordering. Since it is possible with PR-SCTP that a DATA
chunk being waited upon will not be retransnmitted, special actions
will need to be taken upon the arrival of a FORWARD TSN.

In particular, during processing of a FORWARD TSN, the receiver MJST
use the stream sequence infornmation to examne all of the listed
streamreordering queues, and i medi ately make avail able for delivery
stream sequence nunbers earlier than or equal to the stream sequence
nunber |isted inside the FORMARD TSN. Any such stranded data SHOULD
be made i medi ately available to the upper |ayer application

An application using PR SCTP receiving data shoul d be aware of
possi bl e m ssing nessages. The stream sequence nunber can be used,
in such a case, to deternine that an interveni ng nessage has been

ski pped. Wen intervening nessages are mssing, it is an application
deci sion to process the nessages or to take sonme other corrective
action.
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After receiving and processing a FORWARD TSN, the data receiver MJST
take cautions in updating its re-assenbly queue. The receiver MJST
renove any partially reassenbl ed nessage, which is still m ssing one
or nore TSNs earlier than or equal to the new cunul ative TSN point.
In the event that the receiver has invoked the partial delivery API,
a notification SHOULD al so be generated to informthe upper |ayer AP
that the message being partially delivered will NOT be conpleted

Note that after receiving a FORMRD TSN and updating the cumul ative
acknow edgenent point, if a TSN that was ski pped does arrive (i.e.,
due to network reordering), then the receiver will follow the nornal
rules defined in RFC 2960 [2] for handling duplicate data. This
inplies that the receiver will drop the chunk and report it as a
duplicate in the next outbound SACK chunk.

4. Services provided by PR-SCTP to the upper |ayer

As described in Section 1.2, it is feasible to inplement a variety of
partially reliable transport services using the new protoco

mechani sms i ntroduced in Section 3; introducing these new services
requi res maki ng changes only at the sending side API, and the sending
side protocol inplenentation. Thus, there nay be a tenptation to
standardi ze only the protocol, and | eave the service definition as
"inmpl enentation specific" or leave it to be defined in
"informational " docunents.

However, for those who may wish to wite | ETF standards for upper

| ayer protocols inplenmented over PR-SCTP, it is inportant to be able
to refer to a standard definition of services provided. Therefore,
this section provides exanple definitions of one such service, while
al so providing guidelines for the definition of additional services
as required. Each such service may be proposed as a separate new
RFC.

Section 4 is organi zed as foll ows:

0 Section 4.1 provides the definition of one specific PR SCTP
service: tined reliability.

0 Section 4.2 describes how a particular PR SCTP service definition
is requested by the upper |ayer during association establishnment,
and how the upper layer is notified if that request cannot be
sati sfi ed.

0 Section 4.3 then provides guidelines for the specification of PR
SCTP services other then the one defined in this nmeno.
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o Finally, Section 4.4 describes sonme additional usage notes that
upper |ayer protocol designers and inplenmentors may find hel pful

4.1. PR-SCTP Service Definition for "tined reliability"

The "timed reliability" service is a natural extension of the
"l'ifetime" concept already present in the base SCTP protocol

VWhen this service is requested for an SCTP association, it changes
the nmeaning of the lifetinme paraneter specified in the SEND primtive
(see Section 10.1, part (E) of RFC 2960 [2]; note that the paraneter
is spelled "life tinme" in that docunent.)

In the base SCTP protocol, the lifetime paraneter is used to avoid
sending stale data. Wien a lifetime value is indicated for a
particul ar nessage and that lifetinme expires, SCTP cancels the
sendi ng of this nmessage, and notifies the ULP if the first

transm ssion of the data does not take place (because of rwnd or cwnd
limtations, or for any other reason). However, in the base
protocol, if SCTP has sent the first transmi ssion before the lifetine
expires, then the nmessage MJUST be sent as a normal reliable nessage.
During epi sodes of congestion this is particularly unfortunate, as
retransm ssion wastes bandwi dth that coul d have been used for other
(non-lifetinme expired) messages.

VWhen the "timed reliability" service is invoked, this latter
restriction is renoved. Specifically, when the "tinmed reliability”
service is in effect, the followi ng rules govern all nessages that
are sent with a lifetine paraneter:

TR1) If the lifetine paraneter of a nessage is SCTP_LI FETI ME_RELI ABLE
(or unspecified see Section 5), that nessage is treated as a
normal reliable SCTP message, just as in the base SCTP protocol

TR2) If the lifetinme paraneter is not SCTP_LIFETI ME_RELI ABLE (see
Section 5), then the SCTP sender MUST treat the nessage just as
if it were a normal reliable SCTP nmessage, as long as the
lifetime has not yet expired.

TR3) Before assigning a TSN to any nessage, the SCTP sender MJST
evaluate the lifetine of that nessage. |If it is expired, the
SCTP sender MUST NOT assign a TSN to that nmessage, but instead,
SHOULD i ssue a notification to the upper |ayer and abandon the
nessage

TR4) Before transnmitting or retransmtting a nessage for which a TSN

is already assigned, the SCTP sender MJST evaluate the lifetine
of the message. |If the lifetine of the nmessage is expired, the
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SCTP sender MUST "abandon" the nessage, as per the rules
specified in Section 3.5 marking that TSN as eligible for
forward TSN. Note that this neets the requirenent GL defined in
Section 4.3. | MPLEMENTATI ON NOTE: An i npl enent ati on SHOULD
del ay TSN assignnent as nentioned in RFC 2960 [2] Section 10.1
In such a case, the lifetine paraneter should be checked BEFORE
assigning a TSN, thus allow ng a nessage to be abandoned wi t hout
the need to send a FORWARD TSN.

TR5) The sending SCTP MAY eval uate the lifetine of nessages at
anytinme. Expired nessages that have not been assigned a TSN MAY
be handl ed as per rule TR3. Expired nessages that HAVE been
assigned a TSN MAY be handl ed as per rule TR4.

TR6) The sending application MIST NOT change the |lifetinme parameter
once the nessage is passed to the sending SCTP.

I mpl enentati on Note: Rules TRl through TR4 are designed in such a way
as to avoid requiring the inplementer to maintain a separate timer
for each message; instead, the lifetine need only be eval uated at
points in the life of the message where actions are already being
taken, such as TSN assi gnnment, transm ssion, or expiration of a
retransmssion tineout. Rule TR5 is intended to give the SCTP
implementor flexibility to evaluate lifetime at any other convenient
opportunity, WTHOUT requiring that lifetime be evaluated i medi ately
at the point in time where it expires.

4.2. PR SCTP Associ ati on Establishnment

An upper |ayer protocol (ULP) that uses PR-SCTP nay need to know
whet her PR-SCTP can be supported on a given association. Therefore,
the ULP needs to have sone indication of whether the FORWARD- TSN
chunk is supported by its peer

Section 10.1 of RFC 2960 [2] describes abstract primtives for the
ULP-to-SCTP interface, while noting that "individual inplenentations
must define their own exact format, and rmay provi de conbi nati ons or
subsets of the basic functions in single calls."

In this section, we describe one additional return value that may be
added to the ASSCOCI ATE primtive to allow an SCTP service user to
i ndi cate whether the FORWARD- TSN chunk i s supported by its peer

RFC 2960 indicates that the ASSOCI ATE primtive "allows the upper

layer to initiate an association to a specific peer endpoint™. It is
structured as foll ows:
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Format : ASSOCI ATE(| ocal SCTP instance name, destination transport
addr, outbound stream count)
-> association id [,destination transport addr |ist]
[, out bound stream count]

Thi s extensi on adds one new OPTI ONAL return val ue, such that the new
primtive reads as foll ows:

Format : ASSOCI ATE(| ocal SCTP instance name, destination transport
addr, outbound stream count )
-> association id [,destination transport addr |ist]
[, outbound stream count] [,forward tsn supported]

NOTE: As per RFC 2960, if the ASSOCI ATE primtive is inplemented as a
non- bl ocking call, the new OPTIONAL return value shall be passed with
the associ ati on paraneters using the COVWUNI CATION UP notification

The new OPTI ONAL paraneter "forward tsn supported” is a bool ean fl ag:

(0) false [default] indicates that FORWARD TSN i s not enabl ed by both
endpoi nt s.

(1) true indicates that FORWARD TSN i s enabl ed on bot h endpoi nts.

W also add a new primtive to allow the user application to enabl e/
di sabl e the PR-SCTP service on its endpoint before an association is
est abl i shed.

Format : ENABLE PRSCTP(| ocal SCTP instance nane, bool ean enabl e)

The bool ean paranmeter enable, if set to true, will enable PR SCTP
upon future endpoint associations. |If the bool ean parameter is set
to false, then the local endpoint will not advertise support of PR-
SCTP and thus disable the feature on future associations. It is
recomended that this option be disabled by default, i.e., in order
to enable PR-SCTP, the user will need to call this APl option with
the enable flag set to "true".

4.3. Cuidelines for defining other PR-SCTP Services

O her PR-SCTP services nmay be defined and i npl enmented as dictated by

the needs of upper layer protocols. |If such upper |ayer protocols
are to be standardi zed and require sonme particul ar PR-SCTP service
other than the one defined in this docunment (i.e., "timed

reliability"), then those additional PR-SCTP services should al so be
specified and standardi zed in a new RFC.
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It is suggested that any such additional service definitions be
nmodel ed after the contents of Section 4.1. |In particular, the
service definition should provide

1. A description of how the service user specifies any paraneters
that need to be associated with a particul ar nessage (and/or any
ot her conmuni cation that takes place between the application and
the SCTP transport sender) that provides the SCTP transport sender
with the informati on needed to determ ne when to give up on
transm ssion of a particul ar nessage.

Preferably, this description should reference the primtives in
the abstract APl provided in Section 10 of RFC 2960 [ 2],
i ndi cating any:

* changes to the interpretation of the existing paraneters of
existing printives,

* additional paranmeters to be added to existing primtives (these
shoul d be OPTIONAL, and default val ues shoul d be indicated),

* additional prinmtives that nay be needed.

2. A description of the rules used by the sender side inplenentation
to determ ne when to give up on nessages that have not yet been
assigned a TSN. This description should al so indicate what
protocol events trigger the evaluation, and what actions to take
(e.g., notifications.)

3. A description of the rules used by the sender side inplenmentation
to determ ne when to give up on the transmi ssion or retransmn ssion
of messages that have already been assigned a TSN, and may have
been transmitted and possibly retransmtted zero or nore tines.

Itenms (2) and (3) in the list above should al so i ndicate what
protocol events trigger the evaluation, and what actions to take if
the determination is nade that the sender should give up on
transmtting the message (e.g., notifications to the ULP.)

Note that in any PR-SCTP service, the follow ng rule MIST be
specified to avoid a protocol deadl ock

(Gl) When the sender side inplenentation gives up on transmitting a
message that has been assigned a TSN (i.e., when that nessage is
"abandoned”, as defined in Section 3.4), the sender side MJST
mark that TSN as eligible for forward TSN, and the rules in
Section 3.4 regarding the sending of FORWARD TSN chunks MJUST be
fol | owed.
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Finally, a PR-SCTP service definition should specify a "canonica
service name" to uniquely identify the service, and distinguish it
fromother PR SCTP services. This nane can then be used in upper

| ayer protocol standards to indicate which PR SCTP service definition
is required by that upper |layer protocol. It can also be used in the
docunentati on of APIs of PR-SCTP inplenmentations to indicate how an
upper |ayer indicates which definition of PR-SCTP service should
apply. The canonical service nane for the PR SCTP service defined in
Section 4.1 is "timed reliability".

4.4, Usage Notes

Detecting mssing data in a PR-SCTP streamis useful for sone
applications (e.g., Fibre channel or SCSI over IP). Wth PR SCTP
this becomes possible - the upper |ayer sinply needs to exam ne the
stream sequence nunber of the arrived user nessages of that streamto
detect any missing data. Note, this detection only works when al

the nmessages on that streamare sent in order, i.e., the "U' bit is
not set.

5. Variabl es
This section defines variables used throughout this docunent:

SCTP_LI FETI ME_RELI ABLE - A user interface indication defined by an
i mpl ementation and used to indicate when a nmessage is to be
considered fully reliable.
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7. Security Considerations

Thi s docunent does not introduce any new security concerns to SCTP
other than the ones already docunented in RFC 2960 [2]. In
particul ar, this document shares the same security issues as
unordered data within RFC 2960 [2] identified by RFC 3436 [4]. An
application using the PR-SCTP extension shoul d not use transport

| ayer security; further details can be found in RFC 3436 [4].

Note that the ability to cause a message to be skipped (i.e, the
FORWARD TSN chunk) does not provide any new attack for a Man-1n-the-
Mddle (MM, since the MMalready is capabl e of changi ng and/ or

wi t hhol di ng data, thus effectively skipping nmessages. However, the
FORWARD TSN chunk does provide a mechanismto nmake it easier for a
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M Mto skip selective nmessages when the application has this feature
enabl ed since the MM would have | ess state to maintain.

8. | ANA Consi derations
I ANA has assigned 192 as a new chunk type to SCTP.

I ANA has assigned 49152 as a new paraneter type code to SCTP.
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11. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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