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Thi s docunent defines the Extensible Authentication Protocol (EAP)

an aut hentication framework which supports nultiple authentication
met hods. EAP typically runs directly over data link |ayers such as
Poi nt-to-Poi nt Protocol (PPP) or |EEE 802, without requiring |IP. EAP
provides its own support for duplicate elinination and

retransm ssion, but is reliant on | ower |ayer ordering guarantees.
Fragmentation is not supported within EAP itself; however, individua
EAP net hods may support this.

Thi s docunent obsol etes RFC 2284. A sumary of the changes between
thi s docunent and RFC 2284 is available in Appendix A
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1. Introduction

Thi s docunent defines the Extensible Authentication Protocol (EAP)

an aut hentication framework which supports nultiple authentication
met hods. EAP typically runs directly over data link |layers such as
Poi nt -t o- Poi nt Protocol (PPP) or |EEE 802, without requiring |IP. EAP
provides its own support for duplicate elimnation and
retransmission, but is reliant on | ower |ayer ordering guarantees.
Fragnmentation is not supported within EAP itself; however, individua
EAP net hods may support this.

EAP may be used on dedicated links, as well as switched circuits, and
wired as well as wireless links. To date, EAP has been i npl enent ed
with hosts and routers that connect via switched circuits or dial-up
lines using PPP [RFC1661]. It has also been inplenented with
switches and access points using | EEE 802 [| EEE-802]. EAP

encapsul ation on | EEE 802 wired nedia is described in [|EEE-802.1X]
and encapsul ation on | EEE wirel ess LANs in [|EEE-802.11i].

One of the advantages of the EAP architecture is its flexibility.

EAP is used to select a specific authentication nechanism typically
after the authenticator requests nore information in order to
determne the specific authentication nethod to be used. Rather than
requiring the authenticator to be updated to support each new

aut henti cati on met hod, EAP pernits the use of a backend

aut henti cation server, which may inplenent sone or all authentication
met hods, with the authenticator acting as a pass-through for sone or
all nethods and peers.

Wthin this docunent, authenticator requirements apply regardl ess of
whet her the authenticator is operating as a pass-through or not.
Where the requirenent is neant to apply to either the authenticator
or backend authentication server, depending on where the EAP
authentication is termnated, the term"EAP server" will be used.
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1.1. Specification of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification. The key words "MJST", "MJST NOI", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

1.2. Term nol ogy
Thi s docunent frequently uses the follow ng terns:

aut henti cat or
The end of the link initiating EAP authentication. The term
authenticator is used in [|I EEE-802.1X], and has the same meaning
in this docunent.

peer
The end of the link that responds to the authenticator. In
[ EEE-802. 1X], this end is known as the Supplicant.

Suppl i cant
The end of the link that responds to the authenticator in [|EEE-
802.1X]. In this docunent, this end of the link is called the
peer.

backend aut hentication server
A backend authentication server is an entity that provides an
aut hentication service to an authenticator. Wen used, this
server typically executes EAP nethods for the authenticator. This
terminology is also used in [|EEE-802. 1X].

AAA
Aut henti cation, Authorization, and Accounting. AAA protocols with
EAP support include RADI US [ RFC3579] and Di aneter [DIAMEAP]. In
this docunment, the ternms "AAA server" and "backend aut hentication
server" are used interchangeably.

D spl ayabl e Message
This is interpreted to be a hunan readabl e string of characters.
The nessage encoding MJST follow the UTF-8 transfornation fornat
[ RFC2279] .
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EAP server
The entity that term nates the EAP authentication method with the
peer. In the case where no backend authentication server is used,
the EAP server is part of the authenticator. |In the case where
the aut henticator operates in pass-through node, the EAP server is
| ocated on the backend authentication server

Silently Discard
This means the inplementation discards the packet wi thout further
processing. The inplenmentati on SHOULD provide the capability of
| oggi ng the event, including the contents of the silently
di scarded packet, and SHOULD record the event in a statistics
counter.

Successful Authentication
In the context of this docunent, "successful authentication" is an
exchange of EAP nessages, as a result of which the authenticator
decides to allow access by the peer, and the peer decides to use
this access. The authenticator’s decision typically involves both
aut henti cati on and authori zation aspects; the peer may
successfully authenticate to the authenticator, but access may be
deni ed by the authenticator due to policy reasons.

Message Integrity Check (MQ
A keyed hash function used for authentication and integrity
protection of data. This is usually called a Message
Aut henti cati on Code (MAC), but | EEE 802 specifications (and this
docunent) use the acronym M C to avoid confusion wth Mdium
Access Control

Crypt ographi ¢ Separation
Two keys (x and y) are "cryptographically separate” if an
adversary that knows all nessages exchanged in the protocol cannot
conpute x fromy or y fromx wi thout "breaking" sone cryptographic
assunption. In particular, this definition allows that the
adversary has the know edge of all nonces sent in cleartext, as
well as all predictable counter values used in the protocol
Breaki ng a cryptographic assunption would typically require
inverting a one-way function or predicting the outcome of a
crypt ogr aphi ¢ pseudo-random nunber generator without know edge of
the secret state. 1In other words, if the keys are
cryptographically separate, there is no shortcut to conpute x from
y or y fromx, but the work an adversary rmust do to performthis
computation is equivalent to perform ng an exhaustive search for
the secret state val ue.
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Mast er Sessi on Key (MSK)
Keying material that is derived between the EAP peer and server
and exported by the EAP nmethod. The MSK is at |east 64 octets in
length. In existing inplenmentations, a AAA server acting as an
EAP server transports the MSK to the authenticator.

Ext ended Master Session Key (EMSK)
Addi tional keying material derived between the EAP client and
server that is exported by the EAP nethod. The EMSK is at | east
64 octets in length. The EMSK is not shared with the
aut henticator or any other third party. The EMSK is reserved for
future uses that are not defined yet.

Resul t indications
A method provides result indications if after the nethod s | ast
message i s sent and received:

1) The peer is aware of whether it has authenticated the server,
as well as whether the server has authenticated it.

2) The server is aware of whether it has authenticated the peer,
as well as whether the peer has authenticated it.

In the case where successful authentication is sufficient to

aut hori ze access, then the peer and authenticator will also know if
the other party is willing to provide or accept access. This may not
al ways be the case. An authenticated peer nmay be deni ed access due
to lack of authorization (e.g., session limt) or other reasons.
Since the EAP exchange is run between the peer and the server, other
nodes (such as AAA proxies) nay also affect the authorization
decision. This is discussed in nore detail in Section 7.16

1.3. Applicability

EAP was designed for use in network access authentication, where |IP
| ayer connectivity may not be available. Use of EAP for other
pur poses, such as bulk data transport, is NOT RECOMVENDED.

Si nce EAP does not require IP connectivity, it provides just enough
support for the reliable transport of authentication protocols, and
no nore.

EAP is a | ock-step protocol which only supports a single packet in

flight. As a result, EAP cannot efficiently transport bul k data,
unli ke transport protocols such as TCP [RFC793] or SCTP [ RFC2960] .
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Wi | e EAP provi des support for retransmi ssion, it assunmes ordering
guarantees provided by the | ower |ayer, so out of order reception is
not support ed.

Si nce EAP does not support fragmentation and reassenbly, EAP
aut henti cati on nmet hods generating payl oads | arger than the nininmum
EAP MIU need to provide fragnentation support.

Wi | e aut henticati on nethods such as EAP-TLS [ RFC2716] provide
support for fragnentation and reassenbly, the EAP nethods defined in
this docunment do not. As a result, if the EAP packet size exceeds
the EAP MU of the link, these nmethods will encounter difficulties.

EAP authentication is initiated by the server (authenticator),
wher eas many authentication protocols are initiated by the client
(peer). As aresult, it may be necessary for an authentication
algorithmto add one or two additional nessages (at nobst one
roundtrip) in order to run over EAP

VWhere certificate-based authentication is supported, the number of
addi tional roundtrips may be nmuch |arger due to fragmentation of
certificate chains. In general, a fragnmented EAP packet will require
as many round-trips to send as there are fragnents. For exanple, a
certificate chain 14960 octets in size would require ten round-trips
to send with a 1496 octet EAP MIU

VWhere EAP runs over a lower layer in which significant packet loss is
experienced, or where the connection between the authenticator and
aut henti cation server experiences significant packet |oss, EAP

met hods requiring many round-trips can experience difficulties. In
these situations, use of EAP nethods with fewer roundtrips is
advi sabl e.

2. Extensible Authentication Protocol (EAP)
The EAP aut hentication exchange proceeds as foll ows:

[1] The authenticator sends a Request to authenticate the peer. The
Request has a Type field to indicate what is being requested.
Exampl es of Request Types include Identity, MD5-challenge, etc.
The MD5-chal | enge Type corresponds closely to the CHAP
aut henti cation protocol [RFC1994]. Typically, the authenticator
will send an initial ldentity Request; however, an initia
ldentity Request is not required, and MAY be bypassed. For
exanple, the identity may not be required where it is deterni ned
by the port to which the peer has connected (leased |ines,
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[2]

[3]

[4]

dedi cated switch or dial-up ports), or where the identity is
obt ai ned in another fashion (via calling station identity or MAC
address, in the Nanme field of the MD5-Chall enge Response, etc.).

The peer sends a Response packet in reply to a valid Request. As
with the Request packet, the Response packet contains a Type
field, which corresponds to the Type field of the Request.

The authenticator sends an additional Request packet, and the
peer replies with a Response. The sequence of Requests and
Responses continues as |ong as needed. EAP is a 'l ock step
protocol, so that other than the initial Request, a new Request
cannot be sent prior to receiving a valid Response. The
authenticator is responsible for retransmtting requests as
described in Section 4.1. After a suitable nunber of
retransm ssions, the authenticator SHOULD end the EAP
conversation. The authenticator MJST NOT send a Success or
Fai |l ure packet when retransnmitting or when it fails to get a
response fromthe peer

The conversation continues until the authenticator cannot

aut henticate the peer (unacceptabl e Responses to one or nore
Requests), in which case the authenticator inplenmentation MJST
transmt an EAP Failure (Code 4). Alternatively, the

aut henti cati on conversation can continue until the authenticator
determ nes that successful authentication has occurred, in which
case the authenticator MJST transmt an EAP Success (Code 3).

Advant ages:

(]

Aboba,

The EAP protocol can support multiple authenticati on nechanisns
wi t hout having to pre-negotiate a particul ar one.

Net wor k Access Server (NAS) devices (e.g., a switch or access
poi nt) do not have to understand each authentication nmethod and
MAY act as a pass-through agent for a backend authentication
server. Support for pass-through is optional. An authenticator
MAY aut henticate |ocal peers, while at the same time acting as a
pass-through for non-local peers and authentication nmethods it
does not inplenent |ocally.

Separation of the authenticator fromthe backend authentication

server sinplifies credentials nanagenent and policy decision
maki ng.

et al. St andards Track [ Page 8]



RFC 3748 EAP June 2004

D sadvant ages:

o For use in PPP, EAP requires the addition of a new authentication
Type to PPP LCP and thus PPP inplenentations will need to be
nmodified to use it. It also strays fromthe previous PPP
aut henti cati on nodel of negotiating a specific authentication
mechani smduring LCP. Sinilarly, switch or access point
i mpl ement ati ons need to support [|EEE-802.1X] in order to use EAP

o0 \Where the authenticator is separate fromthe backend
aut hentication server, this conplicates the security anal ysis and,
i f needed, key distribution.

2.1. Support for Sequences

An EAP conversation MAY utilize a sequence of nethods. A common
exanple of this is an Identity request followed by a single EAP

aut henti cation method such as an MD5- Chal | enge. However, the peer
and authenticator MJST utilize only one authentication nmethod (Type 4
or greater) within an EAP conversation, after which the authenticator
MJST send a Success or Failure packet.

Once a peer has sent a Response of the sane Type as the initial
Request, an authenticator MJUST NOT send a Request of a different Type
prior to conpletion of the final round of a given method (with the
exception of a Notification-Request) and MJUST NOT send a Request for
an additional nethod of any Type after conmpletion of the initia

aut henti cation nmethod; a peer receiving such Requests MJST treat them
as invalid, and silently discard them As a result, ldentity Requery
is not supported.

A peer MJUST NOT send a Nak (| egacy or expanded) in reply to a Request
after an initial non-Nak Response has been sent. Since spoofed EAP
Request packets may be sent by an attacker, an authenticator

recei ving an unexpected Nak SHOULD discard it and | og the event.

Mul tipl e authentication nethods wi thin an EAP conversation are not
supported due to their vulnerability to man-in-the-m ddl e attacks
(see Section 7.4) and incompatibility with existing inplenentations.

Where a single EAP authentication nethod is utilized, but other

met hods are run within it (a "tunneled" method), the prohibition

agai nst nultiple authentication nmethods does not apply. Such
"tunnel ed" nethods appear as a single authentication nethod to EAP
Backward compatibility can be provided, since a peer not supporting a
"tunnel ed" nethod can reply to the initial EAP-Request with a Nak
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(l egacy or expanded). To address security vulnerabilities,
"tunnel ed" methods MUST support protection against man-in-the-niddle
att acks.

2.2. EAP Ml tiplexing Mde

Conceptual Iy, EAP inpl enentations consist of the follow ng
component s:

[a] Lower layer. The lower layer is responsible for transmtting and
recei ving EAP franes between the peer and authenticator. EAP has
been run over a variety of lower |ayers including PPP, wired | EEE
802 LANs [| EEE-802.1X], |EEE 802.11 wireless LANs [I| EEE-802.11],
UDP (L2TP [ RFC2661] and I KEv2 [IKEv2]), and TCP [PIC]. Lower
| ayer behavior is discussed in Section 3.

[b] EAP layer. The EAP | ayer receives and transnmits EAP packets via
the | ower layer, inplements duplicate detection and
retransm ssion, and delivers and receives EAP nessages to and
fromthe EAP peer and authenticator |ayers.

[c] EAP peer and authenticator |ayers. Based on the Code field, the
EAP | ayer demrultipl exes i ncom ng EAP packets to the EAP peer and
aut henticator |ayers. Typically, an EAP inplenmentation on a
gi ven host will support either peer or authenticator
functionality, but it is possible for a host to act as both an
EAP peer and authenticator. 1In such an inplenmentation both EAP
peer and authenticator layers will be present.

[d] EAP nethod | ayers. EAP nethods inplenent the authentication
al gorithms and receive and transmt EAP nessages via the EAP peer
and authenticator layers. Since fragnentation support is not
provided by EAP itself, this is the responsibility of EAP
met hods, which are discussed in Section 5

The EAP nultiplexing nodel is illustrated in Figure 1 below. Note

that there is no requirenent that an inplenentation conformto this
model , as long as the on-the-wire behavior is consistent with it.
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Figure 1: EAP Multipl exi ng Mode

Wthin EAP, the Code field functions nuch |ike a protocol nunber in
IP. It is assuned that the EAP | ayer demultipl exes incom ng EAP
packets according to the Code field. Received EAP packets with
Code=1 (Request), 3 (Success), and 4 (Failure) are delivered by the
EAP | ayer to the EAP peer layer, if inplenented. EAP packets with
Code=2 (Response) are delivered to the EAP authenticator |ayer, if

i mpl enmrent ed.

Wthin EAP, the Type field functions nuch |ike a port nunber in UDP
or TCP. It is assuned that the EAP peer and authenticator |ayers
demul ti pl ex i ncom ng EAP packets according to their Type, and deliver
themonly to the EAP nethod corresponding to that Type. An EAP

met hod i npl enentati on on a host may register to receive packets from
the peer or authenticator |ayers, or both, depending on which role(s)
it supports.

Si nce EAP aut hentication nethods nmay wi sh to access the ldentity,

i mpl ement ati ons SHOULD nake the ldentity Request and Response
accessible to authentication nmethods (Types 4 or greater), in
addition to the Identity method. The ldentity Type is discussed in
Section 5. 1.
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A Notification Response is only used as confirmation that the peer
received the Notification Request, not that it has processed it, or
di spl ayed the nessage to the user. It cannot be assuned that the
contents of the Notification Request or Response are available to
anot her method. The Notification Type is discussed in Section 5. 2.

Nak (Type 3) or Expanded Nak (Type 254) are utilized for the purposes
of method negotiation. Peers respond to an initial EAP Request for
an unacceptable Type with a Nak Response (Type 3) or Expanded Nak
Response (Type 254). It cannot be assuned that the contents of the
Nak Response(s) are available to another nethod. The Nak Type(s) are
di scussed in Section 5. 3.

EAP packets with Codes of Success or Failure do not include a Type
field, and are not delivered to an EAP nethod. Success and Failure
are di scussed in Section 4. 2.

G ven these considerations, the Success, Failure, Nak Response(s),
and Notification Request/Response nmessages MJST NOT be used to carry
data destined for delivery to other EAP nethods.

2.3. Pass-Through Behavi or

When operating as a "pass-through authenticator", an authenticator
performs checks on the Code, ldentifier, and Length fields as
described in Section 4.1. It forwards EAP packets received fromthe
peer and destined to its authenticator |ayer to the backend

aut hentication server; packets received fromthe backend

aut hentication server destined to the peer are forwarded to it.

A host receiving an EAP packet may only do one of three things with
it: act onit, dropit, or forward it. The forwarding decision is
typically based only on exam nation of the Code, ldentifier, and
Length fields. A pass-through authenticator inplenmentation MIST be
capabl e of forwardi ng EAP packets received fromthe peer with Code=2
(Response) to the backend authentication server. It also MJST be
capabl e of receiving EAP packets fromthe backend aut hentication
server and forwardi ng EAP packets of Code=1 (Request), Code=3
(Success), and Code=4 (Failure) to the peer

Unl ess the authenticator inplenents one or nore authentication

met hods | ocal ly which support the authenticator role, the EAP nethod
| ayer header fields (Type, Type-Data) are not exanined as part of the
forwardi ng decision. Were the authenticator supports |oca

aut henti cation methods, it MAY exam ne the Type field to determ ne
whet her to act on the packet itself or forward it. Conpliant pass-

t hrough aut henticator inplenmentations MJST by default forward EAP
packets of any Type.
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EAP packets received with Code=1 (Request), Code=3 (Success), and
Code=4 (Failure) are denultiplexed by the EAP | ayer and delivered to
the peer layer. Therefore, unless a host inplenments an EAP peer

| ayer, these packets will be silently discarded. Simlarly, EAP
packets received with Code=2 (Response) are denultipl exed by the EAP
| ayer and delivered to the authenticator layer. Therefore, unless a
host inplenents an EAP authenticator |ayer, these packets will be
silently discarded. The behavior of a "pass-through peer" is
undefined within this specification, and is unsupported by AAA
protocol s such as RADI US [ RFC3579] and Di aneter [ DI AM EAP].

The forwarding nmodel is illustrated in Figure 2.

Peer Pass-t hrough Aut henti cator Aut hent i cati on

Server

s s
I I I I
| EAP et hod | | EAP et hod |
I v I I " I
e I e s s I S S S S I e I
I ! | |EAP | EAP | | ! I
| ! | | Peer | Auth.| EAP Auth | | ! |
| EAP | peer| | [ e + | | EAP ! Aut h. |
I ! (. | ! I ! (. ! I
R S S N S B S R e T i R S S N S
| ! [ ! | ! [ ! |
| EAP !l ayer| | EAP !l ayer| EAP !layer | | EAP !l ayer|
I ! (. ! I ! (. ! I
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Fi gure 2: Pass-through Authenticator

For sessions in which the authenticator acts as a pass-through, it
MUST deternine the outcone of the authentication solely based on the
Accept/ Reject indication sent by the backend authentication server;
the outcome MJST NOT be determ ned by the contents of an EAP packet
sent along with the Accept/Reject indication, or the absence of such
an encapsul at ed EAP packet.
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2.4. Peer-to-Peer Qperation

Since EAP is a peer-to-peer protocol, an independent and sinultaneous
aut hentication may take place in the reverse direction (depending on
the capabilities of the lower layer). Both ends of the link may act

as authenticators and peers at the sane tine. |In this case, it is
necessary for both ends to inplenment EAP authenticator and peer
layers. In addition, the EAP nethod inpl enmentati ons on both peers

must support both authenticator and peer functionality.

Al t hough EAP supports peer-to-peer operation, sone EAP

i mpl ement ati ons, nethods, AAA protocols, and link | ayers nay not
support this. Sone EAP nethods may support asymetric

aut hentication, with one type of credential being required for the
peer and another type for the authenticator. Hosts supporting peer-
to- peer operation with such a nmethod woul d need to be provisioned
with both types of credentials.

For exanple, EAP-TLS [RFC2716] is a client-server protocol in which
distinct certificate profiles are typically utilized for the client
and server. This inplies that a host supporting peer-to-peer

aut hentication with EAP-TLS woul d need to inplenent both the EAP peer
and authenticator |ayers, support both peer and authenticator roles
in the EAP-TLS inpl enentation, and provision certificates appropriate
for each role.

AAA protocol s such as RADI US/ EAP [ RFC3579] and Di aneter EAP [ DI AM
EAP] only support "pass-through authenticator” operation. As noted
in [RFC3579] Section 2.6.2, a RADIUS server responds to an Access-
Request encapsul ati ng an EAP- Request, Success, or Failure packet with
an Access-Reject. There is therefore no support for "pass-through
peer" operation.

Even where a nethod is used which supports nutual authentication and
result indications, several considerations may dictate that two EAP
aut hentications (one in each direction) are required. These include:

[1] Support for bi-directional session key derivation in the | ower
| ayer. Lower layers such as | EEE 802.11 may only support uni-
directional derivation and transport of transient session keys.
For exanple, the group-key handshake defined in [I| EEE-802.11i] is
uni -directional, since in | EEE 802. 11 infrastructure node, only
the Access Point (AP) sends multicast/broadcast traffic. |In |EEE
802. 11 ad hoc node, where either peer may send
mul ti cast/broadcast traffic, two uni-directional group-key
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3.

3.

exchanges are required. Due to limtations of the design, this
also inplies the need for unicast key derivations and EAP net hod
exchanges to occur in each direction

[2] Support for tie-breaking in the |ower layer. Lower |ayers such
as | EEE 802. 11 ad hoc do not support "tie breaking" wherein two
hosts initiating authentication with each other will only go
forward with a single authentication. This inplies that even if
802. 11 were to support a bi-directional group-key handshake, then
two aut hentications, one in each direction, mght still occur

[3] Peer policy satisfaction. EAP nethods nmay support result
i ndi cations, enabling the peer to indicate to the EAP server
within the nethod that it successfully authenticated the EAP
server, as well as for the server to indicate that it has
aut henticated the peer. However, a pass-through authenticator
will not be aware that the peer has accepted the credentials
of fered by the EAP server, unless this information is provided to
the authenticator via the AAA protocol. The authenticator SHOULD
interpret the receipt of a key attribute within an Accept packet
as an indication that the peer has successfully authenticated the
server.

However, it is possible that the EAP peer’s access policy was nhot
satisfied during the initial EAP exchange, even though rnutual

aut henti cation occurred. For exanple, the EAP authenticator nay not
have denonstrated authorization to act in both peer and authenticator
roles. As aresult, the peer may require an additiona

authentication in the reverse direction, even if the peer provided an
i ndi cation that the EAP server had successfully authenticated to it.

Lower Layer Behavi or
1. Lower Layer Requirenents
EAP rmakes the follow ng assunptions about |ower |ayers:

[1] Unreliable transport. |In EAP, the authenticator retransnits
Requests that have not yet received Responses so that EAP does
not assune that |lower layers are reliable. Since EAP defines its
own retransm ssion behavior, it is possible (though undesirable)
for retransmission to occur both in the | ower |ayer and the EAP
| ayer when EAP is run over a reliable | ower |ayer.
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Not e that EAP Success and Failure packets are not retransnitted.
Wthout a reliable lower layer, and with a non-negligible error rate,
these packets can be lost, resulting in tineouts. It is therefore
desirable for inplenentations to inprove their resilience to | oss of
EAP Success or Failure packets, as described in Section 4. 2.

[2] Lower layer error detection. Wile EAP does not assume that the
lower layer is reliable, it does rely on |ower |ayer error
detection (e.g., CRC, Checksum MC, etc.). EAP methods may not
include a MC, or if they do, it may not be conputed over all the
fields in the EAP packet, such as the Code, ldentifier, Length,
or Type fields. As a result, without |ower |ayer error
detection, undetected errors could creep into the EAP | ayer or
EAP met hod | ayer header fields, resulting in authentication
failures.

For exanple, EAP TLS [ RFC2716], which conputes its M C over the
Type-Data field only, regards MC validation failures as a fata
error. Wthout |lower |ayer error detection, this nethod, and
others like it, will not performreliably.

[3] Lower |ayer security. EAP does not require |lower |layers to
provi de security services such as per-packet confidentiality,
authentication, integrity, and replay protection. However, where
these security services are avail able, EAP nethods supporting Key
Derivation (see Section 7.2.1) can be used to provide dynanic
keying material. This makes it possible to bind the EAP
aut hentication to subsequent data and protect agai nst data
nmodi fi cation, spoofing, or replay. See Section 7.1 for details.

[4] Mninum MIU. EAP is capable of functioning on |ower |ayers that
provi de an EAP MIU size of 1020 octets or greater.

EAP does not support path MIU di scovery, and fragnentation and
reassenbly is not supported by EAP, nor by the methods defined in
this specification: Identity (1), Notification (2), Nak Response
(3), MD5-Challenge (4), One Tinme Password (5), Generic Token Card
(6), and expanded Nak Response (254) Types.

Typically, the EAP peer obtains information on the EAP MIU from
the |l ower layers and sets the EAP frane size to an appropriate
val ue. Were the authenticator operates in pass-through node,
the authentication server does not have a direct way of
determning the EAP MIU, and therefore relies on the
authenticator to provide it with this information, such as via
the Franed-MIU attribute, as described in [ RFC3579], Section 2.4.
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[5]

[ 6]

Aboba,

Wi | e net hods such as EAP-TLS [ RFC2716] support fragnmentation and
reassenbly, EAP nethods originally designed for use wthin PPP
where a 1500 octet MIU is guaranteed for control frames (see

[ RFC1661], Section 6.1) may |lack fragnmentation and reassenbly
features.

EAP net hods can assune a nini nrum EAP MIU of 1020 octets in the
absence of other information. EAP nethods SHOULD i ncl ude support
for fragnentation and reassenbly if their payl oads can be | arger
than this mni mum EAP Mru

EAP is a | ock-step protocol, which inplies a certain inefficiency
when handling fragmentation and reassenbly. Therefore, if the

| ower |ayer supports fragnentation and reassenbly (such as where
EAP is transported over 1P), it may be preferable for
fragnmentation and reassenbly to occur in the |ower |ayer rather
than in EAP. This can be acconplished by providing an
artificially large EAP MIU to EAP, causing fragmentation and
reassenbly to be handled within the | ower |ayer

Possi bl e duplication. Were the lower layer is reliable, it wll
provide the EAP layer with a non-duplicated stream of packets.
However, while it is desirable that |ower |ayers provide for
non-duplication, this is not a requirenent. The Identifier field
provi des both the peer and authenticator with the ability to

det ect duplicates.

Ordering guarantees. EAP does not require the lIdentifier to be
nmonotonically increasing, and so is reliant on | ower |ayer
ordering guarantees for correct operation. EAP was originally
defined to run on PPP, and [ RFC1661] Section 1 has an ordering
requirenent:

"The Point-to-Point Protocol is designed for sinple links
whi ch transport packets between two peers. These |inks
provi de full-dupl ex simultaneous bi-directional operation,
and are assuned to deliver packets in order."

Lower | ayer transports for EAP MJST preserve ordering between a
source and destination at a given priority level (the ordering
guar antee provided by [| EEE-802]).

Reordering, if it occurs, will typically result in an EAP

aut hentication failure, causing EAP authentication to be re-run.
In an environnent in which reordering is likely, it is therefore
expected that EAP authentication failures will be common. It is
RECOMVENDED t hat EAP only be run over |ower |ayers that provide
ordering guarantees; running EAP over raw | P or UDP transport is
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NOT RECOMMENDED. Encapsul ation of EAP within RADI US [ RFC3579]
satisfies ordering requirenents, since RADIUS is a "l ockstep"
protocol that delivers packets in order

3.2. EAP Usage Wthin PPP

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link first sends LCP packets to configure the data
l'ink during the Link Establishnent phase. After the |link has been
establ i shed, PPP provides for an optional Authentication phase before
proceeding to the Network-Layer Protocol phase.

By default, authentication is not nandatory. |f authentication of
the link is desired, an inplenentati on MIST specify the

Aut henti cation Protocol Configuration Option during the Link

Est abl i shnent phase.

If the identity of the peer has been established in the
Aut henti cation phase, the server can use that identity in the
sel ection of options for the follow ng network |ayer negotiations.

When i npl emented within PPP, EAP does not select a specific

aut henti cati on mechani smat the PPP Link Control Phase, but rather
postpones this until the Authentication Phase. This allows the

aut henticator to request nore information before determining the
speci fic authentication nechanism This also permits the use of a
"backend" server which actually inplenments the various mechani snms
whil e the PPP authenticator nerely passes through the authentication
exchange. The PPP Link Establishnment and Aut hentication phases, and
the Aut hentication Protocol Configuration Option, are defined in The
Poi nt -t o- Poi nt Protocol (PPP) [RFCL1661].

3.2.1. PPP Configuration Option Format
A sunmary of the PPP Authentication Protocol Configuration Option
format to negotiate EAP follows. The fields are transmtted from
left to right.
Exact|ly one EAP packet is encapsulated in the Information field of a

PPP Data Link Layer franme where the protocol field indicates type hex
C227 (PPP EAP)
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Type | Lengt h | Aut henti cation Protocol
i i i T i I S i e s o o i i

Type
3
Length
4
Aut henti cati on Protoco
C227 (Hex) for Extensible Authentication Protocol (EAP)
3.3. EAP Usage Wthin | EEE 802

The encapsul ati on of EAP over |EEE 802 is defined in [|EEE-802.1X].
The | EEE 802 encapsul ati on of EAP does not involve PPP, and | EEE

802. 1X does not include support for link or network |ayer
negotiations. As a result, within | EEE 802.1X, it is not possible to
negoti ate non- EAP aut henti cati on nmechani sns, such as PAP or CHAP

[ RFC1994] .

3.4. Lower Layer Indications

The reliability and security of |ower layer indications is dependent
on the lower layer. Since EAP is nedia independent, the presence or
absence of |ower |ayer security is not taken into account in the
processi ng of EAP messages.

To inprove reliability, if a peer receives a |lower |ayer success

i ndication as defined in Section 7.2, it MAY conclude that a Success
packet has been | ost, and behave as if it had actually received a
Success packet. This includes choosing to ignore the Success in sone
circunstances as described in Section 4.2.

A discussion of sone reliability and security issues with | ower |ayer
i ndications in PPP, | EEE 802 wired networks, and | EEE 802.11 wirel ess
LANs can be found in the Security Considerations, Section 7.12.

After EAP authentication is conplete, the peer will typically
transmt and receive data via the authenticator. It is desirable to
provi de assurance that the entities transmtting data are the sane
ones that successfully conpl eted EAP authentication. To acconplish
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this, it is necessary for the | ower |layer to provide per-packet
integrity, authentication and replay protection, and to bind these
per - packet services to the keys derived during EAP aut hentication

O herwise, it is possible for subsequent data traffic to be nodifi ed,
spoof ed, or replayed.

Where keying material for the | ower layer ciphersuite is itself
provi ded by EAP, ciphersuite negotiation and key activation are
controlled by the lower layer. In PPP, ciphersuites are negotiated
within ECP so that it is not possible to use keys derived from EAP
aut hentication until the conpletion of ECP. Therefore, an initia
EAP exchange cannot be protected by a PPP ciphersuite, although EAP
re-aut hentication can be protected.

In I EEE 802 nedia, initial key activation also typically occurs after
conpl etion of EAP authentication. Therefore an initial EAP exchange
typically cannot be protected by the | ower |ayer ciphersuite,

al though an EAP re-authentication or pre-authentication exchange can
be protected.

4, EAP Packet For mat

A summary of the EAP packet format is shown below. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Code | Ildentifier | Length |
I S i o T s S S S e s s T
| Data ..

+- - - -+
Code

The Code field is one octet and identifies the Type of EAP packet.
EAP Codes are assigned as foll ows:

1 Request
2 Response
3 Success
4 Fail ure

Si nce EAP only defines Codes 1-4, EAP packets with other codes
MJST be silently discarded by both authenticators and peers.
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Identifier

The ldentifier field is one octet and aids in matching Responses
wi th Requests.

Lengt h

The Length field is two octets and indicates the Iength, in
octets, of the EAP packet including the Code, ldentifier, Length,
and Data fields. Octets outside the range of the Length field
shoul d be treated as Data Link Layer paddi ng and MJST be i gnored
upon reception. A nessage with the Length field set to a val ue

| arger than the nunmber of received octets MJST be silently

di scar ded

Dat a

The Data field is zero or nbre octets. The fornmat of the Data
field is deternined by the Code field.

4.1. Request and Response
Description

The Request packet (Code field set to 1) is sent by the

aut henticator to the peer. Each Request has a Type field which
serves to indicate what is being requested. Additional Request
packets MJST be sent until a valid Response packet is received, an
optional retry counter expires, or a |lower layer failure

i ndication is received.

Retransm tted Requests MJUST be sent with the sane ldentifier value
in order to distinguish themfromnew Requests. The content of
the data field is dependent on the Request Type. The peer MJST
send a Response packet in reply to a valid Request packet.
Responses MUST only be sent in reply to a valid Request and never
be retransmitted on a tinmer.

If a peer receives a valid duplicate Request for which it has

al ready sent a Response, it MJST resend its original Response

wi t hout reprocessing the Request. Requests MJST be processed in
the order that they are received, and MJST be processed to their
conmpl etion before inspecting the next Request.

A summary of the Request and Response packet format follows. The
fields are transmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Code | Identifier | Lengt h |
i i i T i I S i e s o o i i
| Type | Type-Data ..

R R el T T e e e e S e
Code

1 for Request
2 for Response

Identifier

The lIdentifier field is one octet. The ldentifier field MJUST be
the sane if a Request packet is retransnmtted due to a tineout
while waiting for a Response. Any new (non-retransm ssion)
Requests MJST nodify the lIdentifier field.

The ldentifier field of the Response MJST match that of the
currently outstanding Request. An authenticator receiving a
Response whose | dentifier value does not match that of the
currently outstandi ng Request MJST silently discard the Response.

In order to avoid confusion between new Requests and

retransm ssions, the ldentifier value chosen for each new Request
need only be different fromthe previous Request, but need not be
unique within the conversation. One way to achieve this is to
start the Identifier at an initial value and increnent it for each
new Request. Initializing the first lIdentifier with a random
nunber rather than starting fromzero is recommended, since it
makes sequence attacks sonewhat nore difficult.

Since the ldentifier space is unique to each session,
authenticators are not restricted to only 256 sinultaneous

aut henti cation conversations. Similarly, with re-authentication,
an EAP conversation might continue over a long period of tine, and
is not limted to only 256 roundtri ps.

I npl enentati on Note: The authenticator is responsible for
retransmtting Request nessages. |f the Request nessage is obtained
from el sewhere (such as froma backend authentication server), then
the authenticator will need to save a copy of the Request in order to
acconplish this. The peer is responsible for detecting and handling
dupl i cat e Request nessages before processing themin any way,

i ncluding passing themon to an outside party. The authenticator is
al so responsi bl e for discardi ng Response nmessages with a non-nat ching
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Identifier value before acting on themin any way, including passing
them on to the backend authentication server for verification. Since
the authenticator can retransmt before receiving a Response fromthe
peer, the authenticator can receive nultiple Responses, each with a
mat ching ldentifier. Until a new Request is received by the

aut henticator, the Identifier value is not updated, so that the

aut henti cator forwards Responses to the backend authentication
server, one at a tine.

Length

The Length field is two octets and indicates the |l ength of the EAP
packet including the Code, ldentifier, Length, Type, and Type-Data
fields. Octets outside the range of the Length field should be
treated as Data Link Layer paddi ng and MJST be ignored upon
reception. A nessage with the Length field set to a value |arger
than the nunber of received octets MJST be silently discarded.

Type

The Type field is one octet. This field indicates the Type of
Request or Response. A single Type MJUST be specified for each EAP
Request or Response. An initial specification of Types follows in
Section 5 of this docunent.

The Type field of a Response MJIST either match that of the
Request, or correspond to a | egacy or Expanded Nak (see Section
5.3) indicating that a Request Type is unacceptable to the peer

A peer MJUST NOT send a Nak (Il egacy or expanded) in response to a
Request, after an initial non-Nak Response has been sent. An EAP
server receiving a Response not neeting these requirenents MJST
silently discard it.

Type- Dat a

The Type-Data field varies with the Type of Request and the
associ at ed Response.

4.2. Success and Failure

The Success packet is sent by the authenticator to the peer after
conpl etion of an EAP authentication nmethod (Type 4 or greater) to
i ndi cate that the peer has authenticated successfully to the

aut henticator. The authenticator MJST transmit an EAP packet with
the Code field set to 3 (Success). |If the authenticator cannot
aut henticate the peer (unacceptabl e Responses to one or nore
Requests), then after unsuccessful conpletion of the EAP nethod in
progress, the inplenentation MJST transnit an EAP packet with the
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Code field set to 4 (Failure). An authenticator MAY wish to issue
mul ti pl e Requests before sending a Failure response in order to allow
for human typing m stakes. Success and Fail ure packets MJST NOT
contain additional data.

Success and Failure packets MJUST NOT be sent by an EAP authenti cator
if the specification of the given nmethod does not explicitly permt
the method to finish at that point. A peer EAP inplenmentation
receiving a Success or Failure packet where sending one is not
explicitly permtted MJST silently discard it. By default, an EAP
peer MJST silently discard a "canned" Success packet (a Success
packet sent immediately upon connection). This ensures that a rogue
authenticator will not be able to bypass mutual authentication by
sendi ng a Success packet prior to conclusion of the EAP nethod
conversati on.

I npl enent ati on Note: Because the Success and Fail ure packets are not
acknow edged, they are not retransmitted by the authenticator, and
may be potentially lost. A peer MIST allow for this circunstance as
described in this note. See also Section 3.4 for guidance on the
processing of |ower |ayer success and failure indications.

As described in Section 2.1, only a single EAP authentication nethod
is allowed within an EAP conversation. EAP methods may i npl ement
result indications. After the authenticator sends a failure result
indication to the peer, regardl ess of the response fromthe peer, it
MJUST subsequently send a Failure packet. After the authenticator
sends a success result indication to the peer and receives a success
result indication fromthe peer, it MJST subsequently send a Success
packet .

On the peer, once the nmethod conpl etes unsuccessfully (that is,
either the authenticator sends a failure result indication, or the
peer decides that it does not want to continue the conversati on,
possibly after sending a failure result indication), the peer MJST
termi nate the conversation and indicate failure to the | ower |ayer
The peer MUST silently discard Success packets and MAY silently

di scard Failure packets. As a result, loss of a Failure packet need
not result in a tineout.

On the peer, after success result indications have been exchanged by
both sides, a Failure packet MJST be silently discarded. The peer
MAY, in the event that an EAP Success is not received, conclude that
the EAP Success packet was | ost and that authentication concl uded
successful ly.
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If the authenticator has not sent a result indication, and the peer
iswilling to continue the conversation, the peer waits for a Success
or Failure packet once the nethod compl etes, and MJST NOT silently
discard either of them |In the event that neither a Success nor
Fai l ure packet is received, the peer SHOULD term nate the
conversation to avoid lengthy tineouts in case the | ost packet was an
EAP Fail ure.

If the peer attenpts to authenticate to the authenticator and fails
to do so, the authenticator MJST send a Failure packet and MJST NOT
grant access by sending a Success packet. However, an authenticator
MAY onmit having the peer authenticate to it in situations where
limted access is offered (e.g., guest access). |In this case, the
aut henti cator MJUST send a Success packet.

Where the peer authenticates successfully to the authenticator, but
the aut henticator does not send a result indication, the

aut henti cator MAY deny access by sending a Failure packet where the
peer is not currently authorized for network access.

A summary of the Success and Failure packet format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Code | ldentifier | Length |
el i I e i it T e e e e i i T o S e e S e T R R

Code

3 for Success
4 for Failure

I dentifier
The ldentifier field is one octet and aids in matching replies to
Responses. The ldentifier field MJUST match the lIdentifier field
of the Response packet that it is sent in response to.

Length

4
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4. 3. Ret r ansnm ssi on Behavi or

Because the authentication process will often involve user input,
sonme care nust be taken when deciding upon retransm ssion strategies
and authentication tinmeouts. By default, where EAP is run over an
unreliable | ower |ayer, the EAP retransm ssion tinmer SHOULD be
dynanically estimted. A maxi numof 3-5 retransnissions is

suggest ed.

When run over a reliable |lower |ayer (e.g., EAP over |SAKMP/ TCP, as
within [PIC]), the authenticator retransmission tiner SHOULD be set
to an infinite value, so that retransm ssions do not occur at the EAP
| ayer. The peer may still maintain a tinmeout value so as to avoid
waiting indefinitely for a Request.

Where the authentication process requires user input, the neasured
round trip times may be determi ned by user responsiveness rather than
networ k characteristics, so that dynanmic RTO estination may not be
hel pful. Instead, the retransnission tiner SHOULD be set so as to
provide sufficient time for the user to respond, with | onger timeouts
required in certain cases, such as where Token Cards (see Section
5.6) are involved.

In order to provide the EAP authenticator with gui dance as to the
appropriate tineout value, a hint can be conmmunicated to the

aut henti cator by the backend authentication server (such as via the
RADI US Session-Tinmeout attribute).

In order to dynamcally estimate the EAP retransm ssion tiner, the
algorithms for the estimation of SRTT, RTTVAR, and RTO described in
[ RFC2988] are RECOMMENDED, including use of Karn's algorithm wth
the follow ng potential nodifications:

[a] In order to avoid synchronization behaviors that can occur with
fixed tiners anong distributed systens, the retransm ssion tiner
is calculated with a jitter by using the RTO val ue and random y
addi ng a val ue drawn between -RTOrin/2 and RTOrin/2. Alternative
calculations to create jitter MAY be used. These MIST be
pseudo-random For a discussion of pseudo-random numnber
generation, see [RFCL750].

[b] When EAP is transported over a single |ink (as opposed to over
the Internet), snaller values of RTGnitial, RTOrin, and RTOrax
MAY be used. Recomended val ues are RTO nitial =1 second,

RTOr n=200ns, and RTOnmax=20 seconds.
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[c] When EAP is transported over a single link (as opposed to over
the Internet), estimtes MAY be done on a per-authenticator
basis, rather than a per-session basis. This enables the
retransm ssion estinmate to nake the nost use of information on
|'i nk-1ayer behavi or

[d] An EAP inplenentati on MAY cl ear SRTT and RTTVAR after backing off
the timer multiple tines, as it is likely that the current SRTT
and RTTVAR are bogus in this situation. Once SRIT and RTTVAR are
cleared, they should be initialized with the next RTT sanple
taken as described in [ RFC2988] equation 2. 2.

5. Initial EAP Request/Response Types

This section defines the initial set of EAP Types used in Request/
Response exchanges. Mre Types may be defined in future docunents.
The Type field is one octet and identifies the structure of an EAP
Request or Response packet. The first 3 Types are consi dered speci al
case Types.

The remai ni ng Types define authentication exchanges. Nak (Type 3) or
Expanded Nak (Type 254) are valid only for Response packets, they
MUST NOT be sent in a Request.

Al'l EAP inpl enentations MIUST support Types 1-4, which are defined in
this docunment, and SHOULD support Type 254. | npl enentations MAY
support other Types defined here or in future RFCs.

ldentity

Noti fi cation

Nak (Response only)
MD5- Chal | enge

One Time Password (OTP)
Generic Token Card (GTQ)
254 Expanded Types

255 Experimental use

OO WNE

EAP met hods MAY support authentication based on shared secrets. |If
the shared secret is a passphrase entered by the user,

i mpl ement ati ons MAY support entering passphrases wi th non-ASCl |
characters. |In this case, the input should be processed using an
appropriate stringprep [ RFC3454] profile, and encoded in octets using
UTF-8 encodi ng [ RFC2279]. A prelininary version of a possible
stringprep profile is described in [ SASLPREP] .
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5.1. ldentity
Descri ption

The ldentity Type is used to query the identity of the peer
General ly, the authenticator will issue this as the initia
Request. An optional displayabl e nessage MAY be included to
pronpt the peer in the case where there is an expectation of
interaction with a user. A Response of Type 1 (ldentity) SHOULD
be sent in Response to a Request with a Type of 1 (ldentity).

Sone EAP i npl ement ati ons pi ggy-back various options into the
Identity Request after a NUL-character. By default, an EAP
i mpl ement ati on SHOULD NOT assunme that an Identity Request or
Response can be | arger than 1020 octets.

It is RECOVWENDED that the lIdentity Response be used primarily for
routing purposes and sel ecting which EAP nethod to use. EAP

Met hods SHOULD i ncl ude a mnet hod- speci fic mechani smfor obtaining
the identity, so that they do not have to rely on the ldentity
Response. ldentity Requests and Responses are sent in cleartext,
so an attacker may snoop on the identity, or even nodify or spoof
identity exchanges. To address these threats, it is preferable
for an EAP nethod to include an identity exchange that supports
per - packet authentication, integrity and replay protection, and
confidentiality. The Identity Response nmay not be the appropriate
identity for the nethod; it nmay have been truncated or obfuscated
so as to provide privacy, or it may have been decorated for
routing purposes. Were the peer is configured to only accept

aut henti cati on nmet hods supporting protected identity exchanges,
the peer MAY provide an abbreviated Identity Response (such as
omtting the peer-name portion of the NAI [RFC2486]). For further
di scussion of identity protection, see Section 7.3.

I npl enent ati on Note: The peer MAY obtain the ldentity via user input.
It is suggested that the authenticator retry the Identity Request in
the case of an invalid Identity or authentication failure to all ow
for potential typos on the part of the user. It is suggested that
the ldentity Request be retried a m nimumof 3 tinmes before

term nating the authentication. The Notification Request MAY be used
to indicate an invalid authentication attenpt prior to transmtting a
new I dentity Request (optionally, the failure MAY be indicated within
the message of the new ldentity Request itself).
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Type
1
Type- Dat a

This field MAY contain a displayable nmessage in the Request,
contai ni ng UTF-8 encoded |1 SO 10646 characters [RFC2279]. \here
the Request contains a null, only the portion of the field prior
to the null is displayed. |If the Identity is unknown, the
Identity Response field should be zero bytes in length. The
Identity Response field MUST NOT be null termnated. |In al
cases, the length of the Type-Data field is derived fromthe
Length field of the Request/Response packet.

Security Cains (see Section 7.2):

Aut h. mechani sm None
Ci phersuite negotiation: No
Mut ual aut henti cati on: No
Integrity protection: No
Repl ay protection: No
Confidentiality: No
Key derivati on: No
Key strength: N A
Dictionary attack prot.: N A
Fast reconnect: No
Crypt. binding: N A
Sessi on i ndependence: N A
Fragnent ati on: No
Channel bi ndi ng: No

5.2. Notification
Description

The Notification Type is optionally used to convey a displayabl e
message fromthe authenticator to the peer. An authenticator MAY
send a Notification Request to the peer at any time when there is
no outstandi ng Request, prior to conpletion of an EAP

aut henti cation nmethod. The peer MJST respond to a Notification
Request with a Notification Response unless the EAP authentication
met hod specification prohibits the use of Notification nmessages.
In any case, a Nak Response MJUST NOT be sent in response to a
Notification Request. Note that the default maxi numlength of a
Notification Request is 1020 octets. By default, this | eaves at
nmost 1015 octets for the human readabl e nmessage.
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An EAP nmethod MAY indicate within its specification that
Notification nessages nust not be sent during that method. |In
this case, the peer MIST silently discard Notification Requests
fromthe point where an initial Request for that Type is answered
with a Response of the sanme Type.

The peer SHOULD display this nmessage to the user or log it if it
cannot be displayed. The Notification Type is intended to provide
an acknow edged notification of some inperative nature, but it is
not an error indication, and therefore does not change the state
of the peer. Exanples include a password with an expiration tine
that is about to expire, an OTP sequence integer which is nearing
0, an authentication failure warning, etc. |n nost circumnstances,
Notification should not be required.

Type
2
Type- Dat a

The Type-Data field in the Request contains a displayabl e nessage
greater than zero octets in |l ength, containing UTF-8 encoded | SO
10646 characters [RFC2279]. The length of the nessage is
determned by the Length field of the Request packet. The nessage
MUST NOT be null terminated. A Response MJST be sent in reply to
the Request with a Type field of 2 (Notification). The Type-Data
field of the Response is zero octets in length. The Response
shoul d be sent i medi ately (independent of how the nessage is

di spl ayed or | ogged).

Security Caims (see Section 7.2):

Aut h. mechani sm None
Ci phersuite negotiation: No
Mut ual aut henticati on: No
Integrity protection: No
Repl ay protection: No
Confidentiality: No
Key derivati on: No
Key strength: N A
Dictionary attack prot.: N A
Fast reconnect: No
Crypt. binding: N A
Sessi on i ndependence: N A
Fragnent ati on: No
Channel bi ndi ng: No
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5.3. Nak
5.3.1. Legacy Nak
Description

The | egacy Nak Type is valid only in Response nessages. It is
sent in reply to a Request where the desired authentication Type

i s unacceptable. Authentication Types are nunbered 4 and above.
The Response contains one or nore authentication Types desired by
the Peer. Type zero (0) is used to indicate that the sender has
no viable alternatives, and therefore the authenticator SHOULD NOT
send anot her Request after receiving a Nak Response containing a
zero val ue.

Since the I egacy Nak Type is valid only in Responses and has very
limted functionality, it MJST NOT be used as a general purpose
error indication, such as for comruni cation of error nessages, or
negoti ati on of paranmeters specific to a particul ar EAP net hod.

Code
2 for Response.
Identifier

The ldentifier field is one octet and aids in matching Responses
with Requests. The ldentifier field of a | egacy Nak Response MJST
match the ldentifier field of the Request packet that it is sent
in response to.

Lengt h
>=06

Type
3

Type- Dat a
Where a peer receives a Request for an unacceptabl e authentication
Type (4-253,255), or a peer |acking support for Expanded Types
receives a Request for Type 254, a Nak Response (Type 3) MJST be
sent. The Type-Data field of the Nak Response (Type 3) MJST
contain one or nore octets indicating the desired authentication

Type(s), one octet per Type, or the value zero (0) to indicate no
proposed alternative. A peer supporting Expanded Types that
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receives a Request for an unacceptabl e authentication Type (4-253,
255) MAY include the value 254 in the Nak Response (Type 3) to
indicate the desire for an Expanded authentication Type. If the
aut henti cator can acconmodate this preference, it will respond
with an Expanded Type Request (Type 254).

Security Cainms (see Section 7.2):

Aut h. nmechani sm None
Ci phersuite negotiation: No
Mut ual aut henticati on: No
Integrity protection: No
Repl ay protection: No
Confidentiality: No
Key derivati on: No
Key strength: N A
Dictionary attack prot.: N A
Fast reconnect: No
Crypt. binding: N A
Sessi on i ndependence: N A
Fragnent ati on: No
Channel bi ndi ng: No

5.3.2. Expanded Nak
Descri ption

The Expanded Nak Type is valid only in Response nessages. It MJST
be sent only in reply to a Request of Type 254 (Expanded Type)
where the authentication Type is unacceptable. The Expanded Nak
Type uses the Expanded Type format itself, and the Response
contains one or nore authentication Types desired by the peer, all
in Expanded Type format. Type zero (0) is used to indicate that
the sender has no viable alternatives. The general fornmat of the
Expanded Type is described in Section 5.7.

Si nce the Expanded Nak Type is valid only in Responses and has
very limted functionality, it MJST NOT be used as a genera
pur pose error indication, such as for comunication of error
nmessages, or negotiation of paraneters specific to a particular
EAP net hod.

Code

2 for Response.
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Identifier

The ldentifier field is one octet and aids in matching Responses
with Requests. The ldentifier field of an Expanded Nak Response
MUST match the Identifier field of the Request packet that it is
sent in response to.

Lengt h
>=20

Type
254

Vendor -1 d
0 (1 ETF)

Vendor - Type
3 (Nak)

Vendor - Dat a
The Expanded Nak Type is only sent when the Request contains an
Expanded Type (254) as defined in Section 5.7. The Vendor-Data
field of the Nak Response MJUST contain one or nore authentication
Types (4 or greater), all in expanded format, 8 octets per Type,
or the value zero (0), also in Expanded Type fornmat, to indicate
no proposed alternative. The desired authentication Types nmay
include a nmixture of Vendor-Specific and | ETF Types. For exanpl e,
an Expanded Nak Response indicating a preference for OTP (Type 5),

and an M T (Vendor-1d=20) Expanded Type of 6 woul d appear as
fol |l ows:
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01234567890123456789012345678901

2 | Identifier |
Type=254 | 0 (I1ETF)
3 (Nak)
Type=254 | 0 (I1ETF)
5 (OTP)
Type=254 | 20 (MT)

6

+—+— +— +— +— +— +— +

Lengt h=28

T A S i Sl S S i T i S S S S S S S T e e

B T T T S i T

B T S S S T S SR A it i S SRS

T S S S i Sl S i i S SIS S S S S S i e

T T I S

B S S S T T S S T S SR S S S

T T S i S S T S S S T S S S S

B T I S T

An Expanded Nak Response indicating a no desired alternative would

appear as foll ows:

0 1 2

3

01234567890123456789012345678901

2 | Identifier |
Type=254 | 0 (1 ETF)
3 (Nak)

Type=254 | 0 (1ETF)

T+ T T+ 4

Security Cainms (see Section 7.2):

Aut h. nmechani sm None
Ci phersuite negoti ation:
Mut ual aut henticati on:
Integrity protection:
Repl ay protection:
Confidentiality:

Key derivati on:

Key strength:

Dictionary attack prot.:
Fast reconnect:

Crypt. binding:

£6<<556565%
> >>
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Lengt h=20

B T T S S T T e

T A S T i S S S T T I S e e e S S

T T i i i S S S T S S S S S e 2
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0 (No alternative)
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Sessi on i ndependence: N A
Fragment ati on: No
Channel bi ndi ng: No

5.4. MD5-Chal | enge
Descri ption

The NMD5- Chal | enge Type is anal ogous to the PPP CHAP protoco

[ RFC1994] (with MD5 as the specified algorithnm. The Request
contains a "challenge" nessage to the peer. A Response MJST be
sent in reply to the Request. The Response MAY be either of Type
4 (NMD5-Chall enge), Nak (Type 3), or Expanded Nak (Type 254). The
Nak reply indicates the peer’s desired authentication Type(s).
EAP peer and EAP server inplenentati ons MJST support the MD5-
Chal | enge nechanism An authenticator that supports only pass-

t hrough MUST al | ow comruni cation with a backend aut hentication
server that is capable of supporting MD5-Chall enge, although the
EAP aut henti cator inplenentation need not support ND5-Chall enge
itself. However, if the EAP authenticator can be configured to
authenticate peers locally (e.g., not operate in pass-through),
then the requirenent for support of the MD5-Chall enge nmechani sm
appl i es.

Note that the use of the Identifier field in the MD5-Chall enge
Type is different fromthat described in [RFC1994]. EAP allows
for retransni ssion of MD5-Chall enge Request packets, while

[ RFC1994] states that both the Identifier and Challenge fields
MJST change each tinme a Chall enge (the CHAP equival ent of the
MD5- Chal | enge Request packet) is sent.

Note: [RFC1994] treats the shared secret as an octet string, and
does not specify howit is entered into the system(or if it is
handl ed by the user at all). EAP NMD5-Chall enge inplenentations
MAY support entering passphrases with non-ASCI| characters. See
Section 5 for instructions how the input should be processed and
encoded into octets.

Type
4
Type- Dat a
The contents of the Type-Data field is summari zed bel ow. For

reference on the use of these fields, see the PPP Chall enge
Handshake Aut hentication Protocol [RFC1994].
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Val ue-Size | Value ...

i i i T i I S i e s o o i i
|  Name ...

s T i T s sl T S i R S R T

Security Cainms (see Section 7.2):

Aut h. mechani sm Password or pre-shared key.
Ci phersuite negotiation: No
Mut ual aut henti cati on: No
Integrity protection: No
Repl ay protection: No
Confidentiality: No
Key derivati on: No
Key strength: N
No
No
\V)
N/
No
No

>

Di ctionary attack prot.:
Fast reconnect:

Crypt. binding:

Sessi on i ndependence:
Fragnent ati on:

Channel bi ndi ng:

> >

5.5. One-Tine Password (OTP)
Descri ption

The One-Tinme Password systemis defined in "A One-Tinme Password
Systent [RFC2289] and "OTP Extended Responses" [RFC2243]. The
Request contains an OTP challenge in the format described in

[ RFC2289]. A Response MUST be sent in reply to the Request. The
Response MJST be of Type 5 (OTP), Nak (Type 3), or Expanded Nak
(Type 254). The Nak Response indicates the peer’s desired

aut henti cation Type(s). The EAP OIP nethod is intended for use
with the One-Time Password systemonly, and MJST NOT be used to
provi de support for cleartext passwords.

Type
5
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Type- Dat a

The Type-Data field contains the OIP "challenge" as a displ ayabl e
message in the Request. In the Response, this field is used for
the 6 words fromthe OTP dictionary [ RFC2289]. The nessages MJST
NOT be null terminated. The length of the field is derived from
the Length field of the Request/Reply packet.

Not e: [RFC2289] does not specify how the secret pass-phrase is
entered by the user, or how the pass-phrase is converted into
octets. EAP OTP inpl enentati ons MAY support entering passphrases
with non-ASCI| characters. See Section 5 for instructions on how
the i nput should be processed and encoded into octets.

Security Cainms (see Section 7.2):

Aut h. mechani sm One-Ti ne Password
Ci phersuite negotiation: No
Mut ual aut henti cati on: No
Integrity protection: No
Repl ay protection: Yes
Confidentiality: No
Key derivati on: No
Key strength: N A
Dictionary attack prot.: No
Fast reconnect: No
Crypt. binding: N A
Sessi on i ndependence: N A
Fragnent ati on: No
Channel bi ndi ng: No

5.6. Ceneric Token Card (GIC)
Description

The Generic Token Card Type is defined for use with various Token
Card i npl enent ati ons which require user input. The Request
contains a displayabl e message and the Response contains the Token
Card information necessary for authentication. Typically, this
woul d be information read by a user fromthe Token card device and
entered as ASCI| text. A Response MJIST be sent in reply to the
Request. The Response MUST be of Type 6 (GIC), Nak (Type 3), or
Expanded Nak (Type 254). The Nak Response indicates the peer’s
desired authentication Type(s). The EAP GIC nethod is intended
for use with the Token Cards supporting chall enge/ response
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aut henti cati on and MJUST NOT be used to provide support for
cl eartext passwords in the absence of a protected tunnel with
server authentication.

Type
6
Type- Dat a

The Type-Data field in the Request contains a displayabl e nessage
greater than zero octets in length. The length of the nmessage is
determined by the Length field of the Request packet. The nessage
MUST NOT be null terminated. A Response MJST be sent in reply to
the Request with a Type field of 6 (CGeneric Token Card). The
Response contains data fromthe Token Card required for
authentication. The length of the data is determ ned by the
Length field of the Response packet.

EAP GIC i npl enent ati ons MAY support entering a response with non-
ASCI| characters. See Section 5 for instructions how the input
shoul d be processed and encoded into octets.

Security Cainms (see Section 7.2):

Aut h. nmechani sm Har dwar e t oken
Ci phersuite negotiation
Miut ual aut hentication
Integrity protection:
Repl ay protection:
Confidentiality:

Key derivati on:

Key strength:
Dictionary attack prot.:
Fast reconnect:

Crypt. binding:

Sessi on i ndependence:
Fragment ati on:

Channel bi ndi ng:

E§6<<5656<56566565%
>> >

5.7. Expanded Types
Descri ption
Since many of the existing uses of EAP are vendor-specific, the

Expanded nethod Type is available to allow vendors to support
their own Expanded Types not suitable for general usage.
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The Expanded Type is also used to expand the gl obal Method Type
space beyond the original 255 values. A Vendor-Id of 0 maps the
ori ginal 255 possible Types onto a space of 2732-1 possible Types.
(Type 0 is only used in a Nak Response to indicate no acceptable
alternative).

An inplenentation that supports the Expanded attribute MJUST treat
EAP Types that are | ess than 256 equival ently, whether they appear
as a single octet or as the 32-bit Vendor-Type w thin an Expanded
Type where Vendor-1d is 0. Peers not equipped to interpret the
Expanded Type MJST send a Nak as described in Section 5.3.1, and
negoti ate a nore suitable authentication nethod.

A summary of the Expanded Type format is shown below. The fields
are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Vendor-1d |
B i s T T i i o S o T Ji I
| Vendor - Type |
i I i S s S ik N R SR

| Vendor dat a. .
T T S i Sk M SRR SRS

Type
254 for Expanded Type
Vendor-1d

The Vendor-1d is 3 octets and represents the SM Network
Managenent Private Enterprise Code of the Vendor in network byte
order, as allocated by IANA. A Vendor-ld of zero is reserved for
use by the I ETF in providing an expanded gl obal EAP Type space.

Vendor - Type

The Vendor-Type field is four octets and represents the vendor-
speci fic nethod Type.

If the Vendor-1d is zero, the Vendor-Type field is an extension
and superset of the existing namespace for EAP Types. The first
256 Types are reserved for conpatibility with single-octet EAP
Types that have al ready been assigned or may be assigned in the
future. Thus, EAP Types from O t hrough 255 are senantically

i dentical, whether they appear as single octet EAP Types or as
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Vendor - Types when Vendor-1d is zero. There is one exception to
this rule: Expanded Nak and Legacy Nak packets share the same
Type, but must be treated differently because they have a
different format.

Vendor - Dat a
The Vendor-Data field is defined by the vendor. Were a Vendor-Id
of zero is present, the Vendor-Data field will be used for
transporting the contents of EAP nethods of Types defined by the
| ETF.

5.8. Experimental

Descri ption
The Experinental Type has no fixed format or content. It is
i ntended for use when experinenting with new EAP Types. This Type
is intended for experinmental and testing purposes. No guarantee

is made for interoperability between peers using this Type, as
outlined in [ RFC3692].

Type
255
Type- Dat a
Undef i ned
6. | ANA Consi derations
Thi s section provides guidance to the Internet Assigned Nunmbers
Authority (1 ANA) regarding registration of values related to the EAP
protocol, in accordance with BCP 26, [RFC2434].

There are two name spaces in EAP that require registration: Packet
Codes and net hod Types.

EAP is not intended as a general -purpose protocol, and allocations
SHOULD NOT be made for purposes unrelated to authentication

The following ternms are used here with the meani ngs defined in BCP
26: "nane space", "assigned value", "registration"

The followi ng policies are used here with the nmeani ngs defined in BCP

26: "Private Use", "First Cone First Served", "Expert Review',
"Specification Required", "IETF Consensus", "Standards Action"
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For registration requests where a Designated Expert should be

consul ted, the responsible | ESG area director should appoint the
Desi gnated Expert. The intention is that any allocation will be
acconpani ed by a published RFC. But in order to allow for the

al l ocation of values prior to the RFC being approved for publication,
the Designated Expert can approve allocations once it seens clear
that an RFC will be published. The Designated expert will post a
request to the EAP Wo mailing list (or a successor designated by the
Area Director) for comrent and review, including an Internet-Draft.
Before a period of 30 days has passed, the Designated Expert wll
either approve or deny the registration request and publish a notice
of the decision to the EAP Wos nailing list or its successor, as well
as informng | ANA. A denial notice must be justified by an

expl anation, and in the cases where it is possible, concrete
suggesti ons on how the request can be nodified so as to becone
accept abl e shoul d be provided.

6.1. Packet Codes

Packet Codes have a range from1l to 255, of which 1-4 have been

al | ocated. Because a new Packet Code has consi derabl e inpact on
interoperability, a new Packet Code requires Standards Action, and
shoul d be allocated starting at 5.

6.2. Method Types

The original EAP nethod Type space has a range from1 to 255, and is
the scarcest resource in EAP, and thus nust be allocated with care.
Met hod Types 1-45 have been allocated, with 20 available for re-use.
Met hod Types 20 and 46-191 nmay be allocated on the advice of a

Desi gnat ed Expert, with Specification Required.

Al l ocation of blocks of nethod Types (nore than one for a given
pur pose) shoul d require | ETF Consensus. EAP Type Val ues 192-253 are
reserved and al l ocation requires Standards Action

Met hod Type 254 is allocated for the Expanded Type. Were the
Vendor-1d field is non-zero, the Expanded Type is used for functions
specific only to one vendor’s inplenentation of EAP, where no
interoperability is deemed useful. Wen used with a Vendor-1d of
zero, nethod Type 254 can al so be used to provide for an expanded

| ETF net hod Type space. Method Type val ues 256-4294967295 nmay be

al l ocated after Type val ues 1-191 have been allocated, on the advice
of a Designated Expert, with Specification Required.

Met hod Type 255 is allocated for Experinental use, such as testing of
new EAP net hods before a pernmanent Type is allocated
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7. Security Considerations

This section defines a generic threat nodel as well as the EAP net hod
security clainms mtigating those threats.

It is expected that the generic threat nodel and corresponding
security clainms will used to define EAP nethod requirenents for use
in specific environments. An exanple of such a requirements anal ysis
is provided in [|I EEE-802. 11i-req]. A security clains section is
required in EAP nethod specifications, so that EAP nethods can be
eval uat ed agai nst the requirenents.

7.1. Threat Model

EAP was devel oped for use with PPP [ RFC1661] and was | ater adapted
for use in wired | EEE 802 networks [l EEE-802] in [I|EEE-802. 1X]
Subsequent |y, EAP has been proposed for use on wirel ess LAN networks
and over the Internet. |In all these situations, it is possible for
an attacker to gain access to links over which EAP packets are
transmtted. For exanple, attacks on tel ephone infrastructure are
docunent ed i n [ DECEPTI QV] .

An attacker with access to the link may carry out a nunber of
attacks, including:

[1] An attacker may try to discover user identities by snooping
aut hentication traffic.

[2] An attacker may try to nodify or spoof EAP packets.

[3] An attacker may | aunch denial of service attacks by spoofing
| ower |ayer indications or Success/Failure packets, by replaying
EAP packets, or by generating packets with overl appi ng
Identifiers.

[4] An attacker may attenpt to recover the pass-phrase by nmounting
an offline dictionary attack.

[5] An attacker may attenpt to convince the peer to connect to an
untrusted network by nmounting a man-in-the-mddle attack

[6] An attacker may attenpt to disrupt the EAP negotiation in order
cause a weak authentication nmethod to be sel ected.

[7] An attacker may attenpt to recover keys by taking advantage of
weak key derivation techni ques used within EAP net hods.
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[8] An attacker may attenpt to take advantage of weak ciphersuites
subsequently used after the EAP conversation is conplete.

[9] An attacker may attenpt to perform downgradi ng attacks on | ower
| ayer ciphersuite negotiation in order to ensure that a weaker
ci phersuite is used subsequently to EAP authentication

[10] An attacker acting as an authenticator nay provide incorrect
information to the EAP peer and/or server via out-of-band
mechani sns (such as via a AAA or |ower |ayer protocol). This
i ncl udes i npersonating another authenticator, or providing
i nconsistent information to the peer and EAP server

Dependi ng on the |l ower |ayer, these attacks may be carried out

wi t hout requiring physical proximty. \Where EAP is used over

wi rel ess networks, EAP packets may be forwarded by authenticators
(e.g., pre-authentication) so that the attacker need not be within
the coverage area of an authenticator in order to carry out an attack
on it or its peers. \Wiere EAP is used over the Internet, attacks may
be carried out at an even greater distance.

7.2. Security Cains

In order to clearly articulate the security provided by an EAP
met hod, EAP net hod specifications MJST include a Security d ains
section, including the foll ow ng decl arati ons:

[a] Mechanism This is a statenent of the authentication technol ogy:
certificates, pre-shared keys, passwords, token cards, etc.

[b] Security claims. This is a statement of the clainmed security
properties of the method, using ternms defined in Section 7.2.1
mut ual authentication, integrity protection, replay protection,
confidentiality, key derivation, dictionary attack resistance,
fast reconnect, cryptographic binding. The Security Cains
section of an EAP net hod specification SHOULD provi de
justification for the clains that are made. This can be
acconpl i shed by including a proof in an Appendix, or including a
reference to a proof.

[c] Key strength. |If the nethod derives keys, then the effective key
strength MJUST be estimated. This estinmate is neant for potentia
users of the method to deternmine if the keys produced are strong
enough for the intended application
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The effective key strength SHOULD be stated as a nunber of bits,
defined as follows: If the effective key strength is N bits, the
best currently known methods to recover the key (w th non-
negligible probability) require, on average, an effort conparable
to 2°(N-1) operations of a typical block cipher. The statenent
SHOULD be acconpani ed by a short rationale, explaining how this
nunber was derived. This explanation SHOULD i ncl ude the
paraneters required to achieve the stated key strength based on
current know edge of the algorithns.

(Note: Although it is difficult to define what "conparable
effort" and "typical block cipher" exactly nean, reasonable
approxi mations are sufficient here. Refer to e.g. [SILVERVAN
for more di scussion.)

The key strength depends on the nethods used to derive the keys.
For instance, if keys are derived froma shared secret (such as a
password or a long-termsecret), and possibly sonme public

i nformati on such as nonces, the effective key strength is linited
by the strength of the Iong-term secret (assuming that the
derivation procedure is conputationally sinple). To take another
exanpl e, when using public key algorithnms, the strength of the
symmetric key depends on the strength of the public keys used.

[d] Description of key hierarchy. EAP nethods deriving keys MJST
either provide a reference to a key hierarchy specification, or
descri be how Master Session Keys (MSKs) and Extended Master
Session Keys (EVMSKs) are to be derived.

[e] Indication of vulnerabilities. |In addition to the security
clains that are made, the specification MIST indicate which of
the security clainms detailed in Section 7.2.1 are NOT bei ng made.

7.2.1. Security Cains Term nol ogy for EAP Met hods

These terns are used to describe the security properties of EAP
met hods:

Protected ci phersuite negotiation
This refers to the ability of an EAP nethod to negotiate the
ci phersuite used to protect the EAP conversation, as well as to
integrity protect the negotiation. It does not refer to the
ability to negotiate the ciphersuite used to protect data.
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Mut ual aut henti cati on
This refers to an EAP nethod in which, within an interl ocked
exchange, the authenticator authenticates the peer and the peer
aut henticates the authenticator. Two independent one-way nethods,
running in opposite directions do not provide nutual
aut henti cation as defined here.

Integrity protection
This refers to providing data origin authentication and protection
agai nst unaut horized nodification of information for EAP packets
(including EAP Requests and Responses). Wen naking this claim a
met hod specification MJST descri be the EAP packets and fields
within the EAP packet that are protected

Repl ay protection
This refers to protection against replay of an EAP nethod or its
messages, including success and failure result indications.

Confidentiality
This refers to encryption of EAP nessages, including EAP Requests
and Responses, and success and failure result indications. A
met hod nmaking this claimMJIST support identity protection (see
Section 7.3).

Key derivation
This refers to the ability of the EAP nethod to derive exportable
keying material, such as the Master Session Key (MSK), and
Ext ended Master Session Key (EMSK). The MsK is used only for
further key derivation, not directly for protection of the EAP
conversation or subsequent data. Use of the EMSK is reserved.

Key strength
If the effective key strength is N bits, the best currently known
met hods to recover the key (with non-negligible probability)
require, on average, an effort conparable to 2*"(N-1) operations of
a typical block cipher.

Dictionary attack resistance
Where password authentication is used, passwords are comonly
selected froma snall set (as conpared to a set of N-bit keys),
whi ch rai ses a concern about dictionary attacks. A nethod nmay be
said to provide protection against dictionary attacks if, when it
uses a password as a secret, the nethod does not allow an offline
attack that has a work factor based on the nunber of passwords in
an attacker’s dictionary.
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Fast reconnect
The ability, in the case where a security association has been
previously established, to create a new or refreshed security
association nore efficiently or in a snaller nunber of round-
trips.

Crypt ogr aphi ¢ bi ndi ng
The denonstration of the EAP peer to the EAP server that a single
entity has acted as the EAP peer for all methods executed within a
tunnel nmethod. Binding MAY also inply that the EAP server
denonstrates to the peer that a single entity has acted as the EAP
server for all methods executed within a tunnel nmethod. |If
executed correctly, binding serves to nitigate man-in-the-mddl e
vul nerabilities.

Sessi on i ndependence
The denonstration that passive attacks (such as capture of the EAP
conversation) or active attacks (including conpronise of the MSK
or EMBK) does not enabl e conpromni se of subsequent or prior MSKs or
EMBKs.

Fragment ati on
This refers to whether an EAP net hod supports fragnentation and
reassenbly. As noted in Section 3.1, EAP net hods shoul d support
fragmentation and reassenbly if EAP packets can exceed the mini num
MIU of 1020 octets.

Channel bi ndi ng
The communi cation within an EAP nethod of integrity-protected
channel properties such as endpoint identifiers which can be
conpared to val ues communi cated via out of band mechani snms (such
as via a AAA or |lower |ayer protocol).

Note: This list of security clains is not exhaustive. Additiona
properties, such as additional denial-of-service protection, may be
rel evant as wel|.

7.3. ldentity Protection

An Identity exchange is optional within the EAP conversation
Therefore, it is possible to onit the Identity exchange entirely, or
to use a nethod-specific identity exchange once a protected channe
has been establi shed.

However, where roamng is supported as described in [ RFC2607], it may
be necessary to |locate the appropriate backend aut hentication server
before the authentication conversation can proceed. The realm
portion of the Network Access ldentifier (NAl) [RFC2486] is typically

Aboba, et al. St andards Track [ Page 46]



RFC 3748 EAP June 2004

i ncluded within the EAP-Response/ldentity in order to enable the

aut henti cati on exchange to be routed to the appropriate backend

aut hentication server. Therefore, while the peer-nanme portion of the
NAI rmay be omitted in the EAP-Response/ldentity where proxies or
relays are present, the real mportion may be required.

It is possible for the identity in the identity response to be
different fromthe identity authenticated by the EAP nethod. This
may be intentional in the case of identity privacy. An EAP et hod
SHOULD use the authenticated identity when naki ng access contro
deci si ons.

7.4. Man-in-the-Mddl e Attacks

VWhere EAP is tunneled within another protocol that omts peer
aut hentication, there exists a potential vulnerability to a man-in-
the-m ddl e attack. For details, see [BINDONG and [MTM.

As noted in Section 2.1, EAP does not permt untunnel ed sequences of

aut henti cati on methods. Were a sequence of EAP authentication

met hods to be permtted, the peer mght not have proof that a single

entity has acted as the authenticator for all EAP nmethods within the

sequence. For exanple, an authenticator mght term nate one EAP

met hod, then forward the next nethod in the sequence to another party
wi t hout the peer’s know edge or consent. Similarly, the

aut henticator m ght not have proof that a single entity has acted as

the peer for all EAP nethods within the sequence.

Tunnel ing EAP wi thin anot her protocol enables an attack by a rogue
EAP aut henticator tunneling EAP to a legitimte server. \Were the
tunneling protocol is used for key establishnment but does not require
peer authentication, an attacker convincing a legitimte peer to
connect to it will be able to tunnel EAP packets to a legitimte
server, successfully authenticating and obtaining the key. This

all ows the attacker to successfully establish itself as a man-in-
the-m ddl e, gaining access to the network, as well as the ability to
decrypt data traffic between the legitinmte peer and server

This attack may be mtigated by the foll ow ng nmeasures:
[a] Requiring nutual authentication within EAP tunneling nechanisns.
[b] Requiring cryptographi c binding between the EAP tunneling
protocol and the tunnel ed EAP net hods. \Where cryptographic
bi nding is supported, a mechanismis al so needed to protect

agai nst downgrade attacks that would bypass it. For further
details on cryptographic binding, see [BIND NG.
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[c] Limiting the EAP nethods authorized for use w thout protection,
based on peer and authenticator policy.

[d] Avoiding the use of tunnels when a single, strong nethod is
avai | abl e.

7.5. Packet Modification Attacks

VWi | e EAP et hods may support per-packet data origin authentication,
integrity, and replay protection, support is not provided within the
EAP | ayer.

Since the Identifier is only a single octet, it is easy to guess,

all owi ng an attacker to successfully inject or replay EAP packets.

An attacker may al so nodify EAP headers (Code, Identifier, Length,
Type) within EAP packets where the header is unprotected. This could
cause packets to be inappropriately discarded or m sinterpreted.

To protect EAP packets against nodification, spoofing, or replay,
met hods supporting protected ciphersuite negotiation, nutua

aut henti cation, and key derivation, as well as integrity and repl ay
protection, are recommended. See Section 7.2.1 for definitions of
these security cl ains.

Met hod- specific M Cs may be used to provide protection. |If a per-
packet M C is enployed within an EAP nethod, then peers,

aut henti cation servers, and authenticators not operating in pass-

t hrough node MUST validate the MC. MC validation failures SHOULD
be 1 ogged. Wether a MC validation failure is considered a fata
error or not is determned by the EAP nethod specification

It is RECOVWENDED t hat nethods providing integrity protection of EAP
packets include coverage of all the EAP header fields, including the
Code, ldentifier, Length, Type, and Type-Data fi el ds.

Si nce EAP nessages of Types ldentity, Notification, and Nak do not
include their own MC, it may be desirable for the EAP nmethod MC to
cover information contained within these nmessages, as well as the
header of each EAP message.

To provide protection, EAP also nmay be encapsulated within a
protected channel created by protocols such as | SAKMP [ RFC2408], as
is done in [IKEv2] or within TLS [ RFC2246]. However, as noted in
Section 7.4, EAP tunneling may result in a man-in-the-mddle

vul nerability.
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Exi sting EAP net hods define nessage integrity checks (MCs) that
cover nore than one EAP packet. For exanple, EAP-TLS [RFC2716]
defines a MC over a TLS record that could be split into multiple
fragments; within the FI NI SHED nessage, the M C is conputed over
previ ous nessages. Were the MC covers nore than one EAP packet, a
M C validation failure is typically considered a fatal error

Wthin EAP-TLS [ RFC2716], a M C validation failure is treated as a
fatal error, since that is what is specified in TLS [ RFC2246].
However, it is also possible to devel op EAP nethods that support
per - packet M Cs, and respond to verification failures by silently
di scardi ng the of fendi ng packet.

In this document, descriptions of EAP nmessage handling assume that
per - packet M C validation, where it occurs, is effectively performnmed
as though it occurs before sending any responses or changing the
state of the host which received the packet.

7.6. Dictionary Attacks

Password aut hentication algorithms such as EAP-MD5, Ms-CHAPv1

[ RFC2433], and Kerberos V [ RFC1510] are known to be vulnerable to
dictionary attacks. Ms-CHAPv1l vulnerabilities are docunmented in

[ PPTPv1]; Ms-CHAPv2 vul nerabilities are docunented in [ PPTPv2];
Kerberos vulnerabilities are described in [ KRBATTACK], [KRBLIM, and
[ KERBAVEAK] .

In order to protect against dictionary attacks, authentication
met hods resistant to dictionary attacks (as defined in Section 7.2.1)
are recomended.

If an authentication algorithmis used that is known to be vul nerable
to dictionary attacks, then the conversation may be tunneled within a
protected channel in order to provide additional protection

However, as noted in Section 7.4, EAP tunneling may result in a man-
in-the-mddle vulnerability, and therefore dictionary attack

resi stant nethods are preferred.

7.7. Connection to an Untrusted Network

Wth EAP nmet hods supporting one-way authentication, such as EAP- MD5,
the peer does not authenticate the authenticator, naking the peer
vul nerable to attack by a rogue authenticator. Methods supporting
mut ual authentication (as defined in Section 7.2.1) address this

vul nerability.

In EAP there is no requirenent that authentication be full duplex or
that the sanme protocol be used in both directions. It is perfectly
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acceptable for different protocols to be used in each direction.

This will, of course, depend on the specific protocols negoti ated.
However, in general, conpleting a single unitary nutua

authentication is preferable to two one-way authentications, one in
each direction. This is because separate authentications that are
not bound cryptographically so as to denonstrate they are part of the
same session are subject to man-in-the-mddle attacks, as discussed
in Section 7.4.

7.8. Negotiation Attacks

In a negotiation attack, the attacker attenpts to convince the peer
and authenticator to negotiate a | ess secure EAP nethod. EAP does
not provide protection for Nak Response packets, although it is
possible for a nethod to include coverage of Nak Responses within a
met hod- specific MC.

Wthin or associated with each authenticator, it is not anticipated
that a particular named peer will support a choice of methods. This
woul d make the peer vulnerable to attacks that negotiate the |east

secure method fromanong a set. Instead, for each naned peer, there
SHOULD be an indication of exactly one nmethod used to authenticate
that peer nane. |f a peer needs to make use of different

aut henti cati on net hods under different circunstances, then distinct
identities SHOULD be enpl oyed, each of which identifies exactly one
aut henti cati on net hod.

7.9. Inplenentation |diosyncrasies

The interaction of EAP with | ower |ayers such as PPP and | EEE 802 are
hi ghly inpl enentati on dependent.

For exanple, upon failure of authentication, sonme PPP inplenentations
do not terminate the link, instead limting traffic in Network-Layer
Protocols to a filtered subset, which in turn allows the peer the
opportunity to update secrets or send nail to the network

adm nistrator indicating a problem Sinmilarly, while an
authentication failure will result in denied access to the controlled
port in [IEEE-802.1X], limted traffic may be pernmitted on the
uncontrol |l ed port.

In EAP there is no provision for retries of failed authentication
However, in PPP the LCP state machine can renegotiate the

aut henti cation protocol at any tinme, thus allowing a new attenpt.
Simlarly, in | EEE 802. 1X the Supplicant or Authenticator can re-
authenticate at any tine. It is recomended that any counters used
for authentication failure not be reset until after successfu

aut henti cation, or subsequent term nation of the failed Iink.
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7.10. Key Derivation

It is possible for the peer and EAP server to nutually authenticate
and derive keys. |In order to provide keying material for use in a
subsequently negotiated ci phersuite, an EAP net hod supporting key
derivati on MUST export a Master Session Key (MSK) of at |east 64
octets, and an Extended Master Session Key (EMSK) of at |east 64
octets. EAP Methods deriving keys MJST provide for mutua

aut henti cati on between the EAP peer and the EAP Server.

The MSK and EMSK MUST NOT be used directly to protect data; however,
they are of sufficient size to enable derivation of a AAA-Key
subsequently used to derive Transient Session Keys (TSKs) for use
with the selected ciphersuite. Each ciphersuite is responsible for
specifying how to derive the TSKs fromthe AAA-Key.

The AAA-Key is derived fromthe keying nmaterial exported by the EAP
met hod (MSK and EMSK). This derivation occurs on the AAA server. In
many exi sting protocols that use EAP, the AAA-Key and MSK are
equi val ent, but nore complicated nechani sns are possible (see

[ KEYFRAME] for details).

EAP net hods SHOULD ensure the freshness of the MSK and EMSK, even in
cases where one party nay not have a high quality random nunber
generator. A RECOMVENDED rnethod is for each party to provide a nonce
of at least 128 bits, used in the derivation of the MSK and EMSK

EAP net hods export the MsSK and EMSK, but not Transient Session Keys
so as to allow EAP nethods to be ciphersuite and nedi a i ndependent.
Keyi ng material exported by EAP net hods MJST be i ndependent of the
ci phersuite negotiated to protect data.

Dependi ng on the | ower |ayer, EAP nethods may run before or after

ci phersuite negotiation, so that the selected ciphersuite may not be
known to the EAP nethod. By providing keying naterial usable with
any ciphersuite, EAP nethods can used with a wi de range of

ci phersuites and nedi a.

In order to preserve algorithmindependence, EAP nethods deriving
keys SHOULD support (and docunent) the protected negotiation of the
ci phersuite used to protect the EAP conversation between the peer and
server. This is distinct fromthe ciphersuite negotiated between the
peer and authenticator, used to protect data.

The strength of Transient Session Keys (TSKs) used to protect data is
ultimtely dependent on the strength of keys generated by the EAP

met hod. | f an EAP nethod cannot produce keying material of
sufficient strength, then the TSKs nay be subject to a brute force

Aboba, et al. St andards Track [ Page 51]



RFC 3748 EAP June 2004

attack. In order to enable deploynents requiring strong keys, EAP
met hods supporting key derivation SHOULD be capabl e of generating an
MBK and EMBK, each with an effective key strength of at |east 128
bits.

Met hods supporting key derivation MIUST denpbnstrate cryptographic
separation between the MSK and EMSK branches of the EAP key

hi erarchy. Wthout violating a fundanmental cryptographic assunption
(such as the non-invertibility of a one-way function), an attacker
recovering the MSK or EMSK MJUST NOT be able to recover the other
quantity with a level of effort |less than brute force

Non- over | appi ng substrings of the MSK MJUST be cryptographically
separate fromeach other, as defined in Section 7.2.1. That is,
know edge of one substring MJST NOT help in recovering sone ot her
substring w thout breaking some hard cryptographic assunption. This
is required because sone existing ciphersuites form TSKs by sinply
splitting the AAA-Key to pieces of appropriate length. Likew se,
non- over | appi ng substrings of the EMSK MJUST be cryptographically
separate from each other, and from substrings of the MK

The EMSK is reserved for future use and MUST renmain on the EAP peer
and EAP server where it is derived; it MJST NOT be transported to, or
shared with, additional parties, or used to derive any other keys.
(This restriction will be relaxed in a future docunent that specifies
how t he EMSK can be used.)

Si nce EAP does not provide for explicit key lifetinme negotiation, EAP
peers, authenticators, and authentication servers MJST be prepared
for situations in which one of the parties discards the key state,

whi ch remains valid on another party.

Thi s specification does not provide detail ed gui dance on how EAP
met hods derive the MSK and EMSK, how the AAA-Key is derived fromthe
MBK and/ or EMBK, or how the TSKs are derived fromthe AAA-Key.

The devel opment and validation of key derivation algorithms is
difficult, and as a result, EAP nmethods SHOULD re-use well

est abli shed and anal yzed nmechani snms for key derivation (such as those
specified in | KE [ RFC2409] or TLS [ RFC2246]), rather than inventing
new ones. EAP nethods SHOULD al so utilize well established and

anal yzed mechani sns for MSK and EMSK derivation. Further details on
EAP Key Derivation are provided wi thin [ KEYFRAME] .
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7.11. Wak Ci phersuites

If after the initial EAP authentication, data packets are sent

wi t hout per-packet authentication, integrity, and replay protection,
an attacker with access to the nedia can inject packets, "flip bits"
within existing packets, replay packets, or even hijack the session
completely. Wthout per-packet confidentiality, it is possible to
snoop data packets.

To protect against data nodification, spoofing, or snooping, it is
recomended that EAP net hods supporting rmutual authentication and key
derivation (as defined by Section 7.2.1) be used, along with | ower

| ayers providing per-packet confidentiality, authentication,
integrity, and replay protection

Additionally, if the |ower |ayer perforns ciphersuite negotiation, it
shoul d be understood that EAP does not provide by itself integrity
protection of that negotiation. Therefore, in order to avoid
downgr adi ng attacks which would | ead to weaker ciphersuites being
used, clients inplenmenting |ower |ayer ciphersuite negotiation SHOULD
protect agai nst negotiation downgradi ng.

Thi s can be done by enabling users to configure which ciphersuites
are acceptable as a matter of security policy, or the ciphersuite
negoti ati on MAY be authenticated using keying naterial derived from
the EAP authentication and a M C al gorithm agreed upon in advance by
| ower -1l ayer peers.

7.12. Link Layer

There are reliability and security issues with link layer indications
in PPP, |EEE 802 LANs, and | EEE 802.11 wirel ess LANs:

[a] PPP. In PPP, link l|ayer indications such as LCP-Term nate (a
link failure indication) and NCP (a |ink success indication) are
not authenticated or integrity protected. They can therefore be
spoofed by an attacker with access to the link

[b] I EEE 802. |EEE 802.1X EAPCL- Start and EAPOL-Logoff franes are
not authenticated or integrity protected. They can therefore be
spoofed by an attacker with access to the link

[c] I EEE 802.11. In |EEE 802.11, link |layer indications include
Di sassoci ate and Deaut henticate frames (link failure
i ndi cations), and the first nessage of the 4-way handshake (Ilink
success indication). These nmessages are not authenticated or
integrity protected, and although they are not forwardable, they
are spoofable by an attacker within range.
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In | EEE 802.11, |EEE 802.1X data franes may be sent as Class 3

uni cast data frames, and are therefore forwardable. This inplies
that while EAPOL-Start and EAPOL- Logoff mnessages may be aut henticated
and integrity protected, they can be spoofed by an authenticated
attacker far fromthe target when "pre-authentication" is enabl ed.

In I EEE 802.11, a "link down" indication is an unreliable indication
of link failure, since wireless signal strength can come and go and
may be influenced by radio frequency interference generated by an
attacker. To avoid unnecessary resets, it is advisable to danp these
i ndi cations, rather than passing themdirectly to the EAP. Since EAP
supports retransmi ssion, it is robust against transient connectivity
| osses.

7.13. Separation of Authenticator and Backend Authentication Server

It is possible for the EAP peer and EAP server to nmutually

aut henticate and derive a AAA-Key for a ciphersuite used to protect
subsequent data traffic. This does not present an issue on the peer,
since the peer and EAP client reside on the same machine; all that is
required is for the client to derive the AAA-Key fromthe MSK and
EMSK exported by the EAP nethod, and to subsequently pass a Transient
Session Key (TSK) to the ciphersuite nodul e.

However, in the case where the authenticator and authentication
server reside on different nmachines, there are several inplications
for security.

[a] Authentication will occur between the peer and the authentication
server, not between the peer and the authenticator. This neans
that it is not possible for the peer to validate the identity of
the authenticator that it is speaking to, using EAP al one.

[b] As discussed in [RFC3579], the authenticator is dependent on the
AAA protocol in order to know the outcone of an authentication
conversation, and does not | ook at the encapsul ated EAP packet
(if one is present) to determine the outcome. |In practice, this
inmplies that the AAA protocol spoken between the authenticator
and aut hentication server MJST support per-packet authentication,
integrity, and replay protection.

[c] After conpletion of the EAP conversation, where | ower |ayer
security services such as per-packet confidentiality,
authentication, integrity, and replay protection will be enabl ed,
a secure association protocol SHOULD be run between the peer and
authenticator in order to provide nmutual authentication between
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the peer and authenticator, guarantee |liveness of transient
session keys, provide protected ciphersuite and capabilities
negoti ati on for subsequent data, and synchroni ze key usage.

[d] A AAA-Key derived fromthe MSK and/ or EMSK negoti at ed between the
peer and authentication server MAY be transnmitted to the
aut henticator. Therefore, a nmechanismneeds to be provided to
transmt the AAA-Key fromthe authentication server to the
aut henticator that needs it. The specification of the AAA-key
derivation, transport, and w appi ng mechani sns i s outside the
scope of this docunent. Further details on AAA-Key Derivation
are provided within [ KEYFRAVE] .

7.14. Ceartext Passwords

Thi s specification does not define a nechanismfor cleartext password
aut hentication. The omssion is intentional. Use of cleartext
passwords woul d all ow the password to be captured by an attacker with
access to a link over which EAP packets are transmitted.

Si nce protocol s encapsul ati ng EAP, such as RADI US [ RFC3579], may not
provide confidentiality, EAP packets may be subsequently encapsul ated
for transport over the Internet where they may be captured by an
attacker.

As a result, cleartext passwords cannot be securely used w thin EAP,
except where encapsul ated within a protected tunnel with server

aut hentication. Sone of the sane risks apply to EAP net hods wit hout
dictionary attack resistance, as defined in Section 7.2.1. For
details, see Section 7.6.

7.15. Channel Binding

It is possible for a conprom sed or poorly inplenmented EAP

aut henticator to comruni cate incorrect information to the EAP peer
and/ or server. This may enable an authenticator to inpersonate
anot her aut henticator or commruni cate incorrect information via out-
of - band mechani sms (such as via a AAA or | ower |ayer protocol).

Where EAP is used in pass-through node, the EAP peer typically does
not verify the identity of the pass-through authenticator, it only
verifies that the pass-through authenticator is trusted by the EAP
server. This creates a potential security vulnerability.

Section 4.3.7 of [RFC3579] describes how an EAP pass-through
authenticator acting as a AAA client can be detected if it attenpts
to i npersonate anot her authenticator (such by sending incorrect NAS-
Identifier [RFC2865], NAS-IP-Address [ RFC2865] or NAS-I| Pv6- Address
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[ RFC3162] attributes via the AAA protocol). However, it is possible
for a pass-through authenticator acting as a AAA client to provide
correct information to the AAA server while comruni cati ng m sl eadi ng
information to the EAP peer via a | ower |ayer protocol

For exanple, it is possible for a conpronised authenticator to
utilize another authenticator’s Called-Station-1d or NAS-ldentifier
in comruni cating with the EAP peer via a | ower |ayer protocol, or for
a pass-through authenticator acting as a AAA client to provide an
incorrect peer Calling-Station-1d [ RFC2865] [ RFC3580] to the AAA
server via the AAA protocol

In order to address this vulnerability, EAP nethods nay support a
prot ected exchange of channel properties such as endpoint
identifiers, including (but not limted to): Called-Station-1d

[ RFC2865] [ RFC3580], Cal ling-Station-1d [ RFC2865] [ RFC3580], NAS-
Identifier [RFC2865], NAS-IP-Address [ RFC2865], and NAS-| Pv6- Address
[ RFC3162] .

Usi ng such a protected exchange, it is possible to match the channe
properties provided by the authenticator via out-of-band nechani sns
agai nst those exchanged within the EAP nethod. Were di screpancies
are found, these SHOULD be | ogged; additional actions MAY al so be
taken, such as denyi ng access.

7. 16. Protected Result |ndications

Wthin EAP, Success and Failure packets are neither acknow edged nor
integrity protected. Result indications inprove resilience to |oss
of Success and Failure packets when EAP is run over |ower |ayers

whi ch do not support retransm ssion or synchronization of the

aut hentication state. |In media such as | EEE 802. 11, which provides
for retransm ssion, as well as synchronization of authentication
state via the 4-way handshake defined in [| EEE-802.11i], additiona
resilience is typically of marginal benefit.

Dependi ng on the method and circunmstances, result indications can be
spoofabl e by an attacker. A method is said to provide protected
result indications if it supports result indications, as well as the
"integrity protection" and "replay protection” clains. A nethod
supporting protected result indications MJST indicate which result

i ndi cations are protected, and which are not.

Protected result indications are not required to protect against
rogue authenticators. Wthin a nmutually authenticating nethod,
requiring that the server authenticate to the peer before the peer
wi Il accept a Success packet prevents an attacker fromacting as a
rogue authenti cator
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However, it is possible for an attacker to forge a Success packet
after the server has authenticated to the peer, but before the peer
has authenticated to the server. |If the peer were to accept the
forged Success packet and attenpt to access the network when it had
not yet successfully authenticated to the server, a denial of service
attack coul d be nmounted against the peer. After such an attack, if
the | ower |ayer supports failure indications, the authenticator can
synchroni ze state with the peer by providing a | ower |ayer failure
indication. See Section 7.12 for details.

If a server were to authenticate the peer and send a Success packet
prior to determ ning whether the peer has authenticated the

aut henticator, an idle timeout can occur if the authenticator is not
aut henticated by the peer. Were supported by the |ower |ayer, an
aut henti cator sensing the absence of the peer can free resources.

In a nethod supporting result indications, a peer that has

aut henticated the server does not consider the authentication
successful until it receives an indication that the server
successfully authenticated it. Simlarly, a server that has
successful ly authenticated the peer does not consider the

aut hentication successful until it receives an indication that the
peer has authenticated the server

In order to avoid synchronization problens, prior to sending a
success result indication, it is desirable for the sender to verify
that sufficient authorization exists for granting access, though, as
di scussed below, this is not always possible.

Wiile result indications nay enabl e synchronization of the

aut hentication result between the peer and server, this does not
guarantee that the peer and authenticator will be synchronized in
terns of their authorization or that tineouts will not occur. For
exanpl e, the EAP server may not be aware of an authorization decision
made by a AAA proxy; the AAA server nay check authorization only
after authentication has conpleted successfully, to discover that
aut hori zati on cannot be granted, or the AAA server may grant access
but the authenticator may be unable to provide it due to a tenporary
| ack of resources. In these situations, synchronization may only be
achi eved via |lower layer result indications.

Success indications nay be explicit or inplicit. For exanple, where
a met hod supports error nessages, an inplicit success indication may
be defined as the reception of a specific message wi thout a preceding
error nessage. Failures are typically indicated explicitly. As
described in Section 4.2, a peer silently discards a Failure packet
received at a point where the nethod does not explicitly permt this
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to be sent. For exanple, a method providing its own error nessages
m ght require the peer to receive an error nessage prior to accepting
a Failure packet.

Per - packet authentication, integrity, and replay protection of result
i ndi cations protects agai nst spoofing. Since protected result

i ndi cations require use of a key for per-packet authentication and
integrity protection, methods supporting protected result indications
MJUST al so support the "key derivation", "mutual authentication”,
"integrity protection", and "replay protection" clains.

Protected result indications address sonme denial -of -service

vul nerabilities due to spoofing of Success and Fail ure packets,
though not all. EAP nethods can typically provide protected result
indications only in sonme circunstances. For exanple, errors can
occur prior to key derivation, and so it may not be possible to
protect all failure indications. It is also possible that result

i ndi cati ons nmay not be supported in both directions or that
synchroni zati on may not be achieved in all npbdes of operation

For exanple, within EAP-TLS [ RFC2716], in the client authentication
handshake, the server authenticates the peer, but does not receive a

protected indication of whether the peer has authenticated it. In
contrast, the peer authenticates the server and is aware of whether
the server has authenticated it. |In the session resunption
handshake, the peer authenticates the server, but does not receive a
protected indication of whether the server has authenticated it. In

this node, the server authenticates the peer and is aware of whether
the peer has authenticated it.

8. Acknow edgenents

This protocol derives nuch of its inspiration from Dave Carrel’s AHA
docunent, as well as the PPP CHAP protocol [RFC1994]. Valuable

f eedback was provi ded by Yoshi hiro Ghba of Toshi ba Arerica Research,
Jari Arkko of Ericsson, Sachin Seth of Mcrosoft, @ en Zorn of C sco
Systens, Jesse Wal ker of Intel, Bill Arbaugh, N ck Petroni and Bryan
Payne of the University of Maryland, Steve Bellovin of AT&T Research,
Paul Funk of Funk Software, Pasi Eronen of Nokia, Joseph Sal owey of
Ci sco, Paul Congdon of HP, and nmenbers of the EAP working group

The use of Security Clains sections for EAP nethods, as required by

Section 7.2 and specified for each EAP nethod described in this
docunent, was inspired by G en Zorn through [ EAP-EVAL].

Aboba, et al. St andards Track [ Page 58]



RFC 3748

9. References

EAP June 2004

9.1. Nor mat i ve Ref erences

[ RFC1661]

[ RFC1994]

[ RFC2119]

[ RFC2243]

[ RFC2279]

[ RFC2289]

[ RFC2434]

[ RFC2988]

[ | EEE- 802]

[ | EEE- 802. 1X]

Aboba, et al.

Si npson, W, "The Point-to-Point Protocol (PPP)",
STD 51, RFC 1661, July 1994.

Si npson, W, "PPP Chal |l enge Handshake
Aut henti cation Protocol (CHAP)", RFC 1994, August
1996.

Bradner, S., "Key words for use in RFCs to
I ndi cat e Requi renent Levels", BCP 14, RFC 2119,
March 1997.

Metz, C., "OIP Extended Responses", RFC 2243,
Novenber 1997.

Yergeau, F., "UTF-8, a transformation format of
| SO 10646", RFC 2279, January 1998.

Haller, N, Metz, C, Nesser, P. and M Straw, "A
One-Ti me Password Systeni, RFC 2289, February
1998.

Narten, T. and H Al vestrand, "Quidelines for
Witing an | ANA Considerations Section in RFCs",
BCP 26, RFC 2434, Cctober 1998.

Paxson, V. and M Al lnman, "Conputing TCP' s
Retransm ssion Tinmer", RFC 2988, Novenber 2000.

Institute of Electrical and El ectronics Engi neers,
"Local and Metropolitan Area Networks: Overview
and Architecture", |EEE Standard 802, 1990.

Institute of Electrical and El ectronics Engi neers,
"Local and Metropolitan Area Networks: Port-Based
Net wor k Access Control", |EEE Standard 802. 1X,
Sept enber 2001.

St andards Track [ Page 59]



RFC 3748 EAP June 2004
9.2. Informative References
[ RFC793] Postel, J., "Transm ssion Control Protocol", STD
7, RFC 793, Septenber 1981.
[ RFC1510] Kohl, J. and B. Neuman, "The Kerberos Network
Aut hentication Service (V5)", RFC 1510, Septenber
1993.
[ RFC1750] East| ake, D., Crocker, S. and J. Schiller,
"Randomess Recomendati ons for Security", RFC
1750, Decenber 1994.
[ RFC2246] Dierks, T., Allen, C., Treese, W, Karlton, P.,
Freier, A and P. Kocher, "The TLS Protocol
Version 1.0", RFC 2246, January 1999.
[ RFC2284] Bl unk, L. and J. Vol lbrecht, "PPP Extensible
Aut henti cation Protocol (EAP)", RFC 2284, March
1998.
[ RFC2486] Aboba, B. and M Beadl es, "The Network Access
Identifier", RFC 2486, January 1999.
[ RFC2408] Maughan, D., Schneider, M and M Schertler,
"Internet Security Association and Key Managenent
Protocol (ISAKMP)", RFC 2408, Novenber 1998.
[ RFC2409] Harkins, D. and D. Carrel, "The Internet Key
Exchange (I KE)", RFC 2409, Novenber 1998.
[ RFC2433] Zorn, G and S. Cobb, "Mcrosoft PPP CHAP
Ext ensi ons”, RFC 2433, Cctober 1998.
[ RFC2607] Aboba, B. and J. Vol lbrecht, "Proxy Chaining and
Policy Inplenentation in Roam ng", RFC 2607, June
1999.
[ RFC2661] Townsl ey, W, Valencia, A, Rubens, A, Pall, G,
Zorn, G and B. Palter, "Layer Two Tunneling
Protocol "L2TP"", RFC 2661, August 1999.
[ RFC2716] Aboba, B. and D. Sinon, "PPP EAP TLS
Aut henti cation Protocol", RFC 2716, Cctober 1999.
[ RFC2865] Rigney, C., Wllens, S., Rubens, A and W
Si npson, "Renote Authentication Dial In User
Service (RADIUS)", RFC 2865, June 2000.
Aboba, et al. St andards Track [ Page 60]



RFC 3748

[ RFC2960]

[ RFC3162]

[ RFC3454]

[ RFC3579]

[ RFC3580]

[ RFC3692]

[ DECEPTI ON]

[ KRBATTACK]

[ KRBLI M

[ KERBAVEAK]

Aboba, et al.

EAP June 2004

Stewart, R, Xie, Q, Mrneault, K, Sharp, C,
Schwar zbauer, H., Taylor, T., Rytina, |., Kalla,
M, Zhang, L. and V. Paxson, "Stream Control
Transm ssion Protocol", RFC 2960, Cctober 2000.

Aboba, B., Zorn, G and D. Mtton, "RADI US and
| Pv6", RFC 3162, August 2001.

Hof fman, P. and M Bl anchet, "Preparation of
Internationalized Strings ("stringprep")", RFC
3454, Decenber 2002.

Aboba, B. and P. Cal houn, "RADI US (Renvote

Aut hentication Dial In User Service) Support For
Ext ensi bl e Aut hentication Protocol (EAP)", RFC
3579, Septenber 2003.

Congdon, P., Aboba, B., Smith, A, Zorn, G and J.
Roese, "I EEE 802.1X Renote Authentication Dial In
User Service (RADI US) Usage Cuidelines", RFC 3580,
Sept enber 2003.

Narten, T., "Assigning Experinental and Testing
Nunbers Consi dered Useful ", BCP 82, RFC 3692,
January 2004.

Slatalla, M and J. Quittner, "Masters of
Deception", Harper-Collins, New York, 1995.

Wi, T., "A Real-Wrld Analysis of Kerberos
Password Security", Proceedings of the 1999 | SCC
Net wor k and Di stributed System Security Synposium
http://ww. i soc. org/isoc/conferences/ndss/ 99/

pr oceedi ngs/ paper s/ wu. pdf .

Bellovin, S. and M Merrit, "Limtations of the
Ker beros aut hentication systeni, Proceedi ngs of
the 1991 Wnter USEN X Conference, pp. 253-267,
1991.

Dole, B., Lodin, S. and E. Spafford, "M splaced
trust: Kerberos 4 session keys", Proceedings of
the Internet Society Network and Distributed
System Security Synmposium pp. 60-70, March 1997.

St andards Track [ Page 61]



RFC 3748

[Pl (]

[ 1 KEv2]

[ PPTPV1]

[ | EEE- 802. 11]

[ SI LVERVAN]

[ KEYFRAVE]

[ SASLPREP]

[ | EEE- 802. 11i ]

[ DI AM EAP]

[ EAP- EVAL]

Aboba, et al.

EAP June 2004

Aboba, B., Krawczyk, H and Y. Sheffer, "PIC, A
Pre-1KE Credential Provisioning Protocol", Wrk in
Progress, Cctober 2002.

Kaufman, C., "Internet Key Exchange (| KEv2)
Protocol ", Work in Progress, January 2004.

Schnei er, B. and Midge, "Cryptanal ysis of

M crosoft’s Point-to- Point Tunneling Protocol",
Proceedi ngs of the 5th ACM Conference on

Conmruni cati ons and Conputer Security, ACM Press,
Novenber 1998.

Institute of Electrical and El ectronics Engi neers,
"Wreless LAN Medi um Access Control (MAC) and
Physi cal Layer (PHY) Specifications", |EEE
Standard 802.11, 1999.

Silverman, Robert D., "A Cost-Based Security

Anal ysis of Symretric and Asynmetric Key Lengths",
RSA Laboratories Bulletin 13, April 2000 (Revised
Novenber 2001),

http://ww. rsasecurity.com rsal abs/bull etins/

bul letinl3.htm.

Aboba, B., "EAP Key Managenent Franework", Work in
Progress, Cctober 2003.

Zeilenga, K., "SASLprep: Stringprep profile for
user nanes and passwords", Work in Progress, Mrch
2004.

Institute of Electrical and El ectronics Engi neers,
"Unapproved Draft Supplenent to Standard for

Tel ecommuni cations and | nformati on Exchange

Bet ween Systens - LAN MAN Specific Requirenents -
Part 11: Wrel ess LAN Medi um Access Control (MAC)
and Physical Layer (PHY) Specifications:

Speci fication for Enhanced Security", |EEE Draft
802. 11i (work in progress), 2003.

Eronen, P., Hller, T. and G Zorn, "D aneter
Ext ensi bl e Aut henticati on Protocol (EAP)
Application", Wrk in Progress, February 2004.

Zorn, G, "Specifying Security Cains for EAP

Aut henti cation Types", Work in Progress, Cctober
2002.

St andards Track [ Page 62]



RFC 3748

[ BI NDI NG

[MTM

[ 1 EEE- 802. 11i - r eq]

[ PPTPV2]

Aboba, et al.

EAP June 2004

Put henkul am J., "The Compound Aut hentication
Bi ndi ng Problem, Work in Progress, Cctober 2003.

Asokan, N., Niem, V. and K Nyberg, "Man-in-the-
M ddl e in Tunnel ed Aut hentication Protocols", |ACR
ePrint Archive Report 2002/163, Cctober 2002,
<http://eprint.iacr.org/2002/163>.

Stanl ey, D., "EAP Method Requirenments for Wrel ess
LANs", Work in Progress, February 2004.

Schnei er, B. and Miudge, "Cryptanal ysis of

M crosoft’s PPTP Authentication Extensions (M-
CHAPv2)", COQRE 99, Springer-Verlag, 1999, pp.
192- 203.

St andards Track [ Page 63]



RFC 3748 EAP June 2004

Appendi x A. Changes from RFC 2284

This section lists the major changes between [ RFC2284] and this
docunent. M nor changes, including style, granmar, spelling, and
editorial changes are not nentioned here.

(0]

The Term nol ogy section (Section 1.2) has been expanded, defining
nmore concepts and giving nore exact definitions.

The concepts of Mitual Authentication, Key Derivation, and Result
I ndi cations are introduced and di scussed throughout the docunent
wher e appropri ate.

n Section 2, it is explicitly specified that nore than one
exchange of Request and Response packets may occur as part of the
EAP aut hentication exchange. How this nay be used and how it may
not be used is specified in detail in Section 2.1

Al'so in Section 2, sone requirenments have been nmade explicit for
the aut henticator when acting in pass-through node.

An EAP mul ti pl exi ng nodel (Section 2.2) has been added to
illustrate a typical inplenmentation of EAP. There is no
requirenent that an inplenentation conformto this nodel, as |ong
as the on-the-wire behavior is consistent with it.

As EAP is nowin use with a variety of |lower layers, not just PPP
for which it was first designed, Section 3 on |ower |ayer behavior
has been added.

In the description of the EAP Request and Response interaction
(Section 4.1), both the behavior on receiving duplicate requests,
and when packets should be silently discarded has been nore
exactly specified. The inplenentation notes in this section have
been substantially expanded.

In Section 4.2, it has been clarified that Success and Failure
packets must not contain additional data, and the inplementation
note has been expanded. A subsection giving requirements on
processi ng of success and failure packets has been added.

Section 5 on EAP Request/Response Types lists two new Type val ues:
t he Expanded Type (Section 5.7), which is used to expand the Type
val ue nunber space, and the Experinental Type. |In the Expanded
Type nunber space, the new Expanded Nak (Section 5.3.2) Type has
been added. Carifications have been made in the description of
nost of the existing Types. Security clains sumrmari es have been
added for authentication nethods.
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In Sections 5, 5.1, and 5.2, a requirenment has been added such
that fields with di splayabl e nessages shoul d contain UTF-8 encoded
I SO 10646 characters.

It is nowrequired in Section 5.1 that if the Type-Data field of
an ldentity Request contains a NUL-character, only the part before
the null is displayed. RFC 2284 prohibits the null ternination of
the Type-Data field of lIdentity nessages. This rule has been

rel axed for Identity Request messages and the Identity Request
Type-Data field may now be null term nated.

In Section 5.5, support for OTP Extended Responses [RFC2243] has
been added to EAP OTP.

An | ANA Consi derations section (Section 6) has been added, giving
registration policies for the nunbering spaces defined for EAP

The Security Considerations (Section 7) have been greatly
expanded, giving a much nore conprehensive coverage of possible
threats and other security considerations.

In Section 7.5, text has been added on net hod-specific behavior,
provi di ng gui dance on how EAP net hod-specific integrity checks
shoul d be processed. Were possible, it is desirable for a

met hod- specific MC to be conputed over the entire EAP packet,
including the EAP | ayer header (Code, ldentifier, Length) and EAP
met hod | ayer header (Type, Type-Data).

In Section 7.14 the security risks involved in use of cleartext
passwords with EAP are descri bed.

In Section 7.15 text has been added relating to detection of rogue
NAS behavi or.
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