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1.

1.

I nt roducti on

Thi s docunent describes how the Extensible Provisioning Protoco

(EPP) is mapped onto a single client-server TCP connection. Security
servi ces beyond those defined in EPP are provided by the Transport
Layer Security (TLS) Protocol [RFC2246]. EPP is described in

[ RFC3730]. TCP is described in [RFC793].

1. Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Sessi on Managenent

Mappi ng EPP sessi on managenent facilities onto the TCP service is
straight forward. An EPP session first requires creation of a TCP
connecti on between two peers, one that initiates the connection
request and one that responds to the connection request. The
initiating peer is called the "client", and the respondi ng peer is
called the "server". An EPP server MJUST listen for TCP connection
requests on a standard TCP port assigned by | ANA

The client MJST issue an active OPEN call, specifying the TCP port
nunber on which the server is listening for EPP connection attenpts.
The server MJST respond with a passive OPEN call, which the client
MUST acknow edge to establish the connection. The EPP server MJST
return an EPP <greeting> to the client after the TCP session has been
est abl i shed.

An EPP session is normally ended by the client issuing an EPP

<l ogout > command. A server receiving an EPP <l ogout> command MJST
end the EPP session and close the TCP connection through an active
CLCSE call. The client MJUST respond with a passive CLCSE call.

A client MAY end an EPP session by issuing an active CLOSE call. A
server SHOULD respond with a passive CLOSE call

A server MAY |imt the life span of an established TCP connection
EPP sessions that are inactive for nore than a server-defined period
MAY be ended by a server issuing an active CLOSE call. A server MAY
al so cl ose TCP connections that have been open and active for |onger
than a server-defined peri od.

Peers SHOULD respond to an active CLOSE call with a passive CLOSE
call. The closing peer MAY issue an ABORT call if the responding
peer does not respond to the active CLOSE call.
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3.

Message Exchange

Wth the exception of the EPP server greeting, EPP nmessages are
initiated by the EPP client in the formof EPP conmands. An EPP
server MJST return an EPP response to an EPP command on the sanme TCP
connection that carried the conmmand. |If the TCP connection is closed
after a server receives and successfully processes a comand but
before the response can be returned to the client, the server MAY
attenpt to undo the effects of the command to ensure a consistent
state between the client and the server. EPP commands are

i denpotent, so processing a command nore than once produces the sane
net effect on the repository as successfully processing the conmand
once.

An EPP client streans EPP commands to an EPP server on an established
TCP connection. A client MAY but SHOULD NOT establish multiple TCP
connections to create nultiple command exchange channels. A server
SHOULD Iimt a client to a maxi mum nunber of TCP connections based on
server capabilities and operational |oad.

EPP describes client-server interaction as a conmand-response
exchange where the client sends one command to the server and the
server returns one response to the client. A client mght be able to
realize a slight performance gain by pipelining (sending nore than
one command before a response for the first conmand i s received)
commands with TCP transport, but this feature does not change the
basi ¢ single conmand, single response operating node of the core
protocol. The anount of data that can be outstanding is linted to
the current TCP wi ndow size

Each EPP data unit MJST contain a single EPP nmessage. Commands MJST
be processed i ndependently and in the same order as sent fromthe
client.

A server SHOULD inpose a limt on the anpbunt of tine required for a
client to issue a well-fornmed EPP command. A server SHOULD end an
EPP session and cl ose an open TCP connection if a well-formed command
is not received within the tinme limt.

A general state nmachine for an EPP server is described in section 2
of [RFC3730]. General client-server nessage exchange using TCP
transport is illustrated in Figure 1.
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4. Data Unit Format

The data field of the TCP header MJST contain an EPP data unit. The
EPP data unit contains two fields: a 32-bit header that describes the
total length of the data unit, and the EPP XM instance.

EPP Data Unit Format (one tick mark represents one bit position):

0 1 2 3
01234567890123456789012345678901
R e T e i S R ek ko S NN S
| Total Length |
e T i o i i e el o T e R
| EPP XM | nst ance |
e e T e Al ol ST S Sy L S S S S it S SIS S M U Y

Total Length (32 bits): The total length of the EPP data unit
measured in octets in network (big endian) byte order. The octets
contained in this field MJST be included in the total Iength

cal cul ati on.

EPP XML Instance (variable length): The EPP XM. instance carried in
the data unit.

5. Transport Considerations

Section 2.1 of the EPP core protocol specification [ RFC3730]

descri bes considerations to be addressed by protocol transport

mappi ngs. Thi s mappi ng addresses each of the considerations using a
conbi nation of features described in this docunent and features
provi ded by TCP as foll ows:

- TCP includes features to provide reliability, flow control
ordered delivery, and congestion control. Section 1.5 of RFC 793
[ RFC793] describes these features in detail; congestion contro
principles are described further in RFC 2581 [ RFC2581] and RFC
2914 [RFC2914]. TCP is a connection-oriented protocol, and
Section 2 of this mapping describes how EPP sessions are nmapped to
TCP connecti ons.

- Sections 2 and 3 of this mapping describe how the stateful nature
of EPP is preserved through managed sessions and controll ed
message exchanges.

- Section 3 of this mapping notes that command pipelining is

possible with TCP, though batch-oriented processing (conbining
mul tiple EPP conmands in a single data unit) is not permtted.
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- Section 4 of this mapping describes features to frame data units
by explicitly specifying the nunber of octets used to represent a
data unit.

Internationalizati on Considerations

Thi s mappi ng does not introduce or present any internationalization
or localization issues.

| ANA Consi der ati ons

System port nunmber 700 has been assigned by the | ANA for mappi ng EPP
onto TCP

User port number 3121 (which was used for devel opnment and test
pur poses) has been reclained by the | ANA

Security Considerations

EPP as-is provides only sinple client authentication services using
identifiers and plain text passwords. A passive attack is sufficient
to recover client identifiers and passwords, allow ng trivial command
forgery. Protection against nbst other common attacks MJST be

provi ded by other |ayered protocols.

EPP provi des protection agai nst replay attacks through command

i dempotency. A replayed or repeated command will not change the
state of any object in any way, though denial of service through
consunption of connection resources is a possibility.

When | ayered over TCP, the Transport Layer Security (TLS) Protoco
described in [ RFC2246] MJST be used to prevent eavesdroppi ng,
tanpering, and command forgery attacks. |Inplenentations of TLS often
contain a US-exportabl e cryptographic node that SHOULD NOT be used to
protect EPP. dients and servers desiring high security SHOULD
instead use TLS with cryptographic algorithns that are |ess
susceptible to conpronmi se.

Mutual client and server authentication using the TLS Handshake
Protocol is REQU RED. Signatures on the conplete certificate chain
for both client nachine and server machi ne MJUST be validated as part
of the TLS handshake. Information included in the client and server
certificates, such as validity periods and nachi ne nanes, MJST al so
be validated. EPP service MJST NOT be granted until successfu
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10.

10.

conpl etion of a TLS handshake and certificate validation, ensuring
that both the client machine and the server machi ne have been
aut henti cated and cryptographic protections are in place.

Aut henti cation using the TLS Handshake Protocol confirnms the identity
of the client and server nachines. EPP uses an additional client
identifier and password to identify and authenticate the client’s
user identity to the server, supplenmenting the machine authentication
provided by TLS. The identity described in the client certificate
and the identity described in the EPP client identifier can differ,
as a server can assign nultiple user identities for use from any
particul ar client machine.

EPP TCP servers are vulnerable to conmon TCP denial of service
attacks including TCP SYN fl oodi ng. Servers SHOULD take steps to
mnimze the inpact of a denial of service attack using conbinations
of easily inplenmented sol utions, such as depl oynent of firewall
technol ogy and border router filters to restrict inbound server
access to known, trusted clients.
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12. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property
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Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr
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copyrights, patents or patent applications, or other proprietary
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