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1. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nternet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [8].

Managed objects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. M B objects are generally
accessed t hrough the Sinple Network Managerment Protocol (SNWVP).
ojects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [1], STD 58, RFC 2579 [2] and STD 58, RFC 2580 [ 3].

2. Overview

Thi s docunent continues the architecture created in the RMON M B [7]
by providing analysis of application performance as experienced by
end- users.

Application performance measurenment measures the quality of service
delivered to end-users by applications. Wth this perspective, a
true end-to-end view of the IT infrastructure results, conbining the
performance of the application, desktop, network, and server, as well
as any positive or negative interactions between these conponents.

Despite all the technically sophisticated ways in which networking
and systemresources can be neasured, human end-users perceive only
two things about an application: availability and responsi veness.

Availability - The percentage of the tinme that the application is
ready to give a user service

Responsi veness - The speed at which the application delivers the
requested service.

A transaction is an action initiated by a user that starts and
conpletes a distributed processing function. A transaction begins
when a user initiates a request for service (i.e., pushing a submt
button) and ends when the work is completed (i.e., information is
provided or a confirmation is delivered). A transaction is the
fundanmental item nmeasured by the APM M B.
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A failed transaction is a transaction that fails to provide the
service requested by the end user, regardl ess of whether it is due to
a processing failure or transport failure.

An application protocol (e.g., POP3) nay inplenent different conmands
or application "verbs" (e.g., POP3 Login and POP3 Retrieval). It
will often be interesting to nonitor these verbs separately because:

1) The verbs may have widely differing performance characteristics
(in fact sone may be response tine oriented while others are
t hroughput ori ent ed)

2) The verbs have varying busi ness significance

3) It provides nore granularity of exactly what night be performng

poorly
This M B Mdule allows the neasurenent of a parent application, its
conponent verbs, or both. If nonitoring both, one can watch the
top-1evel application and then drill down to the verbs when trouble

is spotted to |l earn which subconponents are in trouble. Each
application verb is registered separately in the Protocol Directory
[5] [6] as a child of its parent application

Application protocols inplement one of three different types of
transactions: transaction-oriented, throughput-oriented, or
streaming-oriented. While the availability nmetric is the sanme for
all three types, the responsiveness metric varies:

Transaction-Oiented: These transactions have a fairly constant
workl oad to performfor all transactions. |n particular, to the
degree that the workload may vary, it doesn't vary based on the
anount of data to be transferred but based on the paraneters of
the transaction. The responsiveness netric for transaction-
oriented applications is application response tine, the el apsed
time between the user’s request for service (e.g., pushing the
submit button) and the conpletion of the request (e.g., displaying
the results) and is neasured in nmilliseconds. This is conmonly
referred to as end-user response timne.

Thr oughput - Ori ented: These transacti ons have wi dely varying
wor kl oads based on the anpbunt of data requested. The
responsi veness netric for throughput-oriented applications is
kil obits per second.

Stream ng-Oriented: These transactions deliver data at a constant
metered rate of speed regardl ess of excess capacity in the
net wor ki ng and conputing infrastructure. However, when the
infrastructures cannot deliver data at this speed, interruption of
service or degradation of service can result. The responsiveness
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metric for streaming-oriented applications is the signal quality
ratio of time that the service is degraded or interrupted to the
total service tine. This netric is measured in parts per mllion

2.1. Report Aggregation

This M B Mdul e provides functions to aggregate neasurenments into
hi gher | evel summari es.

Every transaction is identified by its application, server, and
client and has an availability neasure as well as a responsiveness
measure. The appropriate responsiveness neasure i s context-sensitive
dependi ng on whether the application is transaction-oriented,

t hroughput -ori ented, or stream ng- oriented. For exanple, in a5

m nute period several transactions m ght be recorded:

Application dient Server Successf ul Responsi veness
HTTP Jim Sal es 1 6 sec.

SAP/ R3 Jane Fi nance 1 17 sec.

HTTP Joe HR 0 -

FTP Jim FTP 1 212 Kbps

HTTP Joe HR 1 25 sec.

Real Vi deo Joe Vi deoconf 1 100. 0%

HTTP Jane HR 1 5 sec.

These transactions can be aggregated in several ways, providing
statistical summaries - for exanple sumrarizing all HTTP
transactions, or all HTTP transactions to the HR Server. Note that
data fromdifferent applications may not be summari zed because:

1. The perfornmance characteristics of different applications differ
wi dely enough to render statistical analysis neaningless.

2. The responsiveness netrics of different applications may be
different, making a statistical analysis inmpossible (in other
words, one application may be transaction-oriented, while another
i s throughput-oriented).

Aggregating transactions collected over a period requires an
aggregation algorithm In this MB Mdule, transaction aggregation
al ways results in the followi ng statistics:

Transact i onCount
The total nunber of transactions during this period
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Successful Transacti ons
The total nunber of transactions that were successful. The
managenent station can derive the percent success by dividing
Successful Transacti ons by the Transacti onCount.

Responsi venessMean
The average of the responsiveness netric for all aggregated
transactions that conpl eted successfully.

Responsi venessM n
The mi ni mum responsi veness netric for all aggregated transactions
that conpl eted successfully.

Responsi venessMax
The maxi mum r esponsi veness netric for all aggregated transactions
that conpl eted successfully.

Responsi venessBx
The count of successful transactions whose responsi veness netric
fell into the range specified for Bx. There are 7 buckets
speci fied. Because the performance of different applications
varies w dely, the bucket ranges are specified separately for each
application (in the apmAppDirTable) so that they may be tuned to
typi cal performance of each application

For exanpl e, when aggregating the previous set of transactions by
application we get (for sinplicity the exanple only shows
Transacti onCount, Successful Transacti ons, and Responsi venessMean):

Application Count Successful Responsi venessMean
HTTP 4 3 12 sec.

SAP/ R3 1 1 17 sec.

FTP 1 1 212 Kbps.

Real Vi deo 1 1 100. 0%

There are four different types of aggregation

The flows(1l) aggregation is the sinplest. Al transactions that
share comon application/server/client 3-tuples are aggregated
together, resulting in a set of netrics for all such unique 3-
tupl es.

The clients(2) aggregation results in sonewhat nore aggregation
(i.e., fewer resulting records). Al transactions that share
common application/client tuples are aggregated together,
resulting in a set of nmetrics for all such unique tuples.
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The servers(3) aggregation usually results in still nore
aggregation (i.e., fewer resulting records). Al transactions
that share comon application/server tuples are aggregated
together, resulting in a set of netrics for all such unique
tupl es.

The applications(4) aggregation results in the nost aggregation
(i.e., the fewest resulting records). Al transactions that share
a conmon application are aggregated together, resulting in a set
of metrics for all such unique applications.

For exanple, if in a5 mnute period the follow ng transactions
occurred:

Actual Transacti ons:

#  App Client Server Successf ul Responsi veness
1 HTTP Jim CallCtr N -

2 HTTP Jim HR Y 12 sec.

3 HTTP Jim Sal es Y 7 sec

4 HTTP Jim CallCtr Y 5 sec.

5 Emai | Jim Pop3 Y 12 sec

6 HTTP Jane CallCtr Y 3 sec

7 SAP/ R3 Jane Fi nance Y 19 sec.

8 Enai | Jane Pop3 Y 16 sec

9 HTTP Joe HR Y 18 sec

The flows(1l) aggregation results in the followi ng table. Note that
the first record (HTTP/JinmiCall Ctr) is the aggregation of
transactions #1 and #4:

FI ow Aggregati on
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Client Aggregation:

App dient Count Succe- Rsp Rsp Rsp RspBl1 RspB2 ...
ssful Mean Mn Max
HTTP Jim 4 3 8 5 12 2 1
Emai | Jim 1 1 12 12 12 0 1
HTTP Jane 1 1 3 3 3 1 0
SAP/ R3 Jane 1 1 19 19 19 0 1
Emai | Jane 1 1 16 16 16 0 1
HTTP Joe 1 1 18 18 18 0 1

The servers(3) aggregation results in the following table. Note that
the first record (HTTP/Call Ctr) is the aggregation of transactions
#1, #4 and #6:

Server Aggregation:

App Server Count Succe- Rsp Rsp Rsp RspBl RspB2 ...
ssful Mean M n Max

HTTP CallCr 3 2 4 3 5 2 0

HTTP HR 2 2 15 12 18 0 2

HTTP Sal es 1 1 7 7 7 1 0

Emai | Pop3 2 2 14 12 16 0 2

SAP/R3 Finance 1 1 19 19 19 0 1

The applications(4) aggregation results in the following table. Note
that the first record (HTTP) is the aggregate of transactions #1, #2,
#3, #5, #6 and #9:

Application Aggregation:

App Count Succe- Rsp Rsp Rsp RspBl RspB2 ...
ssful Mean M n Max

HTTP 6 5 9 3 18 3 2

Emai | 2 2 14 12 16 0 2

SAP/ R3 1 1 19 19 19 0 1

The apnReport Control Tabl e provides for a historical set of the |ast
"X reports, conbining the historical records found in history tables
with the periodic snapshots found in TopN tables. Conceptually the
conmponents are:

apnmReport Cont rol Tabl e
Specifies data collection and summari zati on paraneters, including
the nunber of reports to keep and the size of each report.

apnReport

Each APM Report contains an aggregated |list of records that
represent data collected during a specific tinme period.
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An apnReportControl Entry causes a famly of APM Reports to be
created, where each report sumarizes different, successive,
conti guous periods of tine.

Wil e the conceptual nodel of APM Reports shows them as distinct

entities, they are all entries in a single apnReport Tabl e, where

entries in report 'A are separated fromentries in report 'B by
different val ues of the apnmReport| ndex.

| e +
o m e e e e e e e oo + | |
S + |
I |
S + | ---+
I I I
- + | ---+
| | | apmReport
| apmReport |----+ +----------------oo--- +
| | | Thu Mar 30 12-1PM
S + |

I
| CLNT SERV PROT stats |
I I
| Joe News HITP data |
| Jan POP  POP3 data |
| Jan POP  SMIP data |
| Bob HR PSOFT data |
.. |

I

2.2. ApplLocal I ndex Linkages

The following set of exanple tables illustrates a few points:

1. How protocolDirEntries, apnHttpFilterEntries and
apmser Def i nedAppEntri es(not shown) all result in entries in the
apmAppDi r Tabl e.

2. How a single appLocal | ndex nmay be represented nultiple tinmes in
t he apmAppDi r Tabl e and apnReportTable if the agent mneasures
mul ti pl e responsi veness types for that application.

A convention in the formatting of these tables is that the colums to
the left of the '|' separator are index colums for the table.
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Assuming the following entries in the RMON2 protocol Directory:

protocol Directory

ID (%) Par anet ers | Local I ndex ..
WAV None | 1
WAV Get None | 2
SAP/ R3 None | 3

(*) These IDs are represented here synbolically. Consult [5] for
nore detail in their fornmat

and the following entry in the apnHttpFilterTabl e:
AprHt t pFi | t er Tabl e

I ndex | AppLocal I ndex Server Address URLPat h Mat chType ..
5 | 20 hr. exanpl e. com /expense prefix(3)

t he apmAppDi r Tabl e woul d be popul ated with the follow ng

entries:

apmAppDi r

AppLocal I ndex ResponsivenessType | Config
1 transaction(1) | On

1 t hr oughput ( 2) | On

2 transaction(1l) | On

2 t hr oughput ( 2) | On

3 transaction(1) | On

20 transaction(1) | On

20 t hr oughput (2) | On

The entries in the apmAppDirTabl e with an appLocal Index of 1, 2 and 3
correspond to the identically naned entries in the protocol Directory
table. applLocallndex #1 results in 2 entries, one to nmeasure the
transacti on responsi veness of WWVand one to neasure its throughput
responsi veness. In contrast, applLocallndex #3 results in only a
transaction entry because the agent does not neasure the throughput
responsi veness for SAP/R3 (probably because it isn't very

meani ngful ). Finally, appLocal | ndex #20 corresponds to the entry in
the apntttpFilterTabl e and has transaction responsi veness and

t hroughput responsi veness neasurenents avail abl e.

If a report was configured using application aggregation, entries in
that report might |ook Iike:
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apnReport Tabl e

Ctl1 ndex I ndex AppLocal ldx ResponsivenessType Transact i onCount

I
1 1 1 transaction(1) | counters..
1 1 1 t hr oughput ( 2) | counters..
1 1 2 transaction(1) | counters..
1 1 2 t hr oughput (2) | counters..
1 1 3 transaction(1) | counters..
1 1 20 transaction(1l) | counters..
1 1 20 t hr oughput ( 2) | counters..

Note that the index itens protocol DirlLocal | ndex,

apnmReport Server Address and apnReportClientI D were onmtted from
apnmReport Tabl e exanple for brevity because they woul d have been equa
to zero due to the use of the application aggregation in this
exanpl e.

2.3. Measurenent Met hodol ogy
There are many di fferent neasurenent nethodol ogi es avail able for

measuring application performance (e.g., probe-based, client-based,
synthetic-transaction, etc.). This specification does not mandate a

particul ar nmethodology - it is open to any that nmeet the m nimum
requirenents. Conformance to this specification requires that the
coll ected data match the senmantics described herein. 1In particular,

a data collection nmethodol ogy nust be able to neasure response tine,
t hroughput, stream ng responsi veness and availability as specified.

Note that in sone cases a transaction may run for a long tinme but
ultimately be successful. The measurenent software shoul dn’t
prematurely classify lengthy transactions as failures but should wait
as long as the client application will wait for a successfu

response.

2.4. Instrunmentation Architectures

D fferent architectural approaches and depl oynent strategies nmay be
taken towards inplenmentation of this specification. |If a highly
distributed approach is desired (e.g., an agent per desktop), one or
both of the two approaches bel ow may be used to nmake it nore

practi cal .

2.4.1. Application Directory Caching
It is necessary for the manager to have a copy of the tables that

define the Application Directory in order to interpret APM
measurenents. It is likely that in a highly distributed network of
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t housands of APM agents, this Application Directory will be the sane
on many, if not all of the agents. Repeated downl oads of the
Application Directory may be inefficient.

The apmAppDirl D object is a single object that identifies the
configuration of all aspects of the Application Directory when it is
equal to a well-known, registered configuration. Thus, when a
manager sees an apmAppDirI D value that it recognizes, it need not
downl oad the Application Directory fromthat agent. |In fact, the
manager nmay di scover a new regi stered Application Directory
configurati on on one agent and then re-use that configuration on
anot her agent that shares the same apmAppDirl D val ue

Application directory registrations are unique within an

adm ni strative domain, allowi ng an administrator to create a custom
application directory configuration without the need to assign it a
gl obal | y-uni que registration

2.4.2. Push Model

When APM agents are installed on "desktops” (including |aptops), a
few i ssues nake polling difficult:

1. Desktops often have dynanical |l y-assi gned addresses so there is no
| ong-1ived address to poll.

2. Desktops are not available as nuch as infrastructure conponents
due to crashes, user-initiated reboots and shutdowns and user
control over nonitoring software. Thus a desktop may not be
avail abl e to answer a poll at the nonment when the nanager is
schedul ed to poll that desktop

3. Laptops that are connected via dialup connections are only
sporadi cally connected and will routinely be unreachabl e when the
manager i s scheduled to poll.

As a consequence, a push nodel is usually nore appropriate for

deskt op- based agents. To achieve this, the agent should follow the
followi ng rules in deciding what data to send in notifications.
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APM Reports

If an agent wi shes to push APMreports to a manager, it
must send:

apmAppDi rI D

apmNaneTabl e (any data updated since the |ast push)
For each report the agent wishes to upload, it nust
send the entire apnmReportControl Entry associated with
that report and the associated entries in the
apnmReport Tabl e that have changed since the | ast report.

APM Tr ansacti ons
If an agent wi shes to push APMtransactions to
a manager, it nust send:
apmAppDi rI D
apmNaneTabl e (any data updated since the |ast push)
apnlransacti onTabl e (rel evant entries)

APM Excepti ons
The agent nust send:

apmAppDi rI D
apmNaneTabl e (any data updated since the |ast push)

apnilransacti onEntry (of exception transaction)

apnExceptionEntry (entry that generated exception)
[Note that this |ist supersedes the information in the
OBJECTS cl auses of the apnilransacti onResponsi venessAl arm
and apniransacti onUnsuccessful Al arm when the agent is
using a push nmodel. This additional information
elimnates the need for the manager to request additi onal
data to understand the exception.]

The order of varbinds and where to segnent varbinds into PDUs is at
the discretion of the agent.

2.5. Structure of this MB Mdule
The objects are arranged into the foll ow ng groups:
- APM Application Directory G oup
- APM User Defined Applications G oup
- APM Report G oup
- APM Transaction G oup
- APM Exception G oup

- APM Notification G oup
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These groups are the basic unit of conformance. |f an agent

i npl ements a group, then it nust inplenent all objects in that group
VWhile this section provides an overvi ew of groupi ng and conf or mance
information for this MB Mdule, the authoritative reference for such
information is contained in the MODULE- COMPLI ANCE and OBJECT- GROUP
macros later in this MB Mdule.

These groups are defined to provide a neans of assigning object
identifiers, and to provide a nethod for inplenentors of nanaged
agents to know which objects they nust inplenent.

2.5.1. The APM Application Directory G oup

The APM Application Directory group contains configuration objects
for every application or application verb nonitored on this system
This group consists of the apmAppDir Tabl e

2.5.2. The APM User Defined Applications Goup

The APM User Defined Applications Goup contains objects that allow
for the tracking of applications or application verbs that aren’t
registered in the protocol DirTable. This group consists of the
apnHtt pFil ter Tabl e and the apmJser Defi nedAppTabl e

2.5.3. The APM Report G oup

The APM Report Group is used to prepare regular reports that
aggregate application performance by flow, by client, by server, or
by application. This group consists of the apnReport Control Tabl e and
t he apnReport Tabl e.

2.5.4. The APM Transacti on G oup

The APM Transaction Goup is used to show transactions that are
currently in progress and ones that have ended recently, along with
their responsiveness netric.

Because many transactions |last a very short time and because an agent
may not retain conpleted transactions very long, transactions nmay
exist inthis table for a very short tinme. Thus, polling this table
isn't an effective nmechanismfor retrieving all transactions unless
the val ue of apniransacti onsHi storySize is suitably large for the
transacti ons bei ng nonitored.

One inportant benefit of this table is that it allows a nmanagenent
station to check on the status of long-lived transactions. Because
the apnReport and apnException nmechani snms act only on transactions
that have finished, a network manager may not have visibility for
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some time into the performance of long-lived transacti ons such as
stream ng applications, |large data transfers, or (very) poorly
performng transactions. |In fact, by their very definition, the
apnReport and apnExcepti on nechani sns only provide visibility into a
probl em after nothing can be done about it. This group consists
primarily of the apniransactionTabl e.

2.5.5. The APM Exception G oup

The APM Exception Group is used to generate imredi ate notifications
of transactions that cross certain thresholds. The apnExceptionTabl e
is used to configure which thresholds are to be checked for which
types of transactions. The apnilransacti onResponsi venessAl arm
notification is sent when a transaction occurs with a responsiveness
that crosses a threshold. The apniransacti onUnsuccessful Al arm
notification is sent when a transaction fails for which exception
checking was configured. This group consists prinmarily of the
apnExcepti onTabl e.

2.5.6. The APM Notification Goup

The APM Notification Group contains 2 notifications that are sent
when thresholds in the APM Exception Tabl e are exceeded.

3. Definitions

APM M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE,
Count er 32, Unsi gned32 FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, RowSt atus, Ti neSt anp,
Ti mel nterval , TruthVal ue, DateAndTi ne,

St or ageType FROM SNWVPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP,

NOTI FI CATI ON- GROUP FROM SNWVPv2- CONF
SnipAdmi nStri ng FROM SNWVP- FRAMEWORK- M B
rmon, Owner String FROM RMON- M B

prot ocol Di r Local | ndex FROM RMON2- M B;

-- Application Perfornance Measurenent MB

apm MODULE- | DENTI TY
LAST- UPDATED "200402190000Z" -- February 19, 2004
ORGANI ZATI ON "I ETF RMON M B Wér ki ng Group”
CONTACT- | NFO
" Aut hor :
St eve Wal dbusser
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Phone: +1-650-948-6500
Fax : +1- 650- 745- 0671
Emai | :  wal dbusser @ext beacon. com

Wor ki ng Group Chair:
Andy Bi er man
Cisco Systens, Inc.
Postal : 170 West Tasman Drive
San Jose, CA USA 95134
Tel : +1 408 527-3711
E-mai |l : abi erman@i sco. com

Working Group Mailing List: <rnmonm b@etf.org>
To subscribe send email to: <rnonm b-request @etf.org>
DESCRI PTI ON
"The M B nodul e for measuring application perfornmance
as experienced by end-users.

Copyright (C) The Internet Society (2004). This version of
this MB nodule is part of RFC 3729; see the RFC itself for

full legal notices."
REVI SI ON "200402190000Z" -- February 19, 2004
DESCRI PTI ON
"The original version of this MB Mdule, published as
RFC3729."
::={ rnon 23 }
apnM bQObj ects OBJECT IDENTIFIER ::= { apm 1 }
apmConf ormance OBJECT IDENTIFIER ::= { apm2 }
apnConpl i ances OBJECT | DENTI FIER ::= { apnConfornmance 1 }
apn oups OBJECT | DENTI FIER ::= { apntConfornance 2 }
AppLocal I ndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Alocally arbitrary unique identifier associated with an
application or application verb.

Al'l objects of type AppLocal | ndex are assigned by the agent
out of a common nunber space. In other words, ApplLocal | ndex
val ues assigned to entries in one table nust not overlap with
AppLocal I ndex val ues assigned to entries in another

table. Further, every protocol DirLocal | ndex val ue registered
by the agent automatically assigns the sane val ue out of the
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AppLocal I ndex nunber space.

For exanple, if the protocol DirLocal Index values { 1, 3, 5, 7}
have been assigned, and the apnHttpFilterAppLocal | ndex val ues
{ 6, 8 9 } have been assigned:

- Assignment of new ApplLocal | ndex val ues must not use the
values { 1, 3, 5, 6, 7, 8, 9 }.

- AppLocal I ndex values { 1, 3, 5, 7} are automatically
assigned and are associated with the identical value of
protocol DirLocal I ndex. In particular, an entry in the
apmAppDi r Tabl e i ndexed by a val ue provi des further
i nformati on about a protocol indexed by the sane val ue
in the protocol D rTabl e of RMON2

The val ue for each supported application nust renain constant
at least fromone re-initialization of the entity’'s network
management systemto the next re-initialization, except that
if an application is deleted and re-created, it must be
re-created with a new value that has not been used since the
last re-initialization.

The specific value is neaningful only within a given SNW
entity. An AppLocal I ndex val ue nmust not be re-used until the
next agent restart."”

SYNTAX Unsi gned32 (1..2147483647)

Pr ot ocol Di r Net wor kAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A network | evel address whose semantics and encodi ng are
specified by an associ ated protocol DirLocal | ndex

val ue. Objects of this type nust specify which

protocol DirLocal | ndex value is used. This value is encoded
according to the encoding rules for the identified
protocol Directory entry.

For exanple, if the associated protocol DirLocal I ndex indicates
an encapsul ation of ip, this object is encoded as a length
octet of 4, followed by the 4 octets of the ip address,

in network byte order

hjects of this type may allow this value to be the zero
length string. If so, they nmust identify they neaning of this

val ue. "
SYNTAX OCTET STRING (SI ZE(O. . 255))
Dat aSourceOr Zero :: = TEXTUAL- CONVENTI ON
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STATUS current

DESCRI PTI ON
"ldentifies the source of the data that the associ ated
function is configured to anal yze. This source can be any
interface on this device.

In order to identify a particular interface, this
object shall identify the instance of the iflndex
object, defined in [4], for the desired interface.

For exanple, if an entry were to receive data from
interface #1, this object would be set to iflndex.1

If the source of the data isn't an interface or cannot be
| ocalized to an interface, this object would be set to 0.0"

REFERENCE "The Dat aSource textual convention is defined in
RFC 2021 [5]."
SYNTAX OBJECT | DENTI FI ER
RmonC i ent| D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Along-lived unique ID assigned to an end-system This IDis
assigned by the agent using an inplenmentation-specific
al gorithm

Because a client machine may be assigned nultiple addresses
over any tine period it can be difficult to attribute
behavior to a particular client based solely on its

address. A dientlD may be assigned to provide a nore

stable handle for referencing that client. The entity that
assigns the Clientl D may use various inplenmentation

techni ques to keep track of a client but if the assigning
entity is unable to track client address mappings, it nmay map
client identifiers to client addresses rather than to

di stinct client machines.

This is named CientlD because it helps to solve a problem
seen in network clients (servers usually have well -known,

| ong-lived addresses). However, CientlD s nmay be assigned to
any end-systemregardl ess of its role on the network."

SYNTAX Unsi gned32 (0..4294967295)
Transacti onAggregati onType ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
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"Specifies one of 4 different techni ques for aggregating
transacti ons.

The netrics for a single transaction are the responsi veness of
the transacti on and whether the transaction succeeded (a

bool ean). When such netrics are aggregated in this M B Mdul e,
these netrics are replaced by averages and distributions of
responsi veness and availability. The nmetrics describing
aggregates are constant no matter which type of aggregation is
bei ng perforned. These netrics may be found in the
apnmReport Tabl e.

The flows(1l) aggregation is the sinplest. Al transactions
that share common application/server/client 3-tuples are
aggregated together, resulting in a set of netrics for al
such uni que 3-tupl es.

The clients(2) aggregation results in sonewhat nore
aggregation (i.e., fewer resulting records). Al transactions
that share common application/client tuples are aggregated
together, resulting in a set of netrics for all such unique
tupl es.

The servers(3) aggregation usually results in still nore
aggregation (i.e., fewer resulting records). Al transactions
that share common application/server tuples are aggregated
together, resulting in a set of netrics for all such unique
tupl es.

The applications(4) aggregation results in the nost
aggregation (i.e., the fewest resulting records). Al
transactions that share a common application are aggregated
together, resulting in a set of netrics for all such unique
appl i cations.

Note that it is not nmeaningful to aggregate applications, as
different applications have wi dely varying characteristics. As a
result, this set of aggregations is conplete."

SYNTAX | NTEGER {
flows(1), -- Least Aggregation
clients(2),
servers(3),
applications(4) -- Mst Aggregation

-- The APM Application Directory G oup

-- The Application Directory Table contains a record for every
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-- application monitored by this agent. This table is also used to
-- configure whether or not an application will be neasured and which
-- bucket boundaries will be used for the application

-- The bucket boundaries define the break-points between bins of a

-- histogram anal ysis for that application. As an exanple of how this
-- works, consider an entry representing response-tinme for http.

-- If the boundaries are set as foll ows:

-- Boundaryl: 500 mlliseconds

-- Boundary2: 1 second

-- Boundary3: 2 seconds

-- Boundary4: 5

-- Boundary5: 15

-- Boundary6: 60

-- If the follow ng nmeasurenents are made (all in mlliseconds):
-- 377, 8645, 1300, 487, 1405, 775, 1115, 850, 945, 1054, 7745, 9380

-- Areport run during this interval would report the follow ng
-- counts:

-- Bucket 1:
-- Bucket 2:
-- Bucket 3:
-- Bucket 4:
-- Bucket5:
-- Bucket 6:
-- Bucket 7:

QO WOPrWN

apmAppDi r Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ApmAppDirEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The APM M B directory of applications and application
verbs. The agent will populate this table with al
appl i cations/verbs of any responsivenessType it has the
capability to nonitor. Since the agent populates this table
with every entry it has the capability to nonitor, the
entries in this table are read-wite, allow ng the managenent
station to nodify paraneters in this table but not to add new
entries or delete entries (however, entries may be
disabled). If new entries are added to the apnHttpFilterTabl e
or the apniserDefi nedAppTabl e, the agent will add the
corresponding entries to this table.

It is an inplenentation-dependent natter as to how t he agent

sets these default paraneters. For exanple, it may |eave
certain entries in this table "off(0)’ if the agent devel oper
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beli eves that combination will be infrequently used, allow ng
a manager that needs that capability to set it to 'on(1l)’.

Sone applications are registered in the RMON2 protocol
directory and sone are registered in other tables in this

M B Mdul e. Regardl ess of where an application is originally
registered, it is assigned an AppLocal Index value that is the
primary index for this table.

The contents of this table affect all reports and exceptions
generated by this agent. Accordingly, nodification of this
tabl e should be performed by a manager acting in the role of
adm nistrator. In particular, nanagenent software should not
require or enforce particular configuration of this table - it
shoul d reflect the preferences of the site adm nistrator, not
the software author. As a practical matter, this requires
managenent software to allow the adm nistrator to configure
the values it will use so that it can be adapted to the site
policy."

:={ apnM bQbjects 1 }

apmAppDi rEntry OBJECT- TYPE

SYNTAX ApmAppDi rEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The APM M B directory of applications and application
verbs. An entry will exist in this table for all applications
for which application performance neasurenent is supported.”
I NDEX { apmAppDi r AppLocal | ndex,
apmAppDi r Responsi venessType }

::={ apmAppDirTable 1}

ApmAppDirEntry ::= SEQUENCE {
apmAppDi r AppLocal | ndex AppLocal I ndex,
apmAppDi r Responsi venessType | NTECER,
apmAppDi r Confi g I NTECER,

apmAppDi r Responsi venessBoundaryl Unsi gned32,
apmAppDi r Responsi venessBoundary?2 Unsi gned32,
apmAppDi r Responsi venessBoundary3 Unsi gned32,
apmAppDi r Responsi venessBoundary4 Unsi gned32,
apmAppDi r Responsi venessBoundary5 Unsi gned32,
apmAppDi r Responsi venessBoundary6 Unsi gned32

}

apmAppDi r AppLocal | ndex OBJECT- TYPE
SYNTAX AppLocal | ndex
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"The AppLocal | ndex assigned for this application Directory
entry."

c:={ apmAppDirEntry 1 }

apmAppDi r Responsi venessType OBJECT- TYPE
SYNTAX | NTEGER {
transacti onOiented(1),
t hroughput Ori ented(2),
stream ngOri ent ed(3)

}

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Thi s object describes and configures the agent’s support for
application performance neasurenent for this application
There are 3 types of neasurenments for different types of
appl i cations:

Transaction-Oiented applications have a fairly constant
workl oad to performfor all transactions. The responsiveness
metric for transaction-oriented applications is application
response tinme (fromfirst request to final delivery of
service) and is nmeasured in mlliseconds. This is

commonly referred to as end-user response tine.

Thr oughput - Ori ented applicati ons have w dely varyi ng workl oads
based on the nature of the client request. In particular,

t hroughput -ori ented applications vary widely in the anpbunt of
data that must be transported to satisfy the request. The
responsi veness netric for throughput-oriented applications is
kil obits per second.

Stream ng-Oriented applications deliver data at a constant
metered rate of speed regardl ess of the responsiveness of the
net wor ki ng and conputing infrastructure. This constant rate of
speed is generally specified to be bel ow (sometines well

bel ow) the nom nal capability of the infrastructure. However,
when the infrastructures cannot deliver data at this speed,
interruption of service or degradation of service can

result. The responsiveness netric for stream ng-oriented
applications is the ratio of tinme that the service is degraded
or interrupted to the total service tine. This metric is
measured in parts per mllion

Note that for some applications, nmeasuring nore than one
responsi veness type nay be interesting. For agents that wi sh
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to support nore than one neasurenent for a application, they
will populate this table with multiple entries for that
application, one for each type."

::={ apmAppDirEntry 2 }
apmAppDi r Confi g OBJECT- TYPE

SYNTAX I NTEGER {
of f (1),
on( 2)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object describes and configures support for application
performance neasurenent for this application.

If the value of this object is on(2), the agent supports
measur enent of application performance nmetrics for this
application and is configured to nmeasure such nmetrics for al
APM M B functions and all interfaces. |If the value of this
object is off(1l), the agent supports measuremnent of
application performance for this application but is configured
to not neasure these netrics for any APM M B functions or
interfaces. Wenever this value changes fromon(2) to off(1),
the agent shall delete all related entries in all tables in
this M B Mdul e.

The val ue of this object nust persist across reboots."
.= { apmAppDirEntry 3 }

apmAppDi r Responsi venessBoundaryl OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The boundary val ue between bucket1 and bucket 2. If this
value is nodified, all entries in the apnReport Tabl e nust be
del eted by the agent.

The val ue of this object nust persist across reboots."
.= { apmAppDirEntry 4 }

apmAppDi r Responsi venessBoundary2 OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The boundary val ue between bucket2 and bucket 3. If this
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value is nodified, all entries in the apnReport Tabl e nust be
del eted by the agent.

The val ue of this object nust persist across reboots.
::={ apmAppDirEntry 5 }

apmAppDi r Responsi venessBoundary3 OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The boundary val ue between bucket3 and bucket 4. If this
value is nodified, all entries in the apnReport Tabl e nust be
del eted by the agent.

The val ue of this object nust persist across reboots.
.= { apmAppDirEntry 6 }

apmAppDi r Responsi venessBoundar y4 OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The boundary val ue between bucket4 and bucket 5. If this
value is nodified, all entries in the apnReport Tabl e nust be
del eted by the agent.

The val ue of this object nust persist across reboots.
o= { apmAppDirEntry 7 }

apmAppDi r Responsi venessBoundary5 OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The boundary val ue between bucket5 and bucket 6. If this
value is nodified, all entries in the apnReport Tabl e nust be
del eted by the agent.

The val ue of this object nust persist across reboots.
.= { apmAppDirEntry 8 }

apmAppDi r Responsi venessBoundary6 OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The boundary val ue between bucket6 and bucket 7. If this
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value is nodified, all entries in the apnReport Tabl e nust be
del eted by the agent.

The val ue of this object nust persist across reboots."
.= { apmAppDirEntry 9 }

-- Scalars related to the Application Directory table

apnmBucket Boundar yLast Change OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime the last tine that any bucket boundary
in any appDirEntry was changed. This object can help to
determne if two nanagers are both trying to enforce different
configurations of this table."

o= { apnM bbj ects 2 }

apmAppDi r1 D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"This object all ows managers to avoid downl oadi ng appli cation
directory informati on when the directory is set to a known
(usually fixed) configuration

If the value of this object isn't 0.0, it signifies

that the entire contents of the apmAppDirTabl e,

apnmHt t pFi | t er Tabl e, apnlser Defi nedAppTabl e and

protocol DirTable are equal to a known state identified

by the value of this object. If a manager recognizes this
value as identifying a directory configuration it has a | oca
copy of, it may use this local copy rather than downl oadi ng
these tables. Note that it may have downl oaded this | ocal copy
(and the ID) from another agent and used this copy for al

ot her agents that advertised the sane |D.

If an agent recognizes that the entire contents of the
apmAppDi r Tabl e, apnHttpFilterTabl e,

apmJser Def i nedAppTabl e and protocol DirTabl e are equal to

a known state to which an I D has been assigned, it should set
this object to that ID

In many cases when this feature is used, the application

directory information will be in read-only nenory and thus the
tables may not be nodified via SNMP requests. |In the event
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that the tables are witable and a nodification is nmade, the
agent is responsible for setting this object to 0.0 if it
cannot deternmine that the state is equal to a known state.

An agent is not obligated to recognize and advertise all such
registered states as it may not have know edge of all states.
Thus, a manager may encounter agents whose Directoryl D val ue
is 0.0 even though the contents of the directory were equal to
a registered state.

Note that the contents of those tables includes the
protocol DirLocal | ndex and applLocal | ndex val ues. I n other

wor ds, these values can’'t be assigned randomy on each agent,
but nust be equal to values that are part of the known

state. Wiile it is possible for a manager to downl oad
application directory details using SNMP and to set the
appropriate directoryl D, the manager woul d need to have sone
schenme to ensure consistent val ues of Local I ndex vari abl es
fromagent to agent. Such schemes are outside the scope of
this specification.

Application directory registrations are unique within an
adm ni strative domai n.

Typically these registrations will be nade by an agent

sof tware devel oper who will set the application directory
tables to a read-only state and assign a DirectorylD to that
state. Thus, all agents running this software would share the
same DirectorylD. As the application directory m ght change
fromone software rel ease to the next, the devel oper may
register different DirectorylD s for each software rel ease.

A customer could also create a site-wi de application directory
configuration and assign a DirectorylD to that configuration
as long as consistent values of Local I ndex variabl es can be
ensur ed.

The val ue of this object nust persist across reboots.”
:={ apnM bQbj ects 3 }

-- APM HTTP Filter Table
-- The HTTP Filter Table creates virtual applications which nmeasure the
-- performance of certain web pages or sets of web pages. Sone

-- circunmstances where this is particularly useful are:

-- - An Intranet or ASP scenario where a business application is
-- runni ng on one or nore web pages or scripts.
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-- (i.e., lexpensel/submit.cgi?enpl oyeel D=3426&. . .)

-- - A web-hosting scenario where one wants to measure the

-- service level for a particul ar customer

-- - An e-conmerce scenari o where the performance of certain

-- pages needs to be nonitored nore closely.

-- (i.e., shopping cart, shipping, credit card authorization)

apmHt t pFi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ApmHttpFilterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that creates virtual applications which nmeasure the
performance of certain web pages or sets of web pages.

When an entry is added to this table, the agent will
automatically create one or nore entries in the
apmAppDi r Tabl e (one for each responsivenessType it is
capabl e of measuring).

Note that when entries exist in this table some HTTP
transactions will be summarized twi ce: in applications
represented here as well as the HTTP application. If entries
in this table overlap, these transactions nmay be summarized
addi tional tines.

The contents of this table affect all reports and exceptions
generated by this agent. Accordingly, nodification of this
tabl e should be performed by a manager acting in the role of
adm nistrator. In particular, nmanagenent software shoul d not
require or enforce particular configuration of this table - it
shoul d reflect the preferences of the site adm nistrator, not
the software author."”

::={ apnM bbj ects 4 }

apnHt t pFil ter Entry OBJECT- TYPE

SYNTAX ApmHttpFilterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A virtual application which nmeasure the performance of certain
web pages or sets of web pages.”

I NDEX { apnHttpFilterlndex }

:={ apnHttpFilterTable 1 }

AprmHttpFilterEntry ::= SEQUENCE ({
apnHt t pFi | t erl ndex Unsi gned32,
apnHt t pFi | t er AppLocal | ndex AppLocal I ndex,
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apmHt t pFi | t er Server Pr ot ocol Unsi ghed32,
apmHt t pFi | t er Server Addr ess Pr ot ocol Di r Net wor kAddr ess,
apmHt t pFi | t er URLPat h OCTET STRI NG
apnHt t pFi | t er Mat chType | NTEGER,
apnHt t pFi | t er Owner Onner Stri ng,
apnHt t pFi | t er St or ageType St or ageType,
apmHt t pFi | t er RowsSt at us Rowst at us

}

apnHt t pFi | ter Il ndex OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry in the
apnHtt pFil ter Table. "
:={ apnHttpFilterEntry 1 }

apmHt t pFi | t er AppLocal | ndex OBJECT- TYPE
SYNTAX AppLocal | ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The AppLocal | ndex that represents HITP transactions
that match this entry.

This object is read-only. A value is created by the agent from
an unused ApplLocal | ndex val ue when this apnHttpFilterEntry is
created."

o= { apnHttpFilterEntry 2 }

apmHt t pFi | t er Server Prot ocol OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The protocol DirLocal | ndex val ue of the network | evel protocol
of the apntHttpFilterServer Address."

:={ apnHttpFilterEntry 3 }

apnHt t pFi | t er Server Addr ess OBJECT- TYPE
SYNTAX Pr ot ocol Di r Net wor KAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This entry will only represent transactions conmng fromthe
net wor k address specified in this object.
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This is represented as an octet string with
specific semantics and length as identified
by the associ ated apntHttpFilterServerProtocol object.

If this object is the zero-length string, then this entry wll
mat ch one of the addresses represented by the 'host’ conponent
of the associated apnHttpFilter URLPath object, where the
format if a URL [9] is
htt p: // <host >: <port >/ <pat h>?<sear chpart>."

;= { apntttpFilterEntry 4 }

apnHt t pFi | t er URLPat h OBJECT- TYPE

SYNTAX OCTET STRI NG (SI ZE(O. . 65535))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This entry will only represent HITP transactions

where the URL path conponent in the request matches this

val ue. This value represents the requested path regardl ess of
any substitution that the server mght perform

Prior to the matching, the URL is stripped of any server
address or DNS nane and consists solely of the path nane on
that server.

If the length of this object is zero, then this entry will
match if the associated apnHttpFilterServer Address match. |
the length of that object is also zero, then this entry wil
mat ch not hi ng.

f
I

The val ue of the associated apnHttpFilterMatchType dictates
the type of matching that will be attenpted.”
:={ apnHttpFilterEntry 5 }

apnHt t pFi | t er Mat chType OBJECT- TYPE

SYNTAX | NTEGER {
exact (1),
stripTrailingSlash(2),
prefix(3)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The matching al gorithmused to conpare the URL pat hname.
If the value is exact(1), then the pathnane conponent will be

conpared with the associated apntttpFilter URLPath and
will only be associated with this entry if it matches exactly.
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If the value is stripTrailingSlash(2), then the pathnane
component will be conpared with the associ ated
apmHtt pFil ter URLPath and will only be associated with this
entry if it matches exactly or if the pathnane ends with a '/’
synbol and matches aprmHttpFilterURLPath if the '/’ synbol is
renoved fromthe pathnane. This option exists for those paths
where an optional trailing slash is possible but for which a
prefix match woul d be too broad.

If the value is prefix(3), then the pathnanme conponent wll be
conpared with the associated apnHttpFilter URLPath and wil |
only be associated with this entry if the beginning of the
pat hname matches every octet of this value. Octets that extend
beyond the length of this value are ignored."

:={ apnHttpFilterEntry 6 }

apnHt t pFi | t er Omer OBJECT- TYPE

SYNTAX Omner String

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."

o= { apnHttpFilterEntry 7 }

apnHt t pFi | t er St or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type of this apnHttpFilterEntry. If the value of
this object is 'permanent’, no objects in this row need to be
witable. "

;= { apnHttpFilterEntry 8 }

apnHt t pFi | t er RowSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this apntHttpFilterEntry. No objects in this row
may be nodified while the row s status is "active'."

:={ apnHttpFilterEntry 9 }

apmHt t pl gnor eUnr egi st er edURLs OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON
"When true, APM nmeasurements of HITP transactions will only
measure transactions relating to URLs that match a filter in
the apntttpFilterTabl e. Thus, nmeasurenents for the HITP
application will present aggregated statistics for
URL- mat chi ng HTTP transactions and neasurenents for the HTTP
GET application verb will present aggregated statistics for
URL- mat chi ng HTTP GET transactions.

This will be used in environments that wish to nonitor only
targeted URLs and to ignore |arge volunes of internet web
browsing traffic.

This object affects all APMreports and exceptions generated
by this agent. Accordingly, nodification of this object should
be perforned by a manager acting in the role of

adm nistrator. In particular, nanagenent software shoul d not
require or enforce particular configuration of this object -
it should reflect the preferences of the site adm nistrator,
not the software author.

The val ue of this object nust persist across reboots."
::={ apnM bObj ects 5 }

apmHt t pdxxl sFai |l ure OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"When true, this agent will recognize HTITP errors in the range
of 400 through 499 and will treat them as unavail abl e
transacti ons. Wen fal se or when this object isn't supported,
they will be treated as successful transactions.

Thi s object allows such error pages to be tracked at the
possi bl e expense of having user typos treated as poor service
on the part of the web server

This object affects all reports and exceptions generated by

this agent. Accordingly, nodification of this object should be
performed by a nanager acting in the role of admnistrator. In
particul ar, nmanagenent software should not require or enforce

particular configuration of this object - it should reflect
the preferences of the site adm nistrator, not the software
aut hor .

The val ue of this object nust persist across reboots."
o= { apnM bQbj ects 6 }
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-- The APM User-Defined Application Table

-- Many application protocols will never be registered with a

-- standards body (and thus included in a protocol directory standard)
-- because they are custom in-house or proprietary

-- applications. Nevertheless, inplenmentation strategies exist for

-- monitoring the end-user experience of these applications.

-- This read-only table provides a neans for the agent to advertise
-- which user-defined applications it is nonitoring and to associate
-- each with an AppLocal Index value. It is an inpl enentation-dependent
-- matter as to how the agent | earns how to nonitor these

-- applications.

apmJser Def i nedAppTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Apmser Defi nedAppEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that advertises user-defined applications that the
agent is neasuring.

The agent will automatically create one or nore entries in the
apmAppDi r Tabl e (one for each responsivenessType it is
capabl e of neasuring) for each entry in this table.

Note that when entries exist in this table sone

transactions can be summari zed nore than once if there is

overl ap between applications defined here and applications

defined in the protocol directory or in the httpFilter table."
::={ apnM bQbjects 7 }

apmser Def i nedAppEntry OBJECT- TYPE

SYNTAX Apmser Def i nedAppEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A user-defined application that the agent is measuring, along
with its ApplLocal | ndex assignnent.

The apmAppDir AppLocal | ndex value in the index identifies
t he agent-assi gned AppLocal | ndex val ue for this user-defined
application."

I NDEX { apmAppDir AppLocal | ndex }

::={ apniserDefinedAppTable 1 }

Apmser Def i nedAppEntry :: = SEQUENCE {
apmJser Def i nedAppPar ent | ndex Unsi gnhed32,
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apmJser Def i nedAppAppl i cati on SnnpAdmi nSt ri ng

}

apmser Def i nedAppPar ent | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The protocol DirLocal | ndex val ue of the highest-|ayer
protocol defined in the protocolDirTable that this
application is a child of."

c:= { apniserDefinedAppEntry 1 }

apmser Def i nedAppAppl i cati on OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"A human readabl e descriptive tag for this application.
::={ apniserDefinedAppEntry 2 }

-- The APM Nane Tabl e

apmNaneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ApmNaneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A client machine may have nultipl e addresses during a period
of monitoring. The apnmNaneTabl e assigns a long-1ived
identifier to a client and records what addresses were
assigned to that client for periods of time. Various

i mpl ement ati on techni ques exist for tracking this mapping but
if an agent is unable to track client address mappings, it may
map client identifiers to client addresses rather than to

di stinct client machines.

A particul ar apmNanmeC ientlD should be a constant attribute of
a particular client. When avail able, the agent may al so record
the machi ne name and/ or user nane which may be val uabl e for

di spl ayi ng to humans. The apnmNaneMachi neNane and

apnmNanmeUser Nane are relatively constant, changing only if
these attributes actually change on the client.

The agent will store a historical |og of these entries, aging
out old entries as the | og becones too large. Since this table
contains information vital to the interpretation of other
tables (e.g., the apnReportTable), the agent should ensure that
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the 1 og doesn’t age out entries that would be referenced by
data in those tables.

Note that an entry for a clientIDis active fromits

StartTine until the StartTinme of another entry (for the sane
clientl D) that supersedes it, or 'now if none supersede

it. Therefore, if aclientIDonly has a single entry, it is by
definition very new and shoul d never be aged out. No entry for
a clientlD shoul d be aged out unless it has been updated by a
new entry for the client (i.e., with an updated address) and
only if the newentry is 'old enough

To determine how old is old enough, conpute the maxi mum val ue
of Interval * (NunReports + 1) of all entries in the
apmReport Control Table (the "+ 1" is to allow a reasonabl e
period of tinme for the report to be downl oaded). Then take the
| arger of this value and the age in seconds of the ol dest
entry in the current transaction table. If an entry for a
clientIDis superseded by another entry whose StartTine is
more than this nany seconds ago, then the older entry may be
deleted.”

.= { apnM bObj ects 8 }

apmNameEntry OBJECT- TYPE

SYNTAX ApmNanmeEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in the APM nane table. An entry exists for each
period of tine that a client has been associated with a
particul ar address.

The protocol DirlLocal I ndex value in the index identifies
the network | ayer protocol for the ClientAddress for this
entry.

Not e that sone combi nations of index values may result in an
i ndex that exceeds 128 sub-identifiers in I ength which exceeds
the maxi num for the SNMP protocol. Inplenentations should take
care to avoid such conbinations. "
I NDEX { apnNaned ientl D,
protocol DirLocal | ndex, apnNaned i ent Addr ess,
apmNanmeMappi ngStart Ti me }
1= { apmNameTable 1 }

ApmNameEntry :: = SEQUENCE {
apmNaneC i ent| D Rmondl i ent | D,
apmNaned i ent Addr ess Pr ot ocol Di r Net wor KAddr ess,
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apmNanmeMappi ngSt art Ti e Dat eAndTi e,
apmNanmeMachi neName SnnpAdmi nStri ng,
apmNaneUser Nane SnnpAdmi nStri ng

}

apmNaneC i ent | D OBJECT- TYPE

SYNTAX RmonCl i ent| D

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A unique ID assigned to the machine represented by this
mappi ng. This ID is assigned by the agent using an
i mpl ement ation-specific algorithm?"

c:={ apmNameEntry 1 }

apmNaned i ent Address OBJECT- TYPE

SYNTAX Pr ot ocol Di r Net wor kAddr ess (Sl ZE( 1. . 255))
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The network client address for this client when this mapping

was acti ve.

This is represented as an octet string with specific semantics

and length as identified by the protocol Di rLocal | ndex

component of the index. This object may not be the zero length

string.

Since this object is an index variable, it is encoded in the

i ndex according to the index encoding rules. For exanple,

the protocol DirLocal | ndex conponent of the index indicates an
encapsul ation of ip, this object is encoded as a |l ength octet
of 4, followed by the 4 octets of the ip address, in network

byte order. Care should be taken to avoid values of this
object that, in conjunction with the other index variables,
woul d result in an index |onger than SNMP' s maxi mum of 128
subidentifiers."
c:={ apmNameEntry 2 }

apmNaneMappi ngSt art Ti nre OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The time that the agent first discovered this mapping
as active."

.= { apmNanmeEntry 3 }
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apmNanmeMachi neNanme OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The human readabl e nane of the client machine.

If the client has no machi ne nane or the agent is
unable to | earn the nmachine nanme, this object will be
a zero-length string."

.= { apmNanmeEntry 4 }

apmNameUser Nanme OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The human readabl e nane of a human user using the client
machi ne. If nmore than one user nanme are avail able

simul taneously, it is an inplenentation-dependent matter as to
which is used here. However, if the user name changes, this
obj ect should change to reflect that change.

Non- human user names like 'root’ or 'administrator’ aren’t
i ntended as values for this object. If the client has no
recorded user name or the agent is unable to |learn a user
nane, this object will be a zero-length string."

.= { apmNanmeEntry 5 }

-- The APM Report G oup

apmReport Cont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ApnReport Control Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Paranmeters that control the creation of a set of reports that
aggregat e application performance."”
:={ apnM bQbj ects 9 }

apnReport Control Entry OBJECT- TYPE

SYNTAX ApnReport Control Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the apnReport Control Tabl e.

An example of the indexing of this table is
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apnmReport Control I nterval . 3"
I NDEX { apnReport Control I ndex }
::={ apnReportControl Table 1 }

AprReport Control Entry ::= SEQUENCE ({
apnReport Cont r ol | ndex Unsi gned32,
apmnReport Cont r ol Dat aSour ce Dat aSour ceOr Zer o,
apmReport Cont r ol Aggregati onType Transacti onAggregati onType,
apmReport Control I nt erval Unsi gned32,
apnReport Cont r ol Request edSi ze Unsi gned32,
apnmReport Cont r ol Grant edSi ze Unsi gned32,

apnReport Cont r ol Request edReports Unsi gned32,
apnReport Cont r ol G ant edReports Unsi ghed32,
apmReport Control Start Ti me Ti meSt anp,
apmReport Cont r ol Report Nunber Unsi gned32,
apnReport Cont r ol Deni edl nserts Count er 32,
apnReport Cont r ol Dr oppedFr anes Count er 32,
apmnReport Cont r ol Owner Onner Stri ng,
apmnReport Cont r ol St or ageType St or ageType,
apmReport Cont r ol St at us RowSt at us

apnReport Cont rol | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An index that uniquely identifies an entry in the
apnmReport Control Tabl e. Each such entry defines a unique
report whose results are placed in the apnReport Tabl e on
behal f of this apnReportControl Entry."

::={ apnReportControl Entry 1 }

apnReport Cont r ol Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ceOr Zer o
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The source of the data for APM Reports generated on
behal f of this apnReportControl Entry.

If the measurenment is being perforned by a probe, this should
be set to interface or port where data was received for
analysis. |If the neasurenent isn’t being performed by a probe,
this should be set to the primary interface over which the
measurenent is being perfornmed. |f the measurenent isn’t being
performed by a probe and there is no primary interface or this
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information isn’'t known, this object should be set to 0.0.

Thi s object may not be nodified if the associated
apnmReport Control Status object is equal to active(l)."
{ apnmReportControl Entry 2 }

apmReport Cont r ol Aggr egati onType OBJECT- TYPE
SYNTAX Transact i onAggr egati onType
-- | NTEGER {
-- flows(1),
-- clients(2),

MAX-

-- servers(3),
-- appl i cations(4)

}
ACCESS read-create

STATUS current
DESCRI PTI ON
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"The type of aggregation being perfornmed for this set of
reports.

The netrics for a single transaction are the responsiveness of
the transacti on and whether the transaction succeeded (a

bool ean). When such netrics are aggregated in this M B Mdul e,
these netrics are replaced by averages and distributions of
responsi veness and availability. The nmetrics describing
aggregates are constant no matter which type of aggregation is
bei ng perforned. These netrics may be found in the
apnReport Tabl e.

The flows(1l) aggregation is the sinplest. Al transactions
that share common application/server/client 3-tuples are
aggregated together, resulting in a set of netrics for al
such uni que 3-tupl es.

The clients(2) aggregation results in sonewhat nore
aggregation (i.e., fewer resulting records). Al transactions
that share common application/client tuples are aggregated
together, resulting in a set of netrics for all such unique
tupl es.

The servers(3) aggregation usually results in still nore
aggregation (i.e., fewer resulting records). Al transactions
that share common application/server tuples are aggregated
together, resulting in a set of netrics for all such unique
tupl es.

The applications(4) aggregation results in the nost
aggregation (i.e., the fewest resulting records). A
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transactions that share a common application are aggregated
together, resulting in a set of netrics for all such unique

appl i cations.

Note that it is not nmeaningful to aggregate applications,
different applications have w dely varying characteristics.
As a result, this set of aggregations is conplete.

Thi s object may not be nodified if the associated
apnReport Control Status object is equal to active(l).'
::={ apnReportControl Entry 3 }

apmReport Control I nterval OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS " Seconds"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The interval in seconds over which data is accumul ated before

bei ng aggregated into a report in the apnReportTable. Al

reports with the sanme apnReportControlIndex will be based on

the sane interval. This object nust be greater than zero.

Many users desire that these reports be synchronized to within
seconds of the begi nning of the hour because the results may
be correl ated nore neaningfully to business behavior and so
that data frommultiple agents is aggregated over the same
time periods. Thus nanagenent software may take extra effort
to synchronize reports to the begi nning of the hour and to one

anot her. However, the agent must not allow reports to "drift’

over time as they will quickly become unsynchronized. In
particular, if there is any fixed processing del ay between

reports, the reports should deduct this time fromthe interva

so that reports don't drift.

Thi s object may not be nodified if the associated
apmReport Control Status object is equal to active(l)."
DEFVAL { 3600 }
::={ apnReportControl Entry 4 }

apnReport Cont r ol Request edSi ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of entries requested to be allocated for each
report generated on behalf of this entry."
::={ apnReportControl Entry 5 }
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apmReport Cont r ol G ant edSi ze OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of entries per report the agent has allocated
based on the requested anount in aprmReport Control Request edSi ze.
Since multiple reports are saved, the total nunber of entries
all ocated will be this nunber nultiplied by the val ue of
apnReport Control GantedReports, or 1 if that object doesn't

exi st.

When t he associ ated apnReport Cont r ol Request edSi ze object is
created or nodified, the agent should set this object as
closely to the requested value as is possible for the
particul ar inplenentation and avail abl e resources. \Wen
consi dering resources avail able, the agent nust consider its
ability to allocate this many entries for all reports.

Note that while the actual nunber of entries stored in the
reports may fluctuate due to changi ng conditions, the agent
must continue to have storage available to satisfy the ful
report size for all reports when necessary. Further, the agent
must not lower this value except as a result of a set to the
associ at ed apnmReport Cont r ol Request edSi ze obj ect. "

::={ apnReportControl Entry 6 }

apnReport Cont r ol Request edReports OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunmber of saved reports requested to be allocated on
behal f of this entry."
::={ apnReportControl Entry 7 }

apmnReport Cont r ol G ant edReports OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of saved reports the agent has all ocated

based on the requested anmount in
apmReport Cont r ol Request edReports. Since each report can have
many entries, the total nunmber of entries allocated will be
this nunber nultiplied by the val ue of
apnmReport Control GantedSize, or 1 if that object doesn't

exi st.
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When the associ at ed apnmReport Cont r ol Request edReports object is
created or nodified, the agent should set this object as
closely to the requested value as is possible for the
particul ar inplenentation and avail abl e resources. \Wen

consi dering resources avail able, the agent nust consider its
ability to allocate this many reports each with the nunber of
entries represented by apnReport Control GrantedSize, or 1 if
that object doesn't exist.

Note that while the storage required for each report may
fluctuate due to changi ng conditions, the agent nust continue
to have storage available to satisfy the full report size for
all reports when necessary. Further, the agent nust not | ower
this value except as a result of a set to the associated
apmReport Cont r ol Request edSi ze obj ect.”

::={ apnReportControl Entry 8 }

apnmReport Control Start Ti mre OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTi ne when the system began processing the
report in progress. Note that the report in progress is not
avail abl e.

Thi s object may be used by the managenent station to figure
out the start time for all previous reports saved for this
apnmReport Control Entry, as reports are started at fixed
intervals."

::={ apnReportControl Entry 9 }

apmReport Cont r ol Report Number OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of the report in progress. Wen an
apnmReportControl Entry is activated, the first report will be
nunmbered one."

::={ apnReportControl Entry 10 }

apmReport Cont r ol Deni edl nserts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of failed attenpts to add an entry to reports for
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thi s apnReport Control Entry because the nunber of entries
woul d have exceeded apnReport Control G ant edSi ze.

This nunber is valuable in determining if enough entries have
been allocated for reports in light of fluctuating network
usage. Note that since an entry that is denied will often be
attenpted again, this nunmber will not predict the exact number
of additional entries needed, but can be used to understand
the relative magni tude of the probl em

Al so note that there is no ordering specified for the entries
in the report, thus there are no rules for which entries wll
be om tted when not enough entries are available. As a
consequence, the agent is not required to delete 'I|east
val uable’ entries first."

::={ apnReportControl Entry 11 }

apnReport Cont r ol Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of franes which were received by the agent
and therefore not accounted for in the *StatsDropEvents, but
for which the agent chose not to count for this entry for
what ever reason. Mst often, this event occurs when the agent
is out of sone resources and decides to shed |load fromthis
col I ection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

This counter is only relevant if this apmreport is based on
a data source whose collection nethodol ogy is based on
anal yzing network traffic.

Note that if the apmReportTables are inactive because no
applications are enabled in the application directory, this
val ue should be O.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of frames dropped."”
::={ apnReportControl Entry 12 }

apmReport Cont r ol Omer OBJECT- TYPE

SYNTAX Onner String
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ apnReportControl Entry 13 }

apnReport Cont r ol St or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type of this apnmReportControl Entry. If the val ue
of this object is 'permanent’, no objects in this row need to
be witable."

::={ apnReportControl Entry 14 }

apnReport Cont rol St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this apnReportControl Entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate value. The only
objects in the entry that may be nodified while the entry is
in the active state are apnReport Control Request edSi ze and
apmReport Cont r ol Request edReports.

If this object is not equal to active(l), all
associated entries in the apnmReportTabl e shall be del eted
by the agent."
::={ apnReportControl Entry 15 }
-- The APM Report Table

apnReport Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ApnReportEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The data resulting fromaggregated APMreports. Consult the
definition of apnmReport Control Aggregati onType for the
definition of the various types of aggregations."

::={ apnM bQbj ects 10 }

apnReport Entry OBJECT- TYPE

SYNTAX ApnReport Entry
MAX- ACCESS not-accessi bl e
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STATUS current

DESCRI PTI ON
"A conceptual row in the apnReport Tabl e.
The apnReport Control I ndex value in the index identifies the
apnmReport Control Entry on whose behalf this entry was creat ed.
The apnReportlndex value in the index identifies which report
(in the series of reports) this entry is a part of.
The apmAppDi r AppLocal | ndex value in the index identifies
the common application of the transactions aggregated in this
entry.
The apmAppDi r Responsi venessType val ue in the index
identifies the type of responsiveness netric reported by
this entry and uniquely identifies this entry when nore
than one responsiveness netric is neasured for a flow
Entries will only exist in this table for those
conbi nations of AppLocal | ndex and Responsi venessType
that are configured "on(1)’.
The protocol DirLocal I ndex value in the index identifies
the network |ayer protocol of the apnmReport Server Address.
When t he associ ated apnReport Control Aggregati onType value is
equal to applications(4) or clients(2), this
protocol DirLocal | ndex value will equal O.
The apnReport Server Address value in the index identifies the
network | ayer address of the server in transactions aggregated
inthis entry.
The apmNaned ientI D value in the index identifies the
client in transactions aggregated in this entry. If the
associ at ed apnReport Control Aggregati onType is equal to
applications(4) or servers(3), then this protocol DirlLocal | ndex
value will equal O.

An exanpl e of the indexing of this entry is
apmReport Transacti onCount . 3. 15. 3. 1. 8. 4. 192. 168. 1. 2. 3232235788

Not e that some conbi nations of index values may result in an
i ndex that exceeds 128 sub-identifiers in |l ength which exceeds
the maxi mum for the SNMP protocol. |nplenentations should take
care to avoid such conbi nations."
I NDEX { apnReport Control | ndex, apnReport | ndex,
apmAppDi r AppLocal | ndex,
apmAppDi r Responsi venessType,
protocol DirLocal | ndex, apnReport Server Addr ess,
apmNameCient| D }
::={ apnReportTable 1}

AprmReport Entry ::= SEQUENCE {
apnReport | ndex Unsi gned32,
apnReport Ser ver Addr ess Pr ot ocol Di r Net wor KAddr ess,
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apmReport Tr ansact i onCount
apmReport Successf ul Transacti ons

APM M B

Unsi ghed32,
Unsi gnhed32,

apmRepor t Responsi venessMean Unsi gned32,
apnmReport Responsi venessM n Unsi gned32,
apnmReport Responsi venessMax Unsi gned32,
apnmReport Responsi venessBl Unsi gned32,
apmReport Responsi venessB2 Unsi ghed32,
apmRepor t Responsi venessB3 Unsi gnhed32,
apmRepor t Responsi venessB4 Unsi gned32,
apnRepor t Responsi venessB5 Unsi gned32,
apnmReport Responsi venessB6 Unsi gned32,
apnmReport Responsi venessB7 Unsi gned32
}
apnReport | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

March 2004

"The val ue of apnReport Control Report Nunber for the report to

which this entry belongs."”
::={ apnReportEntry 1 }

apnReport Server Address OBJECT- TYPE

SYNTAX Pr ot ocol Di r Net wor kAddr ess
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

Wal dbuss

"The network server address for this apnReportEntry.

This is represented as an octet string with
specific semantics and length as identified
by the protocol DirLocal | ndex conmponent of the index.

Since this object is an index variable, it is encoded in the

i ndex according to the index encoding rules. For exanple, if
the protocol DirLocal | ndex indicates an encapsul ati on of ip,
this object is encoded as a length octet of 4, followed by the
4 octets of the ip address, in network byte order. Care

shoul d be taken to avoid values of this object that, in
conjunction with the other index variables, would result in an
i ndex | onger than SNMP' s maxi mum of 128 subidentifiers.

If the associ ated apnReport Control Aggregati onType is equal to
applications(4) or clients(2), then this object will be a null
string and will be encoded sinply as a length octet of 0."

{ apnReportEntry 2 }
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apmReport Transact i onCount OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of transactions aggregated into this record."
::={ apnReportEntry 3 }

apmReport Successful Transacti ons OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of successful transactions aggregated into
this record.”
::={ apnReportEntry 4 }

apnmReport Responsi venessMean OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The arithnmetic nmean of the responsiveness netrics for all
successful transactions aggregated into this record."
::={ apnReportEntry 5 }

apmRepor t Responsi venessM n OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The m ni num of the responsiveness netrics for all
successful transactions aggregated into this record.”
::={ apnReportEntry 6 }

apnmReport Responsi venessMax OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum of the responsiveness netrics for all
successful transactions aggregated into this record."
c:={ apnReportEntry 7 }

-- Note that when updating a report entry, a transaction will not be
-- counted in nore than 1 bucket in an entry. It will be counted in
-- the first bucket that nmatches, starting with Bucket 1 (Bl). Note
-- that if a transaction natches 2 application types, it will update
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-- one bucket in each of 2 entries in this table.

apmRepor t Responsi venessB1 OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of successful transactions aggregated into this
record whose responsi veness was | ess than boundaryl val ue for
this application.”

::={ apnReportEntry 8 }

apmReport Responsi venessB2 OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of successful transactions aggregated into this
record whose responsiveness did not fall into Bucket 1 and was

greater than or equal to the boundaryl value for this
application and | ess than the boundary2 value for this
application.™

::={ apnReportEntry 9 }

apmReport Responsi venessB3 OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of successful transactions aggregated into this
record whose responsiveness did not fall into Bucket 1 or 2

and as greater than or equal to the boundary2 value for this
application and | ess than the boundary3 value for this
application.™

::={ apnReportEntry 10 }

apmReport Responsi venessB4 OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of successful transactions aggregated into this
record whose responsiveness did not fall into Buckets 1

through 3 and was greater than or equal to the boundary3 val ue
for this application and | ess than the boundary4 val ue for
this application.”

::={ apnReportEntry 11 }
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apmReport Responsi venessB5 OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The number of successful transactions aggregated into this
record whose responsiveness did not fall into Buckets 1

through 4 and was greater than or equal to the boundary4 val ue
for this application and | ess than the boundary5 val ue for
this application.”

::={ apnReportEntry 12 }

apmReport Responsi venessB6 OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of successful transactions aggregated into this
record whose responsiveness did not fall into Buckets 1

through 5 and was greater than or equal to the
boundary5 value for this application and | ess than the
boundary6 value for this application."

::={ apnReportEntry 13 }

apmReport Responsi venessB7 OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of successful transactions aggregated into this
record whose responsiveness did not fall into Buckets 1

through 6 and was greater than or equal to the boundary6 val ue
for this application.”
.= { apnReportEntry 14 }
-- APM Transaction Tabl e

apmlransacti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Apnilransacti onEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains transactions that are currently running
or have recently finished."
2= { apnM bbj ects 11 }

apnmlransacti onEntry OBJECT- TYPE
SYNTAX Apnilr ansact i onEntry
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the apniTransacti onTabl e.

The apmAppDi r AppLocal | ndex value in the index identifies
the application of the transaction represented by this entry.

The apmAppDi r Responsi venessType val ue in the index

identifies the type of responsiveness netric reported by

this entry and uniquely identifies this entry when nore

than one responsiveness netric is neasured for a flow
Entries will only exist in this table for those

combi nations of AppLocal | ndex and Responsi venessType
that are configured "on(1)’.

The protocol DirlLocal I ndex value in the index identifies

the network | ayer protocol of the apmiransacti onServer Address.
The apniransacti onServer Address value in the index identifies
the network | ayer address of the server in the transaction

represented by this entry.
The apnmNaned ientI D value in the index identifies the
client in the transaction represented by this entry.

An exanpl e of the indexing of this entry is

apnmlransacti onCount. 3. 1. 8. 4. 192. 168. 1. 2. 3232235788. 2987

Not e that some conbi nations of index values may result

in an

i ndex that exceeds 128 sub-identifiers in |l ength which exceeds
the maxi mum for the SNWMP protocol. Inplenentations should take

care to avoid such conbinations. "
I NDEX { apmAppDi r AppLocal | ndex,
apmAppDi r Responsi venessType,
prot ocol Di rLocal | ndex, apniransacti onServer Addr ess,
apmNaneC i ent| D, apnmfransactionl D }
::={ apnilransactionTable 1 }

ApmiTransacti onEntry ::= SEQUENCE {
apmlransacti onSer ver Addr ess Pr ot ocol Di r Net wor KAddr ess,
apmlransacti onl D Unsi ghed32,
apmlransacti onResponsi veness Unsi gned32,
apnilr ansacti onAge Ti mel nterval ,
apnilransacti onSuccess Trut hval ue

}

apmlransacti onSer ver Address OBJECT- TYPE
SYNTAX Pr ot ocol Di r Net wor kAddr ess (SI ZE (1..255))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"The network server address for this apniransacti onEntry.

This is represented as an octet string with specific semantics

and length as identified by the protocol D rLocal | ndex

conmponent of the index. This object may not be the zero length

string.

For exanple, if the protocol DirLocal I ndex indicates an

encapsul ation of ip, this object is encoded as a |l ength octet
of 4, followed by the 4 octets of the ip address, in network

byte order. Care should be taken to avoid values of this

object that, in conjunction with the other index variables,

woul d result in an index [onger than SNW' s naxi num of 128

subi dentifiers."”
::={ apnilransactionEntry 1 }

apnilransacti onl D OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"A uni que value for this transaction anongst other
transactions sharing the sane application |ayer protoco

and

server and client addresses. |nplenentations nmay choose to use

the value of the client’s source port, when possible."
::={ apnilransactionEntry 2 }

apnlransacti onResponsi veness OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current value of the responsiveness nmetric for this
transaction. If this transaction has conpleted, the fina
val ue of the netric will be avail able.

Note that this value may change over the lifetine of the
transaction and it is the final value of this netric that

is

recorded as the responsiveness of the transaction for use in

ot her APM M B functions."
::={ apnifransactionkEntry 3 }

apnTr ansact i onAge OBJECT- TYPE

SYNTAX Ti mel nterva
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"If this transaction is still executing, this value shal

be
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the length of time since it was started. If it has conpleted,
this value shall be the length of tinme it was executing."
::={ apnilransactionkEntry 4 }

apnilransacti onSuccess OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The success of this transaction up to this tine. Once a
transacti on has been nmarked as failed, it cannot nove back
into the successful state."

::={ apnilransactionEntry 5 }

apmlransacti onsRequest edHi st orySi ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The maxi mum number of conpl eted transactions desired to be
retained in the apniransactionTable. |If the agent doesn’'t have
enough resources to retain this many, it will retain as nmany as
possi bl e. Regardl ess of this value, the agent nust attenpt to
keep records for all current transactions it is nonitoring.

The val ue of this object nust persist across reboots.”
2= { apnM bQbj ects 12 }

-- The APM Exception table

-- The APM Exception Table creates filters so that a managenent

-- station can get imrediate notification of a transaction that has
-- had poor availability or responsiveness.

-- This function is particularly hel pful in unaggregated situations
-- where the nunbers of agents is relatively high and the transaction
-- rate per agent is relatively |low (such as agents for desktops or
-- dedicated to snmall workgroups). Polling agents in such an

-- environment woul d either cause scalability problems (high rate) or
-- lead to long notification delays (low rate).

apnExcepti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF AprExcepti onEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table creates filters so that a nanagenent station can
get imediate notification of a transaction that has had poor
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availability or responsiveness.

Each apnExcepti onEntry is associated with a particul ar type of
transaction and is applied to all transactions of that

type. Multiple apnExceptionEntries nmay be associated with a
particular type of transaction. A transaction type is
identified by the value of the apmAppDir AppLocal | ndex
component of the index.

Because the quality of a transaction is not known until it is
conpl eted, these thresholds are only applied after the
transacti on has conpleted. "

::={ apnM bbj ects 13 }

apnExcepti onEntry OBJECT- TYPE

SYNTAX AprExcepti onEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the apnExceptionTabl e.

The apmAppDi r AppLocal | ndex value in the index identifies
the application this entry will nonitor.

The apmAppDi r Responsi venessType val ue in the index
identifies the type of responsiveness netric this entry will
monitor."

I NDEX { apmAppDi r AppLocal | ndex,
apmAppDi r Responsi venessType, apnExcepti onl ndex }
::={ apnExceptionTable 1}

AprExcepti onEntry ::= SEQUENCE {
apnExcept i onl ndex Unsi gned32,
apnExcept i onResponsi venessConpari son | NTECER,
apnExcept i onResponsi venessThr eshol d Unsi gned32,
apnExcept i onUnsuccessf ul Excepti on | NTECER,
apnExcept i onResponsi venessEvent s Count er 32,
apnExcept i onUnsuccessf ul Event s Count er 32,
apnExcept i onOaner Onner Stri ng,
apnExcepti onSt or ageType St or ageType,
apnExcepti onSt at us RowsSt at us

}

apnExcepti onl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"An index that uniquely identifies an entry in the
apnExcepti onTabl e anongst other entries wi th equival ent index
val ues for apmAppDi r AppLocal | ndex and
apmAppDi r Responsi venessType. Each such entry sets up
thresholds for a particular neasurenment of a particul ar
application."

::= { apnExceptionEntry 1 }

apnExcept i onResponsi venessConpari son OBJECT- TYPE

SYNTAX | NTECER ({
none(1),
greater(2),
| ess(3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"If this value is greater(2) or less(3), the associated
apnExcept i onResponsi venessThreshold will be conmpared to this
val ue and an exception will be created if the responsiveness
is greater than the threshold (greater(2)) or less than the
threshold (less(3))."

;.= { apnExceptionEntry 2 }

apnExcept i onResponsi venessThr eshol d OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The threshold that responsiveness netrics are conpared to."
::={ apnExceptionEntry 3}

apnExcept i onUnsuccessf ul Excepti on OBJECT- TYPE

SYNTAX | NTECER ({
of f(1),
on(2)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If this value is on(2), an exception will be created if a
transaction of the associated type is unsuccessful."
::= { apnExceptionEntry 4 }

apnExcept i onResponsi venessEvent s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The total nunber of responsiveness exceptions generated. This
counter will be increnmented even if no notification was sent
due to notifications not being configured or due to exceeding
the apniNotificati onMaxRate val ue."

::={ apnExceptionEntry 5 }

apnExcept i onUnsuccessf ul Event s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of unsuccessful exceptions generated. This
counter will be incremented even if no notification was sent
due to notifications not being configured or due to exceeding
the apnmiNotificati onMaxRate val ue."

;.= { apnExceptionEntry 6 }

apnExcepti onOmer OBJECT- TYPE

SYNTAX Onner Stri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ apnExceptionEntry 7 }

apnExcepti onSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type of this apnmReportControl Entry. If the val ue
of this object is 'permanent’, no objects in this row need to
be witable."

::={ apnExceptionEntry 8 }

apnExcept i onSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this apnExceptionEntry. The only objects in the
entry that may be nodified while the entry is in the active
state are apnExcepti onResponsi venessConpari son,
apnExcept i onResponsi venessThr eshol d and
apnExcept i onUnsuccessf ul Exception. "

::={ apnExceptionEntry 9 }
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apmrhr oughput Excepti onM nTi ne OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "seconds"”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Because the responsiveness for throughput-oriented
transactions is divided by the elapsed tinme, it can be very
sensitive to short-term performance variations for
transactions that take a short period of tinme. For exanple,
when downl oadi ng a very short file, a single dropped packet
coul d double or triple the total response tine.

Further, throughput is usually exam ned for applications that
transfer a ot of data, and when doing so it is helpful to
conceptual i ze transaction costs that are proportional to the
anpbunt of data separately fromthose costs that are relatively
fixed (i.e., independent of the anount of data). For very
short transactions, these fixed transacti on costs (handshake,
setup time, authentication, round-trip tinme) may dom nate the
total response time for the transaction, resulting in

t hroughput neasurenents that aren’'t really proportional to the
network’s, server’'s and client’s conbi ned data throughput
capability.

Thi s object controls the ninimum nunber of seconds that an

t hr oughput - based transacti on nust exceed before an exception
can be generated for it. If this object is set to zero, then
al | throughput-based transactions are candi dates for
exceptions.

The val ue of this object nust persist across reboots.”
DEFVAL { 10}
.= { apnM bbj ects 14 }

apmNoti ficati onMaxRat e OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The maxi mum nunber of notifications that can be generated
fromthis agent by the apnExceptionTable in any 60 second
peri od.

The val ue of this object nust persist across reboots.”

DEFVAL { 1}
.= { apnM bbj ects 15 }
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-- APM Noti fications
apmNoti fications OBJECT IDENTIFIER ::= { apm O }

apnilransacti onResponsi venessAl ar m NOTI FI CATI ON- TYPE
OBJECTS { apnExcepti onResponsi venessThr eshol d,
apmlransacti onResponsi veness }
STATUS current
DESCRI PTI ON
"Notification sent when a transaction exceeds a threshold
defined in the apnException table. The index of the

i ncl uded apnExcepti onResponsi venessThreshol d object identifies

the apnExceptionEntry that specified the threshold. The
apmlransacti onResponsi veness variable identifies the actua
transaction and its responsiveness.

Agent inplenentors are urged to include additional data
objects in the alarmthat may explain the reason for the

alarm It is helpful to include such data in the al arm because

it describes the situation at the tinme the al arm was
generated, where polls after the fact may not provide

meani ngful information. Exanples of such information are CPU
| oad, nmenory utilization, network utilization, and transaction

statistics."”
o= { apnNotifications 1}

apmlransacti onUnsuccessf ul Al arm NOTI FI CATI ON- TYPE

OBJECTS { apnExcepti onResponsi venessThreshol d }
STATUS current
DESCRI PTI ON

"Notification sent when a transaction i s unsuccessf ul

The i ndex of the included apnmExcepti onResponsi venessThr eshol d
object identifies both the type of the transaction that caused

this notification as well as the apnExceptionEntry that
specified the threshol d.

Agent inplenmentors are urged to include additional data
objects in the alarmthat may explain the reason for the

alarm It is helpful to include such data in the al arm because

it describes the situation at the time the al arm was
generated, where polls after the fact nay not provide

meani ngful information. Exanples of such information are CPU
| oad, menory utilization, network utilization, and transaction

statistics.”
::={ apmNotifications 2 }

apnConpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"Describes the requirenents for conformance to
the APM M B"
MODULE -- this nodule
MANDATORY- GROUPS { apnmAppDi r G oup, apnReport G oup }

GROUP apmiJser Def i nedAppl i cati onsG oup
DESCRI PTI ON
"Impl enentati on of the apniJser Defi nedAppli cati onsG oup
is optional."

GROUP apnilr ansacti onG oup
DESCRI PTI ON
"I mpl enent ati on of the apnilransacti onG oup is optional."

GROUP apnExcepti onG oup
DESCRI PTI ON
"I mpl enent ati on of the apnExceptionG oup is optional."

GROUP apmNoti fi cati onG oup
DESCRI PTI ON
"I mpl enentati on of the apmNotificationGoup is optional."

.= { apnConpliances 1 }

apmAppDi r G oup OBJECT- GROUP
OBJECTS { apmAppDir Confi g,
apmAppDi r Responsi venessBoundaryl,
apmAppDi r Responsi venessBoundary2,
apmAppDi r Responsi venessBoundary3,
apmAppDi r Responsi venessBoundar y4,
apmAppDi r Responsi venessBoundar y5,
apmAppDi r Responsi venessBoundar y6,
apnBucket Boundar yLast Change, apmAppDirl D,
apmNaneMachi neNane, apnNanmeUser Nanme }
STATUS current
DESCRI PTI ON
"The APM M B directory of applications and application verbs."
:= { apmGroups 1}

apmJser Def i nedAppl i cati onsG oup OBJECT- GROUP
OBJECTS { apnHt t pFi | t er AppLocal | ndex,

apmHt t pFi | t er Server Prot ocol ,
apmHt t pFi | t er Server Address, apnHtt pFilter URLPat h,
apnmHtt pFi | t er Mat chType, apnHttpFilter Omner,
apnHt t pFi | t er St orageType, apnHttpFilter RowSt at us,
apntHt t pl gnor eUnr egi st eredURLs, apnttt p4xxl sFail ure,
apmJser Def i nedAppPar ent | ndex,
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apniser Def i nedAppAppl i cation }
STATUS current
DESCRI PTI ON
"Obj ects used for creating and nmanagi ng user-defined
applications."”
.= { apntzoups 2 }

apnmRepor t G oup OBJECT- GROUP

OBJECTS { apnReport Contr ol Dat aSour ce,
apnReport Cont r ol Aggr egati onType,
apnmReport Control I nterval,
apnReport Cont r ol Request edSi ze,
apmReport Cont rol G ant edSi ze,
apmReport Cont r ol Request edReport s,
apmReport Cont r ol G ant edReports,
apnReport Control Start Ti e,
apnReport Cont r ol Report Nunber,
apnReport Cont r ol Deni edl nserts,
apnReport Cont r ol Dr oppedFr anes,
apmRepor t Cont r ol Oaner,
apmReport Cont r ol St or ageType,
apnReport Cont rol St at us,
apnmReport Transact i onCount,
apnmReport Successf ul Transacti ons,
apmReport Responsi venessMean,
apmReport Responsi venessM n,
apmRepor t Responsi venessMax,
apnmReport Responsi venessB1,
apnmReport Responsi venessB2,
apnmReport Responsi venessB3,
apmReport Responsi venessB4,
apmRepor t Responsi venessB5,
apmRepor t Responsi venessB6,
apnRepor t Responsi venessB7 }

STATUS current

DESCRI PTI ON

"The apmreport group controls the creation and retrieval of
reports that aggregate application performance."”
:= { apmGroups 3}

apnlransacti onG oup OBJECT- GROUP
OBJECTS { apnilransacti onResponsi veness,
apmlransacti onAge, apniransacti onSuccess,
apmlransacti onsRequest edHi storySi ze }
STATUS current
DESCRI PTI ON
"The apmtransaction group contains statistics for
i ndi vi dual transactions."
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:= { apmGroups 4}

apnExcepti onG oup OBJECT- GROUP
OBJECTS { apnExcepti onResponsi venessConpari son,
apnExcept i onResponsi venessThr eshol d,
apnExcept i onUnsuccessf ul Excepti on,
apnExcept i onResponsi venessEvent s,
apnExcept i onUnsuccessf ul Event s,
apnExcepti onOamner, aprExcepti onStorageType,
apnExcepti onSt at us, apniThr oughput Excepti onM nTi e,
apmNoti ficati onMaxRate }
STATUS current
DESCRI PTI ON
"The apm exception group causes notifications to be sent
whenever transactions are detected that had poor availability
or responsiveness."
c:= { apmGroups 5}

apmNoti ficati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { apniransacti onResponsi venessAl arm
apmlransacti onUnsuccessful Alarm}
STATUS current
DESCRI PTI ON
"Notifications sent by an APM M B agent . "
.= { apntxoups 6 }

END
4. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
net wor k operati ons.

Specifically, nmost of the read-wite and read-create objects in this
M B nodul e may be used to configure an agent to reveal network
addresses, application usage information and conversation statistics
that may be considered sensitive in some environnents.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP.
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Specifically, this MB contains network addresses, machi nes nanes,
user nanes, application usage information, and conversation
statistics. Data of this nature should be considered sensitive and
the privacy of the users fromwhomit was gathered protected.

Admi nistrators should restrict read access to this data to
specifically authorized individuals or agents that recognize the
privacy inplications of its release. |In situations where read access
to this data cannot be restricted, it should not be gathered.

Systens that inplenment the objects in this MB nodul e have the
capability of neasuring the tine taken to execute transactions.
Dependi ng on the transaction type, sonme or all of this transaction
time my be associated with the tine taken to performsecurity

cal culations. Such data may help an attacker to use timng attacks
to extract secrets fromthe systens involved in the transactions
See [10] for nore information

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNVMPv3 framework (see [8], section 8), including ful
support for the SNMPv3 cryptographi c nechani sns (for authentication
and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them
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7. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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