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Abstract

Thi s docunent defines requirenments for signaling across different
networ k environnents, such as across adm nistrative and/or technol ogy
domains. Signaling is mainly considered for Quality of Service (Qos)
such as the Resource Reservation Protocol (RSVP). However, in recent
years, several other applications of signaling have been defi ned.

For exanple, signaling for |label distribution in Miltiprotocol Labe
Switching (MPLS) or signaling to m ddl eboxes. To achieve wi de
applicability of the requirenments, the starting point is a diverse
set of scenarios/use cases concerning various types of networks and
application interactions. This docunment presents the assunptions
before listing the requirements. The requirenments are grouped
according to areas such as architecture and design goals, signaling
flows, layering, performance, flexibility, security, and nobility.
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1. Introduction

Thi s docunent is the product of the Next Steps in Signaling (NSIS)
Working Group. It defines requirenents for signaling across
different network environnents. It does not |ist any problens of
exi sting signaling protocols such as [ RSVP].

In order to derive requirenents for signaling it is necessary to
first have an idea of the scope within which they are applicable.
Therefore, we |ist use cases and scenari os where an NSI'S protoco
could be applied. The scenarios are used to help derive requirenents
and to test the requirenents agai nst use cases.

The requirenents listed are i ndependent of any application. However,
resource reservation and QoS rel ated i ssues are used as exanpl es
within the text. However, Q@S is not the only field where signaling
is used in the Internet. Signaling nmight also be used as a

conmmuni cati on protocol to setup and maintain the state in m ddl eboxes
[ RFC3234] .

Thi s docunent does not cover requirements in relation to sone
networking areas, in particular, interaction with host and site
mul ti homing. W |eave these for future anal ysis.

1.1. Keywords

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ KEYWORDS] .

2. Term nol ogy

We |ist the nost often used ternms in the docunent. However, they
cannot be nmde precise without a nore conplete architectural nodel,
and they are not neant to prescribe any solution in the docunent.
Where applicable, they will be defined in protocol docunents.

NSIS Entity (NE): The function within a node, which inplenents an
NSIS protocol. 1In the case of path-coupled signaling, the NE will
al ways be on the data path.

NSI S Forwarder (NF): NSIS Entity between a NI and NR, which may
interact with local state managenent functions in the network. It
al so propagates NSI S signaling further through the network.

NSIS Initiator (NI): NSIS Entity that starts NSIS signaling to set up
or mani pul ate network state.
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NSI'S Responder (NR): NSIS Entity that term nates NSIS signaling and
can optionally interact with applications as well.

Flow. Atraffic stream (sequence of |IP packets between two end
systens) for which a specific packet level treatnent is provided.
The flow can be unicast (uni- or bi-directional) or nulticast. For
multicast, a flow can diverge into nultiple flows as it propagates
toward the receiver. For multi-sender multicast, a flow can al so
di verge when viewed in the reverse direction (toward the senders)

Data Path: The route across the networks taken by a flow or
aggregate, i.e., which donmains/subdomains it passes through and the
egress/ingress points for each

Signaling Path: The route across the networks taken by a signaling
flow or aggregate, i.e., which donmi ns/subdormains it passes through
and the egress/ingress points for each.

Pat h- coupl ed signaling: A node of signaling where the signaling
messages follow a path that is tied to the data packets. Signaling
messages are routed only through nodes (NEs) that are in the data
pat h.

Pat h- decoupl ed signaling: Signaling with i ndependent data and
signaling paths. Signaling nmessages are routed to nodes (NEs) which
are not assuned to be on the data path, but which are (presumably)
aware of it. Signaling nessages will always be directly addressed to
the neighbor NE, and the NI/NR may have no relation at all with the
ultimate data sender or receiver

Service: A generic sonething provided by one entity and consuned by
another. It can be constructed by allocating resources. The network
can provide it to users or a network node can provide it to packets.

3. Problem Statenent and Scope

We provide in the following a prelimnary architectural picture as a
basis for discussion. We will refer to it in the follow ng
requi renent sections.

Note that this nodel is intended not to constrain the technica
approach taken subsequently, sinply to allow concrete phrasing of
requirenents (e.g., requirenments about placenent of the NSIS
Initiator.)
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Roughly, the scope of NSIS is assunmed to be the interaction between
the NSIS Initiator, NSIS Forwarder(s), and NSIS Responder including a
protocol to carry the information, and the syntax/semantics of the
information that is exchanged. Further statenments on
assunpti ons/ exclusions are given in the next Section

The main el enents are

1. Sonething that starts the request for state to be set up in the
network, the NSIS Initiator

This might be in the end systemor within sonme other part of the
network. The distinguishing feature of the NSIS Initiator is that
it acts on triggers coming (directly or indirectly) fromthe

hi gher layers in the end systens. It needs to map the services
requested by them and al so provides feedback information to the
hi gher layers, which nmight be used by transport |ayer algorithns
or adaptive applications.

2. Something that assists in managing state further along the
signaling path, the NSI'S Forwarder

The NSI'S Forwarder does not interact with higher |ayers, but
interacts with the NSIS Initiator, NSIS Responder, and possibly
one or nmore NSI'S Forwarders on the signaling path, edge-to-edge or
end-t o- end.

3. Sonething that termnates the signaling path, the NSI'S Responder

The NSIS responder mght be in an end-systemor within other
equi prent.  The distinguishing feature of the NSI'S Responder is
that it responds to requests at the end of a signaling path.

4. The signaling path traverses an underlying network covering one or
nmore | P hops. The underlying network m ght use locally different
technol ogy. For instance, QS technology has to be provisioned
appropriately for the service requested. In the QS exanple, an
NSI S Forwarder maps service-specific information to technol ogy-
rel ated QoS paraneters and receives indications about success or
failure in response

5. W can see the network at the | evel of domains/subdomains rather
than individual routers (except in the special case that the
domai n contains one link). Donmains are assumed to be
adm nistrative entities. So security requirenents mght apply
differently for the signaling between the donmains and within a
domain. Both cases we deal with in this docunent.
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4.

4.

1.

Assunpti ons and Excl usi ons

Assunptions and Non- Assunpti ons

The NSI'S signaling could run end-to-end, end-to-edge, or edge-to-
edge, or network-to-network (between providers), depending on what
point in the network acts as NSIS initiator, and how far towards
the other end of the network the signaling propagates. In
general, we could expect NSIS Forwarders to becone nore ’'dense
towards the edges of the network, but this is not a requirenent.
For exanple, in the case of Q0S, an over-provisioned domain night
contain no NSIS Forwarders at all (and be NSIS transparent); at
the other extreme, NSIS Forwarders might be placed at every
router. In the latter case, QS provisioning can be carried out
in a local inplementation-dependent way w thout further signaling,
whereas in the case of renote NSIS Forwarders, a protocol night be
needed to control the routers along the path. This protocol is

t hen i ndependent of the end-to-end NSI'S signaling.

We do not consider 'pure’ end-to-end signaling that is not
interpreted anywhere within the network. Such signaling is a
hi gher -1 ayer issue and | ETF protocols such as SIP etc. can be
used.

Where the signaling does cover several donmains, we do not exclude
that different signaling protocols are used in each domain. W
only place requirenents on the universality of the contro
information that is being transported. (The goals here would be
to allow the use of signaling protocols, which are matched to the
characteristics of the portion of the network being traversed.)
Note that the outcome of NSIS work might result in various flavors
of the sane protocol

We assune that the service definitions a NSIS Initiator can ask
for are known in advance of the signaling protocol running. For
instance in the QS exanple, the service definition includes QS
paraneters, lifetime of QS guarantee etc., or any other service-
specific paraneters

There are nmany ways service requesters get to know about avail abl e
services. There night be standardi zed services, the definition
can be negotiated together with a contract, the service definition
is published in sone on-line directory (e.g., at a Wb page), and
S0 on.

We assune that there are neans for the discovery of NSIS entities
in order to know the signaling peers (solutions include static
configuration, automatically discovered, or inplicitly runs over
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4.

the right nodes along the data path, etc.). The discovery of the
NSIS entities has security inplications that need to be addressed
properly. For sone security mechanisnms (i.e., Kerberos, pre-
shared secret) it is required to know the identity of the other
entity. Hence the discovery nmechani smnmay provide neans to |learn
this identity, which is then later used to retrieve the required
keys and paraneters.

NSI' S assunmes |l ayer 3 routing and the determ nation of next data
node selection is not done by NSIS

Excl usi ons

Devel opment of specific mechani sms and al gorithns for application
and transport |ayer adaptation are not considered, nor are the
protocols that woul d support it.

Speci fic nmechanisns (APls and so on) for interaction between
transport/applications and the network | ayer are not considered,
except to clarify the requirenments on the negotiation
capabilities and information semantics that woul d be needed of
the signaling protocol

Speci fic mechani snms and protocols for provisioning or other
network control functions within a domain/subdomain are not
considered. The goal is to reuse existing functions and
protocol s unchanged. However, NSIS itself can be used for
signaling within a domai n/ subdonai n.

For instance in the QoS exanple, it neans that the setting of QS
mechani sms in a domain is out of scope, but if we have a tunnel,
NSI'S could al so be used for tunnel setup with QoS guarantees. It
shoul d be possible to exploit these mechanisnms optimally wthin
the end-to-end context. Consideration of howto do this m ght
generate new requirenments for NSI'S however. For exanple, the

i nformati on needed by a NSIS Forwarder to nmanage a radio
subnetwork needs to be provided by the NSIS sol ution

Speci fic mechanisns (APIs and so on) for interaction between the
network | ayer and underlying provisioning nechani sns are not
consi der ed.

Interaction with resource nanagenent or other internal state
managenment capabilities is not considered. Standard protocols

m ght be used for this. This may inply requirements for the sort
of information that should be exchanged between the NSI S
entities.
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6. Security inplications related to nulticasting are outside the
scope of the signaling protocol

7. Service definitions and in particular QS services and cl asses
are out of scope. Together with the service definition any
definition of service specific paraneters are not considered in
this docunment. Only the base NSIS signaling protocol for
transporting the service informati on are addressed.

8. Simlarly, specific nmethods, protocols, and ways to express
service information in the Application/ Session |evel are not
considered (e.g., SDP, SIP, RTSP, etc.).

9. The specification of any extensions needed to signal information
via application |evel protocols (e.g., SDP), and the nmapping to
NSI S information are consi dered outside of the scope of NSIS
wor ki ng group, as this work is in the direct scope of other |ETF
wor ki ng groups (e.g., MVISIC)

10. Handoff decision and trigger sources: An NSIS protocol is not
used to trigger handoffs in nobile IP, nor is it used to decide
whet her to handoff or not. As soon as or in some situations even
bef ore a handof f happened, an NSI S protocol night be used for
signaling for the particular service again. The basic underlying
assunption is that the route comes first (defining the path) and
the signaling cones after it (following the path). This doesn't
prevent a signaling application at sonme node interacting with
sonet hing that nodifies the path, but the requirenent is then
just for NSISto live with that possibility. However, NSIS nust
interwork with several protocols for nobility nanagenent.

11. Service nmonitoring is out of scope. It is heavily dependent on
the type of the application and or transport service, and in what
scenario it is used.

5. Requirements

This section defines nore detailed requirements for a signaling
solution, respecting the problem statenment, scoping assunptions, and
term nol ogy considered earlier. The requirenents are in subsections,
grouped roughly according to general technical aspects: architecture
and desi gn goal s, topology issues, paraneters, perfornmance, security,
information, and flexibility.

Two general (and potentially contradictory) goals for the solution
are that it should be applicable in a very wi de range of scenari os,
and at the sanme tine be lightweight in inplenentation conplexity and
resource consunption requirenents in NSIS Entities. W use the terns

Br unner I nf or mat i onal [ Page 10]



RFC 3726 Requirenents for Signaling Protocols April 2004

"access’ and 'core’ informally in the discussion of sone particul ar
requirenents to refer to deploynment conditions where particul ar
protocol attributes, especially performance characteristics, have
special inportance. Specifically, "access’ refers to | ower capacity
networks with fewer users and sessions. 'Core’ refers to high
capacity networks with a | arge nunber of users and sessions.

One approach to this is that the solution could deal with certain
requi renents via nodul ar conponents or capabilities, which are
optional to inplenent or use in individual nodes.

5.1. Architecture and Design Goal s

This section contains requirements related to desirabl e overal
characteristics of a solution, e.g., enabling flexibility, or
i ndependence of parts of the framework.

5.1.1. NSIS SHOULD Provide Availability Information on Request

NSI'S SHOULD provi de a mechanismto check whether state to be setup is
avail abl e without setting it up. For the resource reservation
exanple this translates into checking resource availability without
perform ng resource reservation. |n some scenarios, e.g., the nobile
term nal scenario, it is required to query, whether resources are
avai |l abl e, without performing a reservation on the resource.

5.1.2. NSIS MIST be Designed Mdularly

A nodul ar design allows for nore |ightweight inplenentations, if
fewer features are needed. Mitually exclusive solutions are
supported. Exanples for nodularity:

- Wirk over any kind of network (narrowband versus broadband,
error-prone versus reliable, ...). This inplies | ow bandw dth
signaling, and elimination of redundant informtion MJST be
supported if necessary.

- State setup for uni- and bi-directional flows is possible.

- Extensible in the future with different add-ons for certain
envi ronnents or scenari os.

- Protocol layering, where appropriate. This means NSI'S MUST

provi de a base protocol, which can be adapted to different
envi ronments.
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5.1.3. NSIS MJST Decoupl e Protocol and |Information

The signaling protocol MJST be clearly separated fromthe contro

i nformati on being transported. This provides for the independent
devel opment of these two aspects of the solution, and allows for this
control information to be carried within other protocols, including
application | ayer ones, existing ones or those being devel oped in the
future. The flexibility gained in the transport of informtion
allows for the applicability of the same protocol in various

scenari os.

However, note that the information carried needs to be standardi zed;
otherwi se interoperability is difficult to achieve.

5.1.4. NSIS MIST Support |ndependence of Signaling and Network Control
Par adi gm

The signaling MIUST be independent of the paradi gm and nechani sm of
network control. E.g., in the case of signaling for QS, the

i ndependence of the signaling protocol fromthe QoS provisioning
all ows for using the NSI'S protocol together with various QS
technol ogi es in various scenari os.

5.1.5. NSIS SHOULD be Able to Carry Opaque nbjects

NSI' S SHOULD be able to pass around opaque objects, which are
interpreted only by some NSIS-capabl e nodes.

5.2. Signaling Flows

This section contains requirenments related to the possible signaling
flows that should be supported, e.g., over what parts of the flow
pat h, between what entities (end-systens, routers, m ddl eboxes,
managenent systens), in which direction

5.2.1. The placenment of NSIS Initiator, Forwarder, and Responder
Anywhere in the Network MJST be Al owed

The protocol MJST work in various scenarios such as host-to-network-
to-host, edge-to-edge, (e.g., just within one provider’s donmin),
user-to-network (fromend systeminto the network, ending, e.g., at
the entry to the network and vice versa), and network-to-network
(e.g., between providers).

Placing the NSIS Forwarder and NSIS Initiator functions at different

| ocations allows for various scenarios to work with the sane
pr ot ocol
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5.2.2. NSIS MIST Support Path-Coupl ed and MAY Support Pat h-Decoupl ed
Si gnal i ng.

The pat h-coupl ed signaling node MIST be supported. NSIS signaling
messages are routed only through nodes (NEs) that are in the data
pat h.

However, there is a set of scenarios, where signaling is not on the
data path. Therefore, NSI'S MAY support the path-decoupl ed signaling
node, where signaling nessages are routed to nodes (NEs), which are
not assuned to be on the data path, but which are aware of it.

5.2.3. Conceal ment of Topol ogy and Technol ogy | nformati on SHOULD be
Possi bl e

The NSI'S protocol SHOULD allow for hiding the internal structure of a
NSI S donmai n from end-nodes and from ot her networks. Hence an
adversary should not be able to learn the internal structure of a
network with the help of the signaling protocol

In various scenarios, topology information should be hidden for
various reasons. From a business point of view, sone adm nistrations
don’t want to reveal the topol ogy and technol ogy used.

5.2.4. Transparent Signaling Through Networ ks SHOULD be Possi bl e

It SHOULD be possible that the signaling for sone flows traverses
pat h segnents transparently, i.e., without interpretation at NSI' S
Forwarders within the network. An exanple would be a subdonain
within a core network, which only interpreted signaling for
aggregates established at the donmain edge, with the signaling for
i ndi vidual flows passing transparently through it.

In other words, NSI'S SHOULD work in hierarchical scenarios, where big
pi pes/trunks are setup using NSIS signaling, but also flows which run
within that big pipe/trunk are setup using NSIS.

5.3. Messaging

5.3.1. Explicit Erasure of State MJST be Possible
When state along a path is no | onger necessary, e.g., because the

application term nates, or because a nobil e host experienced a hand-
off, it MJST be possible to erase the state explicitly.
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5.3.2. Automatic Rel ease of State After Failure MJUST be Possi bl e

VWhen the NSIS Initiator goes down, the state it requested in the
net wor k SHOULD be rel eased, since it will nost |ikely no | onger be
necessary.

After detection of a failure in the network, any NSIS
Forwarder/Initiator MIST be able to release state it is involved in.
For exanple, this may require signaling of the "Rel ease after
Fai l ure" nessage upstream as well as downstream or soft state timng
out .

The goal is to prevent stale state within the network and add
robustness to the operation of NSIS. So in other words, an NSIS
signaling protocol or nechani sns MJST provi de means for an NSI S
entity to discover and renove | ocal stale state.

Note that this mght need to work together with a notification
mechanism Note as well, that transient failures in NSIS processing
shoul dn’t necessarily have to cause all state to be rel eased

i medi at el y.

5.3.3. NSIS SHOULD Al |l ow for Sending Notifications Upstream

NSI S Forwarders SHOULD notify the NSIS Initiator or any other NSIS
Forwarder upstream if there is a state change inside the network.
There are various types of network changes for instance anmpng them

Recoverable errors: the network nodes can locally repair this type
error. The network nodes do not have to notify the users of the
error imediately. This is a condition when the danger of
degradation (or actual short term degradation) of the provided
service was overconme by the network (NSIS Forwarder) itself.

Unrecoverabl e errors: the network nodes cannot handle this type of
error, and have to notify the users as soon as possi bl e.

Servi ce degradation: In case the service cannot be provided
completely but only partially.

Repair indication: If an error occurred and it has been fixed, this
triggers the sending of a notification

Servi ce upgrade available: If a previously requested better service
becomes avai |l abl e.
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The content of the notification is very service specific, but it is
must at least carry type information. Additionally, it may carry the
| ocation of the state change.

The notifications may or nay not be in response to a NSIS nessage.
This means an NSIS entity has to be able to handle notifications at
any tine.

Not e however, that there are a nunber of security consideration needs
to be solved with notification, even nore inportant if the
notification is sent without prior request (asynchronously). The
problem basically is, that everybody could send notifications to any
NSIS entity and the NSIS entity nost likely reacts on the
notification. For exanple, if it gets an error notification it m ght
erase state, even if everything is ok. So the notification m ght
depend on security associations between the sender of the
notification and its receiver. |f a hop-by-hop security nechanismis
chosen, this inplies also that notifications need to be sent on the
reverse path.

5.3.4. Establishnent and Refusal to Set Up State MJUST be Notified

A NR MUST acknow edge establishrment of state on behalf of the N
requesting establishnent of that state. A refusal to set up state
MJUST be replied with a negative acknow edgenment by the NE refusing to
set up state. It MJIST be sent to the NI. Depending on the signaling
application the (positive or negative) notifications may have to pass
through further NEs upstream |Information on the reason of the
refusal to set up state MAY be nmade avail able. For exanple, in the
resource reservation exanple, together with a negative answer, the
anount of resources avail able m ght al so be returned.

5.3.5. NSIS MIJST Allow for Local Information Exchange

The signaling protocol MJST be able to exchange | ocal infornmation
between NSI'S Forwarders | ocated within one single admnistrative
domai n. The local information exchange is performed by a number of
separ at e nessages not bel onging to an end-to-end signaling process.
Local information m ght, for example, be IP addresses, notification
of successful or erroneous processing of signaling nessages, or other
condi tions.

In sone cases, the NSIS signaling protocol MAY carry identification
of the NSIS Forwarders | ocated at the boundaries of a donain.
However, the identification of edge should not be visible to the end
host (NSIS Initiator) and only applies within one adm nistrative
domai n.
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5.4. Control Infornmmtion

This section contains requirenments related to the control information
that needs to be exchanged.

5.4.1. Mutability Information on Paraneters SHOULD be Possibl e

It is possible that nodes nodify paranmeters of a signaling nmessage.
However, it SHOULD be possible for the NSIS Initiator to control the
mutability of the signaled information. For exanple, the NSIS
Initiator should be able to control what is requested end-to-end,

wi t hout the request being gradually nutated as it passes through a
sequence of nodes.

5.4. 2. It SHOULD be Possible to Add and Renpve Local Domain Information

It SHOULD be possible to add and renove | ocal scope el enents.
Conpared to Requirenment 5.3.5 this requirenment does use the nornal
signaling process and nessage exchange for transporting | oca
informati on. For example, at the entrance to a domain, domain-
specific information is added information is added, which is used in
this domain only, and the information is renoved again when a
signaling nessage | eaves the donmain. The notivation is in the
econony of re-using the protocol for domain internal signaling of
various information pieces. Were additional information is needed
within a particular domain, it should be possible to carry this at
the sane tine as the end-to-end information

5.4.3. State MJST be Addressed | ndependent of Flow ldentification

Addressing or identifying state MJUST be independent of the flow
identifier (flow end-points, topol ogical addresses). Various
scenarios in the nobility area require this i ndependence because
flows resulting fromhandoff m ght have changed end-points etc. but
still have the sane service requirenent. Al so several proxy-based
signaling nethods profit from such i ndependence, though these are not
chartered work itens for NSIS

5.4.4. Modification of Already Established State SHOULD be Seaml ess

In many case, the established state needs to be updated (in QS
exanpl e upgrade or downgrade of resource usage). This SHOULD happen
seam essly without service interruption. At |east the signaling
protocol should allow for it, even if some data path el enents night
not be capabl e of doing so.
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5.4.5. Gouping of Signaling for Several M cro-Fl ows MAY be Provided

NSI'S MAY group signaling information for several mcro-flows into one
signaling nessage. The goal of this is the optim zation in terns of
setup del ay, which can happen in parallel. This helps applications
requesting several flows at once. Also potential refreshes (in case
of a soft state solution) mght profit from grouping.

However, the network need not know that a rel ationship between the
grouped flows exists. There MJUST NOT be any transactional senantic
associated with the grouping. It is only nmeant for optim zation
pur poses.

5.5. Per f or mance

Thi s section discusses performance requirenents and eval uation
criteria and the way in which these could and should be traded off
agai nst each other in various parts of the solution

Scalability is always an inmportant requirenment for signaling
protocols. However, the type of scalability and its inportance
varies fromone scenario to another.

Note that many of the perfornmance issues are heavily dependent on the
scenario assumed and are normally a trade-off between speed,
reliability, conplexity, and scalability. The trade-off varies in
different parts of the network. For exanple, in radio access

net wor ks | ow bandwi dth consunption will outweigh the |ow | atency
requirenent, while in core networks it may be reverse.

5.5.1. Scalability

NSI' S MUST be scal abl e in the nunber of nessages received by a
signaling comruni cation partner (NSIS Initiator, NSIS Forwarder, and
NSI' S Responder). The nmmjor concern lies in the core of the network,
where | arge nunbers of nmessages arrive

It MJUST be scal able in number of hand-offs in nobile environnents.
This mainly applies in access networks, because the core is
transparent to nobility in nbst cases

It MJUST be scalable in the nunber of interactions for setting up
state. This applies for end-systems setting up several states. Some
servers mght be expected to setup a | arge nunber of states.

Scalability in the anpbunt of state per entity MJST be achieved for
NSI'S Forwarders in the core of the network.
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Scalability in CPU usage MUST be achieved on end term nals and
i ntermedi ate nodes in case of many state setup processes at the sane
time.

Specifically, NSIS MUST work in Internet scal e deploynents, where the
use of signaling by hosts becones universal. Note that requirenent
5.2.4 requires the functionality of transparently signaling through
networ ks without interpretation. Additionally, requirement 5.6.1
lists the capability to aggregate. Furthernore, requirenment 5.5.4
states that NSI'S should be able to constrain the | oad on devices.

Basi cally, the perfornmance of the signaling MIST degrade gracefully
rat her than catastrophically under overload conditions.

5.5.2. NSIS SHOULD Al l ow for Low Latency in Setup

NSI'S SHOULD al l ow for |low | atency setup of states. This is only
needed in scenarios where state setups are required on a short tine
scale (e.g., handover in nobile environnments), or where hunman
interaction is imediately concerned (e.g., voice comrunication setup
del ay) .

5.5.3. NSIS MJUST Allow for Low Bandw dt h Consunption for the Signaling
Pr ot ocol

NSI'S MUST all ow for | ow bandwi dth consunption in certain access
networks. Again only small sets of scenarios call for |ow bandw dth,
mai nly those where wireless links are involved.

5.5.4. NSIS SHOULD Allow to Constrain Load on Devices

The NSI'S architecture SHOULD give the ability to constrain the | oad
(CPU | oad, nmemory space, signaling bandw dth consunption and
signaling intensity) on devices where it is needed. One of the
reasons is that the protocol handling should have a mninmal inmpact on
interior (core) nodes.

Thi s can be achi eved by many different nmethods. Exanples include
message aggregation, header conpression, nminimzing functionality, or
ignoring signaling in core nodes. NSIS may choose any met hod as | ong
as the requirenent is net.

5.5.5. NSIS SHOULD Target the Hi ghest Possible Network Utilization

Thi s requirenment applies specifically to QS signaling.

Br unner I nf or mat i onal [ Page 18]



RFC 3726 Requirenents for Signaling Protocols April 2004

There are networking environnments that require high network
utilization for various reasons, and the signaling protocol SHOULD to
its best ability support high resource utilization while maintaining
appropriate service quality.

I n networks where resources are very expensive (as is the case for
many w rel ess networks), efficient network utilization for signaling
traffic is of critical financial inportance. On the other hand there
are other parts of the network where high utilization is not

required.

5.6. Flexibility

This section lists the various ways the protocol can flexibly be
enpl oyed.

5.6.1. Flow Aggregation

NSI'S MUST allow for flow aggregation, including the capability to
sel ect and change the | evel of aggregation.

5.6.2. Flexibility in the Placement of the NSIS Initiator/Responder

NSI'S MUST be flexible in placing an NSIS Initiator and NSI S
Responder. The NSIS Initiator m ght be | ocated at the sending or the
receiving side of a data stream and the NSI'S Responder naturally on
the ot her side.

Al so network-initiated signaling and ternmi nation MJST be allowed in
various scenari os such as PSTN gat eways, some VPNs, and nobility.
This means the NSIS Initiator and NSI'S Responder might not be at the
end points of the data stream

5.6.3. Flexibility inthe Initiation of State Change

The NSIS Initiator or the NSIS Responder SHOULD be able to initiate a
change of state. |In the exanple of resource reservation this is
often referred to as resource re-negotiation. |t can happen due to
various reasons, such as |local resource shortage (CPU, nenory on
end-systen) or a user changed application preference/profiles.

5.6.4. SHOULD Support Network-lnitiated State Change
NSI'S SHOULD support network-initiated state change. In the QS
exanple, this is used in cases, where the network is not able to

further guarantee resources and wants to e.g., downgrade a resource
reservation.
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5.6.5. Uni / Bi-Directional State Setup

Both unidirectional as well as bi-direction state setup SHOULD be
possible. Wth bi-directional state setup we nean that the state for
bi-directional data flows is setup. The bi-directional data flows
have the same end-points, but the path in the two directions does not
need to be the sane.

The goal of a bi-directional state setup is mainly an optim zation in
terns of setup delay. There is no requirenents on constrains such as
use of the same data path etc.

5.7. Security

This section discusses security-related requirenments. The NSIS
protocol MJST provide neans for security, but it MJST be all owed that
nodes inplenenting NSIS signaling do not have to use the security
neans.

5.7.1. Authentication of Signaling Requests

A signaling protocol MJST nake provision for enabling various
entities to be authenticated agai nst each other using strong

aut henti cation mechani snms. The term strong authentication points to
the fact that weak plain-text password nmechani sns nust not be used
for authentication.

5.7.2. Request Authorization

The signaling protocol MJST provide nmeans to authorize state setup
requests. This requirenent demands a hook to interact with a policy
entity to request authorization data. This allows an authenticated
entity to be associated with authorization data and to verify the
request. Authorization prevents state setup by unauthorized
entities, setups violating policies, and theft of service.
Additionally it limts denial of service attacks against parts of the
network or the entire network caused by unrestricted state setups.
Additionally it m ght be helpful to provide some means to inform

ot her protocols of participating nodes within the same admnistrative
dommi n about a previous successful authorization event.

5.7.3. Integrity Protection

The signaling protocol MJST provide nmeans to protect the nmessage
payl oads agai nst nodifications. |Integrity protection prevents an
adversary fromnodi fying parts of the signaling nessage and from
mounti ng denial of service or theft of service type of attacks

agai nst network el enents participating in the protocol execution.
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5.7.4. Replay Protection

To prevent replay of previous signaling nessages the signaling
protocol MUST provide neans to detect old i.e., already transmtted
signaling nessages. A solution nust cover issues of synchronization
problems in the case of a restart or a crash of a participating
network el enent.

5.7.5. Hop-by-Hop Security

Channel security between signaling entities MJST be inplenented. It
is a well known and proven concept in Quality of Service and other
signaling protocols to have internedi ate nodes that actively
participate in the protocol to nodify the nmessages as it is required
by processing rules. Note that this requirenent does not exclude
end-to-end or network-to-network security of a signaling nmessage.
End-to-end security between the NSIS Initiator and the NSI'S Responder
may be used to provide protection of non-nutable data fields.

Net wor k-t o-network security refers to the protection of nmessages over
various hops but not in an end-to-end manner i.e., protected over a
particul ar networKk.

5.7.6. ldentity Confidentiality and Network Topol ogy Hiding

ldentity confidentiality SHOULD be supported. It enables privacy and
avoids profiling of entities by adversary eavesdroppi nhg the signaling
traffic along the path. The identity used in the process of

aut hentication may also be hidden to a limted extent froma network
to which the initiator is attached. However the identity MJST
provi de enough information for the nodes in the access network to
col l ect accounting data.

Net wor k t opol ogy hi di ng MAY be supported to prevent entities al ong
the path to learn the topology of a network. Supporting this
property might conflict with a diagnostic capability.

5.7.7. Denial-of-Service Attacks

A signaling protocol SHOULD provide prevention of Denial-of-service
attacks. To effectively prevent denial-of-service attacks it is
necessary that the used security and protocol nechanisns MJUST have

| ow conputational conplexity to verify a state setup request prior to
aut henticating the requesting entity. Additionally the signaling
protocol and the used security nmechani sns SHOULD NOT require |arge
resource consunption on NSIS Entities (for exanple main nmenory or

ot her additional nessage exchanges) before a successfu

aut hentication is done.
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7.8. Confidentiality of Signaling Messages

Based on the signaling informtion exchanged between nodes
participating in the signaling protocol an adversary may |earn both
the identities and the content of the signaling nessages. Since the
ability to listen to signaling channels is a major guide to what data
channel s are interesting ones.

To prevent this from happening, confidentiality of the signaling
message in a hop-by-hop manner SHOULD be provided. Note that nobst
messages nust be protected on a hop-by-hop basis, since entities,

whi ch actively participate in the signaling protocol, must be able to
read and eventual ly nmodify the signaling nessages.

7.9. Ownership of State

When existing states have to be nodified then there is a need to use
a session identifier to uniquely identify the established state. A
signaling protocol MJST provide nmeans of security protection to
prevent adversaries from nodifying state.

8. Mobility
8.1. Allow Efficient Service Re-Establishnment After Handover

Handover is an essential function in wireless networks. After
handover, the states may need to be conpletely or partially re-
establ i shed due to route changes. The re-establishnment may be
requested by the nobile node itself or triggered by the access point
that the nobile node is attached to. 1In the first case, the
signaling MJST allow efficient re-establishment after handover. Re-
est abli shnent after handover MJUST be as quick as possible so that the
mobi | e node does not experience service interruption or service
degradation. The re-establishnent SHOULD be | ocalized, and not
require end-to-end signaling.

9. Interworking with Gther Protocols and Techni ques

Hooks SHOULD be provided to enable efficient interworking between
various protocols and techniques including the follow ng |listed.

9.1. MJST Interwork with | P Tunneling

I P tunneling for various applications MIST be supported. NMore
specifically I PSec tunnels are of inportance. This mainly inpacts
the identification of flows. Wen using |PSec, parts of infornmation
commonly used for flow identification (e.g., transport protoco
informati on and ports) nmay not be accessible due to encryption
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5.9.2. MJST NOT Constrain Either to | Pv4d or |Pv6
5.9.3. MIST be I ndependent from Chargi ng Mdde

Si gnal ing MJUST NOT be constrai ned by chargi ng nodels or the charging
i nfrastructure used.

5.9.4. SHOULD Provi de Hooks for AAA Protocols

The NSI'S protocol SHOULD be devel oped with respect to be able to
col l ect usage records fromone or nore network el enents.

5.9.5. SHOULD Wrk with Seam ess Handoff Protocols

An NSI'S protocol SHOULD work with seanml ess handoff protocols such as
context transfer and candi date access router (CAR) discovery.

5.9.6. MJST Wrk with Traditional Routing

NSI S assunes traditional L3 routing, which is purely based on L3
destination addresses. NSIS MUST work with L3 routing, in particul ar
it MUST work in case of route changes. This nmeans state on the old
route MJST be rel eased and state on the new route MJST be established
by an NSI S protocol.

Net wor ks, whi ch do non-traditional routing, should not break NSIS
signaling. NSIS MAY work for sone of these situations.

Particularly, conbinations of NSI'S unaware nodes and routing ot her
then traditional one causes sonme problenms. Non-traditional routing

i ncludes, for exanple, routing decisions based on port nunbers, other
| P header fields than the destination address, or splitting traffic
based on header hash values. These routing environnents result in
the signaling path being potentially different than the data path.

5.10. Operational
5.10.1. Ability to Assign Transport Quality to Signaling Messages

The NSI'S architecture SHOULD al |l ow t he network operator to assign the
NSI' S protocol nessages a certain transport quality. As signaling
opens up the possibility of denial-of-service attacks, this

requi renent gives the network operator a neans, but also the
obligation, to trade-off between signaling | atency and the inpact
(fromthe signaling nessages) on devices within the network. From
protocol design this requirenent states that the protocol nessages
SHOULD be detectable, at |east where the control and assi gnnent of
the nessages priority is done.
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Furthernmore, the protocol design nmust take into account reliability
concerns. Comunication reliability is seen as part of the quality
assigned to signaling nessages. So procedures MJST be defined for
how an NSI S signaling system behaves if sone kind of request it sent
stays unanswered. The basic transport protocol to be used between
adj acent NSIS Entities MAY ensure nessage integrity and reliable
transport.

5.10.2. G aceful Fail Over

Any unit participating in NSIS signaling MJST NOT cause further
damage to other systens involved in NSIS signaling when it has to go
out of service.

5.10.3. Gaceful Handling of NSIS Entity Probl ens
NSIS entities SHOULD be able to detect a malfunctioning peer. 1t may

notify the NSIS Initiator or another NSIS entity involved in the
signaling process. The NSIS peer may handl e the problemitself e.g.,

switching to a backup NSIS entity. 1In the latter case note that
synchroni zati on of state between the primary and the backup entity is
needed.

6. Security Considerations

Section 5.7 of this docunment provides security related requirenents
of a signaling protocol.
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8.

8.

Appendi x: Scenari os/ Use Cases

In the following we descri be scenarios, which are inportant to cover,
and which allow us to discuss various requirenents. Sone regard this
as use cases to be covered defining the use of a signaling protocol
In general, these scenarios consider the specific case of signaling
for QoS (resource reservation), although many of the issues carry
over directly to other signaling types.

1. Terminal Mbility

The scenario we are | ooking at is the case where a nobile ternina
(MI) changes from one access point to another access point. The
access points are located in separate QoS domains. W assune Mobile
IP to handle nobility on the network layer in this scenario and
consi der the various extensions (i.e., |ETF proposals) to Mbile IP
in order to provide 'fast handover’ for roam ng Mbile Tern nals.
The goal to be achieved lies in providing, keeping, and adapting the
requested QS for the ongoing | P sessions in case of handover

Furt hernmore, the negotiation of QS parameters with the new domain
via the old connection m ght be needed, in order to support the
different 'fast handover’ proposals within the | ETF.

The entities involved in this scenario include a nobile terninal,
access points, an access network manager, and conmuni cation partners
of the MI (the other end(s) of the communi cation association). From
a technical point of view, terminal nmobility neans changing the
access point of a nobile termnal (MIN. However, technol ogi es m ght
change in various directions (access technol ogy, QS technol ogy,

adm nistrative donmain). |If the access points are within one specific
QS technol ogy (independent of access technology) we call this

i ntra- QS technol ogy handoff. 1In the case of an inter-QS technol ogy
handof f, one changes frome.g., a DiffServ to an IntServ domain,
however still using the sane access technology. Finally, if the
access points are using different access technologies we call it

i nter-technol ogy hand- of f.

The foll owi ng i ssues are of special inportance in this scenario:
1) Handoff deci sion

- The QoS managenent requests handoff. The QoS managenent can
deci de to change the access point, since the traffic conditions of
the new access point are better supporting the QoS requirenents.
The netric may be different (optimzed towards a single or a
group/ cl ass of users). Note that the MI or the network (see
bel ow) m ght trigger the handoff.
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2)

3)

4)

The nobility management forces handoff. This can have severa
reasons. The operator optimzes his network, adm ssion is no

| onger granted (e.g., enptied prepaid condition). O another
exanple is when the MI is reaching the focus of another base
station. However, this mght be detected via nmeasurenents of QS
on the physical layer and is therefore out of scope of QS
signaling in IP. Note again that the MI or the network (see

bel ow) m ght trigger the handoff.

Thi s scenario shows that |ocal decisions mght not be enough. The
rest of the path to the other end of the comunication needs to be

considered as well. Hand-off decisions in a QS donain do not
only depend on the local resource availability, e.g., the wireless
part, but involve the rest of the path as well. Additionally,

deconposition of an end-to-end signaling mght be needed, in order
to change only parts of it.

Tri gger sources

Mobile terminal: If the end-system QoS nanagenent identifies

anot her (better-suited) access point, it will request the handoff
fromthe termnal itself. This will be especially likely in the
case that two different provider networks are involved. Another

i mportant exanple is when the current access point bearer

di sappears (e.g., renoving the Ethernet cable). |In this case, the
NSIS Initiator is basically located on the nobile term nal

Net wor k (access network manager): Sonetines, the handoff trigger
will be issued fromthe network nanagenent to optim ze the overal
| oad situation. Most likely this will result in changing the
base-station of a single providers network. NMost likely the NSIS
Initiator is located on a systemw thin the network.

Integration with other protocols

Interworking with other protocol mnust be considered in one or the
other form E.g., it mght be worth comnbini ng QS signaling
between di fferent QoS dormains with nmobility signaling at hand-
over.

Handover rates

I'n mobil e networks, the adnission control process has to cope with
far nmore admi ssion requests than call setups al one woul d generate.
For exanple, in the GSM (d obal System for Mbobile conmunicati ons)
case, nobility usually generates an average of one to two handovers
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per call. For third generation networks (such as UMIS), where it is
necessary to keep radio links to several cells sinultaneously
(macro-diversity), the handover rate is significantly higher

5) Fast state installation

Handover can al so cause packet |osses. This happens when the
processi ng of an adm ssion request causes a del ayed handover to the
new base station. |In this situation, some packets m ght be

di scarded, and the overall speech quality m ght be degraded
significantly. Mreover, a delay in handover may cause degradation
for other users. |In the worst-case scenario, a delay in handover may
cause the connection to be dropped if the handover occurred due to
bad air link quality. Therefore, it is critical that QoS signaling
in connection with handover be carried out very quickly.

6) Call blocking in case of overload

Furt hernmore, when the network is overloaded, it is preferable to keep
states for previously established fl ows while bl ocking new requests.
Therefore, the resource reservation requests in connection with
handover shoul d be given higher priority than new requests for
resource reservation

8.2. Wrel ess Networks

In this scenario, the user is using the packet services of a wireless
system (such as the 3rd generation wirel ess system 3GPP/ UMIS,

3GPP2/ ¢cdma2000). The region between the End Host and the Edge Node
(Edge Router) connecting the wirel ess network to another QoS donain
is considered to be a single QS donain

The issues in such an environment regardi ng QS incl ude:

1) The wirel ess networks provide their own QS technol ogy with
speci al i zed paraneters to coordi nate the QoS provi ded by both the
radi o access and wired access networks. Provisioning of QS
technologies within a wirel ess network can be described mainly in
terns of calling bearer classes, service options, and service
i nstances. These QS technol ogi es need to be invoked with
sui tabl e paraneters when higher |ayers trigger a request for QS
Therefore these involve mappi ng of the requested higher |ayer QS
paraneters onto specific bearer classes or service instances. The
request for allocation of resources nmight be triggered by
signaling at the IP | evel that passes across the wirel ess system
and possibly other QS donmains. Typically, wreless network
specific nessages are invoked to setup the underlying bearer
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cl asses or service instances in parallel with the IP layer QS
negotiation, to allocate resources within the radi o access
net wor k.

2) The I P signaling nessages are initiated by the NSIS initiator and
interpreted by the NSIS Forwarder. The nost efficient placenent
of the NSIS Initiator and NSI S Forwarder has not been determn ned
in wireless networks, but a few potential scenarios can be
envisioned. The NSIS Initiator could be |ocated at the End Host
(e.g., 3G User equipnent (UE)), the Access Gateway or at a node
that is not directly on the data path, such as a Policy Decision
Function. The Access Gateway could act as a proxy NSIS Initiator
on behalf of the End Host. The Policy Decision Function that
control s per-fl ow aggregate resources with respect to the session
within its QoS domain (e.g., the 3Gw reless network) may act as a
proxy NSIS Initiator for the end host or the Access Gateway.
Dependi ng on the placenent of the NSIS Initiator, the NSI S
Forwarder may be | ocated at an appropriate point in the wireless
net wor k.

3) The need for re-negotiation of resources in a new w reless domain
due to host nmobility. In this case the NSIS Initiator and the
NSI' S Forwarder shoul d detect nobility events and autononously
trigger re-negotiation of resources.

An Exanpl e Scenario for 3G Wrel ess Networks

The following exanple is a pure hypothetical scenario, where an NSIS
signaling protocol mght be used in a 3G environnent. W do not

i npose in any way, how a potential integration m ght be done. Terms
fromthe 3GPP architecture are used (P-CSCF, | M, expanded below) in
order to give specificity, but in a hypothetical design, one that
reflects neither devel opnment nor review by 3GPP. The exanpl e shoul d
help in the design of a NSIS signaling protocol such that it could be
used in various environnents.

The 3G wirel ess access scenario is shown in Figure 1. The Proxy-Call
State Control Function (P-CSCF) is the outbound SIP proxy (only used
in P Miltinmedia Subsystens (IM5)). The Access Gateway is the egress
router of the 3G wireless domain and it connects the radi o access
network to the Edge Router (ER) of the backbone IP network. The
Pol i cy Decision Function (PDF) is an entity responsible for
controlling bearer |evel resource allocations/de-allocations in
relation to session |level services e.g., SIP. The Policy Decision
Function may al so control the Access Gateway to open and cl ose the
gates and to configure per-flow policies, i.e., to authorize or
forbid user traffic. The P-CSCF (only used in IMS) and the Access
Gat eway conmuni cate with the Policy Decision Function, for network
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resource allocation/de-allocation decisions. The User Equipmnent (UE)
or the Mobile Station (MS) consists of a Mbile Termi nal (M) and
Term nal Equi prent (TE), e.g., a | aptop.

dommmea - +
L > P-CSCF |--------- > SI P signaling
/ E - +
/ SIP |
| |
| +----- + S +
| | PDF | <---------- > NSIS Forwarder |<--->
| S R + - +
I I "
I I I
| | |
| | cCoPs |
I I I
S R + S - + |
| UE/MS|---------- | Access |<----------- + +----t
+------ + | Gateway |[------------------ | ER |
S R + +----+

Figure 1: 3G wirel ess access scenario

The PDF has all the required QoS information for per-flow or
aggregate adnission control in 3Gwreless networks. It receives
resource allocation/de-allocation requests fromthe P-CSCF and/or
Access Gateway etc. and responds with policy decisions. Hence the
PDF may be a candidate entity to host the functionality of the NSIS
Initiator, initiating the NSIS QoS signaling towards the backbone |IP
network. On the other hand, the UE/ M5 may act as the NSIS Initiator
or the Access Gateway nmay act as a Proxy NSIS Initiator on behal f of
the UEMS. In the former case, the P-CSCF PDF has to do the mapping
from codec types and nedi a descriptors (derived from S| P/ SDP
signaling) to IP traffic descriptor. 1In the latter case, the UE/ M5
may use any appropriate QS signaling nechanismas the NSIS
Initiator. |f the Access Gateway is acting as the Proxy NSIS
initiator on behalf of the UE/MsS, then it may have to do the mapping
of parameters fromradio access specific QS to IP QS traffic
paraneters before forwarding the request to the NSIS Forwarder.

The NSI'S Forwarder is currently not part of the standard 3G wirel ess
architecture. However, to achieve end-to-end Q@S a NSIS Forwarder is
needed such that the NSIS Initiators can request a QoS connection to
the IP network. As in the previous exanple, the NSI S Forwarder could

manage a set of pre-provisioned resources in the IP network, i.e.,
bandwi dt h pi pes, and the NSI'S Forwarder perform per-flow adni ssion
control into these pipes. 1In this way, a connection can be nmade
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between two 3G wirel ess access networks, and hence, end-to-end QS
can be achieved. |In this case the NSIS Initiator and NSI'S Forwarder
are clearly two separate logical entities. The Access Gateway or/and
the Edge Router in Fig.1l may contain the NSI'S Forwarder
functionality, depending upon the placenent of the NSIS Initiator as
di scussed in scenario 2 in section 8.2. This use case clearly
illustrates the need for an NSI'S QoS signaling protocol between NSIS
Initiator and NSIS Forwarder. An inportant application of such a
protocol may be its use in the end-to-end establishnent of a
connection with specific QS characteristics between a nobile host
and another party (e.g., end host or content server).

8.4. Wred Part of Wrel ess Network

A wireless network, seen froma QoS domai n perspective, usually
consists of three parts: a wireless interface part (the "radio
interface"), a wired part of the wireless network (i.e., Radio Access
Net wor k) and t he backbone of the wirel ess network, as shown in Figure
2. Note that this figure should not be seen as an architectura
overvi ew of wirel ess networks but rather as show ng the conceptua
QS domains in a wirel ess network.

In this scenario, a nobile host can roam and perform a handover
procedure between base stations/access routers. 1In this scenario the
NSI'S QoS protocol can be applied between a base station and the
gateway (GN. In this case a GNcan al so be considered as a | oca
handover anchor point. Furthernore, in this scenario the NSIS QS
protocol can al so be applied either between two GAs, or between two
edge routers (ER).

Br unner I nf or mat i onal [ Page 31]



RFC 3726 Requirenents for Signaling Protocols April 2004

I
| GN
| --1 [--1
| MH - -- .
[--1 7 |------- I
/--| base | |--1 .
| station|-|ER]...
[------- | I--1 . |--| back- |--] [---]| |----1
L ER . |ER..|BGN.."Internet"..| host|
i R | |--1 . |--| bone |--| |---] l----1
|--1 \ | base |-1ER ... .
| MH \ |station| |--]
|--]---]------- | MH = nobil e host
| --] ER = edge router
<----> | GW GW = gat eway
Wreless |ink | --] BGW = border gateway
... = interior nodes
Cemm e e e o s >
Wred part of wireless network
Qo m e e e e e e e e e e e e e e oo oo >

Wrel ess Network
Figure 2. QoS architecture of wired part of wi reless network

Each of these parts of the wirel ess network inpose different issues
to be solved on the QoS signaling solution being used:

1) Wreless interface: The solution for the air interface link has to
ensure flexibility and spectrumefficient transm ssion of IP
packets. However, this link |layer QoS can be solved in the sane
way as any other |ast hop problemby allow ng a host to request
the proper QoS profile.

2) Wred part of the wireless network: This is the part of the

network that is closest to the base stations/access routers. It
is an | P network al though some parts |ogically performtunneling
of the end user data. |In cellular networks, the wired part of the

wireless network is denoted as a radi o access network.

This part of the wireless network has different requirenents for
signaling protocol characteristics when conpared to traditional IP
net wor ks:

- The network must support mobility. Many wrel ess networks are
abl e to provide a conbination of soft and hard handover
procedures. Wen handover occurs, reservations need to be
establi shed on new paths. The establishnent tinme has to be as
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short as possible since |long establishnment tines for s degrade
the performance of the wireless network. Mreover, for maxi m
utilization of the radio spectrum frequent handover operations
are required.

- These links are typically rather bandw dth-1imted.

- The wired transmission in such a network contains a relatively
hi gh vol unme of expensive |eased |ines. Overprovisioning mght
therefore be prohibitively expensive.

- The radi o base stations are spread over a wi de geographica
area and are in general situated a |arge distance fromthe
backbone.

3) Backbone of the wirel ess network: the requirenents inposed by this
network are simlar to the requirenents inposed by other types of
backbone networks.

Due to these very different characteristics and requirenents, often
contradictory, different QoS signaling solutions mght be needed in
each of the three network parts.

8.5. Session Mbility

In this scenario, a session is noved from one end-systemto another.
Ongoi ng sessions are kept and QoS paraneters need to be adapted,
since it is very likely that the new device provides different
capabilities. Note that it is open which entity initiates the nove,
which inplies that the NSIS Initiator might be triggered by different
entities.

User nobility (i.e., a user changing the device and therefore noving
the sessions to the new device) is considered to be a special case
within the session nobility scenario.

Note that this scenario is different fromtermnal nobility. The
term nal (end-systen) has not moved to a different access point.
Both terminals are still connected to an IP network at their origina
poi nt s.

The issues include:

1) Keeping the QoS guarantees negotiated inplies that the end-
poi nt (s) of comuni cation are changed wi thout changing the s.

2) The trigger of the session nove might be the user or any other
party involved in the session.
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QS Reservation/ Negotiation from Access to Core Network

The scenari o includes the signaling between access networks and core
networks in order to setup and change reservations together wth
potential negotiation

The issues to be solved in this scenario are different from previous
ones.

1) The entity of reservation is nost |ikely an aggregate.

2) The tine scales of states might be different (long living states
of aggregates, |less often re-negotiation).

3) The specification of the traffic (anpbunt of traffic), a particular
Q@S is guaranteed for, needs to be changed. E.g., in case
additional flows are added to the aggregate, the traffic
specification of the flow needs to be added if it is not already
included in the aggregates specification

4) The flow specification is nmore conpl ex including network addresses
and sets of different address for the source as well as for the
destination of the flow

QoS Reservation/ Negotiation Over Admi nistrative Boundari es

Signal ing between two or nore core networks to provide QS is handl ed
in this scenario. This mght also include access to core signaling
over adm nistrative boundaries. Conpared to the previous one it adds
the case, where the two networks are not in the sanme administrative
domain. Basically, it is the inter-domain/inter-provider signaling
which is handled in here.

The domain boundary is the critical issue to be resolved. Wich of
various flavors of issues a QS signaling protocol has to be
concerned wth.

1) Conpeting adm nistrations: Normally, only basic information should
be exchanged, if the signaling is between conpeting
adm nistrations. Specifically information about core network
internals (e.g., topology, technology, etc.) should not be
exchanged. Sone information exchange about the "access points" of
the core networks (which is topology information as well) may be
required, to be exchanged, because it is needed for proper
si gnal i ng.

2) Additionally, as in scenario 4, signaling nost likely is based on
aggregates, with all the issues raise there.
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3) Authorization: It is critical that the NSIS Initiator is
aut horized to performa QoS path setup.

4) Accountability: It is inportant to notice that signaling mght be
used as an entity to charge noney for, therefore the
i nteroperation with accounting needs to be avail abl e.

QS Signaling Between PSTN Gat eways and Backbone Routers

A PSTN gateway (i.e., host) requires information fromthe network
regarding its ability to transport voice traffic across the network.
The voice quality will suffer due to packet |oss, latency and jitter
Signaling is used to identify and adnit a flow for which these

inmpairments are minimzed. In addition, the disposition of the
signaling request is used to allow the PSTN GNWto make a call routing
deci sion before the call is actually accepted and delivered to the

final destination.

PSTN gat eways may handl e thousands of calls sinmultaneously and there
may be hundreds of PSTN gateways in a single provider network. These
nunbers are likely to increase as the size of the network increases.
The point being that scalability is a nmajor issue.

There are several ways that a PSTN gateway can acquire assurances
that a network can carry its traffic across the network. These
i ncl ude:

1. Over-provisioning a high availability network.

2. Handling adm ssion control through sone policy server that has a
gl obal view of the network and its resources.

3. Per PSTN GW pair adm ssion control

4. Per call adm ssion control (where a call is defined as the 5-tuple
used to carry a single RTP flow).

Item 1 requires no signaling at all and is therefore outside the
scope of this working group

Item?2 is really a better inforned version of 1, but it is also
outside the scope of this working group as it relies on a particular
t el ephony signaling protocol rather than a packet adm ssion contro
pr ot ocol

Iltem3 is initially attractive, as it appears to have reasonable
scal i ng properties, however, its scaling properties only are
effective in cases where there are relatively few PSTN GA. In the
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nmore general case where a PSTN GWreduces to a single |IP phone
sitting behind sone access network, the opportunities for aggregation
are reduced and the problemreduces to item 4.

Item4 is the nost general case. However, it has the nost difficult
scaling problens. The objective here is to place the requirenents on
Item 4 such that a scal able per-flow adm ssion control protocol or
protocol suite may be devel oped.

The case where per-flow signaling extends to individual |IP end-points
all ows the inclusion of |IP phones on cable, DSL, wreless or other
access networks in this scenario.

Call Scenario

A PSTN GWsignals end-to-end for some 5-tuple defined flow a
bandwi dt h and QoS requirenent. Note that the 5-tuple night include
maski ng/ wi | dcardi ng. The access network admits this flow according
to its local policy and the specific details of the access

t echnol ogy.

At the edge router (i.e., border node), the flowis admtted, again
with an optional authentication process, possibly involving an
external policy server. Note that the relationship between the PSTN
GWand the policy server and the routers and the policy server is
outside the scope of NSIS. The edge router then adnmits the flowinto
the core of the network, possibly using sone aggregation technique.

At the interior nodes, the NSIS host-to-host signaling should either
be ignored or invisible as the Edge router performed the adni ssion
control decision to sone aggregate.

At the inter-provider router (i.e., border node), again the NSI' S
host -t o- host signaling should either be ignored or invisible, as the
Edge router has perfornmed an adm ssion control decision about an
aggregate across a carrier network.

8.9. PSTN Trunki ng Gat eway

One of the use cases for the NSIS signaling protocol is the scenario
of interconnecting PSTN gateways with an I P network that supports

QoS.
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Four different scenarios are considered here.

1. In-band QS signaling is used. 1In this case the Media Gat eway
(M5 will be acting as the NSIS Initiator and the Edge Router (ER)
will be the NSI'S Forwarder. Hence, the ER shoul d do adni ssion
control (into pre-provisioned traffic trunks) for the individual
traffic flows. This scenario is not further considered here.

2. Qut-of-band signaling in a single domain, the NSIS forwarder is
integrated in the Media Gateway Controller (M3C). In this case no
NSI'S protocol is required.

3. Qut-of-band signaling in a single domain, the NSIS forwarder is a
separate box. In this case NSIS signaling is used between the MC
and the NSI'S Forwar der.

4. CQut-of-band signaling between nultiple domains, the NSI'S Forwarder
(which may be integrated in the M3C) triggers the NSI'S Forwarder
of the next donmain.

When t he out-of-band QoS signaling is used the Media Gateway
Controller (M3C) will be acting as the NSIS Initiator.

In the second scenario the voice provider nmanages a set of traffic
trunks that are | eased froma network provider. The M3C does the
adm ssion control in this case. Since the NSIS Forwarder acts both
as a NSIS Initiator and a NSIS Forwarder, no NSIS signaling is
required. This scenario is shown in Figure 3.

R + | SUP/ SI GTRAN +----- + +----- +
| SS7 network |--------------------- | MC |-------------- | SS7 |
o + S Femmm- oo + Femmm- +
/ : \
/ : \
/ Fommm- - B + \
MEGACO / / : \ \
/ / +----- + \ \
/ / | NVS | \ \
/ | +----- + | \
: : | | :
R L + oo+ | bandwi dth pipe (SLS) | +----+
| PSTN net wor k | -- | MG | - - | ERl ::::::::::::::::::::::l ERl - | MG | - -
e +  +----+ \ / +----+
\ QS network /

Figure 3: PSTN trunki ng gateway scenario
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In the third scenario, the voice provider does not |lease traffic
trunks in the network. Another entity may |ease traffic trunks and
may use a NSI'S Forwarder to do per-flow adm ssion control. 1In this
case the NSIS signaling is used between the M3C and the NSI S
Forwarder, which is a separate box here. Hence, the M3C acts only as
a NSIS Initiator. This scenario is depicted in Figure 4.

A + | SUP/ SI GTRAN - + - +
| SS7 network |--------------------- | MC|-------------- | SS7 |
S + AR, +----- R + +----- +
/ : \
/ o= + \
/ | NF | \
/ - + \
/ : \
/ e R + \
MEGACO : / : \ :
: / +----- + \ :
: / | NVB | \ :
: | +----- + | :
: | | :
R LR + -4 | bandwi dth pipe (SLS) | +----+
| PSTN network |--| MG |--|ER| ======================| ER|-| MG |--
e +  +----+ \ / +----+
\ QS network /
o e e e e oo oo +
Figure 4: PSTN trunki ng gateway scenario
In the fourth scenario nultiple transport donmains are involved. In

the originating network either the M3C may have an overview on the
resources of the overlay network or a separate NSI'S Forwarder will
have the overview. Hence, depending on this either the M3C or the
NSI S Forwarder of the originating domain will contact the NSIS
Forwarder of the next domamin. The M3C always acts as a NSIS
Initiator and may al so be acting as a NSIS Forwarder in the first
domai n.

8.10. An Application Requests End-to-End QoS Path fromthe Network

This is actually the conceptually sinplest case. A multinedia
application requests a guaranteed service froman |IP network. W
assunme here that the application is sonehow able to specify the
network service. The characteristics here are that many hosts m ght
do it, but that the requested service is | ow capacity (bounded by the
access line). Note that there is an issue of scaling in the nunber
of applications requesting this service in the core of the network.
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8.11. (QOs for Virtual Private Networks

In a Virtual Private Network (VPN), a variety of tunnels m ght be
used between its edges. These tunnels could be for exanple, |PSec,
GRE, and IP-IP. One of the npbst significant issues in VPNs is
related to how a flowis identified and what quality a flow gets. A
flowidentification mght consist anmong others of the transport
protocol port numbers. |In an IP-Sec tunnel this will be problematic
since the transport protocol information is encrypted.

There are two types of L3 VPNs, distinguished by where the endpoints
of the tunnels exist. The endpoints of the tunnels may either be on
the customer (CPE) or the provider equi pnent or provider edge (PE)

Virtual Private networks are also likely to request bandw dth or
other type of service in addition to the prem um services the PSTN GW
are likely to use.

8.11.1. Tunnel End Points at the Custoner Prem ses

When the endpoints are the CPE, the CPE may want to signal across the
public IP network for a particular anpunt of bandw dth and QoS for
the tunnel aggregate. Such signaling may be useful when a custoner
wants to vary their network cost with demand, rather than paying a
flat rate. Such signaling exists between the two CPE routers.

I nternedi ate access and edge routers performthe same exact cal

adm ssion control, authentication and aggregati on functions perforned
by the corresponding routers in the PSTN GWVWscenario with the
exception that the endpoints are the CPE tunnel endpoints rather than
PSTN GW and the 5-tuple used to describe the RTP flow is replaced
with the corresponding flow spec to uniquely identify the tunnels.
Tunnel s may be of any variety (e.g., IP-Sec, GRE, |P-1P)

In such a scenario, NSIS would actually allow partly for custoner
managed VPNs, which neans a custoner can setup VPNs by subsequent
NSI S signaling to various end-point. Plus the tunnel end-points are
not necessarily bound to an application. The custoner adm nistrator
m ght be the one triggering NSIS signaling.

8.11.2. Tunnel End Points at the Provider Prem ses
In the case were the tunnel end-points exist on the provider edge,
requests for bandwi dth nay be signaled either per flow, where a flow
is defined froma custoners address space, or between custoner sites.
In the case of per flow signaling, the PE router nust map the

bandwi dth request to the tunnel carrying traffic to the destination
specified in the flow spec. Such a tunnel is a nenber of an
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aggregate to which the flow nmust be adnmitted. |In this case, the
operation of adm ssion control is very simlar to the case of the
PSTN GWwith the additional |evel of indirection inmposed by the VPN
tunnel. Therefore, authentication, accounting and policing my be
required on the PE router.

In the case of per site signaling, a site would need to be
identified. This may be acconplished by specifying the network
serviced at that site through an IP prefix. In this case, the
adm ssion control function is perfornmed on the aggregate to the PE
router connected to the site in question.
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attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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