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Status of this Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst r act

Thi s docunent describes how to prepare internationalized i SCSI nanes
to increase the likelihood that nane input and conparison work in
ways that make sense for typical users throughout the world.

The Internet Small Conputer Systens Interface (i SCSI) protoco
provides a way for hosts to access SCSI devices over an | P network.
The i SCSI end-points, called initiators and targets, each have a

gl obal | y-uni que name that nust be transcribable, as well as easily
compar ed.

1. Introduction

The i SCSI protocol [RFC3720] provides a way for hosts to access SCS
[ SAM?] devices over an I P network. The i SCSI end-points, called
initiators and targets, each have a gl obally-uni que nane, defined in
[ RFC3721] .

An i SCSI nane is a string of UTF-8 [RFC3629] characters that includes
a type designator, a naming authority based on domai n nanes, and a
uni que part within the nam ng authority. The unique part may be
gener at ed based on anything the namng authority deenms useful, and
may i nclude user input.

These nanmes may need to be transcribed (sent between two

adm nistrators via email, voice, paper, etc), so a case-insensitive
compari son woul d be desirable. However, these names nust often be
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conmpared by initiator and target inplenentations, nost of which are
done in sinple, enbedded software. This makes case-sensitive
compari son highly desirable for these inplenentors.

However, a conpletely case-sensitive inplenentation would result in
identifiers such as "exanpl e-nanme" and "Exanpl e- Nane" bei ng
different, which could |l ead to confusion as these nanes are
transcri bed.

The goal, then, is to generate i SCSI nanes that can be transcribed
and entered by users, and al so conpared byte-for-byte, with mninal
confusion. To attain these goals, iSCSI names are generalized using
a normelized character set (converted to | ower case or equivalent),
with no white space allowed, and very linited punctuation.

For those using only ASCI|I characters (U+0000 to U+007F), the
followi ng characters are all owed:

- ASClI| dash character ('-' = U+002d)
- ASCIl dot character (’.’ = U+002e)
- ASCIl colon character (':’ = W003a)

- ASCIl |ower-case characters ('a' ..’ z' = U+0061..U+007a)
- ASClIl digit characters ('0'.."9 = U+0030..U+0039)

In addition, any upper-case characters input via a user interface
MUST be mapped to their | ower-case equival ents.

Thi s docunent specifies the valid character set for iSCSI nanes,
along with the rules for normalizing and generating i SCSI nanmes based
on user input or other information that contains internationa
characters.

In particular, it defines the follow ng, as required by [ RFC3454]:

- The intended applicability of the profile: internationalized i SCS
namnes.

- The character repertoire that is the input and output to
stringprep: Unicode 3.2, specified in section 3.

- The mappi ngs used: specified in section 4.
- The Unicode normalization used: specified in section 5.

- The characters that are prohibited as output: specified in section
6

This profile MJST be used with the i SCSI protocol

Bakke St andards Track [ Page 2]



RFC 3722 String Profile for iSCSI Nanes April 2004

2.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Exanpl es in this docunment use the notation for code points and nanes
fromthe Unicode Standard [Unicode3.2] and | SO | EC 10646 [| SOL0646] .
For exanple, the letter "a" may be represented as either "U+0061" or
"LATIN SMALL LETTER A'. In the lists of prohibited characters, the

"WH" is left off to make the lists easier to read. The coments for
character ranges are shown in square brackets (such as "[SYMBOLS]")

and do not conme fromthe standards.

Character Repertoire
This profile uses Unicode 3.2, as defined in [ RFC3454] Appendi x A
Mappi ng

This profile specifies mapping using the follow ng tables from
[ RFC3454]. The foll owi ng nmappi ng tabl es MIST be used when generating
i SCSI names from Uni code characters.

Table B. 1
Table B. 2

Nor mal i zati on

Uni code normalization form KC MUST be used with this profile, as
described in [ RFC3454].

Pr ohi bi t ed Qut put

This profile specifies prohibiting using the follow ng tables from
[ RFC3454]. Characters appearing within these tables MJST NOT be used
within an i SCSI nare.

Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e

o¥e¥oleXo¥eNo¥e!
DR WNNE R
NFEDNPE
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Table C. 7
Table C. 8
Table C. 9

I nportant note: this profile MJUST be used with the i SCSI protocol
The i SCSI protocol has additional naming rules that are checked
outside of this profile.

In addition, this profile adds the follow ng prohibitions. The ful
set of prohibited characters are those fromthe tables above plus
those listed individually bel ow.

6.1. Inappropriate Characters from Comon | nput Mechani sns

u+3002 is used as if it were u+002e in many domai n nane i nput
mechani sns used by applications, particularly in Asia. The character
u+3002 MUST NOT be used in an i SCSI nane.

3002; ideographic full stop
6.2. Currently-prohibited ASCI1 characters

Sone of the ASCI| characters that are currently prohibited in i SCS
nanes by [ RFC3721] are also used in protocol elenents such as URls.
Sone exanpl es are described in [RFC2396] and [RFC2732]. Note that
there are many other RFCs that define additional URl schenes.

The other characters in the range U+0000 to U+007F that are not
currently allowed are prohibited in i SCSI nanes to reserve them for
future use in protocol elenents. Note that the dash (U+002D), dot
(W002E), and col on (U+003A) are not prohibited.

The foll owi ng characters MJUST NOT be used in i SCSI nanes:
0000-002C; [ASCI| CONTROL CHARACTERS and SPACE t hrough ,]
002F; [ASCII /]
003B- 0040; [ASCII ; through @
005B-0060; [ASCI| [ through ‘]
007B-007F; [ASCI| { through DEL]

7. Bidirectional Characters

This profile specifies checking bidirectional strings as described in
[ RFC3454] section 6.
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8.

10.

11.

12.

Unassi gned Code Points in Internationalized Domai n Nanes

If the processing in [RFC3720] specifies that a list of unassigned
code points be used, the systemuses table A 1 from[RFC3454] as its
|ist of unassigned code points.

Security Considerations

I SO'| EC 10646 has nmany characters that look simlar. In nmany cases,
users of security protocols nmight do visual matching, such as when
conparing the nanmes of trusted third parties. This profile does
nothing to map simlar-1ooking characters together

i SCSI names may be used by an initiator to verify that a target it
has di scovered is the correct one, and by a target to verify that an
initiator is to be allowed access. |If these nanes are interpreted
and conpared differently by different i SCSI inplenentations, an
initiator could gain access to the wong target, or could be denied
access to a legitimate target.

| ANA Consi der ations

This is a profile of stringprep. |t has been registered in the | ANA
"Stringprep Profiles" registry. This process is described in the
| ANA Consi derations section of [ RFC3454].

Sunmmary

Thi s docunent describes a stringprep profile to be used with prograns
generating names for iSCSI initiators and targets.
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15. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The 1 ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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