Net wor k Wor ki ng G oup S. Floyd, Ed.
Request for Comments: 3714 J. Kenpf, Ed.

Cat egory: I nfornmational March 2004

| AB Concerns Regardi ng Congestion Control for
Voice Traffic in the Internet

Status of this Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2004). Al Ri ghts Reserved.
Abst r act

Thi s docunment di scusses | AB concerns about effective end-to-end
congestion control for best-effort voice traffic in the Internet.
These concerns have to do with fairness, user quality, and with the
dangers of congestion collapse. The concerns are particularly
relevant in light of the absence of a wi despread Quality of Service
(QS) deploynent in the Internet, and the likelihood that this
situation will not change much in the near term This docunent is
not naki ng any recomendati ons about depl oynent paths for Voice over

Internet Protocol (VolP) in terns of QoS support, and is not claimng
that best-effort service can be relied upon to give acceptable
performance for VolP. W are nerely observing that voice traffic is
occasional ly depl oyed as best-effort traffic over sone links in the
Internet, that we expect this occasional deploynent to continue, and
that we have concerns about the |ack of effective end-to-end
congestion control for this best-effort voice traffic.
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1. Introduction

While many in the tel ephony comunity assune that commercial Vol P
service in the Internet awaits effective end-to-end QS, in reality
voi ce service over bhest-effort broadband Internet connections is an
avai l abl e service now with growi ng demand. Wile some | SPs depl oy
QS on their backbones, and sone corporate intranets offer end-to-end
Q@S internally, end-to-end Q@S is not generally available to
custonmers in the current Internet. Gven the current commercia
interest in VolP on best-effort nmedia connections, it seens prudent
to examine the potential effect of real time flows on congestion. In
thi s docunent, we performsuch an analysis. Note, however, that this
docunent is not making any recomendati ons about depl oynent paths for
Vol P in terns of QoS support, and is not claimng that best-effort
service can be relied upon to give acceptabl e performance for Vol P
Thi s docunent is also not discussing signalling connections for VolP
However, voice traffic is in fact occasionally depl oyed as best
effort traffic over sone Iinks in the Internet today, and we expect
this occasional deploynment to continue. This docunent expresses our
concern over the lack of effective end-to-end congestion control for
this best-effort voice traffic.

Assumi ng that Vol P over best-effort Internet connections continues to
gain popul arity anpng consumers w th broadband connections, the

depl oynent of end-to-end QS mechanisnms in public | SPs may be sl ow.
The | ETF has devel oped standards for QoS mechanisnms in the Internet

[ DI FFSERV, RSVP] and continues to be active in this area [NSIS, COPS].
However, the depl oynment of technol ogies requiring change to the
Internet infrastructure is subject to a wide range of commercial as
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wel | as technical considerations, and technol ogi es that can be

depl oyed wi t hout changes to the infrastructure enjoy considerable
advant ages in the speed of deployment. RFC 2990 outlines sonme of the
techni cal challenges to the depl oynent of QoS architectures in the
Internet [RFC2990]. Oten, interimneasures that provide support for
fast-growi ng applications are adopted, and are successful enough at
meeting the need that the pressure for a ubiquitous depl oynment of the
more di sruptive technologies is reduced. There are many exanpl es of
the sl ow depl oynment of infrastructure that are simlar to the slow
depl oynent of QoS nechani sns, including IPv6, IP nulticast, or of a
gl obal PKI for IKE and | Psec support.

Interim QS nmeasures that can be depl oyed nost easily include

singl e-hop or edge-only QoS mechanisms for VolP traffic on individua
congested |inks, such as edge-only QoS mechani snms for cabl e access
networks. Such local forns of QoS could be quite successful in
protecting some fraction of best-effort VolP traffic from congestion
However, these local forns of QoS are not directly visible to the
end-to-end Vol P connection. A best-effort VolP connection could
experience high end-to-end packet drop rates, and be conpeting with
other best-effort traffic, even if sone of the links along the path
m ght have singl e-hop QS nmechani sns.

The depl oynent of |IP telephony is likely to include best-effort

br oadband connections to public-access networks, in addition to other
depl oynent scenarios of dedicated | P networks, or as an alternative
to band splitting on the last mle of ADSL depl oynents or QoS
mechani sns on cabl e access networks. There already exists a

rapi dl y- expandi ng depl oynent of Vol P services intended to operate
over residential broadband access links (e.g., [FWD, Vonage]). At
the monent, many public-access | P networks are uncongested in the
core, with low or noderate levels of link utilization, but this is
not necessarily the case on last hop links. |If an IP tel ephony cal
runs conpletely over the Internet, the connection could easily
traverse congested |inks on both ends. Because of economc factors,
the gromh rate of Internet tel ephony is likely to be greatest in
devel opi ng countries, where core links are nore likely to be
congest ed, maki ng congestion control an especially inmportant topic
for devel opi ng countries.

G ven the possi bl e depl oynent of |IP tel ephony over congested best-
effort networks, sone concerns arise about the possibilities of
congestion collapse due to a rapid growth in real-time voice traffic
that does not practice end-to-end congestion control. This docunent
rai ses sonme concerns about fairness, user quality, and the danger of
congestion coll apse that would arise froma rapid growh in best-
effort tel ephony traffic on best-effort networks. W consider best-
effort tel ephony connections that have a mnimum sending rate and
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that conpete directly with other best-effort traffic on a path with
at | east one congested |link, and address the specific question of
whet her such traffic should be required to term nate, or to suspend
sendi ng tenporarily, in the face of a persistent, high packet drop
rate, when reducing the sending rate is not a viable alternative.

The concerns in this docunent about fairness and the danger of
congestion coll apse apply not only to telephony traffic, but also to
video traffic and other best-effort real-time traffic with a m ni mum
sending rate. RFC 2914 already nakes the point that best-effort
traffic requires end-to-end congestion control [RFC2914]. Because
audio traffic sends at such a lowrate, relative to video and ot her
real-tine traffic, it is sonetines clained that audio traffic doesn’t
require end-to-end congestion control. Thus, while the concerns in
this document are general, the document focuses on the particul ar

i ssue of best-effort audio traffic.

Feedback can be sent to the IAB nmailing list at iab@etf.org, or to
the editors at floyd@cir.org and kenpf @oconol abs-usa. com Feedback
can al so be sent to the end2end-interest mailing list [E2E].

2. An Exanple of the Potential for Trouble

At the Novenber, 2002, |EPREP Wrking Goup neeting in Atlanta, a
brief demonstration was made of Vol P over a shared Iink between a
hotel roomin Atlanta, Georgia, USA, and Nairobi, Kenya. The |ink
ran over the typical uncongested Internet backbone and access |inks
to peering points between either endpoint and the Internet backbone.
The voice quality on the call was very good, especially in conparison
to the typical quality obtained by a circuit-switched call with
Nairobi. A presentation that acconpani ed the denonstration described
the access links (e.g., DSL, T1, T3, dialup, and cabl e nodem | i nks)
as the primary source of network congestion, and described Vol P
traffic as being a very snmall percentage of the packets in comrerci al
ISP traffic [A0O2]. The presentation further stated that VolP
received good quality in the presence of packet drop rates of 5-40%
[AUT]. The VolP call used an ITU-T G 711 codec, plus proprietary FEC
encodi ng, plus RTP/UDP/IP framing. The resulting traffic |oad over
the Internet was substantially nore than the 64 kbps required by the
codec. The primary congestion point along the path of the
denonstrati on was a 128 kbps access link between an | SP in Kenya and
several of its subscribers in Nairobi. So the single VolP cal
consunmed nore than half of the access link capacity, capacity that is
shared across several different users.

Note that this network configuration is not a particularly good one

for VolP. In particular, if there are data services running TCP on
the link with a typical packet size of 1500 bytes, then some voice
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packets coul d be del ayed an additional 90 ns, which might cause an
increase in the end to end del ay above the | TU-reconrended tine of
150 ms [ G 114] for speech traffic. This would result in a delay
noticeable to users, with an increased variation in delay, and
therefore in call quality, as the bursty TCP traffic cones and goes
For a call that already had high delay, such as the Nairobi call from
the previous paragraph, the increased jitter due to conpeting TCP
traffic al so increases the requirenents on the jitter buffer at the
receiver. Neverthel ess, Vol P usage over congested best-effort |inks
is likely to increase in the near future, regardless of VolP s
superior performance with "carrier class" service. A best-effort
Vol P connection that persists in sending packets at 64 Kbps,
consuming half of a 128 Kbps access link, in the face of a drop rate
of 40% with the resulting user-perceptible degradation in voice
quality, is not behaving in a way that serves the interests of either
the Vol P users or the other concurrent users of the network

As the Nairobi connection denonstrates, prescribing universa
overprovisioning (or nore precisely, provisioning sufficient to avoid
persi stent congestion) as the solution to the problemis not an
acceptabl e generic solution. For exanple, in regions of the world
where circuit-sw tched tel ephone service is poor and expensive, and

I nternet access is possible and | ower cost, provisioning all Internet
links to avoid congestion is likely to be inpractical or inpossible.

In particular, an over-provisioned core is not by itself sufficient
to avoid congestion collapse all the way al ong the path, because an
over-provi sioned core can not address the common probl em of
congestion on the access links. Many access links routinely suffer
fromcongestion. It is inportant to avoid congestion collapse al ong
the entire end-to-end path, including along the access |inks (where
congestion col | apse woul d consi st of congested access |inks wasting
scarce bandwi dth carrying packets that will only be dropped
downstrean). So an over-provi sioned core does not by itself
elimnate or reduce the need for end-to-end congestion avoi dance and
control

There are two possi bl e mechani sns for avoi ding this congestion
col l apse: call rejection during busy periods, or the use of end-to-
end congestion control. Because there are currently no
acceptance/rejection mechanisns for best-effort traffic in the
Internet, the only alternative is the use of end-to-end congestion
control. This is inmportant even if end-to-end congestion control is
i nvoked only in those very rare scenarios with congestion in
general | y-uncongested access links or networks. There will always be
occasi onal periods of high demand, e.g., in the two hours after an
eart hquake or other disaster, and this is exactly when it is
important to avoid congestion coll apse.
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Best-effort traffic in the Internet does not include nmechanisns for
call acceptance or rejection. Instead, a best-effort network itself
is largely neutral in terns of resource managenent, and the
interaction of the applications’ transport sessions nutually

regul ates network resources in a reasonably fair fashion. One way to
bring voice into the best-effort environment in a non-disruptive
manner is to focus on the codec and | ook at rate adaptati on nmeasures
that can successfully interoperate with existing transport protocols
(e.g., TCP), while at the sane tine preserving the integrity of a
real -tine, anal og voice signal; another way is to consider codecs
with fixed sending rates. Wether the codec has a fixed or variable
sendi ng rate, we consider the appropriate response when the codec is
at its mninumdata rate, and the packet drop rate experienced by the
flowremains high. This is the key issue addressed in this docunent.

3. Wiy are Persistent, Hi gh Drop Rates a Probl en??

Persi stent, high packet drop rates are rarely seen in the Internet
today, in the absence of routing failures or other major disruptions.
This happy situation is due primarily to low levels of |ink
utilization in the core, with congestion typically found on | ower-
capacity access links, and to the use of end-to-end congestion
control in TCP. Mst of the traffic on the Internet today uses TCP
and TCP self-corrects so that the two ends of a connection reduce the
rate of packet sending if congestion is detected. |In the sections
bel ow, we di scuss sone of the probl ens caused by persistent, high
packet drop rates.

3.1. Congestion Coll apse

One possi bl e probl em caused by persistent, high packet drop rates is
that of congestion collapse. Congestion collapse was first observed
during the early growh phase of the Internet of the md 1980s

[ RFC896], and the fix was provided by Van Jacobson, who devel oped the
congestion control nechanisns that are now required in TCP

i mpl enent ati ons [Jacobson88, RFC2581].

As described in RFC 2914, congestion collapse occurs in networks with
flows that traverse multiple congested |inks having persistent, high
packet drop rates [RFC2914]. |In particular, in this scenario packets
that are injected onto congested |inks squander scarce bandw dth
since these packets are only dropped later, on a downstream congested
link. 1f congestion collapse occurs, all traffic slows to a craw
and nobody gets acceptabl e packet delivery or acceptabl e performance.
Because congestion collapse of this formcan occur only for flows
that traverse nultiple congested |inks, congestion collapse is a
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potential problemin VolP networks when both ends of the Vol P cal
are on an congested broadband connection such as DSL, or when the
call traverses a congested backbone or transoceanic |ink

3.2. User Quality

A second problemw th persistent, high packet drop rates concerns
service quality seen by end users. Consider a network scenario where
each flow traverses only one congested link, as could have been the
case in the Nairobi denobnstration above. For exanple, inmagine N VolP
flows sharing a 128 Kbps link, with each flow sending at |east 64
Kbps. For sinplicity, suppose the 128 Kbps link is the only
congested link, and there is no traffic on that link other than the N
Vol P calls. W will also ignore for now the extra bandw dth used by
the tel ephony traffic for FEC and packet headers, or the reduced
bandwi dth (often estimated as 70% due to silence suppression. W

al so ignore the fact that the two streans conposing a bidirectiona
Vol P call, one for each direction, can in practice add to the |oad on
some links of the path. Gven these sinplified assunptions, the
arrival rate to that link is at |east N*64 Kbps. The traffic
actually forwarded is at nost 2*64 Kbps (the |ink bandw dth), so at

| east (N-2)*64 Kbps of the arriving traffic nust be dropped. Thus, a
fraction of at least (NN2)/N of the arriving traffic is dropped, and
each flow receives on average a fraction 1/N of the |ink bandw dth.
An inportant point to note is that the drops occur randomy, so that
no one flow can be expected statistically to present better quality
service to users than any other. Everybody’'s voice quality therefore
suf fers.

It seens clear fromthis sinple exanple that the quality of best-
effort VolP traffic over congested |inks can be inproved if each Vol P
fl ow uses end-to-end congestion control, and has a codec that can
adapt the bit rate to the bandwidth actually received by that flow.
The overall effect of these neasures is to reduce the aggregate
packet drop rate, thus inproving voice quality for all VolP users on
the link. Today, applications and popul ar codecs for |nternet

tel ephony attenpt to conpensate by using nore FEC, but controlling
the packet flowrate directly should result in |ess redundant FEC

i nformati on, and thus | ess bandw dth, thereby inproving throughput
even further. The effect of delay and packet | oss on VolP in the
presence of FEC has been investigated in detail in the literature
[JS00, JS02, JS03, MIKO3]. One rule of thunb is that when the packet
| oss rate exceeds 20% the audio quality of Vol P is degraded beyond
useful ness, in part due to the bursty nature of the | osses [S03]. W
are not aware of neasurenent studies of whether VolP users in
practice tend to hang up when packet |oss rates exceed sonme limt.
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The sinple exanple in this section considered only voice flows, but
inreality, VolP traffic will conpete with other flows, nost likely
TCP. The response of VolP traffic to congestion works best by taking
into account the congestion control response of TCP, as is discussed
in the next subsection

3.3. The Anorphous Probl em of Fairness

A third problemw th persistent, high packet drop rates is fairness.
In this document we consider fairness with regard to best-effort VolP
traffic conpeting with other best-effort traffic in the Internet.

That is, we are explicitly not addressing the issues raised by
energency services, or by QS-enabled traffic that is known to be
treated separately frombest-effort traffic at a congested |ink

While fairness is a bit difficult to quantify, we can illustrate the
effect by adding TCP traffic to the congested |ink discussed in the
previous section. In this case, the non-congestion-controlled

traffic and congestion-controlled TCP traffic [ RFC2914] share the
link, with the congestion-controlled traffic’s sending rate

determ ned by the packet drop rate experienced by those flows. As in
the previous section, the 128 Kbps |ink has N Vol P connections each
sendi ng 64 Kbps, resulting in packet drop rate of at |east (N-2)/N on
the congested link. Conpeting TCP flows will experience the sane
packet drop rates. However, a TCP flow experiencing the sane packet
drop rates will be sending considerably |less than 64 Kbps. Fromthe
poi nt of view of who gets what anount of bandw dth, the VolP traffic
is crowding out the TCP traffic.

O course, this is only one way to look at fairness. The relative
fai rness between Vol P and TCP traffic can be viewed several different
ways, depending on the assunptions that one makes on packet sizes and
round-trip times. |In the presence of a fixed packet drop rate, for
exanple, a TCP flow with | arger packets sends nore (in Bps, bytes per
second) than a TCP flow with snaller packets, and a TCP flowwith a
shorter round-trip tinme sends nore (in Bps) than a TCP flowwith a

larger round-trip tine. In environments with high packet drop rates,
TCP's sending rate depends on the algorithmfor setting the
retransmt timer (RTO as well, with a TCP inpl enentation having a

nore aggressive RTO setting sending nore than a TCP i npl enmentation
havi ng a | ess aggressive RTO setting.

Unfortunately, there is no obvious canonical round-trip time for
judging relative fairness of flows in the network. Agreenent in the
literature is that the majority of packets on nost links in the

net wor k experience round-trip times between 10 and 500 ns [ RTTWeb].

Fl oyd & Kenpf I nf or mat i onal [ Page 8]



RFC 3714 | AB Concerns Regardi ng Congestion Control March 2004

(This does not include satellite links.) As aresult, if there was a
canoni cal round-trip for judging relative fairness, it would have to
be within that range. 1n the absence of a single representative
round-trip time, the assunption of this paper is that it is
reasonabl e to consider fairness between a Vol P connection and a TCP
connection with the sane round-trip tine.

Simlarly, there is no canonical packet size for judging relative
fairness between TCP connections. However, because the npbst conmon
packet size for TCP data packets is 1460 bytes [Measurenent], we
assunme that it is reasonable to consider fairness between a Vol P
connection, and a TCP connection sendi ng 1460- byte data packets.
Note that 1460 bytes is considerably larger than is typically used
for Vol P packets.

In the sane way, while RFC 2988 specifies TCP's algorithmfor setting
TCP's RTO, there is no canonical value for the mnimm RTO, and the
m ni mum RTO heavily affects TCP's sending rate in times of high
congestion [RFC2988]. RFC 2988 specifies that TCP's RTO nust be set
to SRTT + 4*RTTVAR, for SRTT the snoothed round-trip tine, and for
RTTVAR t he mean devi ation of recent round-trip tine neasurenents.

RFC 2988 further states that the RTO "SHOULD' have a m ni mum val ue of
1 second. However, it is not uncommon in practice for TCP

i npl ementations to have a mininum RTO as | ow as 100 nms. For the
purposes of this document, in considering relative fairness, we wll
assune a m ni mum RTO of 100 ns.

As an additional conplication, TCP connections that use fine-grained
ti mestanps can have considerably higher sending rates than TCP
connections that do not use tinestanps, in environnents w th high
packet drop rates. For TCP connections with fine-grained tinmestanps,
a valid round-trip time neasurenent is obtained when a retransmitted
packet is successfully received and acknow edged by the receiver; in
this case a backed-off retransmt timer can be un-backed-off as well.
For TCP connections without tinmestanps, a valid round-trip tine
measurenent is only obtai ned when the transm ssion of a new packet is
recei ved and acknow edged by the receiver. This limts the
opportunities for the un-backing-off of a backed-off retransmt
timer. In this docunment, in considering relative fairness, we use a
TCP connection w thout tinmestanps, since this is the dom nant use of
TCP in the Internet.

A separate claimthat has sonetines been raised in ternms of fairness
is that best-effort VolP traffic is inherently nore inportant that
ot her best-effort traffic (e.g., web surfing, peer-to-peer traffic,
or multi-player ganes), and therefore nerits a larger share of the
bandwi dth in tines of high congestion. Qur assunption in this
docunent is that TCP traffic includes pressing enail nessages,
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busi ness documents, and energency informati on downl oaded from web
pages, as well as the nore recreational uses cited above. Thus, we
do not agree that best-effort VolP traffic should be exenpt from
end-to-end congestion control due to any clains of inherently nore
val uabl e content. (One could equally logically argue that because
emai | and instant nessaging are nore efficient forns of communication
than Vol P in terns of bandw dth usage, as a result enail and instant
messagi ng are nore val uabl e uses of scarce bandwidth in times of high
congestion.) In fact, the network is incapable of making a judgnent
about the relative user value of traffic. The default assunption is
that all best-effort traffic has equal value to the network provider
and to the user.

We note that this discussion of relative fairness does not in any way
chal l enge the right of 1SPs to all ocate bandw dth on congested |inks
to classes of traffic in any way that they choose. (For exanple,

adm nistrators rate-linmt the bandwi dth used by peer-to-peer traffic
on sonme links in the network, to ensure that bandwidth is also

avail abl e for other classes of traffic.) This discussion nerely
argues that there is no reason for entire classes of best-effort
traffic to be exenpt from end-to-end congestion control

4. Current efforts in the | ETF

There are four efforts currently underway in | ETF to address issues
of congestion control for real time traffic: an upgrade of the RTP
speci fication, TFRC, DCCP, and work on audi o codecs.

4.1. RTP

RFC 1890, the original RTP Profile for Audio and Video Control, does
not di scuss congestion control [RFC1890]. The revised docunent on
"RTP Profile for Audio and Video Conferences with Mnimal Control"”

[ RFC3551] di scusses congestion control in Section 2. [RFC3551] says
the foll ow ng:

"If best-effort service is being used, RTP receivers SHOULD
moni t or packet | oss to ensure that the packet loss rate is within
acceptabl e parameters. Packet loss is considered acceptable if a
TCP fl ow across the sane network path and experiencing the sane
networ k conditions woul d achi eve an average throughput, mneasured
on a reasonable tinescale, that is not |less than the RTP flow is
achieving. This condition can be satisfied by inplenmenting
congestion control nechanisns to adapt the transmission rate (or
the nunber of | ayers subscribed for a |layered nmulticast session),
or by arranging for a receiver to |l eave the session if the |loss
rate i s unacceptably high."
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"The conparison to TCP cannot be specified exactly, but is

i ntended as an "order-of - magni tude" conparison in tinmescal e and
throughput. The tinescale on which TCP t hroughput is nmeasured is
the round-trip time of the connection. 1In essence, this
requirenent states that it is not acceptable to deploy an
application (using RTP or any other transport protocol) on the
best-effort Internet which consunmes bandwi dth arbitrarily and does
not conpete fairly with TCP within an order of magnitude."

Not e that [ RFC3551] says that receivers "SHOULD' nonitor packet |oss.
[ RFC3551] does not explicitly say that the RTP senders and receivers
"MUST" detect and respond to a persistent high loss rate. Since
congestion coll apse can be considered a "danger to the Internet" the
use of "MJST" woul d be appropriate for RTP traffic in the best-effort
Internet, where the VolP traffic shares a link with other traffic,
since "danger to the Internet" is one of two criteria given in RFC
2119 for the use of "MJST" [RFC2119]. Different requirenments nmay
hold for a private best-effort |IP network provisioned solely for
Vol P, where the VolP traffic does not interact with the w der

I nternet.

4.2. TFRC

As nentioned in RFC 3267, equation-based congestion control is one of
the possibilities for VolP. TCP Friendly Rate Control (TFRC) is the
equat i on- based congestion control mechani smthat has been
standardi zed in the IETF. The TFRC specification, "TCP Friendly Rate
Control (TFRC): Protocol Specification" [RFC3448], says the
fol | owi ng:

"TFRC ... is reasonably fair when competing for bandwi dth with TCP
flows, but has a much | ower variation of throughput over tinme
compared with TCP, nmaking it nore suitable for applications such
as tel ephony or streamng nedia where a relatively snooth sending
rate is of inportance. ... TFRC is designed for applications
that use a fixed packet size, and vary their sending rate in
packets per second in response to congestion. Sone audio
applications require a fixed interval of tine between packets and
vary their packet size instead of their packet rate in response to
congestion. The congestion control nmechanismin this docunent
cannot be used by those applications; TFRC-PS (for TFRC
Packet Si ze) is a variant of TFRC for applications that have a
fixed sending rate but vary their packet size in response to
congestion. TFRGC-PS will be specified in a | ater docunent."

There is no draft available for TFRC-PS yet, unfortunately, but
several researchers are still working on these issues.
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4.3. DCCP

The Dat agram Congesti on Control Protocol (DCCP) is a transport
protocol being standardized in the | ETF for unreliable flows, with
the application being able to specify either TCP-like or TFRC
congestion control [DCCPO3].

DCCP currently has two Congestion Control IDentifiers or CClDs; these
are CCID 2 for TCP-like congestion control and CCID 3 for TFRC
congestion control. As TFRC-PS becones avail abl e and goes through
the standards process, we woul d expect DCCP to create a new CCl D
CCI D 4, for use with TFRC- PS congestion control

4.4. Adaptive Rate Audi o Codecs

A critical conponent in the design of any real-tine application is
the selection of appropriate codecs, specifically codecs that operate
at a low sending rate, or that will reduce the sending rate as

t hroughput decreases and/or packet |oss increases. Absent this, and
in the absence of the response to congestion recomrended in this
docunent, the real-tinme application is likely to significantly
increase the risk of Internet congestion collapse, thereby adversely
i mpacting the health of the deployed Internet. |f the codec is
capabl e of reducing its bit rate in response to congestion, this

i nproves the scaling of the nunber of VolP or TCP sessions capabl e of
sharing a congested link while still providing acceptabl e performance
to users. Many current audi o codecs are capable of sending at a | ow
bit rate, in sone cases adapting their sending rate in response to
congestion indications fromthe network.

RFC 3267 descri bes RTP payload fornmats for use with the Adaptive
Miulti-Rate (AMR) and Adaptive Milti-Rate Wdeband (AVR-WB) audio
codecs [RFC 3267]. The AVMR codec supports ei ght speech encoding
nodes having bit rates between 4.75 and 12.2 kbps, with the speech
encodi ng performed on 20 ns speech franes, and is able to reduce the
transm ssion rate during silence periods. The payl oad fornat
specified in RFC 3267 includes forward error correction (FEC) and
franme interleaving to increase robustness agai nst packet |oss
somewhat. The AMR codec was chosen by the Third Generation
Partnership Project (3GPP) as the nandatory codec for third
generation (3G cellular systens, and RFC 3267 recommends that AWMR or
AMR- VB applications using the RTP payl oad fornat specified in RFC
3267 use congestion control, though no specific nechanismis
recommended. RFC 3267 gives "Equation-Based Congestion Control for
Uni cast Applications” as an exanple of a congestion control nechani sm
suitable for real-time flows [FHPWO].
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The "Internet Low Bit Rate Codec", iLBC, is an |ETF effort to devel op
an | PR-free codec for robust voice comunication over |IP [ILBRC.

The codec is designed for graceful speech quality degradation in the
case of |ost packets, and has a payload bit rate of 13.33 kbps for 30
ms frames or 15.20 kbps for 20 ns franes.

There are several unencunbered |owrate codec algorithns in Ivox (the
Interactive VG ce eXchange) [IVOX], with plans to add additiona

vari abl e rate codecs. For example, LPC2400 (a.k.a. LQ400) is a 2400
bps LPC based codec with an enhancenent to permt "silence
detection". The 2400 bps codec is reported to have a "slight robotic
quality" [AO03] (even without the additional conplications of packet
loss). The older multirate codec described in [ KFK79, KF82] is an
LPC codec that works at two rates, 2.4 kbps and 9.6 kbps, and can
optionally send additional "residual"” bits for enhanced quality at a
hi gher bit rate.

O f-the-shelf ITUT vocoders such as G 711 were generally designed
explicitly for circuit-switched networks and are not as well-adapted
for Internet use, even with the addition of FEC on top

4.5. Differentiated Services and Rel ated Topics

The Differentiated Services Wrking Goup [D FFSERV], which concl uded
in 2003, conpleted standards for the Differentiated Services Field
(DS Field) in the I1Pv4 and | Pv6 Headers [RFC2474], including severa
per-hop forwardi ng behaviors [RFC2597, RFC3246]. The Next Steps in
Signaling Working Goup [NSIS] is devel oping an optim zed signalling
protocol for QS, based in part on earlier work of the Resource
Reservation Setup Protocol Wrking Goup [RSVP]. W do not discuss
these and related efforts further in this docunment, since this
docunent concerns only that Vol P traffic that nmight be carried as
best-effort traffic over some congested link in the Internet.

5. Assessing M nimum Accept abl e Sendi ng Rat es

Current |IETF work in the DCCP and AVT worki ng groups does not

consi der the problem of applications that have a mni num sending rate
and are not able to go below that sending rate. This clearly nmust be
addressed in the TFRC-PS draft. As suggested in the RTP docunent, if
the loss rate is persistently unacceptably high relative to the
current sending rate, and the best-effort application is unable to
lower its sending rate, then the only acceptable answer is for that
flow to discontinue sending on that link. For a multicast session,
this could be acconplished by the receiver wthdrawi ng fromthe

mul ticast group. For a unicast session, this could be acconplished
by the unicast connection termnating, at |east for a period of tine.
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We can formul ate a problem statenment for the mninumsending rate in
the followi ng way. Consider a best-effort, adaptive audio
application that is able to adapt down to a mninumsending rate of N
Bps (bytes per second) of application data, sending M packets per

second. Is this a sufficiently |low sending rate that the best-effort
flowis never required to term nate due to congestion, or to reduce
its sending rate in packets per second still further? In other words,

is N Bps an acceptabl e mi ni mum sending rate for the application,
whi ch can be continued in the face of congestion w thout termnating
or suspending the application?

We assune, generously for VolP, that the limtation of the network is
in bandwi dth in bytes per second (Bps), and not in CPU cycles or in
packets per second (pps). |If the limtation in the network is in
bandwi dth, this is alimtation in Bps, while if the limtationis in
router processing capacity in packets, this would be a limtation in
pps. W note that TCP sends fixed-size data packets, and reduces its
sending rate in pps when it adapts to network congestion, thus
reducing the load on the forward path both in Bps and in pps. In
contrast, for adaptive Vol P applications, the adaption is sometines
to keep the sane sending rate in pps, but to reduce the packet size,
reducing the sending rate in Bps. This fits the needs of audio as an
application, and is a good response on a network path where the
limtation is in Bps. Such behavior would be a | ess appropriate
response for a network path where the linitation is in pps.

If the network limtation in fact is in Bps, then all that matters in
terns of congestion is a flows sending rate on the wire in Bps. |If
this assunption of a network limtation in Bps is false, then the
sending rate in pps could contribute to congestion even when the
sending rate in Bps is quite noderate. Wile the ideal would be to
have a transport protocol that is able to detect whether the

bottl eneck links along the path are limted in Bps or in pps, and to
respond appropriately when the limtation is in pps, such an ideal is
hard to achi eve. W would not want to del ay the depl oynent of
congestion control for telephony traffic until such an ideal could be
acconplished. 1In addition, we note that the current TCP congestion
control mechani sms are thensel ves not very effective in an
environment where there is a limtation along the reverse path in
pps. Wiile the TCP nechani sns do provide an incentive to use |large
data packets, TCP does not include any effective congestion contro
mechani snms for the streamof small acknow edgenent packets on the
reverse path. Gven the argunments above, it seenms acceptable to us
to assunme a network limtation in Bps rather than in pps in
considering the mni mum sending rate of tel ephony traffic.
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Assum ng 40-byte packet headers (1P, RTP, and UDP or DCCP), the
application data sending rate of N Bps and M pps translates to a

sending rate on the wire of B = NWAOM Bps. |If the application uses
additional FEC (Forward Error Correction), the FEC bits nust be added
inas well. In our exanple, we ignore bandw dth adjustnents that are

needed to take into account the additional overhead for FEC or the
reduced sending rate for silence periods. W also are not taking
into account the possible role of header conpression on congested
edge links, which can reduce significantly the nunber of bytes used
for headers on those I|inks.

Now, consider an equivalent-rate TCP connection with data packets of
P bytes and a round-trip tinme of R seconds. Taking into account
header size, such a TCP connection with a sending rate on the wire of
B Bps is sending B/ (P+40) pps, or, equivalently, BR/ (P+40) ppr
(packets per round-trip tinme).

Restating the question in terns of the above expressions for Vol P and
TCP: if the best-effort Vol P connection is experiencing a persistent
packet drop rate of D, and is at its mninumsending rate on the wire
of B Bps, when should the application or transport protocol termnate
or suspend the Vol P connection?

One answer to this question is to find the sending rate in ppr for a
TCP connection sending at the sane rate on the wire in Bps, and to
use the TCP response function to determ ne whether a confornmant TCP
connection would be able to maintain a sending rate close to that
sending rate with the sane persistent drop rate D. |f the sending
rate of the Vol P connection is significantly higher than the sending
rate of a conformant TCP connection under the sanme conditions, and
the Vol P connection is unable to reduce its sending rate on the wre,
then the Vol P connection should terninate or suspend.

As di scussed above, there are two reasons for requiring the
application to term nate:

1) Avoi ding congestion collapse, given the possibility of multiple
congested |inks,

2) Fairness for congestion-controlled TCP traffic sharing the
l'ink.

In addition, if an application requires a ninimmservice |evel from
the network in order to operate, and that service level is

consi stently not achieved, then the application should term nate or
suspend sendi ng.
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One counter-argument is that users will just hang up anyway with a
hi gh packet drop rate so there is no point in enforcing a mninm
acceptable rate. Users might hang up, but they m ght also just keep
on talking, with the occasional noise getting though, for mnutes or
|l onger waiting for a short period of clarity. Another counter-
argunent is that nobody really benefits from Vol P connections being
term nated or suspended when persistent packet drop rates exceed the
al | owabl e packet drop rate for the configured m ninum sending rate.
This is untrue, since the term nation of these Vol P connections could
al | ow conmpeting TCP and Vol P traffic to nake sone progress.

In the next section, we illustrate the approach outlined above for
Vol P flows with m ni mum sending rates of 4.75 and 64 kbps
respectively, and show that in practice such an approach woul d not
seem t oo burdensone for VolP traffic. This approach inplies that the
Vol P traffic would term nate or suspend when the packet drop rate
significantly exceeds 40%for a VolP flowwith a mininumsending rate
of 4.75 kbps. If VolPis to deliver "carrier quality" or even near
"carrier quality" on best-effort |inks, conditioning depl oynment on
the ability to maintain maxi mum sendi ng rates during periods of

persi stent packet drops rates exceedi ng 40% does not suggest a
service nodel that will see w despread acceptance anbng consuners, no
matter what the price differential. Good packet throughput is vita
for the delivery of acceptable Vol P service.

For a Vol P flow that stops sending because its ninimum sending rate
is too high for the steady-state packet drop rate, we have not
addressed the question of when a VolP flow m ght be able to start
sendi ng again, to see if the congestion on the end-to-end path has
changed. This issue has been addressed in a proposal for
Probabilistic Congestion Control [PCC.

We note that if the congestion indications are in the formof ECN
mar ked packets (Explicit Congestion Notification), as opposed to
dropped packets, then the answers about when a flow with a nini mum
sending rate would have to stop sending are sonewhat different. ECN
allows routers to explicitly notify end-nodes of congestion by ECN
mar ki ng i nstead of dropping packets [RFC3168]. |If packets are ECN
mar ked i nstead of dropped in the network, then there are no concerns
of congestion collapse or of user quality (for the ECN capable
traffic, at any rate), and what remains are concerns of fairness with
conmpeting flows. Second, in regines with very high congestion, TCP
has a hi gher sending rate with ECN-rmarked than with dropped packets,
in part because of different dynamics in ternms of un-backing-off a
backed-off retransmt timer
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5.1. Drop Rates at 4.75 kbps M ni mum Sendi ng Rate

Consi der an adaptive audio application with an RTT of R=0.1 seconds
that is able to adapt down to a mininmum sending rate of 4.75 kbps
application data, sending M=20 packets per second. This sending rate
translates to N=593 Bps of application data, for a sending rate on
the wire of B=1393 Bps. An equivalent-rate TCP connection with data
packets of P=1460 bytes and a round-trip tinme of R=0.1 seconds woul d
be sending BR/ (P+40) = 0.09 ppr.

Table 1 in the Appendi x | ooks at the packet drop rate experienced by
a TCP connection with the RTO set to twice the RTT, and gives the
correspondi ng sending rate of the TCP connection in ppr. The second
columm gives the sending rate estimted by the standard anal ytica
approach, and the third, fourth, and fifth colums give the average
sending rate fromsimnulati ons with random packet drops or marks. The
sixth columm gives the sending rates from experinents on a 4. 8-
RELEASE FreeBSD nachi ne. The anal ytical approaches require an RTO
expressed as a multiple of the RTT, and Table 1 shows the results for
the RTOset to 2 RTT. In the sinulations, the mnimumRTO is set to
twice the RTT. See the Appendix for nore details.

For a sending rate of 0.09 ppr and an RTO set to 2 RTT, Table 1 shows
that the anal ytical approach gives a correspondi ng packet drop rate
of roughly 50% while the sinulations in the fifth colum and the
experinents in the sixth colum give a packet drop rate of between
35% and 40%to maintain a sending rate of 0.09 ppr. (For a reference
TCP connection using tinestanps, shown in the fourth colum, the
simul ati ons give a packet drop rate of 55%to maintain a sending rate
of 0.09 ppr.) O the two approaches for deternining TCP s

rel ati onshi p between the sending rate and the packet drop rate, the
anal yti c approach and the use of sinulations, we consider the
simulations to be the nost realistic, for reasons discussed in the
Appendi x. This suggests a packet drop rate of 40% woul d be
reasonabl e for a TCP connection with an average sending rate of 0.09
ppr. As a result, a VolP connection with an RTT of 0.1 sec and a

m ni mum sending rate of 4.75 kbps would be required to terminate or
suspend when the persistent packet drop rate significantly exceeds
40%

These estinmates are sensitive to the assunmed round-trip tinme of the
TCP connection. |If we assuned instead that the equivalent-rate TCP
connection had a round-trip tine of R=0.01 seconds, the equival ent-
rate TCP connection woul d be sending BR/ (P+40) = 0.009 ppr. However,
we have al so assumed a m ni nrum RTO for TCP connections of 0.1
seconds, which in this case woul d nean an RTO of at |east 10 RTT.

For this setting of the RTO we would use Table 2 fromthe appendi x
to determ ne the average TCP sending rate for a particul ar packet
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drop rate. The simulations in the fifth colum of Table 2 suggest
that a TCP connection with an RTT of 0.01 sec and an RTO of 10 RTT
woul d be able to send 0.009 ppr with a packet drop rate of 45% (For
the sane TCP connection using tinestanps, shown in the fourth col um,
the sinulations give a packet drop rate of 60-65%to naintain a
sendi ng rate of 0.009 ppr.)

Thus, for a Vol P connection with an RTT of 0.01 sec and a m ni mum
sending rate of 4.75 kbps, the Vol P connection would be required to
term nate or suspend when the persistent packet drop rate exceeded
45%

5.2. Drop Rates at 64 kbps M ni mum Sendi ng Rate

The effect of increasing the mni mum acceptable sending rate to 64
kbps is effectively to decrease the packet drop rate at which the
application should term nate or suspend sending. For this section,
consider a codec with a m ni mum sending rate of 64 kbps, or N=8000
Bps, and a packet sending rate of M50 pps. (This would be

equi val ent to 160-byte data packets, with 20 ns. per packet.) The
sending rate on the wire is B = N+40M Bps, includi ng headers, or
10000 Bps. A TCP connection having that sending rate, with packets
of size P=1460 bytes and a round-trip tine of R=0.1 seconds, sends
BR/ (P+40) = 0.66 ppr. Fromthe fifth colum of Table 1, for an RTO
of 2 RTT, this corresponds to a packet drop rate between 20 and 25%
[ For a TCP connection using fine-grained timestanps, as shown in the
fourth colum of Table 1, this sending rate corresponds to a packet
drop rate between 25% and 35%] As a result, a VolP connection with
an RTT of 0.1 sec and a mi ni mum sending rate of 64 kbps woul d be
required to ternminate or suspend when the persistent packet drop rate
significantly exceeds 25%

For an equivalent-rate TCP connection with a round-trip tinme of

R=0. 01 seconds and a nmi ni mum RTO of 0.1 seconds (giving an RTO of 10
RTT), we use the fifth colum of Table 2, which shows that a sending
rate of 0.066 ppr corresponds to a packet drop rate of roughly 30%

[ For a TCP connection using fine-grained tinmestanps, as shown in the
fourth colum of Table 2, this sending rate corresponds to a packet
drop rate of roughly 45%] Thus, for a VolP connection with an RTT
of 0.01 sec and a mininumsending rate of 64 kbps, the VolP
connection would be required to term nate or suspend when the

persi stent packet drop rate exceeded 30%

5.3. Open Issues
Thi s docunent does not attenpt to specify a conplete protocol. For

exanpl e, this docunent does not specify the definition of a
persi stent packet drop rate. The assunption would be that a
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"persistent packet drop rate" would refer to the packet drop rate
over a significant nunmber of round-trip times, e.g., at least five
seconds. Another possibility would be that the tinme interval for
measuring the persistent drop rate is a function of the lifetine of
the connection, with longer-1lived connections using |onger tine
intervals for nmeasuring the persistent drop rate.

The tine period for detecting persistent congestion also affects the
potential synchronization of VolP sessions all term nating or
suspending at the same tine in response to shared congestion. |If

fl ows use sone randomization in setting the tinme interval for
detecting persistent congestion, or use a tinme interval that is a
function of the connection lifetime, this could help to prevent all
Vol P flows fromterninating at the sane tine.

Anot her design issue for a conplete protocol concerns whether a flow
term nates when the packet drop rate is too high, or only suspends
tenmporarily. For a flow that suspends tenporarily, there is an issue
of how long it should wait before resuning transm ssion. At the very
| east, the sender should wait |ong enough so that the flow s overal
sendi ng rate doesn’'t exceed the allowed sending rate for that packet
drop rate.

The recommendation of this document is that Vol P flows w th mni mum
sendi ng rates shoul d have correspondi ng configured packet drop rates,
such that the flow term nates or suspends when the persistent packet
drop rate of the flow exceeds the configured rate. |If the persistent
packet drop rate increases over tinme, flows wth higher m ninmm
sendi ng rates woul d have to suspend sending before flows with | ower

m ni mum sending rates. If VolP flows term nate when the persistent
packet drop rate is too high, this could | ead to scenari os where Vol P
flows with | ower mninum sending rates essentially receive all of the
I'ink bandwi dth, while the VolP flows wth higher m ni mum sendi ng
rates are required to termnate. However, if VolP flows suspend
sending for a time when the persistent packet drop rate is too high,
instead of terminating entirely, then the bandw dth could end up
bei ng shared reasonably fairly between VolP flows with different

m ni mum sendi ng rat es.

5.4. A Sinple Heuristic

One sinple heuristic for estimating congestion would be to use the
RTCP reported loss rate as an indicator. For exanple, if the RTCP-
reported lost rate is greater than 30% or N back-to-back RTCP
reports are mssing, the application could assunme that the network is
too congested, and term nate or suspend sendi ng.
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6

Constraints on Vol P Systens

Utimately, attenpting to run Vol P on congested |inks, even with
adaptive rate codecs and nini mum packet rates, is likely to run into
hard constraints due to the nature of real tinme traffic in heavily
congested scenarios. VolP systens exhibit alimted ability to scale
their packet rate. |[If the nunber of packets decreases, the anount of
audi o per packet is greater and error conceal nent at the receiver
becones harder. Any error |onger than phonene |ength, which is
typically 40 to 100 ns dependi ng on the phonene and speaker, is
unrecoverable. ldeally, applications want sub 30ns packets and this
i s what nost voice codecs provide. In addition, voice nmedia streans
exhibit greater loss sensitivity at |lower data rates. Lower-data
rate codecs nmaintain nmore end-to-end state and as a result are
generally nmore sensitive to |oss.

We note that very-lowbit-rate codecs have proved useful, although

wi th sonme perfornmance degradation, in very | ow bandw dth, high noise
environments (e.g., 2.4 kbps HF radio). For exanple, 2.4 kbps codecs
"produce speech which although intelligible is far fromnatura

soundi ng" [WB8]. Figure 5 of [W8] shows how the speech quality with
several forms of codecs varies with the bit rate of the codec.

Concl usi ons and Recomrendati ons

In the near term Vol P services are likely to be depl oyed, at |east
in part, over broadband best-effort connections. Current real time
medi a encodi ng and transm ssion practice ignhores congestion
considerations, resulting in the potential for trouble should Vol P
becone a broadly depl oyed service in the near to internediate term
Poor user quality, unfairness to other Vol P and TCP users, and the
possibility of sporadic epi sodes of congestion collapse are sone of
the potential problenms in this scenario.

These problens can be mtigated in applications that use fixed-rate
codecs by requiring the best-effort VolP application to specify its
m ni mum bit throughput rate. This mninumbit rate can be used to
estimate a packet drop rate at which the application would term nate.

Thi s docunent specifically recommends the follow ng:

(1) In | ETF standards for protocols regarding best-effort flows with
a mninmum sending rate, a packet drop rate nust be specified, such
that the best-effort flow term nates, or suspends sending
tenmporarily, when the steady-state packet drop rate significantly
exceeds the specified drop rate.
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(2) The specified drop rate for the minimum sendi ng rate shoul d be
consistent with the use of Tables 1 and 2 as illustrated in this
docunent .

We note that this is a recommendation to the | ETF comunity, as a
specific followup to RFC 2914 on Congestion Control Principles.

This is not a specific or conmplete protocol specification

Codecs that are able to vary their bit rate depending on estimtes of
congestion can be even nore effective in providing good quality
servi ce whil e nmaintaining network efficiency under high | oad
conditions. Adaptive variable-bit-rate codecs are therefore
preferabl e as a nmeans of supporting VO P sessions on shared use

I nternet environnents.

Real -tinme traffic such as Vol P coul d derive significant benefits from
the use of ECN, where routers may indicate congestion to end-nodes by
mar ki ng packets instead of dropping them However, ECNis only
standardi zed to be used with transport protocols that react
appropriately to marked packets as indications of congestion. VolP
traffic that follows the reconmendations in this docunent could
satisfy the congestion-control requirenments for using ECN, while VolP
traffic with no mechanismfor termnating or suspendi ng when the
packet dropping and narking rate was too high would not. However, we
repeat that this document is not a conplete protocol specification

In particular, additional nechani sns woul d be required before it was
safe for applications running over UDP to use ECN. For exanple,

bef ore using ECN, the sending application would have to ensure that
the receiving application was capabl e of receiving ECN-rel ated
information fromthe | ower-layer UDP stack, and of interpreting this
ECN i nformation as a congestion indication.
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10. Appendi x - Sending Rates with Packet Drops

The standard way to estimte TCP' s average sending rate S in packets
per round-trip as a function of the packet drop rate would be to use
the TCP response function estimated in [ PFTK98]:

S =1/(sqgrt(2p/3) + Kmn(l,3 sqrt(3p/8)) p (1 + 32 pr2)) (1)
for acks sent for every data packet, and the RTO set to K*RTT.

The results from Equation (1) are given in the second colum in
Tables 1 and 2 bel ow. However, Equation (1) overestimtes TCP' s
sending rate in the reginme with heavy packet drop rates (e.g., of 30%
or nore). The analysis behind Equation (1) assunes that once a
singl e packet is successfully transmtted, TCP' s retransmt timer is
no | onger backed-off. This nmight be appropriate for an environnent
with ECN, or for a TCP connection using fine-grained tinestanps, but
this is not necessarily the case for a non-ECN capable TCP connection
wi thout timestanps. As specified in [RFC2988], if TCP's retransmnit
timer is backed-off, this back-off should only be renmoved when TCP
successfully transmts a new packet (as opposed to a retransmtted
packet), in the absence of tinestanps.

When the packet drop rate is 50% or higher, for exanmple, many of the
successful packet transm ssions can be of retransnitted packets, and
the retransnmit timer can remain backed-off for significant periods of
time, in the absence of tinmestanps. In this case, TCP' s throughput
is determned largely by the maxi mum backoff of the retransmt tinmer.
For exanple, in the NS sinmulator the maxi mum backoff of the
retransmt tinmer is 64 tinmes the un-backed-off value. RFC 2988
specifies that "a maxi num val ue MAY be placed on RTO provided it is
at |l east 60 seconds." [Although TCP inplenmentations vary, nmany TCP

i mpl ement ati ons have a maxi mum of 45 seconds for the backed-off RTO
after dropped SYN packets. ]

Another limtation of Equation (1) is that it nodels Reno TCP, and
therefore underestinmates the sending rate of a nmodern TCP connection
that used SACK and Linmted Transmt.

The tabl e bel ow shows estinmates of the average sending rate S in
packets per RTT, for TCP connections with the RTO set to 2 RTT for
Equation (1).

These estimates are conpared with simulations in the third, fourth,
and fifth colums, with ECN, packet drops for TCP with fine-grained
ti mestanps, and packet drops for TCP without tinestanps respectively.
(The sinulation scripts are available from
http://ww.icir.org/floyd/ Vol P/sinms.) Each sinulation conputes the
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average sending rate over the second half of a 10, 000-second
simul ati on, and for each packet drop rate, the average is given over
50 simulations. For the simulations with very high packet drop
rates, it is sonetinmes the case that the SYN packet is repeatedly
dropped, and the TCP sender never successfully transnmits a packet.
In this case, the TCP sender al so never gets a neasurenent of the
round-trip tinme.
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The sixth columm of Table 1 shows the average sending rate Sin
packets per RTT for an experiment using a 4.8- RELEASE FreeBSD

machi ne. For the | ow packet drop rates of 0.1 and 0.2, the sending
rate in the simulations is higher than the sending rate in the
experinents; this is probably because the TCP inplenentation in the
simulations uses Limted Transmit [RFC3042]. Wth Limted Transmt,
the TCP sender can sonetines avoid a retransmit timeout when a packet
i s dropped and the congestion windowis small. Wth high packet drop
rates of 0.65 and 0.7, the sending rate in the sinulations is
somewhat | ower than the sending rate in the experinments. For these
hi gh packet drop rates, the TCP connections in the experinents woul d
often abort prematurely, after a sufficient nunber of successive
packet drops.

We note that if the ECN marking rate exceeds a |ocally-configured
threshold, then a router is advised to switch frommarking to
dropping. As a result, we do not expect to see high steady-state
marking rates in the Internet, even if ECNis in fact depl oyed.

Drop

Rate p Eq(l) Sinms:ECN Sinms:TimeStanp Sins:Drops Experinments
0.1 2.42 2.92 2.38 2.32 0.72
0.2 89 1.82 1.26 0. 82 0.29
0.25 55 1.52 94 44 0.22
0.35 23 .99 .51 11 0.10
0.4 16 75 . 36 054 0. 068
0. 45 11 55 24 029 0. 050
0.5 .10 .37 .16 . 018 0. 036
0.55 . 060 .25 .10 . 011 0. 024
0.6 . 045 .15 . 057 . 0068 0. 006
0. 65 .051 . . 033 . 0034 0. 008
0.7 . 041 . 06 . 018 . 0022 0. 007
0.75 . 034 .04 . 0099 . 0011
Op. 8 .028 . 027 . 0052 . 00072
0.85 . 023 . 015 . 0021 . 00034
0.9 . 020 . 011 . 0011 . 00010
0.95 . 017 . 0079 . 00021 . 000037

Table 1: Sending Rate S as a Function of the Packet Drop Rate p,
for RTOset to 2 RTIT, and S in packets per RITT.
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The tabl e bel ow shows the average sending rate S,
with the RTO set to 10 RTT.
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for TCP connecti ons

Table 2: Sending Rate as a Function of the Packet Drop Rate,
or RTO set to 10 RTT, and S in packets per RIT.
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11. Security Considerations
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12. | ANA Consi der ations
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