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I ntroduction
1. Background

The expansi on and growt h of the Internet has seen the registry
function of a traditionally centralized and managed Network

I nformati on Center becone the responsibility of various autononous,
functionally disparate, and globally distributed Internet registries.
Wth the broadening nunber of Internet registries, the uses of their
adm nistrative directory services have expanded fromthe original and
traditional use of the whois [6] protocol to include the use of whois
outside the scope of its specification, formal and i nfornal
definitions of syntax, undocunented security nechani sns, the use of
other protocols, such as rwhois [5], to fulfill other needs, and
proposal s for the use of other technol ogies such as LDAP [4] and XM.

2. Requirenments Scope

The scope of the requirenents captured in this docunent relate to the
directory services of Internet registries and their related
comunities (Section 2.3, Section 2.4, and Section 2.5). This
scopi ng specifically targets the requirenents of domain nane
registries (Section 2.1). The requirenents for other registry types
will be nmade available in other nenbs. The requirenments are of both
the current use of these directory services and the desired
functionality based on input fromrelevant forums (Appendix B.1).
These requirements are not specific to any protocol. Terns used in
the definition of requirements in this docunment may be found in the
gl ossary (Appendi x A).

The scope of the requirenents in this docunent are also restricted to
access of data fromlInternet registries. Requirenents for

nmodi fication, addition, or provisioning of data in Internet
registries are out of the scope of this docunent.

3. Requirenents Specification

The requirenents captured in this docunent are for the purpose of
desi gning techni cal specifications. The words used in this docunent
for conpliance with RFC 2119 [3] do not reference or specify policy
and speak only to the capabilities in the derived technol ogy. For

i nstance, this docunent nmay say that the protocol "MJST" support
certain features. An actual service operator is always free to
disable it (and then to return an error such as "permi ssion denied".)
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Requirements in this docunment specifying the capabilities of the
protocol required for proper interaction between a client and a
server will be specified with the "MJST/ SHOULD' | anguage of RFC 2119
[3]. This docunent also contains |anguage relating to the
interaction of a client with nultiple servers to forma coherent,
cross-network service. Such service requirenments will not be

descri bed using RFC 2119 | anguage.

VWi | e individual servers/service operators may not support al
features that the protocol can support, they nust respect the
semantics of the protocol queries and responses. For exanple, a
server should not return referrals if it does not have referent data.

2. Internet Registry Communities

The Internet registries are conposed of various comunities which
provi de scope for the requirenents in this docunment. These
communities can be generalized into the foll owi ng categories:
registries, registrars, inplenmenters, end-users, and other actors.

2.1. Domain Nane System Registries
2.1.1. Domain Registries

Domain registries are responsible for the registration of domains for
use with DNS [1] and forward | ookups (i.e., does not include the

. ARPA domain). These registries have typically served two main
domai n functions: as the registry for a gTLD or as a registry for a
ccTLD. In sone instances, one entity will operate nultiple TLD s,
both of the gTLD and ccTLD type. A gTLD or ccTLD domain registry
operator nmay be a governnental entity, non-governmental,

non- comercial entity, or a commrercial entity.

Sone ccTLD s have second-| evel domain registrations sinmlar in nature
to gTLD s or have distinctly separate entities operating second-|eve
domain registries sinmlar in nature to gTLD s within the ccTLD.

Domain registries usually foll ow one of two nodels for conducting
registrations of domains. The "thick” nodel is the nore traditiona

nmodel. In a "thick" domain registry, the registry contains both the
operational data for the domain and the contact data (Appendix A) for
the domain. In this nodel, the registry is typically the interface

to the domain registrant but nay also interface with the domain
regi strant through domain registrars. The "thin" nodel domain

registry contains only operational data for domains. In the "thin"
nodel , contact data for the domain are maintained by a domain
registrar.
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Domain registries not described in this section (Section 2.1.1) are
not the subject of this docunent and rmay have requirenents that are
out of scope for this subject matter

2.1.2. Domain Registrars

Domai n registrars accept domain registrations fromregistrants on
behal f of domain registries, both "thick" and "thin". 1In a "thin"
nmodel registry/registrar system a domain registrar maintains the
contact data of a domamin while the registry nmmintains the operationa
data of a domain. In a "thick" nodel registry/registrar system a
domai n regi strar passes both the operational data and contact data to
the registry. Dommin registrars may register a donain on behal f of a
registrant in nore than one domain registry.

2.2. Oher Registries

This section describes Internet registries other than those listed in
Section 2.1. These descriptions are not definitive and this list is
not absolute. They are provided in this docurment for informationa
pur poses only.

2.2.1. Regional Internet Registries

Regi onal Internet Registries (RIR s) adm nister the allocation of IP
address space and aut onomous system nunbers. Each RIR serves a
speci fi c geographic region, and collectively they service the entire
Internet. Each RIRis a nmenbership-based, non-profit organization
that facilitates and i npl enents gl obal addressing policy based on the
direction of their regional comunity.

2.2.2. Local Internet Registries

Local Internet Registries (LIR s) and National Internet Registries
(NIR s) are sub-registries of RIR s and coordi nate the sane functions
of the RIR s for smaller, nore specific geographic regions, sovereign
nations, and localities.

2.2.3. Internet Routing Registries

Internet Routing Registries are routing policy databases. Their
purpose is to provide information hel pful in administering Internet
routers. Frequently, the syntax and contents are defined by RPSL

[7].
IRR s are operated by acadenic, commercial, governmental, and other

types of organi zations, including several of the RRR s. The contents
of the databases vary and reflect the needs of the users directly
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served (e.g., an ISP may look up route entries, added by their
custoners, to decide whether to accept specific route advertisenents
they receive).

Unli ke RIR and dormain registry data, IRR data is often duplicated
bet ween separate organi zations. The |IRR data has the uni que
characteristics of being largely avail abl e through other sources
(i.e., it is advertised by the Internet routing protocols) and nost
of ten having a common data format, RPSL.

2.2.4. Incident Coordination Contact Registries

I nci dent coordi nation contact registries allow operators of network
resources such as network infrastructure, network names, or network
services to register contact information for the purpose of providing
a nmeans of incident notification. Using this type of registry, an
operator of network resources are provided i nformation for contacting
t he operator of another network resource fromwhich an incident may
be occurring.

2.3. Inplenmenters

I mpl enenters of client software are often either affiliated with

| arge network operators, registry operators, or commercial entities
of fering val ue-added services, or are general citizens of the
Internet. Mich of the client software for use with the directory
services of Internet registries is either freely avail abl e, open
source, or both, or available as a service. |Inplenenters of server
software are often affiliated with operators or comrercial entities
specializing in the out-sourcing of devel opnent for |nternet
registries.

2.4. End Users
This section describes the nmany types of end-users. Individuals and
organi zati ons may have nmultiple roles and may concurrently occupy
many of the categories.

2.4.1. Internet Resource Registrants
Entities given authority over an Internet resource via purchase,
| ease, or grant froman Internet registry, either directly or via the
services of a registrar.

2.4.2. Service Providers and Network Operators

Servi ce providers and network operators provide connectivity,
routing, and nanming services to many other entities, sonme comrercia
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and sone non-commercial, both large and small. Their operational and
adm nistrative staff often interact with Internet registries on
behal f of other end-users. Service providers and network operators
interact with all of the Internet registry operators outlined in this
docunent on a frequent and consistent basis. For exanple, network
operators use the directory services of Internet registries to
determ ne contact information for network resources that have
techni cal probl ens.

2.4.3. Intellectual Property Hol ders

A nunber of parties, such as trademark, service nmark and intellectua
property hol ders, individuals, governments and ot her geopolitica
entities, have sone legal rights on certain al phanuneric strings.

They use the directory services of Internet registries, nostly domain
registries and registrars, for purposes of maintaining and defending
clainms to domain names consistent with applicable | ans and
regul ati ons.

2. 4. 4. Law Enf or cenent

Law enforcenment agencies use the directory services of Internet
registries to find information used to carry out the enforcenment of
laws within their jurisdictions.

2.4.5. Certificate Authorities

Certificate authorities use the directory services of Internet
registries as part of their verification process when issuing
certificates for Internet named hosts.

2.4.6. DNS Users

Users of the Internet have client software that resol ves domai n nanes
to | P addresses and | P addresses to domai n nanes. O ten when trouble
occurs in the resolution process of DNS, these users trouble shoot
system problens with the aid of information fromthe directory
services of Internet registries.

2.4.7. Abusive Users

The adm nistrative directory services of Internet registries are
often the target of practices by abusive users. Using information
obtained fromInternet registries, abusive users undertake certain
activities that are counter to the acceptable use of the information
as intended by a registry, registrar, or registrant. Many tines,
these practices violate lawin the jurisdiction of the user,
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registry, registrar, or registrant. One exanple is the use of
Internet registry information for the use of sending unsolicited bul k
or commercial email.

2.5. Oher Actors

Requi renments nust al so consider the positions and policies of other
actors on the use of Internet registry directory services. These
actors include governnments, non-governnental policy-setting bodies,
and ot her non-governmental organizations.

3. Functional Requirenents

Functional requirenents describe an overall need or process for which
the directory service is used by an Internet registry to fulfill its
obligations to provide access to its respective custoners, nenbers,
or other constituents. This section describes requirenments in the
manner specified in Section 1.3.

3. 1. Base Functi ons

Thi s section describes basic directory service protocol requirenents
for Internet registries. Additional requirenents, specific to donmain
registries, are described in Domain Specific Functions (Section 3.2).

3.1.1. Mning Prevention

In order to prevent the inappropriate acquisition of data from an

Internet registry’'s directory service, nany servers will limt the
amount of data that may be returned in a fixed tine period froma

server to a client. This will nmost likely be especially true for

anonynous access uses (see Section 3.1.4).

The Iimts placed on differing types of data or applied depending
upon access status will nost likely differ fromserver to server
based on policy and need. Support for varying service nodels in the
effort to limt data and prevent data nining nay or may not have a
direct inmpact on the client-to-server protocol

3.1.2. Mnimal Technical Reinvention

The protocol MJST NOT enpl oy uni que technol ogy solutions for al
aspects and | ayers above the network and transport |ayers. The

prot ocol SHOULD meke use of existing technol ogy standards where
applicable. The protocol MJST enploy the use of network and
transport |ayer standards as defined by the Internet Engi neering Task
Force. The protocol MJST define one or nore congestion-aware
transport mechanisns for mandatory inplenmentation
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3.1.3. Standard and Extensible Schemas
3.1.3.1. Protocol Requirenent

The protocol MJST contain standard schemas for the exchange of data
needed to inplenent the functionality in this docunent. |In addition,
there MUST be a nmeans to allow the use of schemas not defined by the
needs of this docunment. Both types of schemas MJST use the sane
schema | anguage. The schemas MJST be able to express data el ements
with identifying tags for the purpose of |ocalization of the neaning
of the identifying tags.

3.1.3.2. Service Description

The client-to-server protocol nust define a standard set of data

structures or schemas to be used when exchanging information. It
must al so poses the ability to allow for the use of newer data
structures that are currently not foreseen by this specification. 1In

bot h cases, the description and specification of both types of data
structures or schemas nust be done in the same way (i.e., the sane
schema | anguage) .

The schemas nust al so be capabl e of "tagging" data with a uni que
identifier. This identifier can then be used to |ocalize the name of
that type of data. For instance, a piece of data nay have the val ue
"Bob" and its type identified with the nunmber "5.1". dient software
could use this to display "Nanme: Bob" in an English |ocale or

"Nonbre: Bob" in a Spanish |ocale.

3.1.4. Level of Access

3.1.4.1. Protocol Requirenent
The protocol MJUST NOT prohibit an operator from granul arly assigning
multiple types of access to data according to the policies of the
operator. The protocol MJIST provide an authentication nmechani sm and
MUST NOT prohibit an operator fromgranting types of access based on
aut henti cati on.

The protocol MJST provide an anonynous access nechani smthat may be
turned on or off based on the policy of an operator
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3.1.4.2. Service Description

Server operators will offer varying degrees of access dependi ng on
policy and need. The follow ng are sone exanpl es:

0 users will be allowed access only to data for which they have a
rel ationship

0 unauthenticated or anonynous access status may not yield any
contact infornation

o full access may be granted to a special group of authenticated
users

The types of access allowed by a server will nost likely vary from
one operator to the next.

3.1.5. dient Processing

The protocol MJIST be capable of allow ng machi ne parsabl e requests
and responses.

3.1.6. Entity Referencing

There MUST be a mechanismfor an entity contained within a server to
be referenced uniquely by an entry in another server.

3.1.7. Decentralization

3.1.7.1. Protocol Requirenent
The protocol MJST NOT require the aggregation of data to a centra
repository, server, or entity. The protocol MJST NOT require
aggregation of data indexes or hints to a central repository, server,
or entity.

3.1.7.2. Service Description
Sone server operators may have a need to coordinate service in a nesh

or sone other franmework with other server operators. However, the
ability to operate a CRISP conpliant server nmust not require this.
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3.1.8. Query of Access Pernission

3.1.8.1. Protocol Requirenent
The protocol MJST provide a nmechanismallowing a client to determ ne
if a query will be denied before the query is subnitted according to
the appropriate policies of the operator

3.1.8.2. Service Description
Because usage scenarios will differ depending on both policy and type
of service, sone server operators nmay want to provide the ability for
aclient to predeternine its ability to retrieve data froma query.
However, some operators will not allow this for security reasons,
policy restrictions, or other matters.

3.1.9. Authentication Distribution

3.1.9.1. Protocol Requirenent
The protocol MJST NOT require any Internet registry to participate in
any authentication system The protocol MJST NOT prohibit the
participation by an Internet registry in federated, distributed
aut henti cati on systens.

3.1.9.2. Service Description
Sone server operators may have a need to del egate authentication to
anot her party or participate in a system where authentication
information is distributed. However, the ability to operate a CRI SP
conpliant server nmust not require this.

3.1.10. Base Error Responses

The protocol MJST be capable of returning the foll owi ng types of
non-result or error responses to all |ookups and searches:

0 permssion denied - a response indicating that the search or
| ookup has failed due to insufficient authorization

o not found - the desired results do not exist.

o insufficient resources - the search or | ookup requires resources
that cannot be all ocat ed.
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3.1.11. CQuery Distribution
3.1.11.1. Protocol Requirenent

The protocol MJST NOT prohibit a server fromparticipating in a query
distribution system

3.1.11.2. Service Description

For | ookups and searches requiring distribution of queries, the
client nmust be allowed to distribute these queries anong the
participants in an established nesh of server operators. It is not a
requi renent that the protocol enable the discovery of servers, but
cooperating servers should be able to intelligently handle
distribution with its established nmesh. |Individual server operators
will respond to all queries received according to their policies for
aut henti cation, privacy, and perfornance.

However, the ability to operate a CRI SP conpliant server nust not
require the participation in any query distribution system

3.1.12. Protocol and Schenma Versioning

3.1.12.1. Protocol Requirenents
The protocol MJST provide a nmeans by which the end-systens can either
identify or negotiate over the protocol version to be used for any
query or set of queries.
Al'l resource-specific schema MIUST provide a version identifier
attribute which uniquely and unanbi guously identifies the version of
the schema being returned in the answer set to a query.

3.1.12.2. Service Description
The service should allow end-systens using different protoco
versions to fallback to a nutually supported protocol version. If
this is not possible, the service nust provide a meani ngful error
which indicates that this is the specific case.

The service nust suggest negotiation and/or recovery nechanisns for
clients to use when an unknown schena version is received.
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3.1.13. Relay Bag

The term"bag" in this section describes a flexible container which
may contai n unspecified data.

3.1.13.1. Protocol Requirenent

When issuing a referral, the protocol MJST be capabl e of supplying a
relay bag fromthe server to the client, and the protocol MJST be
capable of allowing the client to submt this relay bag with a query
to the referred server. The use of the relay bag MJUST be OPTI ONAL.
The protocol MJST NOT nake any assunptions regardi ng the contents of
the relay bag, but the relay bag MJST be described using the schema
| anguage of the protocol

The protocol MJST provide different error nessages to indicate

whet her the bag is of unrecogni zed format (permanent failure), if it
contai ns unacceptabl e data (permanent failure), or if it contains
data that means processing is refused at this tine (transient
failure).

There MUST be no nore than one bag per referral. The protocol MJST
NOT rmake an association or |inkage between successive bags in a
referral chain.

The client MJST pass the bag as part of any query made to a referrant
server as a result of a referral

3.1.13.2. Service Description

In sone nodel s where service coordination anong participating server
operators is utilized, there mght be needs to allow a referring
server to pass operator-to-operator coordination data along with the
referral to the referent server. Such needs m ght be auditing or
tracking. This feature requirenent allows a server to pass to the
client a flexible container of unspecified data ("bag") that the
client should pass to the referent server. The bag has no nmeaning to
the client.
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3.1.14. Privacy Labels
3.1.14.1. Protocol Requirenent

When a value in an answer to a query is given, the protocol MJIST be
capabl e of tagging the value with the foll owi ng | abel s:

1. do not redistribute
2. special access granted
The protocol MAY define other values for this purpose, but MJST
define val ues defined above at a mininum The protocol MJST be
capabl e of attaching these | abels concurrently.

3.1.14.2. Service Description
Internet registries will have varying policies regarding the access
to their data. Some registries nay grant certain classes of users
with access to data that would not normally be given to nobst users.
In these cases, registries may want to tag the values in these
entries with | abels specifying the responsibilities acconpanying
these special user rights.

3.2. Domain Specific Functions
These functions describe requirenents specifically needed by domain
registries (Section 2.1.1) and domain registrars (Section 2.1.2).
Requirenents specific to other registries (Section 2.2) MJST be
specified separately. No conpliant server operator is required to
support the functions required by every registry type.

3.2.1. Lookups

3.2.1.1. Protocol Requirenent
The protocol MJST contain the follow ng | ookup functions:

1. Contact | ookup given a unique reference to a contact of a
resource.

2. Naneserver | ookup given a fully-qualified host name or |P address
of a nameserver.

3. Domain | ookup given a fully-qualified domai n nane.

See Section 3.2.3 for the requirenents regarding the expected return
val ues.
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3.2.1.2. Service Description

These | ookups are all single index queries and shoul d produce zero or
only one entity.

Dependi ng on the policy and need of an Internet registry, a server
operator may not allow all or any of these |ookups to return part or
all of the information. See Section 3.2.3.

3.2.2. Searches
3.2.2.1. Protocol Requirenent
The protocol MJIST contain the foll owi ng search functions:

1. Domai n name search given an exact match or reasonabl e subset of a
nane. This search SHOULD al |l ow for paraneters and qualifiers
designed to allow better matching of internationalized donain
names and SHOULD al | ow for both exact and partial matching within
the linmts of internationalized domain names. This search SHOULD
NOT require special transformations of internationalized domain
nanes to accommpdate this search. This search MJST provide a
means to narrow the search by nanmes del egated under a particul ar
TLD.

2. Domain registrant search by either exact nane or partial nane
match with the ability to narrow the search to registrants of a
particular TLD

3. Donmi ns hosted by a nameserver given the fully-qualified host nane
or | P address of a naneserver.

See Section 3.2.3 for the requirenents regarding the expected return
val ues.

3.2.2.2. Service Description

Dependi ng on the policy and need of an Internet registry, a server
operator may not allow all or any of these searches to return part or
all of the information. See Section 3.1.4. Access to infornation
resulting fromthese searches may al so be linited, depending on
policy, by quantity. Section 3.2.5 describes these types of
restrictions.

Sone Internet registries may al so be participating in a query
distribution system See Section 3.1.11.
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3.2.3. Information Sets

3.2.3.1. Protocol Requirements
The data sets for contacts, naneservers, and domains MJUST be able to
express and represent the attributes and all owabl e val ues of
registration requests in domain registration and provisioning
pr ot ocol s.

The schema MUST be capabl e of expressing the follow ng infornmation
for domains:

0 activation status
0 registrant
0 naneservers
o technical, billing or other contacts
0 registry delegating the domain
0 registrar for the donmin
The data set for donmains MJUST be able to express arbitrary textua
i nformati on for extensions on an individual operator basis. Exanples
of such information are |license agreenents, authorized use policies,
extended status notifications, marketing/for sale notices, and UR
references to other sources.
3.2.3.2. Service Description
It is not expected that every Internet registry supply all of the
i nformati on spelled out above, however the schemas enpl oyed by the
protocol nust be capable of expressing this information should a

registry need to provide it.

The foll owi ng sections describe requirenments relative to the use of
schemas with respect to individual registry need and policy:

0o Section 3.2.8
0o Section 3.2.5
o Section 3.1.4

0o Section 3.1.1
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3.2.4. Serialization Support

The schemas used by the protocol SHOULD be capable of off-line
serialization

Of-line serialization allows for inplenmentation independent
operations such as backup and recovery, |oad-bal ancing, etc. This
MAY al so make possible, in whole or in part, data escrow capabilities
and ot her usages, however such usages are out of the scope of this
docunent .

3.2.5. Result Set Limts

3.2.5.1. Protocol Requirenent
The protocol MJST contain a feature, used at the discretion of a
server operator, to allow a server to express to a client alinmt on
the number of results from searches and | ookups. When returning

result sets, the protocol MJST be able to nake the follow ng
di stinctions:

1. an enpty result set.

2. aresult set truncated for the purpose of inproving performance
bott| enecks.

3. aresult set truncated to comply with Section 3.1.1

3.2.5.2. Service Description
Client software will operate nore usefully if it can understand
reasons for the truncation of result sets. O course, sone |nternet
registries may not be able to expose their policies for the limting
of result sets, but, when it is possible, clients will have a better
operational view. This may elimnate re-queries and other repeated
actions that are not desirable.

3.2.6. DNS Del egati on Referencing

3.2.6.1. Protocol Requirenent
The protocol MJST use the del egation authority nodel available in DNS

[1] as the primary neans for deternining the authoritative source for
i nformati on regardi ng dormai ns or any other objects when applicabl e.
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3.2.6.2. Service Description

The intent of this requirenment is to have clients use the DNS

del egation nodel to find servers authoritative for resources instead
of using a master or central server containing pointer information.
In other words, when a resource is naturally mapped by DNS, the
desired behavior is to consult the DNS to find an authoritative
server containing information about that resource. Using

"exanpl e.com, the authoritative server for information about
exanpl e.com according to the registrant of that domain may be found
by querying the DNS zone for exanple.com To find the registry
information for exanple.com the DNS zone for .com should be queried.

There are cases where resources will not naturally map into the DNS
del egation hierarchy. This requirenent is not nmeant to force such a

mappi ng.
3.2.7. Distribution for Donain Registry Types
3.2.7.1. Protocol Requirenent

The protocol MJUST NOT prohibit the distribution of data to exclude
any of the registry/registrar nodels stated in Section 2.1.1. The
protocol MUST be capabl e of expressing referrals and entity

ref erences between the various nodel s described in Section 2.1.1

3.2.7.2. Service Description

Dependi ng on the dommin registry/registrar nodel in use, technica
data for a domain nmay only reside in one server while contact data
for the same dormain may only reside in a server operated by a
separate entity. However, in nany uses, this is not the situation
Therefore, the service nmust acconmmodate for the various registration
di stribution nodels of domain registry types described in Section
2.1.1 while conplying with Section 3.1.7.

3.2.8. Data Onission

3.2.8.1. Protocol Requirenent
When a value in an answer to a query cannot be given due to policy
constraints, the protocol MJST be capable of expressing the value in
one of three ways:

1. conplete omi ssion of the value w thout explanation

2. an indication that the value cannot be given due to insufficient
aut hori zati on
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3. an indication that the value cannot be given due to privacy
constraints regardl ess of authorization status

The protocol MAY define other values for this purpose, but MJST
define val ues defined above at a nini mum

3.2.8.2. Service Description

Internet registries will have varying constraints regarding their
ability to expose certain types of data, usually social infornation.
Server operators nust have the ability to accommbdate this need while
client software will be nore useful when provided with proper

expl anations. Therefore, depending on policy, a server operator has
a choi ce between not returning the data at all, signaling a

perm ssion error, or indicating a privacy constraint.

3.2.9. Internationalization

The schema defining donmain related resources MJUST conformto RFC 2277

[2] regarding textual data. |In particular, the schena MJST be able
to indicate the charset and | anguage in use with unstructured textua
dat a.

The protocol MJST be able to support multiple representations of
contact data, with these representations conmplying with the
requirenents in Section 3.2.3. The protocol MJST be able to provide
contact data in UTF-8 and SHOULD be able to provide contact data in
US-ASCl |, other character sets, and capable of specifying the

| anguage of the data.

4. Feature Requirements

Feat ure requirenents describe the perceived need derived fromthe
functional requirenents for specific technical criteria of the
directory service. This section describes requirenents in the manner
specified in Section 1. 3.

4.1. dient Authentication

Entities accessing the service (users) MJST be provided a nmechani sm
for passing credentials to a server for the purpose of

aut hentication. The protocol MJST provi de a nmechani sm capabl e of
enpl oyi ng many aut hentication types and capabl e of extension for
future authentication types.
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4.2. Referrals

To distribute queries for search continuations and to issue entity
references, the protocol MJUST provide a referral nechani sm

4.3. Common Referral Mechani sm

To distribute queries for search continuations and to issue entity
ref erences, the protocol MJIST define a commn referral schene and
synt ax.

4.4. Structured Queries and Responses

To provide for machi ne consunption as well as human consunption, the
protocol MJUST enpl oy structured queries and responses.

4.5. Existing Schema Language

To provide structured queries and responses and allow for mninma
technol ogi cal reinvention, the protocol MJST enploy a pre-existing
schema | anguage.

4.6. Defined Schemas

To provide for machi ne consunpti on as well as human consunption, the
prot ocol MUST define schemas for use by the structured queries and
responses.

5. Internationalization Considerations

Requi rements defined in this docunent MJST consider the best
practices spelled out in [2].

6. | ANA Consi derations

| ANA consideration for any service neeting these requirenents will
depend upon the technol ogi es chosen and MJUST be specified by any
docunent describing such a service

7. Security Considerations

Thi s docunent contains requirenents for the validation of
authenticated entities and the access of authenticated entities
compared with the access of non-authenticated entities. This
docunent does not define the mechanismfor validation of
authenticated entities. Requirenents defined in this docunent MJST
all ow for the inplenentation of this nechani sm accordi ng best conmon
practi ces.
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The requirenment in Section 3.1.4 nust be wei ghed agai nst ot her
requi renents specifying search or | ookup capabilities.

Thi s docunent contains requirenents for referrals and entity
references. Cient inplenentations based on these requirenents
SHOULD t ake proper care in the safe-guarding of credential

i nformati on when resolving referrals or entity references according
to best comon practices.

Thi s docunent contains requirenents for the distribution of queries
anong a nmesh of participating service providers. Protocols proposed
to neet these requirenents nmust be able to protect against the use of
that distribution systemas a vector of distributed denial of service
attacks or unauthorized data m ning.
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Appendi x A. d ossary

(o]

Newt on

TLD: Initials for "top |level domain." Referes to domains in DNS
[1] that are hierarchically at the |l evel just beneath the root.

cCcTLD: Initials for "country code top |evel domain." TLD s which
use one of the two character country codes defined by I SO

gTLD: Initials for "generic top level domain.”" TLD s that do not
use one of the two character country codes defined by |ISO

contact data: Data containing names and contact information (i.e.,
postal addresses, phone numbers, e-mail addresses) of humans or
| egal entities.

operational data: Data necessary to the operation of networks and
network rel ated services and itens.

RIR Initials for "regional Internet registry.”
IRR Initials for "Internet routing registry."

forward | ookup: a DNS | ookup where a domain nane is resolved to an
| P address.

reverse | ookup: a DNS | ookup where an I P address is resolved to a
domai n nane.

mning: In the context of this docunment, this termis specific to

data mining. This is a nethodical process to obtain the contents

of directory service, usually as nmuch as possible, not relevant to
any imediate need. Data mining is often not a practice wel coned

by registry operators.
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