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Abst ract
Thi s docunent describes the nmethod detecting a dead |Internet Key
Exchange (I KE) peer that is presently in use by a nunber of vendors.

The nethod, call ed Dead Peer Detection (DPD) uses |PSec traffic
patterns to mninmze the nunber of |KE nmessages that are needed to

confirmliveness. DPD, |ike other keepalive nechanisns, is needed t
determi ne when to perform | KE peer failover, and to reclaimlost
resources.
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1. Introduction

When two peers communicate with IKE [2] and | PSec [3], the situation
may arise in which connectivity between the two goes down
unexpectedly. This situation can arise because of routing problens,
one host rebooting, etc., and in such cases, there is often no way
for IKE and I PSec to identify the |oss of peer connectivity. As
such, the SAs can remain until their lifetines naturally expire,
resulting in a "black hole" situation where packets are tunneled to
oblivion. It is often desirable to recognize black holes as soon as
possible so that an entity can failover to a different peer quickly.
Li kewi se, it is sonetinmes necessary to detect black holes to recover
| ost resources.

Thi s problem of detecting a dead | KE peer has been addressed by
proposal s that require sending periodic HELLO ACK nessages to prove
liveliness. These schenes tend to be unidirectional (a HELLO only)
or bidirectional (a HELLO ACK pair). For the purpose of this
docunent, the term"heartbeat” will refer to a unidirectional nessage
to prove liveliness. Likewise, the term"keepalive" will refer to a
bi di recti onal nessage.

The problemw th current heartbeat and keepalive proposals is their
reliance upon their nessages to be sent at regular intervals. 1In the
inplementation, this translates into managi ng sone tinmer to service
these nessage intervals. Simlarly, because rapid detection of the
dead peer is often desired, these nessages nust be sent with sone
frequency, again translating into considerable overhead for message
processing. In inplementations and installations where managi ng

| arge numbers of sinmultaneous | KE sessions is of concern, these
regul ar heartbeat s/ keepal i ves prove to be infeasible.

To this end, a nunber of vendors have inplemented their own approach
to detect peer liveliness w thout needing to send messages at regul ar
intervals. This informational document describes the current
practice of those inplenentations. This schene, called Dead Peer
Detection (DPD), relies on IKE Notify nmessages to query the
liveliness of an | KE peer
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4.

4.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Docurent Roadnap

As nentioned above, there are already proposed solutions to the
probl em of detecting dead peers. Section 3 elaborates the rationale
for using an | KE message exchange to query a peer’s liveliness.
Section 4 exam nes a keepal i ves-based approach as well as a
heart beat s- based approach. Section 5 presents the DPD proposa

fully, highlighting differences between DPD and the schenes presented
in Section 4 and enphasi zing scalability issues. Section 6 exam nes
security issues surrounding replayed nessages and fal se liveliness.

Rational e for Periodic Message Exchange for Proof of Liveliness

As the introduction nentioned, it is often necessary to detect that a
peer is unreachable as soon as possible. [|KE provides no way for
this to occur -- aside fromwaiting until the rekey period, then
attenpting (and failing the rekey). This would result in a period of
| oss connectivity lasting the remai nder of the lifetinme of the
security association (SA), and in nost deploynents, this is
unacceptable. As such, a method is needed for checking up on a
peer’'s state at will. Different nethods have arisen, usually using
an |KE Notify to query the peer’s liveliness. These nethods rely on
either a bidirectional "keepalive" nessage exchange (a HELLO fol | owed
by an ACK), or a unidirectional "heartbeat" nessage exchange (a HELLO
only). The next section considers both of these schenes.

Keepal i ves vs. Heartbeats
1. Keepalives

Consi der a keepalives schenme in which peer A and peer B require
regul ar acknow edgenents of each other’s liveliness. The nessages
are exchanged by neans of an authenticated notify payload. The two
peers must agree upon the interval at which keepalives are sent,
meani ng that sone negotiation is required during Phase 1. For any
pronpt failover to be possible, the keepalives nust al so be sent at
rather frequent intervals -- around 10 seconds or so. In this

hypot heti cal keepalives scenario, peers A and B agree to exchange
keepal ives every 10 seconds. Essentially, every 10 seconds, one peer
must send a HELLO to the other. This HELLO serves as proof of
liveliness for the sending entity. In turn, the other peer nust
acknow edge each keepalive HELLO If the 10 seconds el apse, and one
side has not received a HELLO it will send the HELLO nessage itself,
using the peer’s ACK as proof of liveliness. Receipt of either a
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HELLO or ACK causes an entity’'s keepalive tiner to reset. Failure to
receive an ACK in a certain period of time signals an error. A
clarification is presented bel ow

Scenario 1:
Peer A's 10-second tiner elapses first, and it sends a HELLO to B.
B responds with an ACK

Peer A: Peer B

10 second tinmer fires; ------ >

wants to know that B is alive;

sends HELLO.
Recei ves HELLG acknow edges
A's liveliness;

S resets keepalive tinmer, sends

ACK.

Recei ves ACK as proof of

B's liveliness; resets tiner.

Scenario 2

Peer A's 10-second tiner elapses first, and it sends a HELLO to B.

B fails to respond. A can retransnit, in case its initial HELLO is
lost. This situation describes how peer A detects its peer is dead.

Peer A Peer B (dead):

10 second tiner fires; ------ X
wants to know that B is
alive; sends HELLO

Retransmi ssion timer  ------ X
expires; initial nessage

coul d have been lost in
transit; A increnents

error counter and

sends anot her HELLO

After some nunber of errors, A assunes B is dead; deletes SAs and
possibly initiates fail over

An advantage of this schenme is that the party interested in the other

peer’s liveliness begins the message exchange. |In Scenario 1, peer A
is interested in peer B s liveliness, and peer A consequently sends
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the HELLO. It is conceivable in such a schene that peer B woul d
never be interested in peer A's liveliness. |In such a case, the onus
woul d always lie on peer Ato initiate the exchange.

4.2. Heartbeats:

By contrast, consider a proof-of-liveliness schenme involving

uni di rectional (unacknow edged) messages. An entity interested in
its peer’s liveliness would rely on the peer itself to send periodic
messages denonstrating liveliness. 1In such a schene, the nessage
exchange m ght | ook Iike this:

Scenario 3: Peer A and Peer B are interested in each other’s
liveliness. Each peer depends on the other to send periodic HELLGs.

Peer A Peer B
10 second tiner fires; ------ >

sends HELLO. Tiner also

signal s expectation of

B's HELLO
Recei ves HELLO as proof of A's
l'iveliness.
<------ 10 second tinmer fires; sends
HELLO.

Recei ves HELLO as pr oof
of B's liveliness.

Scenari o 4:
Peer A fails to receive HELLO from B and marks the peer dead. This
is how an entity detects its peer is dead.

Peer A: Peer B (dead):
10 second timer fires; ------ X

sends HELLO. Tiner also

signal s expectation of

B's HELLO

Sone tine passes and A assunmes B is dead.

The di sadvantage of this scheme is the reliance upon the peer to
demonstrate liveliness. To this end, peer B m ght never be
interested in peer A's liveliness. Nonetheless, if Ais interested
B's liveliness, B nust be aware of this, and mmintain the necessary
state information to send periodic HELLOs to A. The di sadvantage of
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such a scheme becones clear in the renote-access scenario. Consider
a VPN aggregator that ternminates a | arge nunber of sessions (on the
order of 50,000 peers or so). Each peer requires fairly rapid
failover, therefore requiring the aggregator to send HELLO packets
every 10 seconds or so. Such a schene sinply | acks scalability, as
the aggregator nmust send 50, 000 nessages every few seconds.

In both of these schenes (keepalives and heartbeats), some

negoti ati on of nessage interval nust occur, so that each entity can
know how often its peer expects a HELLO  This i mmedi ately adds a
degree of conmplexity. Simlarly, the need to send periodi c nessages
(regardl ess of other |PSec/IKE activity), also increases
comput ati onal overhead to the system

5. DPD Pr ot ocol

DPD addresses the shortcom ngs of | KE keepalives- and heartbeats-
schenes by introducing a nore reasonabl e | ogi c governing nessage
exchange. Essentially, keepalives and heartbeats nandate exchange of
HELLGs at regular intervals. By contrast, with DPD, each peer’s DPD
state is largely independent of the other’s. A peer is free to
request proof of liveliness when it needs it -- not at nandated
intervals. This asynchronous property of DPD exchanges allows fewer
messages to be sent, and this is how DPD achi eves greater

scal ability.

As an el aboration, consider two DPD peers A and B. |If there is
ongoing valid IPSec traffic between the two, there is little need for
proof of liveliness. The IPSec traffic itself serves as the proof of
liveliness. |If, on the other hand, a period of tinme |apses during
whi ch no packet exchange occurs, the liveliness of each peer is
questionabl e. Know edge of the peer’s liveliness, however, is only
urgently necessary if there is traffic to be sent. For exanple, if
peer A has sonme | PSec packets to send after the period of idleness,

it will need to know if peer Bis still alive. At this point, peer A
can initiate the DPD exchange.

To this end, each peer may have different requirements for detecting
proof of liveliness. Peer A for exanple, may require rapid
failover, whereas peer B s requirenents for resource cleanup are |ess
urgent. |In DPD, each peer can define its own "worry netric" - an
interval that defines the urgency of the DPD exchange. Continuing the
exampl e, peer A night define its DPD interval to be 10 seconds.

Then, if peer A sends outbound IPSec traffic, but fails to receive
any inbound traffic for 10 seconds, it can initiate a DPD exchange.
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Peer B, on the other hand, defines its |less urgent DPD interval to be
5 mnutes. |If the IPSec session is idle for 5 mnutes, peer B can
initiate a DPD exchange the next tine it sends |PSec packets to A

It is inportant to note that the decision about when to initiate a
DPD exchange is inplenentation specific. An inplenmentation night
even define the DPD nessages to be at regular intervals follow ng
idle periods. See section 5.5 for nore inplenmentati on suggesti ons.

5.1. DPD Vendor |ID

To denonstrate DPD capability, an entity must send the DPD vendor |D.
Bot h peers of an | KE session MJST send the DPD vendor |D before DPD
exchanges can begin. The format of the DPD Vendor IDis:

1
1234567890123 5
i ity SN S S

'M
HASHED VENDCR | D 1JIN!
'RIR!
I i M SR SR S

R

0
+-
I

I

I
+-

where HASHED VENDOR | D = {OxAF, OxCA, 0xD7, 0x13, 0x68, OxAl, OxF1,
0xC9, 0x6B, 0x86, 0x96, OxFC, 0x77, 0x57}, and MIR and M\R correspond
to the current major and minor version of this protocol (1 and O
respectively). An IKE peer MIST send the Vendor IDif it wishes to
take part in DPD exchanges.

5.2. Message Exchanges

The DPD exchange is a bidirectional (HELLO ACK) Notify message. The
exchange is defined as:

Sender Responder

e HDR*, NOTI FY( R- U- THERE-
ACK), HASH
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The R-U THERE nessage corresponds to a "HELLO' and the R- U THERE- ACK
corresponds to an "ACK." Both nmessages are sinply | SAKMP Notify
payl oads, and as such, this docunent defines these two new | SAKMP
Noti fy nmessage types:

Notify Message Val ue
R- U- THERE 36136
R- U- THERE- ACK 36137

An entity that has sent the DPD Vendor |ID MJUST respond to an R U
THERE query. Furthernore, an entity MJST reject unencrypted R U
THERE and R- U- THERE- ACK nmessages.

5.3. NOTI FY(R- U- THERE/ R- U- THERE- ACK) Message For mat

When sent, the R-U THERE nessage MJUST take the following form

2
78901
B i U

+on—\

34 7 9 12345
B + e

1
'_'+O'>

d RESERVED

i S

t Pay

5

+- +-

lo
- - -+

+9>+o~>

8
- -
I
B

0

+

|

+

! Domain of Interpretation (DO) !
T S i o I R S S i it et EIE S R R S S e i i e e s
|

+

|

|

+

|

+

Protocol -1D ! SPI Size ! Notify Message Type !
R ik T SR I SR S e e R Tl N i ot I TR R R R e e S o i st I

|

Security Parameter |ndex (SPl) ~

|

T i e o R e i e I R S e ik ol SR R B S R S

Notification Data !
B i i T i e T i i T I T T S S e R e i i o R

As this nessage is an | SAKMP NOTI FY, the Next Payl oad, RESERVED, and
Payl oad Length fields should be set accordingly. The renmining
fields are set as:

- Domain of Interpretation (4 octets) - SHOULD be set to | PSEC DO .
- Protocol ID (1 octet) - MJST be set to the protocol ID for | SAKMP.

- SPI Size (1 octet) - SHOULD be set to sixteen (16), the Iength of
two octet-sized | SAKMP cooki es.

- Notify Message Type (2 octets) - MIST be set to R U THERE
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- Security Paranmeter Index (16 octets) - SHOULD be set to the
cookies of the Initiator and Responder of the IKE SA (in that
order)

- Notification Data (4 octets) - MJST be set to the sequence nunber
corresponding to this nessage

The format of the R U THERE- ACK nessage is the same, with the
exception that the Notify Message Type MJIST be set to R U THERE- ACK
Again, the Notification Data MIST be sent to the sequence numnber
corresponding to the received R U THERE nessage.

5.4. Inpetus for DPD Exchange

Again, rather than relying on sone negotiated tinme interval to force
t he exchange of nessages, DPD does not mandate the exchange of R-U
THERE nessages at any tinme. Instead, an | KE peer SHOULD send an R-

U THERE query to its peer only if it is interested in the liveliness
of this peer. To this end, if traffic is regularly exchanged between
two peers, either peer SHOULD use this traffic as proof of

liveliness, and both peers SHOULD NOT initiate a DPD exchange.

A peer MJST keep track of the state of a given DPD exchange. That
is, once it has sent an R U-THERE query, it expects an ACK in
response within sonme inplenmentation-defined period of time. An

i mpl ementation SHOULD retransmt R-U THERE queries when it fails to
receive an ACK. After sone nunber of retransmtted nessages, an

i mpl ement ati on SHOULD assune its peer to be unreachable and del ete
| PSec and | KE SAs to the peer.

5.5. Inplenmentation Suggestion

Since the liveliness of a peer is only questionable when no traffic
i s exchanged, a viable inplenentation mght begin by nonitoring

i dleness. Along these lines, a peer's liveliness is only inportant
when there is outbound traffic to be sent. To this end, an

i npl erentation can initiate a DPD exchange (i.e., send an R-U THERE
message) when there has been sonme period of idleness, foll owed by the
desire to send outbound traffic. Likewise, an entity can initiate a
DPD exchange if it has sent outbound IPSec traffic, but not received
any i nbound | PSec packets in response. A conplete DPD exchange
(i.e., transm ssion of R U THERE and recei pt of corresponding R U
THERE- ACK) will serve as proof of liveliness until the next idle
peri od.

Agai n, since DPD does not nmandate any interval, this "idle period"

(or "worry netric") is left as an inplenmentation decision. It is not
a negoti ated val ue.
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5

6

6

6. Conparisons

The performance benefit that DPD offers over traditional keepalives-
and heartbeat s-schenes cones fromthe fact that regul ar nessages do
not need to be sent. Returning to the exanples presented in section
4.1, a keepalive inplenentation such as the one presented woul d
require one timer to signal when to send a HELLO nessage and anot her
timer to "timeout"” the ACK fromthe peer (this could also be the
retransmt timer). Simlarly, a heartbeats schenme such as the one
presented in section 4.2 would need to keep one tiner to signal when
to send a HELLO as well as another timer to signal the expectation
of a HELLO fromthe peer. By contrast a DPD schene needs to keep a
timestanp to keep track of the last received traffic fromthe peer
(thus marking beginning of the "idle period'). Once a DPD R-U THERE
message has been sent, an inplenentation need only maintain a timer
to signal retransm ssion. Thus, the need to maintain active tiner
state is reduced, resulting in a scalability inprovenent (assum ng
mai ntaining a tinmestanp is less costly than an active tiner).

Furt hernmore, since a DPD exchange only occurs if an entity has not
received traffic recently fromits peer, the number of |KE nessages
to be sent and processed is also reduced. As a consequence, the
scalability of DPDis nmuch better than keepalives and heartbeats.

DPD rai ntains the HELLO ACK nodel presented by keepalives, as it
follows that an exchange is initiated only by an entity interested in
the liveliness of its peer.

Resi stance to Replay Attack and Fal se Proof of Liveliness
1. Sequence Nunber in DPD Messages

To guard agai nst nessage replay attacks and fal se proof of

liveliness, a 32-bit sequence nunber MJST be presented with each R
U THERE nessage. A responder to an R-U THERE nessage MJUST send an
R-U- THERE- ACK with the same sequence nunber. Upon receipt of the R
U THERE- ACK nessage, the initial sender SHOULD check the validity of
t he sequence nunber. The initial sender SHOULD reject the R U
THERE- ACK i f the sequence number fails to match the one sent with the
R- U- THERE nessage

Additionally, both the receiver of the R-U THERE and t he R- U THERE-
ACK nmessage SHOULD check the validity of the Initiator and Responder
cooki es presented in the SPI field of the payl oad.
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6.2. Selection and Mi ntenance of Sequence Nunbers

As both DPD peers can initiate a DPD exchange (i.e., both peers can
send R-U- THERE nessages), each peer MJST mamintain its own sequence
nunber for R U THERE nessages. The first R U THERE nessage sent in a
session MJST be a random y chosen nunmber. To prevent rolling past
overflowi ng the 32-bit boundary, the high-bit of the sequence nunber
initially SHOULD be set to zero. Subsequent R-U THERE nmessages MUST
i ncrement the sequence nunber by one. Sequence nunbers MAY reset at
the expiry of the IKE SA, noving to a newmy chosen random nunber.
Each entity SHOULD al so maintain its peer’s R-U THERE sequence
nunber, and an entity SHOULD reject the R-U THERE nessage if it fails
to match the expected sequence numnber.

I mpl enent ati ons MAY mai ntain a wi ndow of acceptabl e sequence nunbers,
but this specification nmakes no assunptions about how this is done.
Again, it is an inplenentation specific detail

7. Security Considerations

As the previous section highlighted, DPD uses sequence nunmbers to
ensure liveliness. This section describes the advantages of using
sequence nunbers over random nonces to ensure |iveliness.

Wi | e sequence nunbers do require entities to keep per-peer state,
they al so provide an added nethod of protection in certain replay
attacks. Consider a case where peer A sends peer B a valid DPD R U
THERE nessage. An attacker C can intercept this nmessage and flood B
with multiple copies of the nessages. B will have to decrypt and
process each packet (regardl ess of whether sequence nunbers or nonces
are in use). Wth sequence nunbers B can detect that the packets are
repl ayed: the sequence nunbers in these replayed packets will not

mat ch the increnented sequence nunber that B expects to receive from
A. This prevents B fromneeding to build, encrypt, and send ACKs.

By contrast, if the DPD protocol used nonces, it would provide no way
for Bto detect that the nessages are replayed (unless B maintained a
list of recently received nonces).

Anot her benefit of sequence numbers is that it adds an extra
assurance of the peer’s liveliness. As long as a receiver verifies
the validity of a DPD R U THERE nessage (by verifying its increnented
sequence nunber), then the receiver can be assured of the peer’s
liveliness by the very fact that the sender initiated the query.
Nonces, by contrast, cannot provide this assurance.
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8. | ANA Consi derati ons

There is no I ANA action required for this document. DPD uses notify
nunbers fromthe private range.
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