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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
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Abst ract

Thi s docunent provides a collection of matching rules for use with
the Lightweight Directory Access Protocol (LDAP). As these matching
rules are sinple adaptations of matching rules specified for use with
the X. 500 Directory, nost are already in w de use.
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1. Background and | ntended Use

Thi s docunent adapts additional X. 500 Directory [X 500] natching
rules [ X 520] for use with the Lightweight Directory Access Protocol
(LDAP) [ RFC3377]. Most of these rules are widely used today on the
Internet, such as in support of the inetOgPerson [ RFC2798] and
Policy Core Information Model [RFC3703] LDAP schenas. The rules are
appl i cable to nmany ot her applications.

Thi s docunent supersedes the informational matching rules
descriptions provided in RFC 2798 that are now provided in this
docunent. Specifically, section 2 of this docurment replaces section
9.3.3 of RFC 2798.

Schema definitions are provided using LDAP description formats
[ RFC2252]. Definitions provided here are formatted (line w apped)
for readability.

2. Matching Rul es

2.1. bool eanMat ch
The bool eanMatch rul e conpares for equality a asserted Bool ean val ue
with an attribute value of BOOLEAN syntax. The rule returns TRUE if
and only if the values are the same, i.e., both are TRUE or both are
FALSE. (Source: X 520)

( 2.5.13.13 NAME ' bool eaniat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

The BOOLEAN (1.3.6.1.4.1.1466.115.121.1.7) syntax is described in
[ RFC2252] .

2.2. caseExact Match
The caseExact Match rul e conpares for equality the asserted value with
an attribute value of DirectoryString syntax. The rule is identical

to the casel gnoreMatch [ RFC2252] rul e except that case is not
i gnored. (Source: X 520)
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( 2.5.13.5 NAME ' caseExact Mat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax is
described in [ RFC2252] .

2.3. caseExact Orderinghatch

The caseExact Orderi nghMatch rul e conpares the coll ation order of the
asserted string with an attribute value of DirectoryString syntax.
The rule is identical to the casel gnoreOrderingMatch [ RFC2252] rul e
except that letters are not folded. (Source: X 520)

( 2.5.13.6 NAME ' caseExact Orderi nghvat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.15 )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax is
described in [ RFC2252].

2.4. caseExact SubstringsiMat ch

The caseExact SubstringsMatch rul e deterni nes whether the asserted
val ue(s) are substrings of an attribute value of DirectoryString
syntax. The rule is identical to the casel gnoreSubstringsiMatch
[ RFC2252] rul e except that case is not ignored. (Source: X 520)

( 2.5.13.7 NAME ' caseExact Substri ngsiat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 58 )

The SubstringsAssertion (1.3.6.1.4.1. 1466.115.121.1.58) syntax is
described in [ RFC2252].

2.5. casel gnorelLi st SubstringsMat ch

The casel gnorelLi st SubstringMatch rul e conpares the asserted substring
with an attribute value which is a sequence of DirectoryStrings, but
where the case (upper or lower) is not significant for conparison
purposes. The asserted value matches a stored value if and only if
the asserted val ue matches the string formed by concatenating the
strings of the stored value. This matching is done according to the
casel gnoreSubstringsMat ch [ RFC2252] rul e; however, none of the
initial, any, or final values of the asserted value are considered to
mat ch a substring of the concatenated string which spans nore than
one of the strings of the stored value. (Source: X 520)

( 2.5.13.12 NAME ’'casel gnorelLi st Substri ngsMat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )
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The SubstringsAssertion (1.3.6.1.4.1.1466.115.121.1.58) syntax is
described in [ RFC2252] .

2.6. directoryStringFirstConponent Mat ch

The directoryStringFirstConmponent Match rul e conpares for equality the
asserted DirectoryString value with an attribute value of type
SEQUENCE whose first conponent is mandatory and of type
DirectoryString. The rule returns TRUE if and only if the attribute
val ue has a first conponent whose val ue natches the asserted
DirectoryString using the rules of casel gnoreMatch [ RFC2252]. A

val ue of the assertion syntax is derived froma value of the
attribute syntax by using the value of the first conponent of the
SEQUENCE. (Source: X 520)

( 2.5.13.31 NAME '"directoryStringFirst Component Mat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

The DirectoryString (1.3.6.1.4.1.1466. 115. 121. 1. 15) syntax is
described in [ RFC2252] .

2.7. integerOderingMatch

The integerOrderingMatch rul e conpares the ordering of the asserted

integer with an attribute value of | NTEGER syntax. The rule returns
True if the attribute value is less than the asserted val ue. (Source:
X. 520)

( 2.5.13.15 NAME 'integerOrderinghatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )

The | NTEGER (1.3.6.1.4.1.1466. 115.121. 1. 27) syntax is described in
[ RFC2252] .

2.8. keywordMatch

The keywordMatch rul e conpares the asserted string with keywords in
an attribute value of DirectoryString syntax. The rule returns TRUE
if and only if the asserted val ue matches any keyword in the
attribute value. The identification of keywords in an attribute

val ue and of the exactness of match are both inpl enentation specific.
(Source: X 520)

( 2.5.13.33 NAME ' keywor divat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.15 )

The DirectoryString (1.3.6.1.4.1.1466.115.121. 1. 15) syntax is
described in [ RFC2252].
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2.9. numericStringOrderingMatch

The nunericStringOderingMatch rul e conpares the collation order of

the asserted string with an attribute value of NunericString syntax.
The rule is identical to the casel gnoreOrderingMatch [ RFC2252] rul e

except that all space characters are skipped during conparison (case
is irrelevant as characters are nunmeric). (Source: X 520)

( 2.5.13.9 NAME ’'nunericStringOrderinghatch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 36 )

The NunericString (1.3.6.1.4.1.1466.115.121.1.36) syntax is described
in [ RFC2252].

2.10. octetStringO deringhatch

The octetStringOrderingMatch rule conpares the collation order of the
asserted octet string with an attribute value of OCTET STRI NG synt ax.
The rul e conpares octet strings fromfirst octet to |last octet, and
fromthe nmost significant bit to the |east significant bit within the
octet. The first occurrence of a different bit determ nes the
ordering of the strings. A zero bit precedes a one bit. |If the
strings are identical but contain different nunbers of octets, the
shorter string precedes the longer string. (Source: X 520)

( 2.5.13.18 NAME ’'octetStringOderinghatch’
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 40 )

The OCTET STRING (1.3.6.1.4.1.1466. 115.121. 1. 40) syntax is described
in [ RFC2252].

2.11. storedPrefixMatch

The storedPrefixMatch rul e determ nes whether an attribute val ue,
whose syntax is DirectoryString is a prefix (i.e., initial substring)
of the asserted value, without regard to the case (upper or |ower) of
the strings. The rule returns TRUE if and only if the attribute
value is an initial substring of the asserted value with

correspondi ng characters identical except possibly with regard to
case. (Source: X 520)

( 2.5.13.41 NAME ’'storedPrefixatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
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Note: This rule can be used, for exanple, to conpare values in the
Directory which are tel ephone area codes with a purported val ue
which is a tel ephone nunber.

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax is
described in [ RFC2252].

2.12. wordMatch

The wordMatch rul e conpares the asserted string with words in an
attribute value of DirectoryString syntax. The rule returns TRUE if
and only if the asserted word matches any word in the attribute

val ue. Individual word matching is as for the casel gnoreMatch

[ RFC2252] matching rule. The precise definition of a "word" is

i mpl ementation specific. (Source: X 520)

( 2.5.13.32 NAME 'wordiat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

The DirectoryString (1.3.6.1.4.1.1466.115.121. 1. 15) syntax is
described in [ RFC2252] .

3. Security Considerations

General LDAP security considerations [RFC3377] is applicable to the
use of this schema. Additional considerations are noted above where
appropri at e.

4. | ANA Consi derations

The I nternet Assigned Numbers Authority (1ANA) has updated the LDAP
descriptors registry [RFC3383] as indicated in the follow ng
tenpl at e:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (short nane): see comment

oject ldentifier: see conents

Person & emai|l address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>

Usage: see comments

Speci fication: RFC 3698

Aut hor/ Change Controller: |ESG

Comment s:
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The foll owi ng descriptors have been added:

NAME Type QD
bool eaniat ch

caseExact Mat ch

caseExact Orderi ngiat ch
caseExact Substri ngsiat ch

casel gnor eLi st Substri ngsiat ch
directoryStringFirst Conponent Mat ch
i nt eger Or deri ngiat ch

keywor divat ch

nuneri cStri ngOrderi nghat ch
octet StringOrderinghat ch

st or edPref i xMat ch

wor dvat ch
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where Type Mis Matching Rul e.

Thi s docunent nakes no new O D assignments. It only associ ates LDAP
mat ching rul e descriptions with existing X 500 matching rul es.
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8. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS |'S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
I NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that m ght be clai nmed
to pertain to the inplenmentation or use of the technol ogy
described in this docunent or the extent to which any |icense
under such rights mght or mght not be avail able; nor does it
represent that it has made any independent effort to identify any
such rights. Information on the procedures with respect to

rights in RFC docunments can be found in BCP 78 and BCP 79

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or permssion for the use
of such proprietary rights by inplenenters or users of this
specification can be obtained fromthe I ETF on-line | PR repository
at http://ww.ietf.org/ipr

The I ETF invites any interested party to bring to its attention
any copyrights, patents or patent applications, or other
proprietary rights that nmay cover technology that may be required
to inplement this standard. Please address the information to the
| ETF at ietf-ipr@etf.org.
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