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Abstract

Many | nternet applications have been designed to deduce top-Ievel
domai ns (or other domain nane | abels) frompartial information. The
i ntroduction of new top-level donmins, especially non-country-code
ones, has exposed flaws in some of the methods used by these
applications. These flaws nake it nore difficult, or inpossible, for
users of the applications to access the full Internet. This nmenmp

di scusses sone of the techniques that have been used and gi ves sone
gui dance for mninizing their negative inpact as the domai n nane

envi ronment evol ves. This docunent draws summaries of the applicable
rul es together in one place and supplies references to the actua

st andar ds.
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1. I nt roduction

Desi gners of user interfaces to Internet applications have often
found it useful to exam ne user-provided values for validity before
passing themto the Internet tools thenselves. This type of test,
most conmonly invol ving syntax checks or application of other rules
to domai n names, emmil addresses, or "web addresses” (URLs or
occasional ly, extended URI forns (see Section 4)) may enabl e better-
qual ity diagnostics for the user than night be available fromthe
protocol itself. Local validity tests on values are also thought to
i mprove the efficiency of back-office processing progranms and to
reduce the load on the protocols thenselves. Certainly, they are
consistent with the well-established principle that it is better to
detect errors as early as possible.

The tests nust, however, be made correctly or at |east safely. |If
criteria are applied that do not match the protocols, users wll be
i nconveni enced, addresses and sites will effectively becone

i naccessi ble to some groups, and business and comuni cati ons
opportunities will be lost. Experience in recent years indicates
that syntax tests are often perforned incorrectly and that tests for
top-1evel domain nanes are applied using obsolete |ists and
conventions. W assune that nost of these incorrect tests are the
result of the inability to conveniently |ocate exact definitions for
the criteria to be applied. This document draws summaries of the
applicable rules together in one place and supplies references to the
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actual standards. It does not add anything to those standards; it
merely draws the information together into a formthat may be nore
accessi bl e.

Many experts on Internet protocols believe that tests and rul es of
these sorts should be avoided in applications and that the tests in
the protocol s and back-office systens should be relied on instead.
Certainly inplenentations of the protocols cannot assune that the
data passed to themw ||l be valid. Unless the standards specify
particul ar behavior, this docunent takes no position on whether or
not the testing is desirable. It only identifies the correct tests
to be nade if tests are to be applied.

The sections that foll ow di scuss domai n nanes, enmnil addresses, and
URLs.

2. Restrictions on domain (DNS) nanes

The authoritative definitions of the format and syntax of domain
nanes appear in RFCs 1035 [ RFC1035], 1123 [RFC1123], and 2181
[ RFC2181] .

Any characters, or conbination of bits (as octets), are permtted in
DNS nanmes. However, there is a preferred formthat is required by
nmost applications. This preferred formhas been the only one
permitted in the names of top-level domains, or TLDs. |In general, it
is also the only formpermtted in nost second-|evel names registered
in TLDs, although sone nanes that are nornally not seen by users obey
other rules. It derives fromthe original ARPANET rules for the

nanm ng of hosts (i.e., the "hostname" rule) and is perhaps better
described as the "LDH rule", after the characters that it permts.
The LDH rul e, as updated, provides that the |abels (words or strings
separated by periods) that nake up a domai n name must consist of only
the ASCII [ASCII] al phabetic and nuneric characters, plus the hyphen
No ot her synbols or punctuation characters are permtted, nor is

bl ank space. |f the hyphen is used, it is not pernitted to appear at
either the beginning or end of a label. There is an additional rule
that essentially requires that top-Ilevel domain nanes not be all-
nuneri c.

When it is necessary to express |abels with non-character octets, or
to enbed periods within |abels, there is a mechanismfor keying them
in that utilizes an escape sequence. RFC 1035 [RFC1035] should be
consulted if that mechanismis needed (nost common applications,
including email and the Wb, will generally not permt those escaped
strings). A special encoding is now avail able for non-ASCl |
characters, see the brief discussion in Section 5.
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Most internet applications that reference other hosts or systens
assune they will be supplied with "fully-qualified" domain nanes,
i.e., ones that include all of the labels |leading to the root,
including the TLD nane. Those fully-qualified donmain nanes are then
passed to either the domain nane resolution protocol itself or to the
renote systens. Consequently, purported DNS names to be used in
applications and to | ocate resources generally rmust contain at |east
one period (".") character. Those that do not are either invalid or
require the application to supply additional information. O course,
this principle does not apply when the purpose of the application is
to process or query TLD nanes thenselves. The DNS specification also
permits a trailing period to be used to denote the root, e.g.,

"a.b.c" and "a.b.c." are equivalent, but the latter is nmore explicit
and is required to be accepted by applications. This convention is
especially inportant when a TLD nane is being referred to directly.
For exanple, while ".COM has becone the popul ar term nol ogy for
referring to that top-level domain, "COM" would be strictly and
technically correct in talking about the DNS, since it shows that
"COM' is a top-level domain nane.

There is a long history of applications noving beyond the "one or
nore periods" test in an attenpt to verify that a valid TLD nane is
actually present. They have done this either by applying sone

heuristics to the formof the nane or by consulting a local Iist of
valid names. The historical heuristics are no |onger effective. |If
one is to keep a local list, much nore effort must be devoted to

keeping it up-to-date than was the case several years ago.

The heuristics were based on the observation that, since the DNS was
first deployed, all top-level domain names were two, three, or four
characters in length. Al two-character nanes were associated with
"country code" domains, with the specific labels (with a few early
exceptions) drawmn fromthe 1SO list of codes for countries and
simlar entities [1S3166]. The three-letter names were "generic"
TLDs, whose function was not country-specific, and there was exactly
one four-letter TLD, the infrastructure domain "ARPA." [ RFC1591].
However, these | ength-dependent rules were conventions, rather than
anyt hi ng on which the protocols depended.

Before the m d-1990s, lists of valid top-level domain nanes changed
infrequently. New country codes were gradually, and then nore
rapidly, added as the Internet expanded, but the Iist of generic
domai ns did not change at all between the establishnent of the "INT."
domain in 1988 and | CANN s all ocation of new generic TLDs in 2000.
Sone application devel opers responded by assum ng that any two-letter
domai n nane could be valid as a TLD, but the list of generic TLDs was
fixed and could be kept locally and tested. Several of these
assunptions changed as | CANN started to allocate new top-I|eve
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domai ns: one two-letter domain that does not appear in the |1 SO 3166-1
table [1SO 3166.1988] was tentatively approved, and new donai ns were
created with three, four, and even six letter codes.

As of the first quarter of 2003, the list of valid, non-country,
top-1evel dommins was .AERO, .BlZ, .COM .COOP, .EDU, .GOV, .INFQ
JINT, ML, .MJSEUM .NAME, .NET, .ORG .PRO and .ARPA. ICANN is
expected to expand that list at regular intervals, so the list that
appears here should not be used in testing. Instead, systens that
filter by testing top-level dommin nanes should regularly update
their local tables of TLDs (both "generic" and country-code-rel ated)
by polling the Iist published by | ANA [ DonainList]. It is

likely that the better strategy has now becone to nmake the "at |east
one period" test, to verify LDH conformance (including verification
that the apparent TLD nane is not all-nuneric), and then to use the
DNS to determ ne domain nane validity, rather than trying to maintain
a local list of valid TLD nanes.

A DNS | abel may be no nmore than 63 octets long. This is in the form
actually stored; if a non-ASCI| |abel is converted to encoded
"punycode” form (see Section 5), the length of that formmay restrict
the nunber of actual characters (in the original character set) that
can be accommodated. A conplete, fully-qualified, donmain name nust
not exceed 255 octets.

Sone addi tional mechani snms for guessing correct dommi n nanes when
inconplete information is provided have been devel oped for use with
the web and are discussed in Section 4.4.

3. Restrictions on emnil addresses
Ref erence docunments: RFC 2821 [ RFC2821] and RFC 2822 [ RFC2822]

Contenporary emmi| addresses consist of a "local part" separated from
a "domain part" (a fully-qualified domain nane) by an at-sign ("@).
The syntax of the domain part corresponds to that in the previous
section. The concerns identified in that section about filtering and
lists of names apply to the domain names used in an ermail context as
well. The domain name can al so be replaced by an I P address in
square brackets, but that formis strongly di scouraged except for
testing and troubl eshooting purposes.

The | ocal part may appear using the quoting conventions described
bel ow. The quoted forns are rarely used in practice, but are
required for sone legitinmte purposes. Hence, they should not be
rejected in filtering routines but, should instead be passed to the
emai | systemfor evaluation by the destination host.
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The exact rule is that any ASCI| character, including contro
characters, may appear quoted, or in a quoted string. When quoting
i s needed, the backslash character is used to quote the follow ng
character. For exanple

Abc\ @lef @xanpl e. com

is avalid formof an email address. Blank spaces nmay al so appear,
as in

Fred\ Bl oggs@xanpl e. com
The backsl ash character may al so be used to quote itself, e.g.
Joe. \\ Bl ow@xanpl e. com

In addition to quoting using the backslash character, conventiona
doubl e-quote characters may be used to surround strings. For exanple

" Abc @lef " @xanpl e. com
"Fred Bl oggs" @xanpl e. com

are alternate forns of the first two exanpl es above. These quoted
forns are rarely recomended, and are unconmon in practice, but, as
di scussed above, nust be supported by applications that are
processing enmai|l addresses. |In particular, the quoted fornms often
appear in the context of addresses associated with transitions from
ot her systens and contexts; those transitional requirenments do stil
ari se and, since a systemthat accepts a user-provided enail address
cannot "know' whet her that address is associated with a | egacy
system the address forms nust be accepted and passed into the emi
envi ronnent .

Wthout quotes, |ocal-parts may consist of any conbination of
al phabetic characters, digits, or any of the special characters

P #$ %& *+- /[ =2 ~_ {1} ~
period (".") may al so appear, but may not be used to start or end the
| ocal part, nor may two or nore consecutive periods appear. Stated
differently, any ASCI| graphic (printing) character other than the
at-sign ("@), backslash, double quote, comma, or square brackets nmay
appear wthout quoting. |If any of that |ist of excluded characters
are to appear, they nmust be quoted. Forns such as

user +mai | box@xanpl e. com
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4.

4.

cust orer / depar t ment =shi ppi ng@xanpl e. com
$A12345@xanpl e. com

I def ! xyz%abc@xanpl e. com
_sonmenane@xanpl e. com

are valid and are seen fairly regularly, but any of the characters
|isted above are permitted. |In the context of |ocal parts,
apostrophe ("'") and acute accent ( ) are ordinary characters, not
quoting characters. Sonme of the characters listed above are used in
conventions about routing or other types of special handling by sone
receiving hosts. But, since there is no way to know whet her the
renote host is using those conventions or just treating these
characters as nornmal text, sending prograns (and prograns eval uating
address validity) nust sinply accept the strings and pass them on

In addition to restrictions on syntax, there is a length linmt on
emai |l addresses. That limt is a maxi mum of 64 characters (octets)
in the "local part" (before the "@) and a maxi mum of 255 characters
(octets) in the domain part (after the "@) for a total length of 320
characters. Systens that handle email should be prepared to process
addresses which are that |long, even though they are rarely
encount er ed.

URLs and URIs
1. URl syntax definitions and issues

The syntax for URLs (Uniform Resource Locators) is specified in

[ RFC1738]. The syntax for the nore general "UR" (Uniform Resource
ldentifier) is specified in [RFC2396]. The URI syntax is extrenely
general, with considerable variations permtted according to the type
of "schenme" (e.g., "http", "ftp", "mailto") that is being used.
Wiile it is possible to use the general syntax rules of RFC 2396 to
perform syntax checks, they are general enough --essentially only
speci fying the separation of the scheme name and "schene specific
part” with a colon (":") and excluding sone characters that mnust be
escaped if used-- to provide little significant filtering or

val i dati on power.

The followi ng characters are reserved in many URIs -- they nust be
used for either their URl-intended purpose or nust be encoded. Sone
particul ar schenes may either broaden or relax these restrictions
(see the followi ng sections for URLs applicable to "web pages" and
electronic mail), or apply themonly to particular URl conponent
parts.
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0?7 @& =+9%, ?

In addition, control characters, the space character, the doubl e-
quote (") character, and the follow ng special characters

<> # %

are generally forbidden and nust either be avoided or escaped, as
di scussed bel ow.

The colon after the schene nanme, and the percent sign used to escape
characters, are specifically reserved for those purposes, although
":" may al so be used el sewhere in sonme schenes.

When it is necessary to encode these, or other, characters, the

met hod used is to replace it with a percent-sign ("%) followed by
two hexidecinmal digits representing its octet value. See section
2.4.1 of [RFC2396] for an exact definition. Unless it is used as a
delinmter of the URI schene itself, any character may optionally be
encoded this way; systenms that are testing URI syntax shoul d be
prepared for these encodings to appear in any conponent of the UR
except the schenme name itself.

A "generic URI" syntax is specified and is nore restrictive, but
using it to test URI strings requires that one know whether or not
the particul ar schene in use obeys that syntax. Consequently,
applications that intend to check or validate URIs should normally
identify the schene nane and then apply scheme-specific tests. The
rules for two of those -- HITP [ RFC1738] and MAILTO [ RFC2368] URLs --
are di scussed bel ow, but the author of an application which intends
to nake very precise checks, or to reject particular syntax rather
than just warning the user, should consult the rel evant schene-
definition documents for precise syntax and rel ati onshi ps.

4.2. The HTTP URL

Absol ute HTTP URLs consi st of the schenme name, a host name (expressed
as a domain nane or |P address), and optional port number, and then,
optionally, a path, a search part, and a fragnment identifier. These
are separated, respectively, by a colon and the two sl ashes that
precede the host nane, a colon, a slash, a question mark, and a hash
mark ("#"). So we have

http: // host: port/ pat h?sear ch#f r agnent

http://host/ pat h/

http:// host/ pat h#f ragnent
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http://host/ path?search

http:// host
and other variations on that form There is also a "relative" form
but it al nbst never appears in text that a user might, e.g., enter
into a form See [RFC2616] for details.

The characters

I 2

’

are reserved within the path and search parts and nmust be encoded;
the first of these may be used unencoded, and is often used within
the path, to designate hierarchy.

4.3. The MAILTO URL

MAILTO is a URL type whose content is an email address. It can be
used to encode any of the email address formats discussed in Section
3 above. It can also support nultiple addresses and the inclusion of

headers (e.g., Subject lines) within the body of the URL. MAILTO s
authoritatively defined in RFC 2368 [ RFC2368]; anyone expecting to
accept and test multiple addresses or nail header or body formats
shoul d consult that docunment carefully.

In accepting text for, or validating, a MAILTO URL, it is inportant
to note that, while it can be used to encode any valid email address,
it is not sufficient to copy an enail address into a MAILTO URL since
emai | addresses may include a nunber of characters that are invalid
in, or have reserved uses for, URLs. Those characters nust be
encoded, as outlined in Section 4.1 above, when the addresses are
mapped into the URL form Conversely, addresses in MAILTO URLs
cannot, in general, be copied directly into email contexts, since few
emai |l prograns will reverse the decodi ngs (and doi ng so night be
interpreted as a protocol violation).

The foll owi ng characters may appear in MAILTO URLs only with the
speci fic defined neanings given. |If they appear in an email address
(i.e., for some other purpose), they nust be encoded:

The colon in "mailto:"

<> HE" B{ )|\ A~

These characters are "unsafe" in any URL, and nust al ways be
encoded.
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The foll owi ng characters nust al so be encoded if they appear in a
MAI LTO URL
? &=
Used to delimt headers and their val ues when these are encoded

into URLs.

Sone exampl es may be hel pful :

o e e e e e e e e oo oo oo e e e e e e e e oo - - S +
| Enai | address | MAI LTO URL | Not es |
oo o m oo S +
| Joe@xanpl e. com | mailto:joe@xanpl e.com | 1 |
I I I I
| user+mail box@xanpl e | mai | t o: | 2 |
| .com | user%2Bmai | box@xanpl e | |
| | .com | |
| | | |
| custoner/departnent= | mailto: customer %@F | 3 |
| shippi ng@xanpl e.com | departnent =shi ppi ng@xanpl e | |
} } .com } }
| $A12345@xanpl e.com | mailto: $A12345@xanpl e | 4 |
I I .com I I
| !def!xyz%bc@xanpl e | mailto:!def!xyz9%®5abc | 5 |
| .com | @xanpl e. com | |
I I I I
| _sonmenane@xanple.com | nmmilto:_sonename@xanpl e | 4 |
| | .com | |
Fom oo o m oo S +
Table 1

Not es on Tabl e

1. No characters appear in the emai|l address that require escaping,
so the body of the MAILTO URL is identical to the email address.

2. There is actually sone uncertainty as to whether or not the "+"
characters requires escaping in MAILTO URLs (the standards are
not precisely clear). But, since any character in the address
specification nay optionally be encoded, it is probably safer to
encode it.

3. The "/" character is generally reserved in URLs, and nust be
encoded as 9%2F.
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4. Neither the "$" nor the "_" character are given any speci al
interpretation in MAILTO URLs, so need not be encoded.

5. Wile the "!" character has no special interpretation, the "%
character is used to introduce encoded sequences and hence it
must al ways be encoded.

4.4. Cuessing domain names in web contexts

Several web browsers have adopted a practice that permits an

i nconpl ete domain nane to be used as input instead of a conplete URL.
This has, for exanple, pernmitted users to type "mcrosoft” and have
the browser interpret the input as "http://ww. m crosoft.com "

O her browser versions have gone even further, trying to build DNS
nanmes up through a series of heuristics, testing each variation in
turn to see if it appears in the DNS, and accepting the first one
found as the intended donain nane. Still, others automatically

i nvoke search engines if no period appears or if the reference fails.
If any of these approaches are to be used, it is often critical that
the browser recognize the conplete list of TLDs. |If an inconplete
list is used, conplete domain names may not be recognized as such and
the systemnmay try to turn theminto conpletely different nanes. For
exanpl e, "exanple.aero" is a fully-qualified nanme, since "AERO." is a
TLD nane. But, if the system doesn’t recognize "AERO' as a TLD nane,
it islikely totry to ook up "exanple.aero.coni and

"www. exanpl e. aero. cont (and then fail or find the wong host), rather
than sinply | ooking up the user-supplied name.

As di scussed in Section 2 above, there are dangers associated with
software that attenpts to "know' the list of top-level donmain nanes

I ocally and take advantage of that know edge. These nane-guessing
heuristics are another exanple of that situation: if the lists are
up-to-date and used carefully, the systens in which they are enbedded
may provide an easier, and nore attractive, experience for at |east
sonme users. But finding the wong host, or being unable to find a
host even when its nane is precisely known, constitute bad
experiences by any neasure.

More generally, there have been bad experiences with attenpts to
"conpl ete" domai n names by adding additional information to them
These issues are described in sone detail in RFC 1535 [ RFC1535].

5. Inplications of internationalization
The | ETF has adopted a series of proposals ([RFC3490] - [ RFC3492])
whose purpose is to permt encoding internationalized (i.e., non-

ASCI 1) names in the DNS. The prinmary standard, and the group
generically, are known as "IDNA". The actual strings stored in the
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DNS are in an encoded form the |abels begin with the characters
"xn--" followed by the encoded string. Applications should be
prepared to accept and process the encoded form (those strings are
consistent with the "LDH rul e" (see Section 2) so should not raise
any separate issues) and the use of local, and potentially other,
characters as appropriate to local systens and circunstances.

The |1 DNA specification describes the exact process to be used to
validate a nane or encoded string. The process is sufficiently
conpl ex that shortcuts or heuristics, especially for versions of

| abels witten directly in Unicode or other coded character sets, are
likely to fail and cause problens. |In particular, the strings cannot
be validated with syntax or semantic rules of any of the usual sorts
syntax validity is defined only in terns of the result of executing a
particul ar function.

In addition to the restrictions inposed by the protocols thensel ves,
many domains are inplenmenting rules about just which non-ASCI| nanes
they will permt to be registered (see, e.g., [JET], [RegRestr]).

This work is still relatively new, and the rules and conventions are
likely to be different for each domain, or at |east each | anguage or
script group. Attenpting to test for those rules in a client program
to see if a user-supplied nane m ght possibly exist in the rel evant
domai n woul d al nost certainly be ill-advised.

One quick local test however, may be reasonable: as of the tine of
this witing, there should be no instances of |abels in the DNS that
start with two characters, followed by two hyphens, where the two
characters are not "xn" (in, of course, either upper or |ower case).
Such | abel strings, if they appear, are probably erroneous or
obsolete, and it nay be reasonable to at |east warn the user about

t hem

There is ongoing work in the | ETF and el sewhere to define
internationalized formats for use in other protocols, including enail
addresses. Those fornms may or may not conformto existing rules for
ASCl I -only identifiers; anyone designing evaluators or filters should
wat ch that work cl osely.

6. Summary

When an application accepts a string fromthe user and ultimately
passes it on to an APl for a protocol, the desirability of testing or
filtering the text in any way not required by the protocol itself is
hotly debated. If it nust divide the string into its conponents, or
otherwi se interpret it, it obviously nust make at |east enough tests
to validate that process. Wth, e.g., domain nanmes or enmil
addresses that can be passed on untouched, the appropriateness of
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trying to figure out which ones are valid and whi ch ones are not
requires a nore conpl ex decision, one that shoul d include

consi derations of how to nake exactly the correct tests and to keep
informati on that changes and evol ves up-to-date. A test containing
obsol ete information, can be extrenely frustrating for potentia
correspondents or custonmers and nmay harm desired rel ati onshi ps.

7. Security Considerations

Since this docunent nerely summari zes the requirenments of existing
standards, it does not introduce any new security issues. However,
many of the techniques that notivate the docunment raise inportant
security concerns of their own. Rejecting valid fornms of domain
nanes, emmil addresses, or URIs often denies service to the user of
those entities. Wrse, guessing at the user’s intent when an

i nconpl ete address, or other string, is given can result in
conprom ses to privacy or accuracy of reference if the wong target
is found and returned. Froma security standpoint, the optinmm
behavior is probably to never guess, but instead, to force the user
to specify exactly what is wanted. When that position involves a
tradeoff with an acceptabl e user experience, good judgnment should be
used and the fact that it is a tradeoff recognized.

Sone characters have special or privileged neani ngs on sone systens
(i.e., “ on Unix). Applications should be careful to escape those
locally if necessary. By the same token, they are valid, and should
not be disallowed locally, or escaped when transmitted through
Internet protocols, for such reasons if a renote site chooses to use
t hem

The presence of |ocal checking does not permt renote checking to be
bypassed. Note that this can apply to a single machine; in
particular, a local MIA should not assume that a |ocal MJA has
properly escaped | ocally-significant special characters.
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