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1. Introduction

The National Institute of Standards and Technol ogy (N ST) recently
sel ected the Advanced Encryption Standard (AES) [AES], also known as
Rijndael. The AES is a block cipher, and it can be used in many
different nodes. This docunent describes the use of AES Counter Mbde
(AES-CTR), with an explicit initialization vector (I1V), as an |Psec
Encapsul ating Security Payload (ESP) [ESP] confidentiality mechani sm

Thi s docunent does not provide an overview of |Psec. However,

i nformati on about how the various conponents of |Psec and the way in
whi ch they collectively provide security services is available in

[ ARCH and [ ROADVAP] .

1.1. Conventions Used In This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ STDAORDS] .

2. AES Bl ock Cipher

This section contains a brief description of the rel evant
characteristics of the AES bl ock cipher. [Inplenmentation requirenents
are al so di scussed.

2.1. Counter Mde

NI ST has defined five nodes of operation for AES and ot her FIPS-
approved bl ock ci phers [MODES]. Each of these nodes has different
characteristics. The five nodes are: ECB (El ectronic Code Book), CBC
(Ci pher Bl ock Chaining), CFB (G pher FeedBack), OFB (Cutput

FeedBack), and CTR (Counter).

Only AES Counter node (AES-CTR) is discussed in this specification
AES-CTR requires the encryptor to generate a uni que per-packet val ue,
and conmmuni cate this value to the decryptor. This specification
calls this per-packet value an initialization vector (1V). The sane
IV and key conbi nati on MUST NOT be used nore than once. The
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encryptor can generate the IV in any manner that ensures uni queness.
Conmon approaches to |1V generation include increnmenting a counter for
each packet and linear feedback shift registers (LFSRs).

This specification calls for the use of a nonce for additiona
protection agai nst preconputation attacks. The nonce val ue need not
be secret. However, the nonce MJUST be unpredictable prior to the
establi shnent of the IPsec security association that is naking use of
AES- CTR.

AES- CTR has nmany properties that nmake it an attractive encryption

al gorithm for in high-speed networking. AES-CTR uses the AES bl ock
cipher to create a streamcipher. Data is encrypted and decrypted by
XORing with the key stream produced by AES encrypting sequenti al
counter block values. AES-CTR is easy to inplenent, and AES-CIR can
be pipelined and parallelized. AES- CIR also supports key stream
preconput ati on.

Pi pelining is possible because AES has multiple rounds (see section
2.2). A hardware inplenentation (and sonme software inpl enentations)
can create a pipeline by unwinding the loop inplied by this round
structure. For exanple, after a 16-octet block has been input, one
round | ater another 16-octet block can be input, and so on. In AES-
CTR, these inputs are the sequential counter block values used to
generate the key stream

Mul tipl e i ndependent AES encrypt inplenentations can al so be used to
i mprove performance. For exanple, one could use two AES encrypt
implementations in parallel, to process a sequence of counter bl ock
val ues, doubling the effective throughput.

The sender can preconmpute the key stream Since the key stream does
not depend on any data in the packet, the key stream can be
preconput ed once the nonce and IV are assigned. This preconputation
can reduce packet latency. The receiver cannot performsimlar
preconput ati on because the IV will not be known before the packet
arrives.

AES- CTR uses the only AES encrypt operation (for both encryption and
decryption), making AES-CTR inplenmentations snmaller than
i mpl ementations of many ot her AES nodes.

When used correctly, AES-CTR provides a high | evel of
confidentiality. Unfortunately, AES-CTR is easy to use incorrectly.
Bei ng a stream ci pher, any reuse of the per-packet value, called the
IV, with the sane nonce and key is catastrophic. An IV collision

i medi ately | eaks i nformation about the plaintext in both packets.
For this reason, it is inappropriate to use this node of operation
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with static keys. Extraordinary measures woul d be needed to prevent
reuse of an IV value with the static key across power cycles. To be
safe, inplenentations MIST use fresh keys with AES-CTR  The Internet
Key Exchange (I KE) [IKE] protocol can be used to establish fresh
keys. |KE can al so provide the nonce val ue.

Wth AES-CTR, it is trivial to use a valid ciphertext to forge other
(valid to the decryptor) ciphertexts. Thus, it is equally
catastrophic to use AES-CTR w t hout a conpani on authentication
function. |Inplenentations MIST use AES-CTR in conjunction with an
aut henti cation function, such as HVAC- SHA- 1- 96 [ HVAC- SHA] .

To encrypt a payload with AES-CTR, the encryptor partitions the
pl aintext, PT, into 128-bit blocks. The final block need not be 128
bits; it can be |ess.

PT = PT[1] PT[2] ... PT[n]

Each PT block is XORed with a block of the key streamto generate the
ci phertext, CT. The AES encryption of each counter block results in
128 bits of key stream The nobst significant 96 bits of the counter
bl ock are set to the nonce value, which is 32 bits, followed by the
per-packet |1V value, which is 64 bits. The least significant 32 bits
of the counter block are initially set to one. This counter value is
i ncremented by one to generate subsequent counter bl ocks, each
resulting in another 128 bits of key stream The encryption of n

pl ai nt ext bl ocks can be summarized as:

CTRBLK := NONCE || IV || ONE

FORi :=1to n-1 DO
CT[i] := PT[i] XOR AES(CTRBLK)
CTRBLK := CTRBLK + 1

END

CT[n] := PT[n] XOR TRUNC( AES( CTRBLK))

The AES() function performs AES encryption with the fresh key.
The TRUNC() function truncates the output of the AES encrypt

operation to the sane length as the final plaintext block, returning
the nost significant bits.
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Decryption is simlar. The decryption of n ciphertext blocks can be
summari zed as:

CTRBLK := NONCE || IV || ONE

FORi :=1to n-1 DO
PT[i] := CT[i] XOR AES(CTRBLK)
CTRBLK := CTRBLK + 1

END

PT[n] := CT[n] XOR TRUNC(AES( CTRBLK))

2.2. Key Size and Rounds

AES supports three key sizes: 128 bits, 192 bits, and 256 bits. The
default key size is 128 bits, and all inplenentati ons MJUST support
this key size. Inplenentations MAY al so support key sizes of 192
bits and 256 bits.

AES uses a different nunber of rounds for each of the defined key
sizes. \When a 128-bit key is used, inplementations MJST use 10
rounds. When a 192-bit key is used, inplementations MJST use 12
rounds. When a 256-bit key is used, inplenmentations MJST use 14
rounds.

2.3. Block Size

The AES has a bl ock size of 128 bits (16 octets). As such, when
usi ng AES-CTR, each AES encrypt operation generates 128 bits of key
stream AES-CTR encryption is the XOR of the key streamw th the

pl ai ntext. AES-CTR decryption is the XOR of the key streamw th the
ciphertext. |f the generated key streamis |onger than the plaintext
or ciphertext, the extra key streambits are sinply discarded. For
this reason, AES-CIR does not require the plaintext to be padded to a
multiple of the block size. However, to provide limted traffic flow
confidentiality, padding MAY be included, as specified in [ ESP].

3. ESP Payl oad
The ESP payload is conprised of the IV followed by the ciphertext.

The payload field, as defined in [ESP], is structured as shown in
Fi gure 1.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Initialization Vector |
(8 octets)
R s i o e i ol S e S e T ik ik T S e T S T S

Encrypted Payl oad (vari abl e)

Aut hentication Data (vari abl e)

I I
+-

I I
I I
i S S T i S S e S AT i S S
I I
I I
+- +

B i T S T i I i T i s S S S I S S S
Figure 1. ESP Payload Encrypted with AES-CIR
3.1. Initialization Vector

The AES-CTR IV field MJST be eight octets. The IV MJUST be chosen by
the encryptor in a manner that ensures that the sane 1V value is used
only once for a given key. The encryptor can generate the IV in any
manner that ensures uni queness. Comon approaches to |V generation

i nclude incrementing a counter for each packet and |inear feedback
shift registers (LFSRs).

Including the 1V in each packet ensures that the decryptor can
generate the key stream needed for decryption, even when sone packets
are | ost or reordered.

3.2. Encrypted Payl oad
The encrypted payl oad contains the ciphertext.
AES- CTR npde does not require plaintext padding. However, ESP does
require padding to 32-bit word-align the authentication data. The
paddi ng, Pad Length, and the Next Header MJST be concatenated with
the plaintext before perfornm ng encryption, as described in [ ESP].
3.3. Authentication Data
Since it is trivial to construct a forgery AES-CIR ci phertext froma
val id AES-CTR ci phertext, AES-CTR i npl ementati ons MJUST enpl oy a non-

NULL ESP aut hentication nmethod. HMAC SHA-1-96 [HVAC-SHA] is a likely
choi ce.
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4.

Count er Bl ock For mat

Each packet conveys the 1V that is necessary to construct the
sequence of counter blocks used to generate the key stream necessary
to decrypt the payload. The AES counter block cipher block is 128
bits. Figure 2 shows the format of the counter bl ock

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Nonce |
I S i o T s S S S e s s T

Initialization Vector (I1V) |

B i s T T i i o S o T Ji I
| Bl ock Counter |
R e s T o T S R El ok i R e e S S e o o s

Figure 2. Counter Block Format
The conponents of the counter block are as foll ows:

Nonce
The Nonce field is 32 bits. As the nane inplies, the nonce is a
singl e use value. That is, a fresh nonce value MJST be assi gned
for each security association. 1t MJST be assigned at the
begi nning of the security association. The nonce val ue need not
be secret, but it MJST be unpredictable prior to the beginning of
the security association

Initialization Vector
The 1V field is 64 bits. As described in section 3.1, the IV MJST
be chosen by the encryptor in a manner that ensures that the same
IV value is used only once for a given key.

Bl ock Counter
The bl ock counter field is the least significant 32 bits of the
counter block. The block counter begins with the val ue of one,
and it is incremented to generate subsequent portions of the key
stream The block counter is a 32-bit big-endian integer val ue.

Using the encryption process described in section 2.1, this

construction permits each packet to consist of up to:
(2732)-1 bl ocks 4,294, 967, 295 bl ocks

68, 719, 476, 720 octets
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Thi s construction can produce enough key stream for each packet
sufficient to handle any |IPv6 junbogram [ JUVBQ .

5. |1 KE Conventions

Thi s section describes the conventions used to generate keying
material and nonces for use with AES-CTR using the Internet Key
Exchange (I KE) [IKE] protocol. The identifiers and attributes needed
to negotiate a security association which uses AES-CIR are al so

defi ned.

5.1. Keying Material and Nonces

As described in section 2.1, inplenentations MJST use fresh keys with
AES-CTR. | KE can be used to establish fresh keys. This section
descri bes the conventions for obtaining the unpredictable nonce val ue
fromIKE. Note that this convention provides a nonce value that is
secret as well as unpredictable.

| KE makes use of a pseudo-random function (PRF) to derive keying
material. The PRF is used iteratively to derive keying material of
arbitrary size, called KEYMAT. Keying material is extracted fromthe
output string without regard to boundari es.

The size of the requested KEYMAT MJST be four octets |longer than is
needed for the associated AES key. The keying material is used as
fol | ows:

AES-CTR with a 128 bit key
The KEYMAT requested for each AES-CTR key is 20 octets. The first
16 octets are the 128-bit AES key, and the remmining four octets
are used as the nonce value in the counter block

AES-CTR with a 192 bit key
The KEYMAT requested for each AES-CTR key is 28 octets. The first
24 octets are the 192-bit AES key, and the remai ning four octets
are used as the nonce value in the counter bl ock

AES-CTR with a 256 bit key
The KEYMAT requested for each AES-CTR key is 36 octets. The first
32 octets are the 256-bit AES key, and the remaining four octets
are used as the nonce value in the counter bl ock
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5. 2. Phase 1 ldentifier

Thi s docunent does not specify the conventions for using AES-CITR for
| KE Phase 1 negotiations. For AES-CTR to be used in this manner, a
separate specification is needed, and an Encryption Al gorithm
Identifier needs to be assigned.

5.3. Phase 2 ldentifier

For | KE Phase 2 negotiations, | ANA has assigned an ESP Transform
Identifier of 13 for AES-CTR with an explicit |V.

5.4. Key Length Attribute

Since the AES supports three key lengths, the Key Length attribute
MUST be specified in the | KE Phase 2 exchange [DO]. The Key Length
attribute MUST have a value of 128, 192, or 256.

6. Test Vectors

This section contains nine test vectors, which can be used to confirm
that an inplenentation has correctly inplenented AES-CTR  The first
three test vectors use AES with a 128 bit key; the next three test
vectors use AES with a 192 bit key; and the last three test vectors
use AES with a 256 bit key.

Test Vector #1: Encryptlng 16 octets using AES-CTR with 128-bit key

AES Key : AE 68 52 F8 12 10 67 CC 4B F7 A5 76 55 77 F3 9E
AES- CTR |V : 00 00 00 00 00 00 00 00

Nonce : 00 00 00 30

Plaintext String : 'Single block nsg’

Pl ai nt ext : 53 69 6E 67 6C 65 20 62 6C 6F 63 6B 20 6D 73 67

Count er Bl ock (1) 00 00 00 30 00 00 00 OO0 OO0 OO OO0 00 00 00 00 01
Key Stream (1): B7 60 33 28 DB C2 93 1B 41 OE 16 C8 06 7E 62 DF

Ci phert ext : E4 09 5D 4F B7 A7 B3 79 2D 61 75 A3 26 13 11 B8
Test Vector #2: Encryptlng 32 octets using AES-CTR with 128-bit key
AES Key 7E 24 06 78 17 FA EO D7 43 D6 CE 1F 32 53 91 63
AES-CTR |V : C0 54 3B 59 DA 48 D9 OB

Nonce : 00 6C B6 DB

Pl ai nt ext : 00 01 02 03 04 05 06 07 08 09 OA OB 0OC OD OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
Counter Block (1): 00 6C B6 DB C0 54 3B 59 DA 48 D9 0B 00 00 00 01
Key Stream (1): 51 05 A3 05 12 8F 74 DE 71 04 4B E5 82 D7 DD 87
Counter Block (2): 00 6C B6 DB CO 54 3B 59 DA 48 D9 0B 00 00 00 02
Key Stream (2): FB 3F OC EF 52 CF 41 DF E4 FF 2A C4 8D 5C A0 37
Ci phert ext : 51 04 A1 06 16 8A 72 D9 79 OD 41 EE 8E DA D3 88

: EB 2E 1E FC 46 DA 57 C8 FC E6 30 DF 91 41 BE 28
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Test Vector #3: Encryptlng 36 octets using AES-CTR with 128-bit key

AES Key 76 91 BE 03 5E 50 20 A8 AC 6E 61 85 29 F9 A0 DC
AES-CTR IV 27 77 7TF 3F 4A 17 86 FO
Nonce : 00 EO 01 7B
Pl ai nt ext : 00 01 02 03 04 05 06 07 08 09 OA OB 0OC OD OE OF
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
20 21 22 23

Counter Block (1): 00 EO 01 7B 27 77 7F 3F 4A 17 86 FO 00 00 00 01
Key Stream (1): C1L CE 4A AB 9B 2A FB DE C7 4F 58 E2 E3 D6 7C D8
Counter Block (2): 00 EO 01 7B 27 77 7F 3F 4A 17 86 FO 00 00 00 02
Key Stream (2): 55 51 B6 38 CA 78 6E 21 CD 83 46 F1 B2 EE OE 4C
Counter Block (3): 00 EO 01 7B 27 77 7F 3F 4A 17 86 FO 00 00 00 03
Key Stream (3): 05 93 25 0C 17 55 36 00 A6 3D FE CF 56 23 87 E9

Ci phert ext : Cl CF 48 A8 9F 2F FD D9 CF 46 52 E9 EF DB 72 D7

. 45 40 A4 2B DE 6D 78 36 D5 9A 5C EA AE F3 10 53
25 B2 07 2F

Test Vector #4: Encryptlng 16 octets using AES-CTR with 192-bit key

AES Key 16 AF 5B 14 5F C9 F5 79 C1 75 F9 3E 3B FB OE ED
: 86 3D 06 CC FD B7 85 15

AES-CTR |V : 36 73 3C 14 7D 6D 93 CB

Nonce : 00 00 00 48

Plaintext String : 'Single block nsg’

Pl ai nt ext : 53 69 6E 67 6C 65 20 62 6C 6F 63 6B 20 6D 73 67

Count er Bl ock (1) 00 00 00 48 36 73 3C 14 7D 6D 93 CB 00 00 00 O1
Key Stream (1): 18 3C 56 28 8E 3C E9 AA 22 16 56 CB 23 A6 9A 4F

Ci phert ext : 4B 55 38 4F E2 59 C9 C8 4E 79 35 A0 03 CB E9 28
Test Vector #5: Encryptlng 32 octets using AES-CTR with 192-bit key
AES Key 7C 5C B2 40 1B 3D C3 3C 19 E7 34 08 19 EO F6 9C
. 67 8C 3D B8 E6 F6 A9 1A
AES-CTR |V : 02 0C 6E AD C2 CB 50 0D
Nonce : 00 96 BO 3B
0A OB 0C 0D OE OF

Pl ai nt ext : 00 01 02 03 04 05 06 07 08 09
: 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
Counter Block (1): 00 96 BO 3B 02 0C 6E AD C2 CB
Key Stream (1): 45 33 41 FF 64 9E 25 35 76 D6 A0 F1 7D 3C C3 90
Counter Block (2): 00 96 BO 3B 02 0C 6E AD C2 CB 50 OD 00 00 00 02
Key Stream (2): 94 81 62 OF 4E C1 Bl 8B E4 06 FA E4 5E E9 E5 1F
Ci phert ext : 45 32 43 FC 60 9B 23 32 7E DF AA FA 71 31 CD 9F
: 1F

84 90 70 1C 5A D4 A7 9C FC EO FF 42 F4 FB 00
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Test Vector #6: Encryptlng 36 octets using AES-CTR with 192-bit key

AES Key 02 BF 39 1E E8 EC B1 59 B9 59 61 7B 09 65 27 9B
: F5 9B 60 A7 86 D3 EO FE
AES-CTR |V : 5C BD 60 27 8D CC 09 12
Nonce . 00 07 BD FD
Pl ai nt ext : 00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
20 21 22 23

Counter Block (1): 00 07 BD FD 5C BD 60 27 8D CC 09 12 00 00 00 01
Key Stream (1): 96 88 3D C6 5A 59 74 28 5C 02 77 DA DL FA E9 57
Counter Block (2): 00 07 BD FD 5C BD 60 27 8D CC 09 12 00 00 00 02
Key Stream (2): C2 99 AE 86 D2 84 73 9F 5D 2F D2 OA 7A 32 3F 97
Counter Block (3): 00 07 BD FD 5C BD 60 27 8D CC 09 12 00 00 00 03
Key Stream (3): 8B CF 2B 16 39 99 B2 26 15 B4 9C D4 FE 57 39 98

Ci phert ext : 96 89 3F C5 5E 5C 72 2F 54 0B 7D D1 DD F7 E7 58

: D2 88 BC 95 C6 91 65 88 45 36 C8 11 66 2F 21 88
AB EE 09 35

Test Vector #7: Encryptlng 16 octets using AES-CTR with 256-bit key

AES Key 77 6B EF F2 85 1D BO 6F 4C 8A 05 42 C8 69 6F 6C
: 6A 81 AF 1E EC 96 B4 D3 7F C1 D6 89 E6 Cl1 Cl 04

AES- CTR |V : DB 56 72 C9 7A A8 FO B2

Nonce : 00 00 00 60

Plaintext String : 'Single block nsg’

Pl ai nt ext : 53 69 6E 67 6C 65 20 62 6C 6F 63 6B 20 6D 73 67

Count er Bl ock (1) 00 00 00 60 DB 56 72 CO 7A A8 FO B2 00 00 00 01
Key Stream (1): 47 33 BE 7A D3 E7 6E A5 3A 67 00 B7 51 8E 93 A7

Ci phert ext : 14 5A D0 1D BF 82 4E C7 56 08 63 DC 71 E3 E0O C0

Test Vector #8: Encryptlng 32 octets using AES-CTR with 256-bit key

AES Key F6 D6 6D 6B D5 2D 59 BB 07 96 36 58 79 EF F8 86
: C6 6D D5 1A 5B 6A 99 74 4B 50 59 0C 87 A2 38 84

AES-CTR |V : Cl 58 5E F1 5A 43 D8 75

Nonce : 00 FA AC 24

Pl ai nt ext : 00 01 02 03 04 05 06 07 08 09 OA OB 0OC OD OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
Counter block (1): 00 FA AC 24 C1 58 5E F1 5A 43 D8 75 00 00 00 01
Key stream (1): FO 5F 21 18 3C 91 67 2B 41 E7 OA 00 8C 43 BC A6
Counter block (2): 00 FA AC 24 Cl1 58 5E F1 5A 43 D8 75 00 00 00 02
Key stream (2): A8 21 79 43 9B 96 8B 7D 4D 29 99 06 8F 59 Bl 03
Ci phert ext : FO 5E 23 1B 38 94 61 2C 49 EE 00 OB 80 4E B2 A9

: B8 30 6B 50 8F 83 9D 6A 55 30 83 1D 93 44 AF 1C
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Test Vector #9: Encryptlng 36 octets using AES-CTR with 256-bit key

AES Key FF 7A 61 7C E6 91 48 E4 F1 72 6E 2F 43 58 1D E2
: AA 62 D9 F8 05 53 2E DF F1 EE D6 87 FB 54 15 3D
AES- CTR |V : 51 A5 1D 70 Al C1 11 48
Nonce : 00 1C &5 BY
Pl ai nt ext : 00 01 02 03 04 05 06 07 08 09 OA 0B 0OC OD OE OF
: 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
;20 21 22 23
Counter block (1): 00 1C C5 B7 51 A5 1D 70 Al C1 11 48 00 00 00 01
Key stream (1): EB 6D 50 81 19 OE BD FO C6 7C 9E 4D 26 C7 41 A5
Counter block (2): 00 1C C5 B7 51 A5 1D 70 A1 C1 11 48 00 00 00 02
Key stream (2): A 16 CD 95 71 7C EB 10 EC 95 DA AE 9F CB 19 00
Counter block (3): 00 1C C5 B7 51 A5 1D 70 A1 C1 11 48 00 00 00 03
Key stream (3): BEE1 C4 9B C6 B9 CA 21 3F 6E E2 71 DO A9 33 39
Ci phert ext . EB 6C 52 82 1D 0B BB F7 CE 75 94 46 2A CA 4F AA
: B4 07 DF 86 65 69 FD 07 F4 8C C0 B5 83 D6 07 1F
1E CO E6 B8

7. Security Considerations

When used properly, AES-CIR node provides strong confidentiality.
Bel | are, Desai, Jokipii, Rogaway show in [BDJR] that the privacy
guar ant ees provi ded by counter node are at |east as strong as those
for CBC npde when using the same bl ock cipher

Unfortunately, it is very easy to m suse this counter node. |If
counter block values are ever used for nore that one packet with the
sanme key, then the sanme key streamwi |l be used to encrypt both
packets, and the confidentiality guarantees are voi ded.

What happens if the encryptor XORs the same key streamwith two
different plaintexts? Suppose two plaintext byte sequences Pl, P2,
P3 and Ql, @@, 3 are both encrypted with key stream K1, K2, K3. The
two correspondi ng ci phertexts are:

(P1 XOR K1), (P2 XOR K2), (P3 XOR K3)

(QL XOR K1), (@ XCR K2), (@B XOR K3)

If both of these two ciphertext streans are exposed to an attacker,
then a catastrophic failure of confidentiality results, since:

(P1 XOR K1) XOR (QL XOR K1) = P1 XOR QL
(P2 XOR K2) XOR (Q@ XOR K2) = P2 XOR Q@@
(P3 XOR K3) XOR (@ XOR K3) = P3 XOR @B
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Once the attacker obtains the two plaintexts XORed together, it is
relatively straightforward to separate them Thus, using any stream
ci pher, including AES-CTR, to encrypt two plaintexts under the same
key stream | eaks the plaintext.

Therefore, stream ciphers, including AES-CTR, should not be used with
static keys. It is inappropriate to use AES-CTR with static keys.
Extraordi nary measures woul d be needed to prevent reuse of a counter
bl ock value with the static key across power cycles. To be safe, ESP
i mpl ement ati ons MJUST use fresh keys with AES-CTR.  The Internet Key
Exchange (I KE) protocol [IKE] can be used to establish fresh keys.

| KE can al so be used to establish the nonce at the beginning of the
security association.

When IKE is used to establish fresh keys between two peer entities,
separate keys are established for the two traffic flows. Wen a
mechani smother than IKE is used to establish fresh keys, and that
mechani sm establ i shes only a single key to encrypt packets, then
there is a high probability that the peers will select the sane |V
val ues for sone packets. Thus, to avoid counter block collisions,

ESP i npl enentations that permt use of the same key for encrypting

outbound traffic and decrypting incomng traffic with the sane peer
MUST ensure that the two peers assign different Nonce values to the
security association.

Data forgery is trivial with CIR node. The denpnstration of this
attack is simlar to the key streamreuse discussion above. If a
known pl ai ntext byte sequence Pl, P2, P3 is encrypted with key stream
K1, K2, K3, then the attacker can replace the plaintext with one of
hi s own choosing. The ciphertext is:

(P1 XOR K1), (P2 XOR K2), (P3 XOR K3)

The attacker sinply XORs a sel ected sequence QL, @, B with the
ci phertext to obtain:

(QL XOR (P1 XOR K1)), (@ XOR (P2 XOR K2)), (@ XOR (P3 XOR K3))
Which is the sane as:
((QL XOR P1) XOR K1), ((@ XOR P2) XOR K2), ((@ XOR P3) XOR K3)

Decryption of the attacker-generated ciphertext will yield exactly
what the attacker intended:

(QL XOR P1), (@ XOR P2), (@B XOR P3)
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Accordingly, ESP inplenmentations MJST use of AES-CTR in conjunction
wi th ESP aut henti cati on.

Additionally, since AES has a 128-bit bl ock size, regardl ess of the
node enpl oyed, the ciphertext generated by AES encryption becones

di stingui shable fromrandom val ues after 2764 bl ocks are encrypted
with a single key. Since ESP with Enhanced Sequence Nunbers all ows
for up to 2764 packets in a single security association, there is
real potential for nore than 2764 bl ocks to be encrypted with one
key. Therefore, inplenentations SHOULD generate a fresh key before
2"64 bl ocks are encrypted with the sanme key. Note that ESP with 32-
bit Sequence Nunbers will not exceed 2764 bl ocks even if all of the
packets are maxi mum | ength | Pv6 jumbograns [JUVB( .

There are fairly generic preconputation attacks against all block

ci pher nodes that allow a neet-in-the-mddle attack agai nst the key.
These attacks require the creation and searchi ng of huge tables of

ci phertext associated with known plai ntext and known keys. Assumi ng
that the menory and processor resources are available for a
preconput ati on attack, then the theoretical strength of AES-CIR (and
any other block cipher node) is limted to 2*(n/2) bits, where nis
the nunber of bits in the key. The use of |ong keys is the best
countermeasure to preconputation attacks. Therefore, inplenentations
that enploy 128-bit AES keys should take precautions to nmake the
preconmput ation attacks nore difficult. The unpredictable nonce val ue
in the counter block significantly increases the size of the table
that the attacker nmust compute to nount a successful attack

8. Design Rationale

In the devel opment of this specification, the use of the ESP sequence
nunber field instead of an explicit 1V field was considered. This
sel ection is not a cryptographic security issue, as either approach
wi Il prevent counter block collisions

In a very conservative nodel of encryption security, at nost 2764

bl ocks ought to be encrypted with AES-CTR under a single key. Under
this constraint, no nore than 64 bits are needed to identify each
packet within a security association. Since the ESP extended
sequence nunber is 64 bits, it is an obvious candidate for use as an
implicit I'V. This would dictate a single nethod for the assignnent
of per-packet value in the counter block. The use of an explicit IV
does not dictate such a nethod, which is desirable for severa
reasons.
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1. Only the encryptor can ensure that the value is not used for nore
than one packet, so there is no advantage to sel ecting a mechani sm
that allows the decryptor to determ ne whether counter bl ock
val ues collide. Danage fromthe collision is done, whether the
decryptor detects it or not.

2. Allows adders, LFSRs, and any other technique that neets the tine
budget of the encryptor, so long as the technique results in a
uni que val ue for each packet. Adders are sinmple and
straightforward to i nplenent, but due to carries, they do not
execute in constant tine. LFSRs offer an alternative that
executes in constant tine.

3. Conplexity is in control of the inplenenter. Further, the
deci sion nade by the inplenmenter of the encryptor does not make
the decryptor nore (or |ess) conplex.

4. \Wen the encryptor has nore than one cryptographi c hardware
device, an |V prefix can be assigned to each device, ensuring that
collisions will not occur. Yet, since the decryptor does not need
to exam ne |1V structure, the decryptor is unaffected by the IV
structure selected by the encryptor. One cannot nmke use of the
same technique with the ESP sequence nunbers, because the
semantics for themrequire sequential value generation

5. Assurance boundaries are very inportant to inplenmentations that
wi Il be eval uated against the FIPS Pub 140-1 or FIPS Pub 140-2
[ SECRQMIS]. The assignnent of the per-packet counter block val ue
needs to be inside the assurance boundary. Sone inpl enentations
assign the sequence nunber inside the assurance boundary, but
others do not. A sequence number collision does not have the dire
consequences, but, as described in section 6, a collision in
counter block val ues has di sastrous consequences.

6. Coupling with the sequence nunber is possible in those
architectures where the sequence nunber assignnent is perforned
within the assurance boundary. In this situation, the sequence
nunmber and the IV field will contain the sane val ue.

7. Decoupling fromthe sequence nunber is possible in those
architectures where the sequence nunber assignnment is perforned
out si de the assurance boundary.

The use of an explicit IV field directly follows fromthe decoupling
of the sequence nunmber and the per-packet counter block value. The
overhead associated with 64 bits for the IV field is acceptable.

This overhead is significantly less than the overhead associated with
Ci pher Bl ock Chaining (CBC) npbde. As nornally enployed, CBC requires
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10.

11.

a full block for the IV and, on average, half of a block for padding.
AES-CTR with an explicit 1V has about one-third of the overhead as
AES- CBC, and the overhead is constant for each packet.

The inclusion of the nonce provides a weak counterneasure agai nst
preconputation attacks. For this counterneasure to be effective, the
attacker nust not be able to predict the value of the nonce well in
advance of security association establishment. The use of |ong keys
provi des a strong counterneasure to preconputation attacks, and AES
of fers key sizes that thwart these attacks for many decades to cone.

A 28-bit block counter value is sufficient for the generation of a
key streamto encrypt the | argest possible |Pv6 junmbogram [ JUMBQ ;
however, a 32-bit field is used. This size is convenient for both
hardware and software inpl ementations

| ANA Consi der ati ons

I ANA has assigned 13 as the ESP transform nunber for AES-CTR with an
explicit I'W

Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
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m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
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clains of rights nade available for publication and any assurances of
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