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Abst r act

This meno descri bes sone considerations relating to the use of IP
protocol nunber fields and payl oad protocol (e.g., TCP) port fields
to identify particular services that nmay be associated with that port
nunber or protocol numnber.

1. Introduction

This meno descri bes sone considerations relating to the use of IP
prot ocol nunber fields and payl oad protocol (e.g., TCP) port or
service fields to identify particular services that nmay be associ ated
with that port nunber or protocol number. It is a general statenent
regardi ng appropriate processing and use of service identifiers by

i ntermedi at e systens.

This menmo points out that various measures by internedi ate systens
that are intended to filter or prevent the transmission of traffic
based on the service identification within the traffic flow wll have
alinmted effect. This will also have a nmjor side-effect of
forcing the affected services to be redesigned using various forns of
encapsul ati on or dynamic port negotiation in order to renove the
fixed service identification fromthe | P packet headers. The |AB
does not believe this serves the general interests of the Internet
community related to the design of sinple and reliable Internet
applications. This nmenp suggests sone thought be given to contro
mechani snms that do not rely on internediary systens taking actions
based on an assuned rel ati onship between the service identifier in
the packet and the actual service of which the packet is a part.

St. Johns & Huston I nf or mati onal [ Page 1]



RFC 3639 Service ldentifier in Packet Headers Cct ober 2003

2

St.

Service ldentifiers

Al t hough not necessarily by design, certain conventions have evol ved
with respect to the I P protocol suite relative to the identification

of

(0]

services within an IP traffic flow

Wthin the | P protocol suite, end point identifiers (e.g.,

TCP/ UDP/ SCTP port numbers, | P protocol numbers) are designed to
identify services to end points. |In particular, TCP, UDP or SCTP
(Stream Control Transm ssion Protocol) port nunbers are intended
to identify the source service location and the destination
service entity to the destination end point.

The I P [2] datagram header contains the source and destination
address of the datagramas well as an indication of the upper-

| evel protocol (ULP) carried within the datagram |If the ULP is
either TCP [3], UDP [1], or SCTP [8] the payload will contain both
source and destination port nunbers which allows differentiation
bet ween services (e.g., TELNET, HTTP) and between multiple

i nstances of the same service between the pair of hosts described
by the source and destination address.

By convention, for at |least TCP and UDP, certain port nunbers are
used as rendezvous points and are considered "well known" on the
source or destination side of the comunication. Such rendezvous
points are maintained in an | ANA registry currently | ocated at
[11]. Specific registries for protocol and port nunbers are at
[12] and [13].

Not wi t hst andi ng the "wel |l knownness" of any given port, port
nunbers are only guaranteed to be meaningful to the end systens.
An internedi ate system should generally not inpute specific
meani ng to any given port nunber, unless specifically indicated by
an end system(e.g., via the Resource Reservation Protocol (RSVP)
[4]) or agreed to by convention anpong the end systens and one or
nmore specific internedi ate systens (e.g., firewall traversal for
the IP Security Protocol (IPSEC) [5]).

Sone services make use of protocol interactions to dynamcally
all ocate service identifiers (i.e., port nunbers) to specific
conmmuni cations. One specific exanple of this is the Session
Initiation Protocol (SIP) [9]. The inplication of this is that

i ntermedi ate systens cannot relate the service identifiers to the
actual service unless they participate in the protocols which

all ocate the service identifiers, or are explicitly notified of
the outcone of the allocation
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0 Various products and service-rel ated nechani sns depl oyed t oday
take advantage of the fact that sone service identifiers are
relatively stable (and well known) to do various things (e.g.,
firewall filtering, QOS marking).

0 Certain network operations, such as various forns of packet
encapsul ation (e.g., tunneling) and encryption, can occlude this
port nunber (or service identifier) while an I P packet is in
transit within the network. For exanple, both the | PSEC
Encapsul ating Security Payload (ESP) [6] and Generic Routing
Encapsul ation (GRE) [7] both provide nmeans for tunneling an IP
datagramwi thin another | P datagram The service information
becomes obscured and, in sone instances, encrypted.

o0 Cooperating end systens may elect to use arbitrarily sel ected port
nunbers for any service. The port nunbers used in such cases may
be statically defined, through coordinated configuration of the
cooperating end systens through use of a common application or
operating system or by dynam c selection as an outcone of a
rendezvous protocol

I nternedi ate systeminposed servi ce-based controls may bl ock

| egitimate uses by subscribers. For exanple, sonme service providers
are bl ocking port 25 (i.e., notionally SMIP) traffic for the stated
purpose of trying to prevent SPAM but which can al so bl ock
legitimate email to the end user.

Attenpts by internmedi ate systens to i npose service-based controls on
conmmuni cati ons agai nst the perceived interests of the end parties to
the conmuni cation are often circunvented [10]. Services may be
tunnel ed within other services, proxied by a collaborating externa
host (e.g., an anonynmous redirector), or sinply run over an alternate
port (e.g., port 8080 vs port 80 for HITP). Another neans of
circunvention is alteration of the service behavior to use a dynanmic
port negotiation phase, in order to avoid use of a constant port

addr ess.

For the purposes of this meno, a "party to a conmunication"” is either
the sender, receiver, or an authorized agent of the sender or
receiver in the path.

If internedi ate systens take actions on behalf of one or nore parties
to the conmuni cation or affecting the comunication, a good rule of
thunb is they should only take actions that are beneficial to or
approved by one or nore of the parties, within the operationa
paraneters of the service-specific protocol, or otherwise unlikely to
| ead to wi despread evasion by the user community.
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Ram fications

The | AB observes that having stable and gl obal |y nmeani ngful service
identifiers visible at points other than the end systens can be
useful for the purposes of determ ning network behavi or and network
| oading on a macro level. The |IAB al so observes that application
protocol s that include dynam c port negotiation for both ends of a
connection tend to add to the conplexity of the applications.

Dynam c port negotiation for a protocol nmay also limt or prohibit
its use in situations where the service provider (e.g., ISP or

enpl oyer) has instituted some formof service filtering through port
bl ocki ng nechani sns.

Fromthis perspective of network and application utility, it is
preferable that no action or activity be undertaken by any agency,
carrier, service provider, or organization which would cause end-
users and protocol designers to generally obscure service
identification information fromthe | P packet header

Nothing in this statenent should be construed as opposing
encapsul ati on, application security, end-to-end encryption, or other
processes beneficial or specifically desired by the end-users.

Security Considerations

Thi s docunent is a general statenent regarding appropriate processing
and use of service identifiers by internedi ate systens. |f enough
agencies, carriers, service providers, and organi zations ignore the
concerns voiced here, the utility of port and protocol nunbers,
general network analysis, end-user beneficial filtering (e.g.,
preventing DDOS attacks), and ot her common uses of these service
identifiers mght be adversely affected.
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The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
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