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Abst ract

I SO'| EC 10646-1 defines a |arge character set called the Universal
Character Set (UCS) which enconpasses nost of the world s witing
systens. The originally proposed encodi ngs of the UCS, however, were
not conpatible with many current applications and protocols, and this
has led to the devel opnent of UTF-8, the object of this nmeno. UTF-8
has the characteristic of preserving the full US-ASCI| range,
providing conpatibility with file systenms, parsers and other software
that rely on US-ASCI| values but are transparent to other val ues.
This nmenpo obsol etes and repl aces RFC 2279.
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1. Introduction

I SO EC 10646 [ISO. 10646] defines a |arge character set called the
Uni versal Character Set (UCS), which enconpasses nost of the world's
witing systens. The sane set of characters is defined by the

Uni code standard [ UNI CODE], which further defines additiona

character properties and other application details of great interest
to inmplenenters. Up to the present time, changes in Unicode and
anmendnents and additions to |1 SO | EC 10646 have tracked each other, so
that the character repertoires and code point assignments have
remained in sync. The rel evant standardi zati on commi ttees have
committed to maintain this very useful synchronism

I SO | EC 10646 and Uni code define several encoding forms of their
comon repertoire: UTF-8, UCS-2, UTF-16, UCS-4 and UTF-32. 1In an
encoding form each character is represented as one or nore encodi ng
units. Al standard UCS encoding forns except UTF-8 have an encodi ng
unit larger than one octet, naking themhard to use in many current
applications and protocols that assume 8 or even 7 bit characters.

UTF-8, the object of this nenp, has a one-octet encoding unit. It
uses all bits of an octet, but has the quality of preserving the ful
US-ASCI| [US-ASCII] range: US-ASCII characters are encoded in one
octet having the normal US-ASCI| value, and any octet with such a
val ue can only stand for a US-ASCI| character, and nothing el se.

UTF- 8 encodes UCS characters as a varying nunber of octets, where the
nunber of octets, and the val ue of each, depend on the integer val ue
assigned to the character in I SO | EC 10646 (the character nunber,

a. k.a. code position, code point or Unicode scalar value). This
encoding formhas the followi ng characteristics (all values are in
hexadeci mal ) :

0 Character nunbers from U+0000 to U+007F (US-ASCI| repertoire)
correspond to octets 00 to 7F (7 bit US-ASCI| values). A direct
consequence is that a plain ASCII string is also a valid UTF-8
string.
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0 US-ASCI| octet values do not appear otherw se in a UTF-8 encoded
character stream This provides conpatibility with file systens
or other software (e.g., the printf() function in Clibraries)
that parse based on US-ASCI| val ues but are transparent to other
val ues.

0 Round-trip conversion is easy between UTF-8 and ot her encoding
forms.

o The first octet of a nulti-octet sequence indicates the nunber of
octets in the sequence.

0 The octet values CO, Cl, F5 to FF never appear

0 Character boundaries are easily found from anywhere in an octet
stream

0 The byte-val ue | exicographic sorting order of UTF-8 strings is the
same as if ordered by character nunbers. O course this is of
limted interest since a sort order based on character nunbers is
al most never culturally valid.

0 The Boyer-More fast search algorithmcan be used with UTF-8 data

o UTF-8 strings can be fairly reliably recognized as such by a
simple algorithm i.e., the probability that a string of
characters in any other encodi ng appears as valid UTF-8 is | ow,
dimnishing with increasing string | ength.

UTF- 8 was devised in Septenber 1992 by Ken Thonpson, guided by design
criteria specified by Rob Pike, with the objective of defining a UCS
transformation format usable in the Plan9 operating systemin a non-
di sruptive manner. Thonpson’s design was stewarded through
standardi zati on by the X/ Open Joint Internationalization Goup XQJl G
(see [FSS UTF]), bearing the names FSS-UTF (variant FSS/ UTF), UTF-2
and finally UTF-8 al ong the way.

2. Not ati onal conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

UCS characters are designated by the U+tHHHH notati on, where HHHH is a

string of from4 to 6 hexadecimal digits representing the character
nunmber in | SO | EC 10646.
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3.

UTF-8 definition

UTF-8 is defined by the Unicode Standard [UNI CODE]. Descriptions and
formul ae can also be found in Annex D of 1SQO|EC 10646-1 [1SO. 10646]

In UTF-8, characters fromthe U+0000..U+10FFFF range (the UTF-16
accessi bl e range) are encoded using sequences of 1 to 4 octets. The
only octet of a "sequence" of one has the higher-order bit set to O,
the remaining 7 bits being used to encode the character nunber. 1In a
sequence of n octets, n>1, the initial octet has the n higher-order
bits set to 1, followed by a bit set to 0. The renaining bit(s) of
that octet contain bits fromthe nunber of the character to be
encoded. The followi ng octet(s) all have the higher-order bit set to
1 and the following bit set to 0, leaving 6 bits in each to contain
bits fromthe character to be encoded

The tabl e bel ow summari zes the format of these different octet types.
The letter x indicates bits available for encoding bits of the
character nunber.

Char. number range | UTF- 8 octet sequence
(hexadeci mal ) | (bi nary)

0000 0000- 0000 007F | OXXXXXXX

0000 0080-0000 O7FF | 110xxXXX L1OXXXXXX

0000 0800-0000 FFFF | 11210xxxx 10xXXXXXX L1OXXXXXX

0001 0000-0010 FFFF | 11110xxx 10xXXXXX L1OXXXXXX L1OXXXXXX

Encoding a character to UTF-8 proceeds as foll ows:

1. Deternmine the nunber of octets required fromthe character nunber
and the first colum of the table above. It is inmportant to note
that the rows of the table are nmutually exclusive, i.e., there is
only one valid way to encode a given character

2. Prepare the high-order bits of the octets as per the second
columm of the table.

3. Fill inthe bits marked x fromthe bits of the character nunber
expressed in binary. Start by putting the | owest-order bit of
the character nunber in the | owest-order position of the |ast
octet of the sequence, then put the next higher-order bit of the
character nunber in the next higher-order position of that octet,
etc. Wien the x bits of the last octet are filled in, nove on to
the next to last octet, then to the preceding one, etc. until al
X bits are filled in.
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The definition of UTF-8 prohibits encodi ng character numbers between
U+DB00 and U+DFFF, which are reserved for use with the UTF-16
encoding form (as surrogate pairs) and do not directly represent
characters. Wen encoding in UTF-8 from UTF-16 data, it is necessary
to first decode the UTF-16 data to obtain character numbers, which
are then encoded in UTF-8 as described above. This contrasts with
CESU-8 [CESU-8], which is a UTF-8-1ike encoding that is not meant for
use on the Internet. CESU 8 operates simlarly to UTF-8 but encodes
the UTF-16 code values (16-bit quantities) instead of the character
nunber (code point). This leads to different results for character
nunbers above OxFFFF; the CESU- 8 encodi ng of those characters is NOT
val id UTF-8.

Decodi ng a UTF-8 character proceeds as foll ows:

1. Initialize a binary nunber with all bits set to 0. Up to 21 bits
may be needed.

2. Deternine which bits encode the character nunber from the nunber
of octets in the sequence and the second colum of the table
above (the bits marked x).

3. Distribute the bits fromthe sequence to the binary nunber, first
the I ower-order bits fromthe | ast octet of the sequence and
proceeding to the left until no x bits are left. The binary
nunber is now equal to the character nunber.

I mpl enent ati ons of the decodi ng al gorithm above MJST protect against
decodi ng invalid sequences. For instance, a naive inplenentation nmay
decode the overl ong UTF-8 sequence CO 80 into the character U+0000,
or the surrogate pair ED A1 8C ED BE B4 into W233B4. Decoding

i nval i d sequences may have security consequences or cause other

probl enms. See Security Considerations (Section 10) bel ow.

4. Syntax of UTF-8 Byte Sequences

For the conveni ence of inplenentors using ABNF, a definition of UTF-8
in ABNF syntax is given here.

A UTF-8 string is a sequence of octets representing a sequence of UCS
characters. An octet sequence is valid UTF-8 only if it matches the
followi ng syntax, which is derived fromthe rules for encoding UTF-8
and is expressed in the ABNF of [RFC2234].

UTF8-octets = *( UTF8-char )

UTF8- char = UTF8-1 / UTF8-2 / UTF8-3 / UTF8-4
UTF8- 1 = 9%00-7F

UTF8- 2 = % C2-DF UTF8-tail
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UTF8- 3 = UXEO 9AO-BF UTF8-tail / 9ELl-EC 2( UTF8-tail ) /
YED 9%80-9F UTF8-tail / UEE-EF 2( UTF8-tail )

UTFS- 4 = OFO 9%90-BF 2( UTF8-tail ) / 9%F1-F3 3( UTF8-tail ) /
YxF4 980-8F 2( UTF8-tail )

UTF8-tail = 9%80- BF

NOTE -- The authoritative definition of UTF-8 is in [UNICODE]. This
grammar is believed to describe the sane thing Uni code describes, but
does not claimto be authoritative. Inplenentors are urged to rely
on the authoritative source, rather than on this ABNF.

5. Versions of the standards

I SO EC 10646 is updated fromtime to time by publication of
anmendnments and additional parts; simlarly, new versions of the

Uni code standard are published over tinme. Each new version obsol etes
and repl aces the previous one, but inplenentations, and nore
significantly data, are not updated instantly.

In general, the changes anmount to addi ng new characters, which does
not pose particular problems with old data. In 1996, Amendnent 5 to
the 1993 edition of 1SQOIEC 10646 and Uni code 2.0 noved and expanded
t he Korean Hangul bl ock, thereby nmaki ng any previous data containing
Hangul characters invalid under the new version. Unicode 2.0 has the
sane difference fromUnicode 1.1. The justification for allow ng
such an inconpati ble change was that there were no mgjor

i mpl ement ati ons and no significant anbunts of data containi ng Hangul
The incident has been dubbed the "Korean ness", and the rel evant
conmittees have pledged to never, ever again nake such an

i nconpati bl e change (see Uni code Consortium Policies [1]).

New versions, and in particular any inconpatible changes, have
consequences regarding M ME charset |abels, to be discussed in MM
registration (Section 8).

6. Byte order nmark (BOM

The UCS character WFEFF "ZERO W DTH NO BREAK SPACE" is al so known
informally as "BYTE ORDER MARK" (abbreviated "BOM'). This character
can be used as a genui ne "ZERO W DTH NO BREAK SPACE" within text, but
the BOM nanme hints at a second possi bl e usage of the character: to
prepend a U+FEFF character to a stream of UCS characters as a
"signature”. A receiver of such a serialized streammay then use the
initial character as a hint that the stream consists of UCS
characters and al so to recogni ze which UCS encoding is involved and,
with encodings having a nulti-octet encoding unit, as a way to
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recogni ze the serialization order of the octets. UTF-8 having a
singl e-octet encoding unit, this last function is useless and the BOM
wi || always appear as the octet sequence EF BB BF.

It is inportant to understand that the character WFEFF appearing at
any position other than the beginning of a stream MJIST be interpreted
with the semantics for the zero-w dth non-breaki ng space, and MJST
NOT be interpreted as a signature. Wien interpreted as a signature,
the Uni code standard suggests than an initial UWFEFF character may be
stripped before processing the text. Such stripping is necessary in
sonme cases (e.g., when concatenating two strings, because ot herw se
the resulting string may contain an uni ntended "ZERO W DTH NO BREAK
SPACE" at the connection point), but might affect an external process
at a different |ayer (such as a digital signature or a count of the
characters) that is relying on the presence of all characters in the
stream It is therefore RECOWENDED to avoid stripping an initial
U+FEFF interpreted as a signature without a good reason, to ignore it
instead of stripping it when appropriate (such as for display) and to
strip it only when really necessary.

U+FEFF in the first position of a stream MAY be interpreted as a
zero-w dt h non-breaki ng space, and is not always a signature. In an
attenpt at dimnishing this uncertainty, Unicode 3.2 adds a new
character, W+2060 "WORD JO NER', with exactly the sanme semantics and
usage as WFEFF except for the signature function, and strongly
recomends its exclusive use for expressing word-joining senantics.
Eventual ly, followi ng this recomrendation will nake it all but
certain that any initial U+tFEFF is a signature, not an intended "ZERO
W DTH NO BREAK SPACE".

In the meantine, the uncertainty unfortunately remains and may affect
Internet protocols. Protocol specifications MAY restrict usage of
U+FEFF as a signature in order to reduce or elimnate the potential
ill effects of this uncertainty. 1In the interest of striking a

bal ance between the advantages (reduction of uncertainty) and
drawbacks (loss of the signature function) of such restrictions, it
is useful to distinguish a few cases:

0 A protocol SHOULD forbid use of WFEFF as a signature for those
textual protocol elenents that the protocol mandates to be al ways
UTF-8, the signature function being totally useless in those
cases.

0 A protocol SHOULD al so forbid use of WFEFF as a signature for
those textual protocol elenents for which the protocol provides
character encoding identification nmechanisnms, when it is expected
that inplenmentations of the protocol will be in a position to
al ways use the mechani sns properly. This will be the case when
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the protocol elenents are maintained tightly under the control of
the inplementation fromthe time of their creation to the tine of
their (properly |abeled) transm ssion

0 A protocol SHOULD NOT forbid use of W+FEFF as a signature for
those textual protocol elenents for which the protocol does not
provi de character encoding identification mechani sms, when a ban
woul d be unenforceable, or when it is expected that
i mpl ement ati ons of the protocol will not be in a position to
al ways use the mechani sns properly. The latter two cases are
likely to occur with larger protocol elenments such as MM
entities, especially when inplenentations of the protocol will
obtain such entities fromfile systems, fromprotocols that do not
have encoding identification nmechani sns for payl oads (such as FTP)
or fromother protocols that do not guarantee proper
identification of character encoding (such as HITP).

When a protocol forbids use of WFEFF as a signature for a certain
protocol elenent, then any initial WFEFF in that protocol el enent
MJST be interpreted as a "ZERO W DTH NO BREAK SPACE'. Wen a

prot ocol does NOT forbid use of WHFEFF as a signature for a certain
protocol elenent, then inplenentati ons SHOULD be prepared to handle a
signature in that elenent and react appropriately: using the
signature to identify the character encodi ng as necessary and
stripping or ignoring the signature as appropriate.

7. Exanpl es

The character sequence U+0041 U+2262 W+0391 U+002E " A<NOT | DENTI CAL
TO><ALPHA>. " is encoded in UTF-8 as foll ows:

The character sequence U+D55C WHAD6D U+C5B4 ( Korean "hangugeo”,
meani ng "the Korean | anguage") is encoded in UTF-8 as foll ows:

________ B
ED 95 9C EA B5 AD EC 96 B4
________ e

The character sequence U+65E5 U+672C WH8A9E (Japanese "ni hongo",
meani ng "t he Japanese | anguage") is encoded in UTF-8 as foll ows:

________ e
E6 97 A5 E6 9C AC E8 AA 9E
________ e
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The character W233B4 (a Chinese character neaning 'stunp of tree’),
prepended with a UTF-8 BOM is encoded in UTF-8 as foll ows:

8. MME registration

This nmenpo serves as the basis for registration of the M ME charset
paraneter for UTF-8, according to [ RFC2978]. The charset paraneter
value is "UTF-8". This string |abels nedia types containing text
consisting of characters fromthe repertoire of 1SQO|EC 10646
including all anendnents at |east up to anendnent 5 of the 1993
edition (Korean block), encoded to a sequence of octets using the
encodi ng schene outlined above. UTF-8 is suitable for use in MM
content types under the "text" top-Ilevel type.

It is noteworthy that the |abel "UTF-8" does not contain a version
identification, referring generically to I SOIEC 10646. This is
intentional, the rationale being as foll ows:

A M ME charset |abel is designed to give just the information needed
to interpret a sequence of bytes received on the wire into a sequence
of characters, nothing nore (see [ RFC2045], section 2.2). As long as
a character set standard does not change inconpatibly, version
nunbers serve no purpose, because one gains nothing by |earning from
the tag that newl y assigned characters may be received that one
doesn’t know about. The tag itself doesn't teach anything about the
new characters, which are going to be received anyway.

Hence, as long as the standards evol ve conpatibly, the apparent
advant age of having | abels that identify the versions is only that,
apparent. But there is a disadvantage to such version-dependent

| abel s: when an ol der application receives data acconpani ed by a
newer, unknown |abel, it may fail to recognize the | abel and be
completely unable to deal with the data, whereas a generic, known

| abel woul d have triggered nostly correct processing of the data,
whi ch may well not contain any new characters.

Now t he "Korean nmess" (I1SQO'| EC 10646 anmendnent 5) is an inconpatible
change, in principle contradicting the appropri ateness of a version

i ndependent M ME charset |abel as described above. But the
compatibility problemcan only appear with data containi ng Korean
Hangul characters encoded according to Unicode 1.1 (or equivalently

| SO | EC 10646 before anendnent 5), and there is arguably no such data
to worry about, this being the very reason the inconpatible change
was deened accept abl e.
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In practice, then, a version-independent |abel is warranted, provided
the label is understood to refer to all versions after Amendnment 5,
and provided no inconpatible change actually occurs. Shoul d

i nconpati bl e changes occur in a later version of |1SQOIEC 10646, the
M ME charset | abel defined here will stay aligned with the previous
version until and unless the | ETF specifically decides otherwi se.

9. | ANA Consi der ati ons

The entry for UTF-8 in the | ANA charset registry has been updated to
point to this neno.

10. Security Considerations

I mpl enenters of UTF-8 need to consider the security aspects of how
they handle illegal UTF-8 sequences. It is conceivable that in sone
circunstances an attacker would be able to exploit an incautious
UTF-8 parser by sending it an octet sequence that is not permtted by
t he UTF-8 synt ax.

A particularly subtle formof this attack can be carried out against
a parser which performs security-critical validity checks against the
UTF-8 encoded formof its input, but interprets certain illegal octet
sequences as characters. For exanple, a parser m ght prohibit the
NUL character when encoded as the single-octet sequence 00, but
erroneously allow the illegal two-octet sequence CO 80 and interpret
it as a NUL character. Another exanple m ght be a parser which
prohibits the octet sequence 2F 2E 2E 2F ("/../"), yet pernmits the
illegal octet sequence 2F CO AE 2E 2F. This last exploit has
actually been used in a wi despread virus attacking Wb servers in
2001; thus, the security threat is very real

Anot her security issue occurs when encoding to UTF-8: the 1SO | EC
10646 description of UTF-8 all ows encodi ng character nunbers up to
U+7FFFFFFF, vyi el di ng sequences of up to 6 bytes. There is therefore
a risk of buffer overflow if the range of character nunbers is not
explicitly limted to WI10FFFF or if buffer sizing doesn’'t take into
account the possibility of 5- and 6-byte sequences.

Security may al so be inpacted by a characteristic of severa

character encodings, including UTF-8: the "sane thing" (as far as a
user can tell) can be represented by several distinct character
sequences. For instance, an e with acute accent can be represented
by the preconposed WHOOE9 E ACUTE character or by the canonically
equi val ent sequence U+0065 W+0301 (E + COMBI NI NG ACUTE). Even though
UTF-8 provides a single byte sequence for each character sequence,
the existence of nmultiple character sequences for "the sane thing"
may have security consequences whenever string matching, indexing,
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11.

12.

searching, sorting, regular expression matching and sel ection are

i nvol ved. An exanple would be string matching of an identifier
appearing in a credential and in access control list entries. This
i ssue is anenable to solutions based on Uni code Nornalization Forns,
see [ UAX15].
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Changes from RFC 2279

0 Restricted the range of characters to 0000- 10FFFF (the UTF-16
accessi bl e range).

0 Made Unicode the source of the nornmative definition of UTF-8,
keeping 1 SO | EC 10646 as the reference for characters.

o Straightened out term nology. UTF-8 now described in ternms of an
encodi ng formof the character nunmber. UCS-2 and UCS-4 al nost
di sappear ed.

0 Turned the note warni ng agai nst decoding of invalid sequences into
a normative MUST NOT.

0o Added a new section about the UTF-8 BOM with advice for
pr ot ocol s.

0 Renoved suggested UNI CODE-1-1-UTF-8 M ME charset registration.
0 Added an ABNF syntax for valid UTF-8 octet sequences

0 Expanded Security Considerations section, in particular inmpact of
Uni code normal i zation
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| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

Aut hor’ s Addr ess

Francoi s Yer geau

Al'is Technol ogi es

100, boul . Al exis-Ni hon, bureau 600
Montreal, QC H4M 2P2

Canada

Phone: +1 514 747 2547
Fax: +1 514 747 2561
EMai | : fyergeau@lis.com
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18. Full Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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