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constrain the requirements identified in this docunent.
Tabl e of Contents

1. Introduction.
2. Overview .
3 Definitions and Abbr eV| at| ons .
3.1. Definitions.
3.2. Abbreviations.
4. Ceneral Concept s. . .
Ti me- St arrpl ng Servi ces .
Ti me- St anpi ng Aut hority.
Subscri ber .
Ti me- Stanp Pol i cy and TSA Pr actl ce Stat emant
4.4.1. Purpose. . .
4.4.2. Level of SpeC| f| CI ty .
4.4. 3. Approach . .
5. Tine-Stanp Policies .
5.1. Overview. -
5.2. ldentification . . .
5.3. User Conmmunity and Appllcabl I|ty .

el e
PLNPE

QOWWOWWOWOWWOOONNOOOUIOT W

=

Pi nkas, et al. I nf or mat i onal [ Page 1]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003
5.4. Conformance. . . e
6. Obligations and Llablllty e K¢
6.1. TSA Qbligations. . . . . . . . . . . . . . . . . . . . .10
6.1.1. General. . .. . . . .10
6.1.2. TSA Cbllgatlons Tomards Subscrlbers i |
6.2. Subscriber ligations . . . . . . . . . . . . .. .. .11
6.3. Relying Party Obligations. . . . . . . . . . . . . . . .11
6.4. Liability. . . . I
7. Requirements on TSA Practlces A T 2
7.1. Practice and Discl osure Statenents e 24
7.1.1. TSA Practice Staterent . . . . . . . . . . . . . 12
7.1.2. TSA Disclosure Statenent . . . . . . . . . . . . 13
7.2. Key Managenent Life Cycle. . . . . . . . . . . . . . . . 15
7.2.1. TSU Key CGeneration . . . e . . . . . . . . .15
7.2.2. TSU Private Key Protectlon e . . . . . . . . .15
7.2.3. TSU Public Key Distribution. . . . . . . . . . . 16
7.2.4. Rekeying TSU s Key . . . T 4
7.2.5. End of TSU Key Life Cycle . 17
7.2.6. Life Cycle Managenent of the Cryptographlc hbdule
used to Sign Tine- Stanps e 17
7.3. Tinme-Stanmping. . . . T
7.3.1. Tinme-Stanp Token .o .. . . . . . . 18
7.3.2. Cdock Synchronization Mﬂth UTC o e |
7.4. TSA Managenent and Operation . . . . . . . . . . . . . . 20
7.4.1. Security Managenent. . . .. . . . .20
7.4.2. Asset Cassification and Nhnagenent e .00 21
7.4.3. Personnel Security . . e ... 22
7.4.4. Physical and EnV|ronnentaI Security. .. . . . . 23
7.4.5. (Qperations Managenent. . . . . . . . . . . . . . 25
7.4.6. System Access Managenent . . . . 26
7.4.7. Trustworthy Systens Depl oynent and Nhlntenance .27
7.4.8. Conpromise of TSA Services . . . . . . . . . . . 28
7.4.9. TSA Termination. . . e . ... 029
7.4.10. Conpliance with Legal ReqU|renents .o . 29
7.4.11. Recording of Information Concerning Cperatlon
of Ti me- Stanplng Services. . . . . . . . . . . . 30
7.5. Organi zational . . . T
8. Security Considerations . . . . . . . . . . . . . . . . . .. 3
9. Acknow edgrents . . . . . . . . . . . . . . . . . . . . . . . 33
10. References. . . . e 1
10.1. Normative References G 1
10. 2. Informative References. . . 7
Annex A (informative): Coordinated Uhlversal Tlne . 35
Annex B (informative): Possible for |Inplenmentation Archltectures
and Ti ne-Stanping Services . . . . . . 36
Annex C (informative): Long Term Verification of Tine- Stanp
Tokens . . . .. . . . . 38
Annex D (informative): Mdel TSA Di sclosure Statenent S 1)

Pi nkas,

et al.

I nf or mat i onal [ Page 2]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003

Authors’ Addresses. . . . . . . . . . . . . . . . . . . . . ... 42
Ful | Copyright Staterment. . . . . . . . . . . . . . . . . . . . . 43
1. Introduction

The contents of this Informational RFC is technically equivalent to
ETSI TS 102 023 V 1.2.1 (2002-06) [TS 102023]. The ETSI TS i s under
the ETSI Copyright (C). Individual copies of this ETSI deliverable
can be downl oaded from http://ww. etsi.org

In creating reliable and manageabl e digital evidence it is necessary
to have an agreed upon nethod of associating tine data to transaction
so that they might be conpared to each other at a later tinme. The
quality of this evidence is based on creating and managi ng the data
structure that represent the events and the quality of the paranetric
data points that anchor themto the real world. 1In this instance
this being the tinme data and how it was appli ed.

A typical transaction is a digitally signed docunent, where it is
necessary to prove that the digital signature fromthe signer was
appl i ed when the signer’s certificate was valid.

Atimestanp or a tine mark (which is an audit record kept in a secure
audit trail froma trusted third party) applied to a digita

signature value proves that the digital signature was created before
the date included in the tine-stanmp or time mark

To prove the digital signature was generated while the signer’s
certificate was valid, the digital signature nust be verified and the
follow ng conditions satisfied:

1. the time-stanp (or time mark) was applied before the end of the
validity period of the signer’s certificate,

2. the tine-stanp (or tinme mark) was applied either while the
signer’s certificate was not revoked or before the revocation
date of the certificate.

Thus a tine-stanmp (or tine mark) applied in this manner proves that
the digital signature was created while the signer’s certificate was
valid. This concept proves the validity of a digital signature over
the whole of any certificate chain.

Policy requirements to cover that case is the primary reason of this

docunent. However, it should be observed that these policy
requirenents can be used to address other needs.
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The electronic tine stanmp is gaining interest fromthe business
sector as an inportant conponent of electronic signatures. It is

al so featured by the ETSI Electronic Signhature Format standard [TS
101733] or Electronic Signature Formats for long termelectronic
signatures [ RFC 3126], built upon the Tine-Stanp Protocol [RFC 3161].
Agreed mininmumsecurity and quality requirenments are necessary in
order to ensure trustworthy validation of long-termelectronic

si gnat ur es.

The European Directive 1999/93/EC [Dir 99/93/EC] defines
certification service provider as "an entity or a |legal or natura
person who issues certificates or provides other services related to
el ectronic signatures”. One exanple of a certification-service-
provider is a Time-Stanmping Authority.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC 2119].

2. Overview

These policy requirenments are ained at tinme-stanping services used in
support of qualified electronic signatures (i.e., inline with
article 5.1 of the European Directive on a comunity framework for

el ectronic signhatures) but may be applied to any application
requiring to prove that a datum existed before a particular tine.

These policy requirenments are based on the use of public key

crypt ography, public key certificates and reliable tinme sources. The
present docunent may be used by independent bodies as the basis for
confirmng that a TSA may be trusted for providing tine-stanping
services

Thi s docunent addresses requirenents for synchronizing TSAs issuing
time-stanp tokens with Coordinated universal tinme (UTC) and digitally
si gned by TSUs.

Subscriber and relying parties should consult the TSA's practice
statenent to obtain further details of precisely howthis tine-stanp
policy is inplenented by the particular TSA (e.g., protocols used in
providing this service).

Thi s docunent does not specify:

- protocols used to access the TSUs;

Pi nkas, et al. I nf or mat i onal [ Page 4]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003

NOTE 1: A tine-stanping protocol is defined in RFC 3161 [ RFC 3161]
and profiled in TS 101 861 [TS 101861].

- howthe requirenents identified herein may be assessed by an
i ndependent body;

- requirements for information to be nade available to such
i ndependent bodi es;

- requirenents on such i ndependent bodi es.

NOTE 2: See CEN Workshop Agreenent 14172 "EESSI Confornity Assessment
Gui dance" [COWA 14172].

3. Definitions and Abbrevi ations
3.1. Definitions

For the purposes of the present docunent, the follow ng terns and
definitions apply:

NOTE: Where a definition is copied froma referenced docunent this is
i ndi cated by inclusion of the reference identifier nunber at the end
of the definition

relying party: recipient of a time-stanp token who relies on that
ti me-stanp token.

subscriber: entity requiring the services provided by a TSA and which
has explicitly or inplicitly agreed to its terns and
condi tions.

ti me-stanp token: data object that binds a representation of a datum
to a particular tinme, thus establishing evidence that the datum
exi sted before that tine.

time-stanping authority: authority which issues tine-stanp tokens.
TSA Disclosure statenment: set of statenents about the policies and
practices of a TSA that particularly require enphasis or
di scl osure to subscribers and relying parties, for exanple to
meet regul atory requirenents.

TSA practice statenment: statement of the practices that a TSA enpl oys
in issuing time-stanp tokens.

TSA system conposition of IT products and conponents organi zed to
support the provision of tine-stanping services.

Pi nkas, et al. I nf or mat i onal [ Page 5]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003

time-stanp policy: naned set of rules that indicates the
applicability of a time-stanp token to a particular comunity
and/ or class of application with conmon security requirenents.

time-stanping unit: set of hardware and software which is nanaged as
a unit and has a single tinme-stanp token signing key active at
atine.

Coordi nated Universal Time (UTC): Tine scale based on the second as
defined in | TR Recomendati on TF. 460-5 [ TF. 460- 5] .

NOTE: For nost practical purposes UTC is equivalent to nean
solar time at the prime neridian. Mre specifically, UCis a
conmprom se between the highly stable atomc tinme (Tenps

At om que | nternational

- TAl) and solar tine derived fromthe irregular Earth
rotation (related to the Greenwi ch nean sidereal tine (GVBT) by
a conventional relationship). (See annex A for nore details).

UTC(k): Tine-scale realized by the laboratory "k" and kept in close
agreenment with UTC, with the goal to reach plus or m nus 100
ns. (See | TU-R Recommendation TF.536-1 [ TF.536-1]).

NOTE: A list of UTC(k) laboratories is given in section 1 of
Crcular T disseninated by Bl PM and avail able fromthe Bl PM
website (http://ww. bi pmorg/).

3.2. Abbreviations

For the purposes of the present docunent, the follow ng abbreviations
appl y:
TSA Time-Stanping Authority
TSU Ti me-Stanping Unit
TST Time-Stanp Token
UTC Coordi nated Universal Tine
4. General Concepts
4.1. Time-Stanping Services
The provision of time-stanping services is broken down into the
foll owi ng conmponent services for the purposes of classifying
requirenents:

- Tinme-stanping provision: This service conponent generates
ti me-stanp tokens.
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- Time-stanmpi ng managenment: The service conmponent that nonitors and
controls the operation of the tine-stanping services to ensure
that the service is provided as specified by the TSA. This
service conponent is responsibile for the installation and
de-installation of the tine-stanping provision service. For
exanpl e, tine-stanpi ng managenent ensures that the clock used for
time-stanping is correctly synchronized with UTC

Thi s subdivision of services is only for the purposes of clarifying
the requirenents specified in the current docunent and pl aces no
restrictions on any subdivision of an inplenentation of tinme-stanping
services

4.2. Time-Stanping Authority

The authority to issue time-stanp tokens, trusted by the users of the
ti me-stanping services, i.e., subscribers and relying parties, is
called the Time-Stamping Authority (TSA). TSA has overal
responsibility for time-stanping services identified in clause 4.1
The TSA has responsibility for the operation of one or nore TSU s

whi ch creates and signs on behalf of the TSA. The TSA responsible
for issuing a tine-stanp token is identifiable (see 7.3.1 h).

The TSA may use other parties to provide parts of the Ti nme-Stanping
Services. However, the TSA always maintains overall responsibility
and ensures that the policy requirenents identified in the present
docunent are met. For exanple, a TSA may sub-contract all the
conponent services, including the services which generate tine-stanp
tokens using the TSU s keys. However, the private key or keys used
to generate the tine-stanp tokens belong to the TSA whi ch naintains
overall responsibility for meeting the requirenents in this docunent.

A TSA may operate several identifiable time-stanping units. Each
unit has a different key. See Annex B for possible inplenentations.

A TSA is a certification-service-provider, as defined in the EU
Directive on Electronic Signatures (see article 2(11)), which issues
ti me-stanp tokens.

4.3. Subscri ber

The subscri ber may be an organi zation conprising several end-users or
an individual end-user.

When the subscriber is an organi zati on, sone of the obligations that

apply to that organization will have to apply as well to the end-
users. In any case the organization will be held responsible if the
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obligations fromthe end-users are not correctly fulfilled and
therefore the organization is expected to suitably informits end
users.

When the subscriber is an end-user, the end-user will be held
directly responsible if its obligations are not correctly fulfilled.

4.4. Time-Stanp Policy and TSA Practice Statenent

This section explains the relative roles of Tine-stanp policy and TSA
practice statenment. It places no restriction on the formof a tine-
stanp policy or practice statenent specification

4.4.1. Purpose

In general, the tine-stanp policy states "what is to be adhered to,"
while a TSA practice statenent states "how it is adhered to", i.e.
the processes it will use in creating tinme-stanps and maintaining the
accuracy of its clock. The relationship between the tinme-stanp
policy and TSA practice statenment is simlar in nature to the

rel ati onship of other business policies which state the requirements
of the business, while operational units define the practices and
procedures of how these policies are to be carried out.

The present docunent specifies a tine-stanp policy to nmeet genera
requirenents for trusted time-stanping services. TSAs specify in TSA
practice statenments how these requirements are net.

4.4.2. Level of Specificity

The TSA practice statenent is nore specific than a tine-stanp policy.
A TSA practice statenment is a nore detail ed description of the terns
and conditions as well as business and operational practices of a TSA
in issuing and otherw se managi ng ti ne-stanping services. The TSA
practice statement of a TSA enforces the rules established by a
time-stanp policy. A TSA practice statenment defines how a specific
TSA neets the technical, organizational and procedural requirenments
identified in a time-stanp policy.

NOTE: Even | ower-level internal docunentation may be appropriate for
a TSA detailing the specific procedures necessary to conplete the
practices identified in the TSA practice statenent.

4.4.3. Approach
The approach of a time-stanp policy is significantly different froma

TSA practice statenent. A tinme-stanp policy is defined independently
of the specific details of the specific operating environnment of a
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5

5

TSA, whereas a TSA practice statement is tailored to the

organi zational structure, operating procedures, facilities, and
computing environnent of a TSA. A tine-stanp policy may be defined
by the user of tines-stanp services, whereas the TSA practice
statenent is always defined by the provider

Ti me- Stanp Pol i ci es
1. Overview

A time-stanmp policy is a "naned set of rules that indicates the
applicability of a time-stanp token to a particular conmmunity and/or
class of application with common security requirements" (see cl auses
3.1 and 4.4).

The present docunent defines requirements for a baseline tine-stanp
policy for TSAs issuing tinme-stanp tokens, supported by public key
certificates, with an accuracy of 1 second or better

NOTE 1: Wthout additional measures the relying party may not be able
to ensure the validity of a time-stanp token beyond the end of the
validity period of the supporting certificate. See Annex C on
verification of the validity of a tinme-stanp token beyond the
validity period of the TSU s certificate.

A TSA may define its own policy which enhances the policy defined in
this document. Such a policy shall incorporate or further constrain
the requirenents identified in this docunent.

If an accuracy of better than 1 second is provided by a TSA and if

all the TSUs have that sanme characteristics, then the accuracy shal
be indicated in the TSA's di scl osure statenment (see section 7.1.2)
that each tine-stanp token is issued with an accuracy of better than
1 second.

NOTE 2: It is required that a tine-stanp token includes an identifier
for the applicable policy (see section 7.3.1).

2. Identification

The object-identifier [X 208] of the baseline tine-stanp policy is:
itu-t(0) identified-organization(4) etsi(0) tine-stanp-policy(2023)
policy-identifiers(l) baseline-ts-policy (1)

In the TSA di scl osure statement made avail abl e to subscribers and
relying parties, a TSA shall also include the identifier for the
time-stanp policy to indicate its confornance.
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5.3. User Community and Applicability

This policy is ained at neeting the requirenents of timne-stanping
qualified electronic signatures (see European Directive on Electronic
Signatures) for long termvalidity (e.g., as defined in TS 101 733

[ TS 101733]), but is generally applicable to any requirenent for an
equi val ent quality.

This policy may be used for public time-stanping services or tinme-
stanping services used within a closed community.

5.4. Conformance

The TSA shall use the identifier for the tine-stanp policy in tine-
stanp tokens as given in section 5.2, or define its own tinme-stanp
policy that incorporates or further constrains the requirenents
identified in the present docunent:

a) if the TSA clainms confornmance to the identified tine-stanp policy
and makes avail abl e to subscribers and relying parties on request
the evidence to support the claimof conformance; or

b) if the TSA has been assessed to conformto the identified tine-
stanp policy by an independent party.

A conformant TSA must denonstrate that:
a) it neets its obligations as defined in section 6.1;
b) it has inplenented controls which neet the requirenments specified
in section 7.

6. Obligations and Liability

6.1. TSA Obligations

6.1.1. Cenera
The TSA shall ensure that all requirements on TSA, as detailed in
section 7, are inplemented as applicable to the selected trusted
ti me-stanp policy.
The TSA shall ensure conformance with the procedures prescribed in
this policy, even when the TSA functionality is undertaken by sub-
contractors.
The TSA shall al so ensure adherence to any additional obligations

indicated in the tinme-stanp either directly or incorporated by
ref erence
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The TSA shall provide all its tine-stanping services consistent with
its practice statenent.

6.1.2. TSA Obligations Towards Subscribers

The TSA shall neet its clains as given inits terns and conditions
including the availability and accuracy of its service.

6.2. Subscriber Obligations

The current docurent places no specific obligations on the subscriber
beyond any TSA specific requirements stated in the TSA's terns and
condi tion.

NOTE: It is advisable that, when obtaining a tinme-stanp token, the
subscriber verifies that the tine-stanp token has been correctly
signed and that the private key used to sign the tine-stanp token has
not been conproni sed

6.3. Relying Party Obligations

The terns and conditions nmade available to relying parties (see
section 7.1.2) shall include an obligation on the relying party that,
when relying on a tinme-stanp token, it shall

a) verify that the time-stanp token has been correctly signed and
that the private key used to sign the tine-stanmp has not been
conprom sed until the time of the verification

NOTE: During the TSU s certificate validity period, the validity
of the signing key can be checked using current revocation status
for the TSU s certificate. |If the tine of verification exceeds
the end of the validity period of the corresponding certificate,
see annex C for gui dance.

b) take into account any limtations on the usage of the tine-stanp
i ndi cated by the tinme-stanp policy;

c) take into account any other precautions prescribed in agreements
or el sewhere.

6.4. Liability
The present docunment does not specify any requirement on liability.

In particular, it should be noticed that a TSA may disclaimor [imt
any liability unless otherw se stipulated by the applicable | aw.
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7

Requi rements on TSA Practices

The TSA shall inplenent the controls that nmeet the follow ng
requirenents.

These policy requirenments are not nmeant to inply any restrictions on
charging for TSA services.

The requirenents are indicated in terms of the security objectives,
foll owed by nore specific requirenents for controls to neet those
obj ectives where it is necessary to provide confidence that those
obj ective will be net.

NOTE: The details of controls required to neet an objective is a
bal ance between achi eving the necessary confidence whil st
mnimzing the restrictions on the techniques that a TSA may
enploy in issuing time-stanp tokens. 1In the case of section 7.4
(TSA managenent and operation), a reference is nade to a source of
nmore detailed control requirenments. Due to these factors the
specificity of the requirenments given under a given topic nmay
vary.

The provision of a tinme-stanp token in response to a request is at
the discretion of the TSA depending on any service |evel agreenents
with the subscriber.

1. Practice and Di scl osure Statenents
1.1. TSA Practice Statenent

The TSA shall ensure that it denonstrates the reliability necessary
for providing tine-stanping services.

In particular:

a) The TSA shall have a risk assessnent carried out in order to
eval uate business assets and threats to those assets in order to
determ ne the necessary security controls and operationa
pr ocedures.

b) The TSA shall have a statenent of the practices and procedures
used to address all the requirenents identified in this tinme-stanp

policy.

NOTE 1: This policy makes no requirenent as to the structure of
the TSA practice statenent.

Pi nkas, et al. I nf or mat i onal [ Page 12]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003

7

1.

c) The TSA's practice statenent shall identify the obligations of al
ext ernal organizations supporting the TSA services including the
appl i cabl e policies and practices.

d) The TSA shall nake avail able to subscribers and relying parties
its practice statement, and other rel evant docunentation, as
necessary, to assess conformance to the time-stanp policy.

NOTE 2: The TSA is not generally required to make all the details
of its practices public.

e) The TSA shall disclose to all subscribers and potential relying
parties the terns and conditions regarding use of its time-
stanping services as specified in section 7.1.2.

f) The TSA shall have a high | evel managenent body with fina
authority for approving the TSA practice statenent.

g) The senior nmanagenent of the TSA shall ensure that the practices
are properly inplemented.

h) The TSA shall define a review process for the practices including
responsibilities for maintaining the TSA practice statenent.

i) The TSA shall give due notice of changes it intends to nake inits
practice statement and shall, follow ng approval as in (f) above,
make the revised TSA practice statenent inmedi ately avail abl e as
requi red under (d) above.

2. TSA Disclosure Statenent

The TSA shall disclose to all subscribers and potential relying
parties the terns and conditions regarding use of its tine-stanping
services. This statenent shall at |east specify for each tine-stanp
policy supported by the TSA

a) The TSA contact information.

b) The tine-stanp policy being applied.

c) At |east one hashing algorithmwhich my be used to represent the
datum being tine-stanped. (No hash al gorithmis nandated).

d) The expected life-time of the signature used to sign the time-
stanp token (depends on the hashing al gorithm being used, the
signature al gorithm being used and the private key | ength).
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e)

f)
g9)
h)

i)

n)

The accuracy of the tine in the tinme-stanp tokens with respect to
UTC.

Any limtations on the use of the time-stanping service.
The subscriber’s obligations as defined in section 6.2, if any.
The relying party’s obligations as defined in section 6.3.

Information on howto verify the tine-stanp token such that the
relying party is considered to "reasonably rely" on the tine-stanp
token (see section 6.3) and any possible limtations on the
validity peri od.

The period of time during which TSA event |ogs (see section
7.4.10) are retained.

The applicable I egal system including any claimto neet the
requi renents on time-stanpi ng services under national |aw

Limtations of liability.
Procedures for conplaints and dispute settlenent.

If the TSA has been assessed to be conformant with the identified
time-stanp policy, and if so by which i ndependent body.

NOTE 1: It is also recommended that the TSA includes in its

ti me-stanping disclosure statenment availability of its service,
for exanple the expected nean tine between failure of the tine-
stanping service, the nean time to recovery following a failure,
and provisions made for disaster recovery including back-up
servi ces;

This information shall be avail abl e through a durabl e neans of
communi cation. This information shall be available in a readily
under st andabl e | anguage. It may be transmitted electronically.

NOTE 2: A nodel TSA disclosure statenent which nmay be used as the
basis of such a communication is given in annex D. Alternatively
this may be provided as part of a subscriber / relying party
agreenent. These TSA disclosure statenents may be included in a
TSA practice statenment provided that they are conspicuous to the
r eader.
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7

7

7

2

2

2

Key Managenent Life Cycle
1. TSA Key Ceneration

The TSA shall ensure that any cryptographic keys are generated in
under controlled circunstances.

In particul ar:
a) The generation of the TSU s signing key(s) shall be undertaken in

a physically secured environment (see section 7.4.4) by personne
in trusted roles (see section 7.4.3) under, at |east, dua

control. The personnel authorized to carry out this function
shall be limted to those requiring to do so under the TSA s
practi ces.

b) The generation of the TSU s signing key(s) shall be carried out
within a cryptographi c nodul e(s) which either:

- nmeets the requirements identified in FIPS 140-1 [FI PS 140- 1]
| evel 3 or higher, or

- nmeets the requirenments identified in CEN Wrkshop Agreenent
14167-2 [ CWA 14167-2], or

- is atrustworthy systemwhich is assured to EAL 4 or higher in
accordance to | SO 15408 [1 SO 15408], or equival ent security
criteria. This shall be to a security target or protection
profile which neets the requirenments of the current docunent,
based on a risk analysis and taking into account physical and
ot her non-technical security measures.

c) The TSU key generation algorithm the resulting signing key |length
and signature algorithmused for signing tine-stanp tokens key
shal | be recogni zed by any national supervisory body, or in
accordance with existing current state of art, as being fit for
the purposes of tinme-stanp tokens as issued by the TSA

2. TSU Private Key Protection

The TSA shall ensure that TSU private keys remain confidential and
maintain their integrity.

In particul ar:

a) The TSU private signing key shall be held and used within a
crypt ographi ¢ nodul e whi ch
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- nmeets the requirenments identified in FIPS 140-1 [FI PS 140- 1]
| evel 3 or higher; or

- nmeets the requirenents identified in CEN Wrkshop Agreenent
14167-2 [ CWA 14167-2]; or

- is atrustworthy systemwhich is assured to EAL 4 or higher in
accordance to | SO 15408 [1 SO 15408], or equival ent security
criteria. This shall be a security target or protection profile
whi ch neets the requirenents of the current docunent, based on
a risk analysis and taking into account physical and other
non-techni cal security measures.

NOTE: Backup of TSU private keys is deprecated in order to
mnimze risk of key conprom se

b) If TSU private keys are backed up, they shall be copied, stored
and recovered only by personnel in trusted roles using, at |east,
dual control in a physically secured environment. (see section
7.4.4). The personnel authorized to carry out this function shal
be limted to those requiring to do so under the TSA's practi ces.

c) Any backup copies of the TSU private signing keys shall be
protected to ensure its confidentiality by the cryptographic
modul e before being stored outside that device

7.2.3. TSU Public Key Distribution

The TSA shall ensure that the integrity and authenticity of the TSU
signature verification (public) keys and any associ ated paraneters
are maintained during its distribution to relying parties.

In particul ar:

a) TSU signature verification (public) keys shall be nade avail abl e
to relying parties in a public key certificate.

NOTE: For exanple, TSU s certificates may be issued by a
certification authority operated by the same organi zation as the
TSA, or issued by another authority.

b) The TSU s signature verification (public) key certificate shall be
i ssued by a certification authority operating under a certificate
policy which provides a |level of security equivalent to, or higher
than, this tinme-stanping policy.
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7.2.4. Rekeying TSU s Key

The life-tinme of TSU s certificate shall be not |onger than the
period of tinme that the chosen algorithmand key length is recognized
as being fit for purpose (see section 7.2.1c)).

NOTE 1: The follow ng additional considerations apply when liniting
that lifetine:

- Section 7.4.10 requires that records concerning tine-stanping
services shall be held for a period of time,as appropriate, for at
| east 1 year after the expiration of the validity of the TSU s
signing keys. The longer the validity period of the TSU
certificates will be, the longer the size of the records to be
kept will be.

- Should a TSU private key be conprom sed, then the | onger the
life-tine, the nore affected time-stanp tokens there will be.

NOTE 2: TSU key conpromni se does not only depend on the
characteristics of the cryptographic nodul e being used but al so on
the procedures being used at systeminitialization and key export
(when that function is supported).

7.2.5. End of TSU Key Life Cycle

The TSA shall ensure that TSU private signing keys are not used
beyond the end of their life cycle.

In particul ar:

a) Operational or technical procedures shall be in place to ensure
that a new key is put in place when a TSU s key expires.

b) The TSU private signing keys, or any key part, including any
copi es shall be destroyed such that the private keys cannot be
retrieved.

c) The TST generation system SHALL reject any attenpt to issue TSTs
if the signing private key has expired.

7.2.6. Life Cycle Managenent of the Cryptographic Mddul e used to Sign
Ti me- St anps

The TSA shall ensure the security of cryptographic hardware
throughout its lifecycle.
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7

7

I'n

a)

b)

d)

e)

3.

3.

1.

particul ar the TSA shall ensure that:

Ti me-stanp token signing cryptographic hardware i s not tanpered
wi th during shipnent;

Ti me-stanp token signing cryptographic hardware is not tanpered
with while stored;

Installation, activation and duplication of TSU s signing keys in
crypt ographi ¢ hardware shall be done only by personnel in trusted
roles using, at least, dual control in a physically secured
environment. (see section 7.4.4);

Ti me-stanmp token signing cryptographic hardware is functioning
correctly; and

TSU private signing keys stored on TSU cryptographic nodul e are
erased upon device retirenent.

Ti me- St anpi ng

Ti me- St anp Token

The TSA shall ensure that tinme-stanp tokens are issued securely and
include the correct tine.

I'n

a)

b)

c)

particul ar:

The tinme-stanp token shall include an identifier for the tine-
stanp policy;

Each tinme-stanp token shall have a unique identifier;

The tinme values the TSU uses in the tine-stanp token shall be
traceable to at | east one of the real tine values distributed by a
UTC(k) | aboratory.

NOTE 1: The Bureau International des Poids et Mesures (Bl PM
computes UTC on the basis of its local representations UTC(k) from
a |l arge ensenble of atomc clocks in national metrology institutes
and national astrononical observatories round the world. The BIPM
di sseminates UTC through its monthly CGrcular T [list 1]. This is
avai |l abl e on the BIPM website (www bipmorg) and it officially
identifies all those institutes having recognized UTC(k) tine

scal es.
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d)

e)

f)

9)

h)

7.3.2.

The tinme included in the tine-stanp token shall be synchronized
with UTC within the accuracy defined in this policy and, if
present, within the accuracy defined in the tine-stanmp token
itself;

If the time-stanp provider’s clock is detected (see section
7.3.2c)) as being out of the stated accuracy (see section 7.1.2e))
then time-stanp tokens shall not be issued.

The tinme-stanp token shall include a representation (e.g., hash
val ue) of the datum being tinme-stanped as provided by the

request or;

The tine-stanp token shall be signed using a key generated
exclusively for this purpose.

NOTE 2: A protocol for a tinme-stanp token is defined in RFC 3631
and profiled in TS 101 861 [TS 101861].

NOTE 3: In the case of a number of requests at approximtely the
same time, the ordering of the time within the accuracy of the TSU
clock is not nandated.

The tine-stanp token shall include:

- where applicable, an identifier for the country in which the
TSA is established;

- an identifier for the TSA
- an identifier for the unit which issues the tine-stanps.

Cl ock Synchronization with UTC

The TSA shall ensure that its clock is synchronized with UTC within
t he decl ared accuracy.

In particul ar:

a)

b)

The calibration of the TSU cl ocks shall be naintai ned such that
the clocks shall not be expected to drift outside the declared
accuracy.

The TSU cl ocks shall be protected against threats which could
result in an undetected change to the clock that takes it outside
its calibration.
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7

4.

c)

d)

1.

NOTE 1: Threats may include tanpering by unauthorized personnel,
radio or electrical shocks.

The TSA shall ensure that, if the time that would be indicated in
a tine-stanp token drifts or junps out of synchronization with
UTC, this will be detected (see also 7.3.1e)).

NOTE 2: Relying parties are required to be informed of such events
(see section 7.4.8).

The TSA shall ensure that clock synchronization is naintai ned when
a | eap second occurs as notified by the appropriate body. The
change to take account of the |eap second shall occur during the

|l ast mnute of the day when the | eap second is scheduled to occur.
A record shall be maintained of the exact time (within the

decl ared accuracy) when this change occurred. See annex A for
nmore details

NOTE 3: A leap second is an adjustnent to UTC by skipping or
addi ng an extra second on the | ast second of a UTC nonth. First
preference is given to the end of Decenber and June, and second
preference is given to the end of March and Septenber.

TSA Managenent and Operation

Security Managenent

The TSA shall ensure that the adm nistrative and nmanagenent
procedures applied are adequate and correspond to recogni zed best
practi ce.

I'n

particul ar:

TSA Gener al

a)

The TSA shall retain responsibility for all aspects of the

provi sion of tine-stanping services within the scope of this

ti me-stanp policy, whether or not functions are outsourced to
subcontractors. Responsibilities of third parties shall be
clearly defined by the TSA and appropriate arrangenents nade to
ensure that third parties are bound to inplenent any controls
required by the TSA. The TSA shall retain responsibility for the
di scl osure of relevant practices of all parties.
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b) The TSA managenent shall provide direction on information security
through a suitable high | evel steering forumthat is responsible
for defining the TSA's information security policy. The TSA shal
ensure publication and conmuni cation of this policy to al
enpl oyees who are inpacted by it.

c) The information security infrastructure necessary to nanage the
security within the TSA shall be maintained at all tines. Any
changes that will inpact on the |evel of security provided shal
be approved by the TSA nanagenent forum

NOTE 1: See ISQ I EC 17799 [ISO 17799] for guidance on infornation
security nmanagenent including information security infrastructure,
managenent information security forumand i nformation security
pol i ci es.

d) The security controls and operating procedures for TSA facilities,
systems and information assets providing the time-stanping
services shall be docunented, inplenented and naintai ned.

NOTE 2: The present documentation (commonly called a system
security policy or manual) should identify all relevant targets,
obj ects and potential threats related to the services provided and
the safeguards required to avoid or limt the effects of those
threats, consistent with the R sk Assessnent required under
section 7.1.1a). It should describe the rules, directives and
procedures regardi ng how the specified services and the associ ated
security assurance are granted in addition to stating policy on

i ncidents and di sasters.

e) TSA shall ensure that the security of information is naintained
when the responsibility for TSA functions has been outsourced to
anot her organi zation or entity.

7.4.2. Asset Cassification and Managenent

The TSA shall ensure that its information and other assets receive an
appropriate level of protection

In particular:
- The TSA shall maintain an inventory of all assets and shall assign

a classification for the protection requirenents to those assets
consistent with the risk analysis.

Pi nkas, et al. I nf or mat i onal [ Page 21]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003

7.4.3.

Personnel Security

The TSA shall ensure that personnel and hiring practices enhance and
support the trustworthiness of the TSA's operations.

In particular (TSA general):

a)

b)

d)

The TSA shall empl oy personnel which possess the expert know edge,
experience and qualifications necessary for the offered services
and as appropriate to the job function

NOTE 1: TSA personnel should be able to fulfill the requirenent of
"expert know edge, experience and qualifications" through fornal
training and credentials, actual experience, or a conbination of

t he two.

NOTE 2: Personnel enployed by a TSA include individual personne
contractually engaged in performing functions in support of the
TSA's time-stanping services. Personnel who may be involved in
moni toring the TSA services need not be TSA personnel

Security roles and responsibilities, as specified in the TSA' s
security policy, shall be docunented in job descriptions. Trusted
roles, on which the security of the TSA's operation is dependent,
shall be clearly identified.

TSA personnel (both tenporary and permanent) shall have job
descriptions defined fromthe view point of separation of duties
and | east privilege, determning position sensitivity based on the
duties and access |evels, background screening and enpl oyee
training and awareness. Were appropriate, these shal
differentiate between general functions and TSA specific
functions. These should include skills and experience
requirenents.

Personnel shall exercise administrative and nanagenent procedures
and processes that are in line with the TSA's information security
management procedures (see section 7.4.1).

NOTE 3: See | SO IEC 17799 [1SO 17799] for gui dance.

The foll owi ng additional controls shall be applied to tine-
st anpi hg nmanagemnent :

Manageri al personnel shall be enpl oyed who possess:

- know edge of tine-stanping technol ogy; and
- know edge of digital signature technol ogy; and
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f)

9)

h)

7.4.4.

- know edge of mechani snms for calibration or synchronization the
TSU cl ocks with UTC, and

- famliarity with security procedures for personnel with security
responsibilities; and

- experience with information security and risk assessnent.

Al'l TSA personnel in trusted roles shall be free fromconflict of
interest that mght prejudice the inpartiality of the TSA
oper ati ons.

Trusted roles include roles that involve the follow ng
responsibilities:

- Security Oficers: Overall responsibility for adm nistering the
i npl ementation of the security practices.

- System Administrators: Authorized to install, configure and
mai ntain the TSA trustworthy systems for tine-stanping
managenent .

- System Qperators: Responsible for operating the TSA trustworthy
systens on a day-to-day basis. Authorized to perform system
backup and recovery.

- System Auditors: Authorized to view archives and audit |ogs of
the TSA trustworthy systens.

TSA personnel shall be formally appointed to trusted rol es by
seni or managenent responsible for security.

The TSA shall not appoint to trusted rol es or nanagenent any
person who is known to have a conviction for a serious crime or
other offense which affects his/her suitability for the position
Personnel shall not have access to the trusted functions until any
necessary checks are conpl et ed.

NOTE 4: In sone countries it may not be possible for TSA to obtain
i nformati on on past convictions w thout the collaboration of the
candi dat e enpl oyee.

Physi cal and Environmental Security

The TSA shall ensure that physical access to critical services is
controll ed and physical risks to its assets mninized.
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In particular (general):

a) For both the tinme-stanping provision and the tine-stanping
managenent :

- physical access to facilities concerned with tine-stanping
services shall be linmted to properly authorized individuals;

- controls shall be inplenmented to avoid | oss, damage or
comprom se of assets and interruption to business activities;
and

- controls shall be inplenented to avoid conprom se or theft of
i nformati on and i nformation processing facilities.

b) Access controls shall be applied to the cryptographic nodule to
meet the requirements of security of cryptographic nodul es as
identified in clauses 7.2.1 and 7.2. 2.

c) The follow ng additional controls shall be applied to tinme-
st anpi hg nmanagenent :

- The tine-stanping managenent facilities shall be operated in an
envi ronment which physically protects the services from
conprom se through unauthorized access to systens or data.

- Physical protection shall be achieved through the creation of
clearly defined security perinmeters (i.e., physical barriers)
around the time-stanpi ng managenment. Any parts of the prem ses
shared with other organizations shall be outside this
peri neter.

- Physical and environnmental security controls shall be
implemented to protect the facility that houses system
resources, the systemresources thenselves, and the facilities
used to support their operation. The TSA s physical and
environmental security policy for systens concerned with tine-
st anpi ng nanagenent shall address as a mininumthe physica
access control, natural disaster protection, fire safety
factors, failure of supporting utilities (e.g., power,
tel econmuni cations), structure collapse, plunbing |eaks,
protection against theft, breaking and entering, and disaster
recovery.

- Controls shall be inplenmented to protect agai nst equi prent,
informati on, media and software relating to the time-stanping
services being taken off-site w thout authorization

NOTE 1: See ISQ IEC 17799 [1SO 17799] for guidance on physical and
envi ronment al security.
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NOTE 2: Other functions may be supported within the sane secured
area provided that the access is limted to authorized personnel

7.4.5. (Qperations Managenent

The TSA shall ensure that the TSA system conponents are secure and
correctly operated, with nminiml risk of failure:

In particular (general):

a) The integrity of TSA system conponents and infornation shall be
protected agai nst viruses, malicious and unauthorized software.

b) Incident reporting and response procedures shall be enployed in
such a way that damage from security incidents and mal functions
shal | be m nim zed

c) Media used within the TSA trustworthy systens shall be securely
handl ed to protect media from danmage, theft, unauthorized access
and obsol escence.

NOTE 1: Every nenber of personnel w th nanagenment responsibilities
is responsible for planning and effectively inplenenting the
time-stanp policy and associ ated practices as docunented in the
TSA practice statenent.

d) Procedures shall be established and inplemented for all trusted
and adm nistrative roles that inpact on the provision of tine-
st anpi ng servi ces.

Medi a handl i ng and security

e) Al media shall be handl ed securely in accordance with
requirenents of the information classification schene (see section
7.4.2). Media containing sensitive data shall be securely
di sposed of when no | onger required.

Syst em Pl anni ng

f) Capacity demands shall be nonitored and projections of future

capacity requirenents nade to ensure that adequate processing
power and storage are avail abl e.
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I ncident reporting and response

g) The TSA shall act in a timely and coordi nated manner in order to
respond quickly to incidents and to Iimt the inpact of breaches
of security. Al incidents shall be reported as soon as possible
after the incident.

The foll owi ng additional controls shall be applied to tine-stanping
nmanagenent :

Qperations procedures and responsibilities
h) TSA security operations shall be separated from other operations.
NOTE 2: TSA security operations’ responsibilities include:

- operational procedures and responsibilities;

- secure systens planning and acceptance;

- protection frommalicious software;

- housekeepi ng;

- network nmanagenent;

- active nonitoring of audit journals, event analysis and
fol | ow up;

- nmedia handling and security;

- data and software exchange.

These operations shall be managed by TSA trusted personnel, but, may
actually be perforned by, non-specialist, operational personnel
(under supervision), as defined within the appropriate security
policy, and, roles and responsibility docunments.

7.4.6. System Access Managenent

The TSA shall ensure that TSA systemaccess is limted to properly
aut hori zed i ndi vi dual s.

In particular (general):

a) Controls (e.g., firewalls) shall be inplemented to protect the
TSA's internal network domains from unauthorized access incl uding
access by subscribers and third parties.

NOTE 1: Firewalls should also be configured to prevent all
protocol s and accesses not required for the operation of the TSA
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b) The TSA shall ensure effective adm nistration of user (this
i ncl udes operators, adm nistrators and auditors) access to
mai ntain system security, including user account managenent,
auditing and tinely nodification or renoval of access.

c) The TSA shall ensure that access to information and application
system functions is restricted in accordance with the access
control policy and that the TSA system provi des sufficient
comput er security controls for the separation of trusted roles
identified in TSA's practices, including the separation of
security adm nistrator and operation functions. Particularly, use
of systemutility prograns is restricted and tightly controll ed.

d) TSA personnel shall be properly identified and authenticated
before using critical applications related to tine-stanping.

e) TSA personnel shall be accountable for their activities, for
exanpl e by retaining event |ogs (see section 7.4.10).

The foll owi ng additional controls shall be applied to tine-stanping
managenent :

f) The TSA shall ensure that |ocal network conponents (e.g., routers)
are kept in a physically secure environment and that their
configurations are periodically audited for conpliance with the

requi renents specified by the TSA

g) Continuous nonitoring and alarmfacilities shall be provided to
enable the TSA to detect, register and react in a tinmely manner upon
any unaut horized and/or irregular attenpts to access its resources.

NOTE 2: This may use, for exanple, an intrusion detection system
access control monitoring and alarmfacilities.

7.4.7. Trustworthy Systens Depl oynent and Mai ntenance

The TSA shall use trustworthy systens and products that are protected
agai nst nodi fication.

NOTE: The risk analysis carried out on the TSA's services (see

section 7.1.1) should identify its critical services requiring
trustworthy systens and the |evels of assurance required.
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I'n

a)

b)

7.4.8.

particul ar:

An anal ysis of security requirenents shall be carried out at the
design and requirenents specification stage of any systens

devel opnment project undertaken by the TSA or on behal f of the TSA
to ensure that security is built into IT systens.

Change control procedures shall be applied for rel eases,
nmodi fi cati ons and energency software fixes of any operationa
sof tware

Conprom se of TSA Services

The TSA shall ensure in the case of events which affect the security

of

the TSA's services, including conprom se of TSU s private signing

keys or detected |loss of calibration, that relevant information is
made avail able to subscribers and relying parties.

I'n

a)

b)

d)

particul ar:

The TSA's di saster recovery plan shall address the conpromn se or
suspected conpromi se of TSU s private signing keys or |oss of
calibration of a TSU clock, which may have affected tine-stanp

t okens which have been issued.

In the case of a comprom se, or suspected conprom se or |oss of
calibration the TSA shall make available to all subscribers and
relying parties a description of conprom se that occurred

In the case of conpronise to a TSU s operation (e.g., TSU key
conmprom se), suspected conprom se or loss of calibration the TSU
shall not issue tinme-stanp tokens until steps are taken to recover
fromthe conprom se

In case of mmjor conprom se of the TSA's operation or |oss of
calibration, wherever possible, the TSA shall nmke available to
all subscribers and relying parties information which may be used
to identify the time-stanp tokens which nay have been affected,

unl ess this breaches the privacy of the TSAs users or the security
of the TSA services.

NOTE: |In case the private key does becone conprom sed, an audit
trail of all tokens generated by the TSA may provide a neans to
di scrim nate between genuine and fal se backdated tokens. Two
time-stanp tokens fromtwo different TSAs may be another way to
address this issue.
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7.4.9. TSA Term nation

The TSA shall ensure that potential disruptions to subscribers and
relying parties are mninmzed as a result of the cessation of the
TSA's time-stanping services, and in particular ensure continued
mai nt enance of information required to verify the correctness of

ti me-stanp tokens.

In particul ar:

a) Before the TSA terminates its tine-stanping services the foll ow ng
procedures shall be executed as a mi ni num

- the TSA shall nake available to all subscribers and relying
parties information concerning its term nation;

- TSA shall terminate authorization of all subcontractors to act
on behalf of the TSA in carrying out any functions relating to
the process of issuing tinme-stanmp tokens;

- the TSA shall transfer obligations to a reliable party for
mai ntai ni ng event |l og and audit archives (see section 7.4.10)
necessary to denonstrate the correct operation of the TSA for a
reasonabl e peri od;

- the TSA shall maintain or transfer to a reliable party its
obligations to make available its public key or its
certificates to relying parties for a reasonabl e period;

- TSU private keys, including backup copies, shall be destroyed
in a manner such that the private keys cannot be retrieved.

b) The TSA shall have an arrangenent to cover the costs to fulfill
these m nimumrequirenents in case the TSA becones bankrupt or for
other reasons is unable to cover the costs by itself.

c) The TSA shall state in its practices the provisions made for
term nation of service. This shall include:

- notification of affected entities;
- transferring the TSA obligations to other parties.

d) The TSA shall take steps to have the TSU s certificates revoked.
7.4.10. Conpliance with Legal Requirenents

The TSA shall ensure conpliance with | egal requirenents.

Pi nkas, et al. I nf or mat i onal [ Page 29]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003

In particul ar:

a) The TSA shall ensure that the requirenents of the European data
protection Directive [Dir 95/46/EC], as inplenented through
national |egislation, are net.

b) Appropriate technical and organi zati onal measures shall be taken
agai nst unaut hori zed or unl awful processing of personal data and
agai nst accidental |oss or destruction of, or damage to, persona
dat a.

c) The information contributed by users to the TSA shall be
compl etely protected fromdisclosure unless with their agreenent
or by court order or other |egal requirenent.

7.4.11. Recording of Information Concerning Operation of Time-Stanping
Servi ces

The TSA shall ensure that all relevant information concerning the
operation of time-stanmping services is recorded for a defined period
of time, in particular for the purpose of providing evidence for the
pur poses of |egal proceedings.

In particul ar:
Gener a

a) The specific events and data to be | ogged shall be docunented by
t he TSA.

b) The confidentiality and integrity of current and archived records
concerni ng operation of time-stanping services shall be
mai nt ai ned.

c) Records concerning the operation of tinme-stanping services shal
be completely and confidentially archived in accordance with
di scl osed busi ness practices.

d) Records concerning the operation of time-stanping services shal
be nmade available if required for the purposes of providing
evi dence of the correct operation of the tine-stanping services
for the purpose of |egal proceedings.

e) The precise tinme of significant TSA environmental, key nanagenent
and cl ock synchroni zati on events shall be recorded.

f) Records concerning tine-stanping services shall be held for a
period of tine after the expiration of the validity of the TSU s
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7

9)

h)

signing keys as appropriate for providing necessary |egal evidence
and as notified in the TSA disclosure statenent (see section
7.1.2).

The events shall be logged in a way that they cannot be easily

del eted or destroyed (except if reliably transferred to | ong-term
media) within the period of time that they are required to be

hel d.

NOTE: This may be achieved, for exanple, through the use of
wite-only nedia, a record of each renovabl e nedia used and the
use of off-site backup

Any information recorded about subscribers shall be kept
confidential except as where agreenent is obtained fromthe
subscriber for its wi der publication

TSU key managenent

i)

i)

Records concerning all events relating to the life-cycle of TSU
keys shall be | ogged.

Records concerning all events relating to the life-cycle of TSU
certificates (if appropriate) shall be | ogged.

Cl ock Synchronization

k)

Records concerning all events relating to synchroni zation of a
TSU s clock to UTC shall be Iogged. This shall include

i nformati on concerning nornal re-calibration or synchronization of
cl ocks use in tinme-stanping.

Records concerning all events relating to detection of |oss of
synchroni zati on shall be | ogged.

Or gani zati onal

The TSA shall ensure that its organization is reliable.

In particular that:

a)

b)

Pol i ci es and procedures under which the TSA operates shall be
non-di scrim natory.

The TSA shall neake its services accessible to all applicants whose
activities fall within its declared field of operation and that
agree to abide by their obligations as specified in the TSA

di scl osure statenent.
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c) The TSAis a legal entity according to national |aw

d) The TSA has a systemor systens for quality and information
security nanagenment appropriate for the time-stanping services it
i s providing.

e) The TSA has adequate arrangenments to cover liabilities arising
fromits operations and/or activities.

f) It has the financial stability and resources required to operate
in conformity with this policy.

NOTE 1: This includes requirements for TSA termnination identified
in section 7.4.9.

g) It employs a sufficient nunber of personnel having the necessary
education, training, technical know edge and experience relating
to the type, range and volume of work necessary to provide tinme-
st anpi ng servi ces.

NOTE 2: Personnel enployed by a TSA include individual personnel
contractually engaged in performng functions in support of the
TSA s time-stanping services. Personnel who may be involved only
in nonitoring the TSA services need not be TSA personnel

h) It has policies and procedures for the resolution of conplaints
and di sputes received fromcustoners or other parties about the
provi sioning of the tinme-stanping services or any other rel ated
matters.

i) It has a properly docunented agreenment and contractua
relati onship in place where the provisioning of services involves
subcontracting, outsourcing or other third party arrangenents.

8. Security Considerations

When verifying tine-stanp tokens it is necessary for the verifier to
ensure that the TSU certificate is trusted and not revoked. This
means that the security is dependent upon the security of the CA that
has issued the TSU certificate for both issuing the certificate and
provi ding accurate revocation status information for that
certificate.

When a time-stanp is verified as valid at a given point of time, this
does not nean that it will necessarily remain valid later on. Every
time, a time-stanp token is verified during the validity period of
the TSU certificate, it nust be verified again against the current
revocation status information, since in case of conprom se of a TSU
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10.

10.

private key, all the tinme-stanp tokens generated by that TSU becone
invalid. Annex C provides guidance about the |long termverification
of time-stanp tokens.

In applying tinme-stanping to applications, consideration also needs

to be given to the security of the application. |In particular, when
applying tine-stanps it is necessary to ensure that the integrity of
data is maintained before the tine-stanp is applied. The requester

ought to really make sure that the hash value included in the tine-

stanp token matches with the hash of the data.
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Annex A (informative): Coordinated Universal Tine

Coordi nated Universal Time (UTC) is the international tine standard
that became effective on January 1, 1972. UTC has superseded
Greenwi ch Mean Tine (GMI), but in practice they are never nore than 1
second different. Hence nmany people continue to refer to GMI when in
fact they operate to UTC

Zero (0) hours UTC is midnight in Geenw ch, England, which lies on
the zero longitudinal meridian. Universal tine is based on a 24 hour
clock, therefore, afternoon hours such as 4 pm UTC are expressed as
16: 00 UTC (sixteen hours, zero mnutes).

International Atomic Tine (TAl) is calculated by the Bureau
International des Poids et Mesures (BIPM fromthe readings of nore
than 200 atomic clocks located in netrology institutes and
observatories in nore than 30 countries around the world.

Information on TAl is nade avail able every nonth in the BIPM Circul ar
T (ftp://62.161. 69.5/ pub/tai/publication). It is that TAl does not

| ose or gain with respect to an inmaginary perfect clock by nore than
about one tenth of a mcrosecond (0.0000001 second) per year.

Coordi nated Universal Tine (UTC): Tine scale, based on the second, as
defined and recomended by the International Tel ecomruni cati ons Radi o
Commttee (I TUR), and naintained by the Bureau International des

Poi ds et Mesures (BIPM. The maintenance by BIPM i ncl udes
cooperation anong various national |aboratories around the world.

The full definition of UTCis contained in | TU-R Recommendati on

TF. 460- 4.

Atonmic Tinme, with the unit of duration the Systeme International (SI)
second defined as the duration of 9 192 631 770 cycles of radiation,
corresponds to the transition between two hyperfine |levels of the
ground state of caesium 133. TAl is the International Atomc Tine
scale, a statistical tinmescale based on a |arge nunber of atomc

cl ocks.

Universal Time (UT) is counted fromO hours at mdnight, with unit of
duration the nmean sol ar day, defined to be as uniform as possible
despite variations in the rotation of the Earth.

- UT0 is the rotational time of a particular place of
observation. It is observed as the diurnal notion of stars or
extraterrestrial radi o sources.

- UT1 is conputed by correcting UTO for the effect of polar

nmotion on the longitude of the observing site. It varies from
uniformty because of the irregularities in the Earth's
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rotation. UTl, is based on the sonewhat irregular rotation of
the Earth. Rotational irregularities usually result in a net
decrease in the Earth’s average rotational velocity, and
ensuing lags of UT1 with respect to UTC

Coordi nated Universal Tinme (UTC) is the basis for international

ti me-keeping and follows TAl exactly except for an integral number of
seconds, 32 in year 2001. These |eap seconds are inserted on the
advice of the International Earth Rotation Service (|ERS)
(http://hpiers.obspmfr/) to ensure that, having taken into account
irregularities, the Sun is overhead within 0,9 seconds of 12:00:00
UTC on the meridian of Greenwich. UTCis thus the nodern successor
of G eenwich Mean Tinme, GMI, which was used when the unit of tinme was
the mean sol ar day.

Adj ustnents to the atomc, i.e., UTC, tinme scale consist of an
occasional addition or deletion of one full second, which is called a
| eap second. Twice yearly, during the last mnute of the day of June
30 and Decenber 31, Universal Tine, adjustnments nay be made to ensure
that the accunul ated difference between UTC and UT1 will not exceed
0,9 s before the next schedul ed adjustnent. Historically,

adj ust nents, when necessary, have usually consisted of adding an
extra second to the UTC tine scale in order to allow the rotation of
the Earth to "catch up". Therefore, the last ninute of the UTC tine
scal e, on the day when an adjustnent is nade, will have 61 seconds.
Adj ust nents dates are typically announced several nonths in advance
in lERS Bulletin C

ftp://hpiers.obspmfr/iers/bul/bulc/bulletinc.dat.

Coordi nated Universal Time (UTC) differs thus from TAl by an integra
number of seconds. UTCis kept within 0,9 s of UT1 by the

i ntroduction of one-second steps to UTC, the "l eap second". To date
these steps have al ways been positive.

Annex B (informative): Possible for Inplenentation Architectures
and Ti ne- St anpi ng Servi ces

B.1. Managed Ti nme- St anpi ng Service

Sone organi zations may be willing to host one or nore Tine-Stanping
Units in order to take advantage of both the proximty and the
quality of the Tine-Stanping Service, w thout being responsible for
the installation, operation and managenment of these Ti me-Stanping
Units.
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Thi s can be achieved by using units that are installed in the

prem ses fromthe hosting organi zation and then remptely nanaged by a
Ti me- Stanpi ng Authority that takes the overall responsibility of the
quality of the service delivered to the hosting organi zation

e L L S

+ +
+ Ti me- St anpi ng Authority +
+ +

|+ | | , | | +|

| +] || I Time - | | | | +]
| +| Time - | <------------- | Stanping |------------- >| Time - |+
| +| Stanping | | Install. | Managerent | Install. | | Stanping |+|
| +] Uni t | | Managenment | | Managenment | | Uni t | +]

[ P | | | ) P | +]

|+ | | +|

|+ | | +

|+

| Host i ng | | Host i ng |
Organi zation | | Organization |

I
| | | |
Figure B.1: Managed Ti ne-stanpi ng Service

The requirenents for time-stanping services described in the current
docunent includes requirenents on both the tine-stanpi ng managenent
and for the operation of the unit which issues the tine-stanp tokens.
The TSA, as identified in the tinme-stanp token, has the
responsibility to ensure that these requirenents are nmet (for exanple
t hrough contractual obligations).

It should be clear that the hosting organization will generally want
to be able to nmonitor the use of the service and, at a m ni mum know
whet her the service is working or not and even be able to neasure the
performances of the service, e.g., the nunber of tine-stanps
generated during some period of tine. Such nonitoring can be
considered to be outside of TSA's tinme-stanping authority.

Therefore the description of the management operation described in
the mai n body of the docunent is not limtative. Mnitoring
operations, if perfornmed directly on the unit, nmay be permtted by
the Ti nme- Stanpi ng service provider

Pi nkas, et al. I nf or mat i onal [ Page 37]



RFC 3628 Requirenments for Time-Stanping Authorities Novenber 2003

B.2. Selective Alternative Quality

Sone relying parties may be willing to take advantage of particul ar
characteristics froma tine-stanp token such as a specific signature
al gorithm and/ or key length or a specific accuracy for the tine
contained in the tine stanp token. These paraneters can be
considered as specifying a "quality" for the time stanp token.

Time stanp tokens with various qualities may be issued by different
time-stanping units operated by the sanme or different TSAs.

A particular time-stanping unit will only provide one conbination of
al gorithm and key length (since a tinme-stanping unit is a set of
hardware and software which is nanaged as a unit and has a single
time-stanp token signing key). In order to obtain different

conbi nations of algorithmand key length, different time-stanping
units shall be used.

A particular time-stanping unit nmay provide a fixed accuracy for the
time contained in the tine stanmp token or different accuracy if
instructed to do so either by using a specific node of access (e.qg.,
e-mail or http) or by using specific parameters in the request.

Annex C (informative): Long Term Verification of Tinme-Stanp Tokens

Usual ly, a tine-stanmp token becomes unverifiable beyond the end of
the validity period of the certificate fromthe TSU, because the CA
that has issued the certificate does not warrant any nore that it

wi Il publish revocation data, including data about revocations due to
key conprom ses. However, verification of a tine-stanp token m ght

still be performed beyond the end of the validity period of the
certificate fromthe TSU, if, at the tine of verification, it can be
known t hat:

- the TSU private key has not been conpromi sed at any tine up to
the tinme that a relying part verifies a tine-stanp token;

- the hash algorithns used in the time-stanp token exhibits no
collisions at the tinme of verification;

- the signature algorithmand signature key size under which the
ti me-stanp token has been signed is still beyond the reach of
cryptographic attacks at the time of verification

If these conditions cannot be nmet, then the validity may be

mai nt ai ned by applying an additional tinme-stanp to protect the
integrity of the previous one.
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The present docunment does not specify the details of how such
protection may be obtained. For the time being, and until sone
enhancements are defined to support these features, the information
may be obtai ned using-out-of bands neans or alternatively in the
context of closed environnments. As an exanple, should a CA guaranty
to maintain the revocation status of TSU certificates after the end
of its validity period, this would fulfill the first requirenent.

NOTE 1: An alternative to Time-Stanping is for a Trusted Service
Provider to record a representation of a datum bound to a particul ar
time in an audit trail, thus establishing evidence that the datum
exi sted before that tine. This technique, which is called Tine-
Mar ki ng, can be a valuable alternative for checking the long term
validity of signatures.

NOTE 2: The TSA or other trusted third party service provider may
support the verification of tine-stanp tokens.

Annex D (informative): Mdel TSA Disclosure Statenent Structure.

The TSA disclosure statenent contains a section for each defined
statenent type. Each section of a TSA disclosure statenment contains
a descriptive statenent, which MAY include hyperlinks to the rel evant
certificate policy/certification practice statenment sections.

D.1. STATEMENT TYPE: Entire agreenent

STATEMENT DESCRI PTION: A statenent indicating that the
di sclosure statenent is not the entire agreenent, but only a
part of it.

D. 2. STATEMENT TYPE: TSA contact info

STATEMENT DESCRI PTI ON: The nanme, |ocation and rel evant contact
information for the TSA

D.3. STATEMENT TYPE: time-stanp token types and usage

STATEMENT DESCRI PTI ON: A description of each class/type of
ti me-stanp tokens issued by the TSA (in accordance with each
time-stanp policy) and any restrictions on tine-stanp usage.

SPECI FI C REQUI REMENT: | ndication of the policy being applied,
including the contexts for which the tine-stanp token can be
used (e.g., only for use with electronic signatures), the
hashing al gorithns, the expected life tinme of the tine-stanp
token signature, any limtations on the use of the tine-stanp
token and information on howto verify the tine-stanp token
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D. 6.

D. 7.

D. 8.
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STATEMENT TYPE: Reliance limts.
STATEMENT DESCRIPTION: reliance limts, if any.

SPECI FI C REQUI REMENT: I ndication of the accuracy of the tine in
the tine-stanp token, and the period of tine for which TSA
event | ogs (see section 7.4.10) are maintained (and hence are
avail abl e to provide supporting evidence).

STATEMENT TYPE: bligations of subscribers.

STATEMENT DESCRI PTI ON: The description of, or reference to, the
critical subscriber obligations.

SPECI FI C REQUI REMENT: No specific requirenents identified in
the current docunent. \Were applicable the TSA may specify
addi tional obligations.

STATEMENT TYPE: TSU public key status checking obligations of
relying parties.

STATEMENT DESCRI PTI ON: The extent to which relying parties are
obligated to check the TSU public key status, and references to
further explanation.

SPECI FI C REQUI REMENT: I nformation on how to validate the TSU
public key status, including requirements to check the
revocation status of TSU public key, such that the relying
party is considered to "reasonably rely" on the tine-stanp
token (see section 6.3).

STATEMENT TYPE: Limted warranty and disclainmer/Linmtation of
liability.

STATEMENT DESCRI PTI ON: Summary of the warranty, disclainers,
limtations of liability and any applicable warranty or
i nsurance prograns

SPECI FI C REQUI REMENT: Limtations of liability (see section
6.4).

STATEMENT TYPE: Applicabl e agreenents and practice statenent.
STATEMENT DESCRI PTION: ldentification and references to

appl i cabl e agreenents, practice statenment, time-stanp policy
and ot her rel evant documents.
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D. 12.
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STATEMENT TYPE: Privacy policy.

STATEMENT DESCRI PTI ON: A description of and reference to the
appl i cabl e privacy policy.

SPECI FI C REQUI REMENT: Note: TSA's under this policy are
required to conply with the requirenents of Data Protection
Legi sl ati on.

STATEMENT TYPE: Refund policy

STATEMENT DESCRI PTI ON: A description of and reference to the
appl i cabl e refund policy.

STATEMENT TYPE: Applicable |aw, conplaints and dispute
resol uti on nechani sns.

STATEMENT DESCRI PTI ON: St atenent of the choice of |aw,
conpl ai nts procedure and di spute resol uti on nmechani sms.

SPECI FI C REQUI REMENT: The procedures for conplaints and dispute
settlenments. The applicable | egal system

STATEMENT TYPE: TSA and repository licenses, trust nmarks, and
audi t .

STATEMENT DESCRI PTI ON: Summary of any governmental |icenses,
seal prograns; and a description of the audit process and if
applicable the audit firm

SPECI FI C REQUI REMENT: | f the TSA has been assessed to be

conformant with the identified time-stanp policy, and if so
t hrough whi ch i ndependent party.
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