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Abst r act

The Trivial File Transfer Protocol (TFTP) is a very sinple TR VIAL
protocol that has been in use on the Internet for quite a long tine.
Wil e this docunment discourages its continued use, largely due to
security concerns, we do define a Uniform Resource ldentifier (URl)
schene, as well as discuss the protocol’s applicability.

1. Introduction

The Trivial File Transfer Protocol (TFTP) has been around for quite
some time. Its common uses are to initially configure devices or to
| oad new versions of operating systemcode [1]. As devices begin to
adopt use of Uniform Resource ldentifiers (URIs) and Uni form Resource
Locators (URLs), for conpleteness we specify a way to reference files
that is still quite common. Use of a URI is a convenient way to

i ndi cate underlyi ng nechani sm server name or address, and file nane.

VWHI LE VE DEFI NE THE TFTP URI TYPE, WE STRONGLY RECOMMEND AGAI NST THE
CONTI NUED USE OF TFTP, FOR REASONS LI STED I N SECTI ON 5 (anopngst
others). The definition of a URI nerely allows tools that currently
use protocols such as TFTP to have a standard nane space and
structure where one can understand the process used to resol ve that
nane. Indeed it is hoped that the definition of this URI will ease
transition to modern file transfer mechanisns.
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2. Syntax of a TFTP UR

A TFTP URI has the foll owi ng ABNF syntax [2]:

tftpURI = "tftp://" host "/" file [ node ]

nmode =";" "node=" ( "netascii" / "octet" )
file = *( unreserved / escaped )

host = <as specified by RFC 2732 [3] >

unr eserved = <as specified in RFC 2396 [4]>
escaped = <as specified in RFC 2396>

A TFTP URI specifies a file that is to be found or placed on a TFTP
server. The "node" option is an option indicating howthe file is to
be transferred. |If left unspecified, the node is assuned to be
"octet". A third "mail" npde was deprecated at the time RFC 1350 was
adopted, and is not specified.

2.1. Encoding Rul es

Aside from syntax as descri bed above, the TFTP protocol does not
specify length limts to either file names or file sizes. 1In the
case of file names, they may contain any character so |ong as those
characters are properly escaped as descri bed above.

3. Senmantics and Operations

As previously stated the TFTP URI is a reference to a file. The

al | oned operations on a TFTP URI are read and wite. Wen a TFTP UR
is read the underlying nechanisns retrieve the naned file via the
TFTP protocol fromthe specified host with the optionally specified
nmode. Vhen a TFTP URl is witten the underlying nmechanisns transnit
a file via TFTP to a specified server to either the specified file
using the optionally specified node. No other operations are
support ed.

Note that it is not possible to retrieve file size information prior
to retrieval, nor is it possible to deternmine file existence or
perm ssions prior to transfer. Files transferred may or nay not
arrive intact, as there is no guarantee of reliability or even

conpl eteness. See the TFTP standard for nore details. For nore
robust file transfer, consider using either FTP or HTTP [5, 6].
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4. Exanpl es
tftp://exanpl e.com nyconfigurationfile; node=net asci

Thi s exanple references file "nyconfigurationfile" on server
"exanpl e. com' and requests that the transfer occur in netascii node.

tftp://exanple.com nystartupfile

This file references file "nystartupfile" on server "exanple.coni.
The transfer should occur in octet nbde, since no other npde was
speci fi ed.

5. Security Considerations and Concerns about TFTP' s use

Use of TFTP has been historically limted to those devices where a
more full protocol stack is inpractical due to either nenory or CPU
constraints. Wile this still nmay be the case with a toaster, it is
unlikely to be the case for even the sinplest piece of network
support hardware, such as sinmple routers or switches. There are a
myriad of reasons to use sone protocol other than TFTP, only a few of
whi ch are |isted bel ow

TFTP has no nechani sm for access control within the protocol, and
there is no protection froma man in the nmddle attack

I mpl enentations are left to their own devices in this area. Because
TFTP has no way to determine file sizes in advance, inplenmentations
shoul d be prepared to properly check the bounds of transfers so that
neither nmenory nor disk limtations are exceeded.

TFTP is not well suited to large files for the foll ow ng reasons

TFTP has no inherent integrity check. There is no way to determ ne
what one side sent is what the other received. There is no way to
restart TFTP transfers from anywhere other than the beginning. TFTP
is alock step protocol. Only one packet nmay be in flight at any one
time. There is no slow start or smart backoff mechanismin TFTP, but
very sinple tinmeouts.

TFTP is not well suited to file transfers across adnmnistrative
domai ns. For one thing, TFTP utilizes UDP, and many NATs will not
either support or allow TFTP transfers. More likely firewalls will
prohibit transfers.

There are no caching semantics within TFTP. There is no safe way to
cache information using the TFTP prot ocol
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In sunmary, use of TFTP is strongly discouraged except in the nost
limted of circumnmstances where nenory and CPU are at the highest
prem um

6. | ANA Consi derations

The |1 ANA has registered the URL registration tenplate found in
Appendi x A in accordance with RFC 2717 [7].
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8. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplementation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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Appendi x A. Registration Tenpl ate

URL schene nane: tftp

URL schene syntax: Section 2

Character encodi ng considerations: Section 2

I nt ended usage: Section 1

Appli cations and/or protocols which use this schene: [1]
Interoperability considerations: None

Security considerations: Section 5

Rel evant publications: [1]

Contact: The author, Section 8

Aut hor/ Change Controller: |ESG
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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