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Packet Cabl e Security Ticket Control Sub-Option
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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.
Copyright Notice
Copyright (C The Internet Society (2003). All Ri ghts Reserved.
Abst ract
Thi s docunent defines a new sub-option for the DHCP Cabl eLabs O i ent

Configuration (CCC) Option. This new sub-option will be used to
direct Cabl eLabs Cient Devices (CCDs) to invalidate security tickets

stored in CCD non volatile nenory (i.e., locally persisted security
tickets).
1. Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14, RFC 2119 [2].
2. Ter m nol ogy

Definitions of terns/acronyns used throughout this docunent:

CCC - Cabl eLabs Cient Configuration option, described in [1].

CCD - Cabl eLabs dient Device. A PacketCable MIA is an exanple of a
CCD.

STC - Security Ticket Control. The CCC sub-option described in this
docunent .
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MIA - Media Terminal Adapter. The CCD specific to the PacketCabl e
architecture

Packet Cable - nmultinedia architecture devel oped by Cabl eLabs. See
[8] for full details

3. I nt roducti on

The Cabl eLabs Cient Configuration Option [1] defines severa
sub-options used to configure devices depl oyed into Cabl eLabs
architectures. These architectures inplenent the Packet Cabl e
Security Specification [4] (based on Kerberos V5 [5]), to support CCD
aut henti cation and establishnment of security associati ons between
CCDs and application servers.

CCDs are permtted to retain security tickets in |ocal persistent
storage. Thus a power-cycled CCD is enabled to avoid expensive
ticket acquisition for locally persisted, non-expired tickets. This
feature greatly reduces the security overhead of a depl oynent.

This sub-option allows the service provider to control the lifetime
of tickets persisted locally on a CCD. The service provider requires
this capability to support operational functions such as forcing re-
establi shnent of security associations, renpte testing, and renote

di agnostic of CCDs.

It should be noted that, although based on the Kerberos V5 RFC [5],
the Packet Cabl e Security Specification is not a strict inplenentation
of this RFC. See [4] for details of the PacketCable Security

Speci ficati on.

4. Security Ticket Control Sub-option
This sub-option defines a Ticket Control Mask (TCM that instructs

the CCD to validate/invalidate specific application server tickets.
The sub-option is encoded as foll ows:

Code Len TCM

+--m - - +--m - - +--m - - +--m - - +
[ 9 | 2 | m | n |
oo - oo - oo - oo - +

The length MUST be 2. The TCMfield is encoded as an unsigned 16 bit
quantity per network byte order. Each bit of the TCMis assigned to
a specific server or server group. A bit value of 0 nmeans the CCD

MUST apply nornmal invalidation rules (defined in [4]) to the locally
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persisted ticket for the server/server group. A bit value of 1 means
the CCD MUST imredi ately invalidate the locally persisted ticket for
the server/server group.

Bit #0 is the least significant bit of the field. The bit positions
are assigned as foll ows:

Bit #0 - the Packet Cabl e Provisioning Server used by the CCD.

Bit #1 - the group of all PacketCable Call Managenent Servers used
by the CCD.

Bit #2 - #15. Reserved and MJST be set to O.

If a CCD does not locally store tickets, it MJST ignore this
sub-option. Bit values not known to the CCD MUST be i gnored.

5. | ANA Consi der ati ons

I ANA has assigned a sub-option code to this sub-option fromthe
"Cabl eLabs dient Configuration"” sub-option nunber space (naintained
wi thin the BOOTP- DHCP Par aneters Regi stry)

| ANA has al so set-up a newregistry and will maintain a new nunber
space of "CablelLabs Cient Configuration Option Ticket Control Msk
Bit Definitions", located in the BOOTP-DHCP Paraneters Registry. The
initial bit definitions are described in section 4 of this docunent.
IANA will register future bit mask definitions via an "I ETF
Consensus" approval policy as described in RFC 2434 [3].

6. Security Considerations

Potenti al DHCP protocol attack exposure is discussed in section 7 of
the DHCP protocol specification [6] and in Authentication for DHCP
Messages [7]. Additional CCC attack exposure is discussed in [1].

The STC sub-option could be used to disrupt a Cabl eLabs architecture
depl oynent. |In the specific case of PacketCable [8], a depl oynent
could be disrupted if a |large nunber of MIAs are reset/power cycled,
initiate their provisioning flow[9], and are instructed by a
mal i ci ous DHCP server to invalidate all security tickets. This could
lead to a Denial of Service (DoS) condition as this large set of MIAs
simul taneously attenpt to authenticate and obtain tickets fromthe
security infrastructure.

However, the scenari o described above is unlikely to occur. Wthin

the cable delivery architecture required by the vari ous Cabl eLabs
projects, the DHCP client is connected to a network through a cable
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modem and the CMIS (head-end router). The CMIS is explicitly
configured with a set of valid DHCP server addresses to which DHCP
requests are forwarded. Further, a correctly configured CMIS wi ||
only all ow DHCP downstreamtraffic from specific DHCP server

addr esses.

It should be noted that the downstreamfiltering of DHCP packets wl |
not prevent spoofed DHCP servers behind the CMIS, but the network
infrastructure behind the CMIS is assuned to be closely controlled by
the service provider.

7. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The I1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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