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Abst r act
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1.

1.

I nt roducti on

The RADI US protocol, defined in [ RFC2865], does not support
unsolicited nessages sent fromthe RADI US server to the Network
Access Server (NAS)

However, there are many instances in which it is desirable for
changes to be nade to session characteristics, without requiring the
NAS to initiate the exchange. For exanple, it may be desirable for
adm nistrators to be able to term nate a user session in progress.
Alternatively, if the user changes authorization level, this my
require that authorization attributes be added/del eted froma user
sessi on.

To overcone these limtations, several vendors have inpl emented
addi ti onal RADI US commands in order to be able to support unsolicited
nmessages sent fromthe RADI US server to the NAS. These extended
commands provi de support for Di sconnect and Change- of - Aut hori zati on
(CoA) nessages. Disconnect nessages cause a user session to be

term nated i medi ately, whereas CoA nmessages nodify session

aut horization attributes such as data filters.

1. Applicability

This protocol is being recomended for publication as an

I nformational RFC rather than as a standards-track RFC because of
probl ens that cannot be fixed without creating inconpatibilities with
depl oyed i npl enentations. This includes security vulnerabilities, as
well as semantic anbiguities resulting fromthe design of the
Change- of - Aut hori zati on (CoA) comrands. While fixes are recomended,
they cannot be made mandatory since this would be inconpatible with
exi sting inplenentations.

Exi sting inplenentations of this protocol do not support

aut hori zati on checks, so that an ISP sharing a NAS with anot her ISP
coul d di sconnect or change authorizations for another |ISP' s users.

In order to renmedy this problem a "Reverse Path Forwardi ng" check is
recormended. See Section 5.1. for details.

Exi sting inplenentations utilize per-packet authentication and
integrity protection algorithns with known weaknesses [ MD5Att ack].
To provi de stronger per-packet authentication and integrity
protection, the use of IPsec is reconmended. See Section 5.3. for
details.
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Exi sting inplementations |ack replay protection. 1In order to support
replay detection, it is reconrended that the Event-Ti mestanp
Attribute be added to all nmessages in situations where |Psec replay
protection is not enployed. |nplenentations should be configurable
to silently discard nessages | acking the Event-Tinmestanp Attribute.
See Section 5.4. for details.

The approach taken with CoA conmands in existing inplenentations
results in a semantic anbiguity. Existing inplenentations of the
CoA- Request identify the affected session, as well as supply the
aut hori zati on changes. Since RADI US Attributes included wthin

exi sting inplenentations of the CoA-Request can be used for session
identification or authorization change, it may not be clear which
function a given attribute is serving.

The probl em does not exist within [Diameter], in which authorization
change is requested by a command using Attribute Value Pairs (AVPs)
solely for identification, resulting in initiation of a standard
Request/ Response sequence where authorization changes are suppli ed.
As a result, in no comrand can Di aneter AVPs have nultiple potential
meani ngs.

Due to differences in handling change-of-authorization requests in
RADI US and Dianeter, it may be difficult or inpossible for a

D anmet er/ RADI US gateway to successfully translate existing

i mpl ementations of this specification to equival ent nessages in

D ameter. For exanple, a D aneter conmand changing any attribute
used for identification within existing CoA Request inplenentations
cannot be transl ated, since such an authorization change is

i mpossible to carry out in existing inplenentations. Simlarly,
transl ati on between existing inplenentations of Disconnect-Request or
CoA- Request nessages and Di aneter is tricky because a Di sconnect -
Request or CoA- Request nessage will need to be translated to multiple
Di anet er commands.

To sinplify translation between RADI US and Di aneter, a Service-Type
Attribute with value "Authorize Only" can (optionally) be included
wi thin a Disconnect-Request or CoA-Request. Such a Request contains
only identification attributes. A NAS supporting the "Authorize
Only" Service-Type within a D sconnect-Request or CoA- Request
responds with a NAK containing a Service-Type Attribute with val ue
"Aut hori ze Only" and an Error-Cause Attribute with val ue "Request
Initiated'. The NAS will then send an Access-Request containing a
Servi ce-Type Attribute with a value of "Authorize Only". This usage
sequence is akin to what occurs in D aneter and so is nore easily
transl ated by a D aneter/ RAD US gat eway.
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1.

1.

2

2

2. Requirenents Language

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words “MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOr", "SHOULD',
"SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [RFC2119].

3. Term nol ogy
Thi s docunent frequently uses the follow ng terns:

Net wor k Access Server (NAS): The device providing access to the
net wor k.

servi ce: The NAS provides a service to the user,
such as | EEE 802 or PPP.

sessi on: Each service provided by the NAS to a
user constitutes a session, with the
begi nning of the session defined as the
poi nt where service is first provided
and the end of the session defined as
the point where service is ended. A
user may have multiple sessions in
parall el or series if the NAS supports
t hat .

silently discard: Thi s nmeans the inplenentation di scards
t he packet w thout further processing.
The inpl ementati on SHOULD provi de the
capability of |ogging the error,
including the contents of the silently
di scarded packet, and SHOULD record the
event in a statistics counter

Overvi ew

Thi s section describes the nost comonly inpl enented features of
D sconnect and Change- of - Aut hori zati on nessages.

1. Disconnect Messages (DM

A Di sconnect - Request packet is sent by the RAD US server in order to
term nate a user session on a NAS and discard all associ ated session
context. The Di sconnect-Request packet is sent to UDP port 3799, and
identifies the NAS as well as the user session to be term nated by
inclusion of the identification attributes described in Section 3.
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e + Di sconnect - Request L +
| | e | |
| NAS | | RADIUS |
| | Di sconnect - Response | Server |
| | > | |
S + S +

The NAS responds to a Di sconnect- Request packet sent by a RADI US
server with a Disconnect-ACK if all associated session context is

di scarded and the user session is no |onger connected, or a

Di sconnect-NAK, if the NAS was unable to disconnect the session and
discard all associated session context. A NAS MJST respond to a

Di sconnect - Request including a Service-Type Attribute with val ue
"Aut horize Only" with a Di sconnect-NAK; a Di sconnect-ACK MJST NOT be
sent. A NAS MJST respond to a Di sconnect-Request including a

Servi ce-Type Attribute with an unsupported value with a Di sconnect-
NAK; an Error-Cause Attribute with val ue "Unsupported Service" MAY be
i ncluded. A Disconnect-ACK MAY contain the Attribute

Acct - Term nat e- Cause (49) [RFC2866] with the value set to 6 for

Admi n- Reset.

2.2. Change-of-Authorization Messages (CoA)

CoA- Request packets contain information for dynam cally changi ng
session authorizations. This is typically used to change data
filters. The data filters can be of either the ingress or egress
kind, and are sent in addition to the identification attributes as
described in section 3. The port used, and packet format (described
in Section 2.3.), are the sane as that for Di sconnect-Request
Messages.

The followi ng attribute MAY be sent in a CoA-Request:

Filter-1D (11) - Indicates the nane of a data filter list to be
applied for the session that the identification
attributes map to.

Fomm e + CoA- Request Fomm e +

The NAS responds to a CoA-Request sent by a RADI US server with a
CoA-ACK if the NAS is able to successfully change the authorizations
for the user session, or a CoA-NAK if the Request is unsuccessful. A
NAS MUST respond to a CoA-Request including a Service-Type Attribute
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with value "Authorize Only" with a CoA-NAK; a CoA- ACK MUST NOT be
sent. A NAS MJST respond to a CoA-Request including a Service-Type
Attribute with an unsupported value with a CoA-NAK; an Error-Cause
Attribute with value "Unsupported Service" MAY be incl uded.

2.3. Packet Format

For either Disconnect-Request or CoA-Request messages UDP port 3799
is used as the destination port. For responses, the source and
destination ports are reversed. Exactly one RADI US packet is
encapsul ated in the UDP Data fi el d.

A summary of the data format is shown below. The fields are
transmtted fromleft to right.

The packet format consists of the fields: Code, Identifier, Length,
Aut henticator, and Attributes in Type:Length:Value (TLV) format. All
fields hold the same neaning as those described in RAD US [ RFC2865] .
The Authenticator field MJST be calculated in the same way as is
specified for an Accounting- Request in [ RFC2866] .

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Code | Identifier | Lengt h |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |
| Aut hent i cat or |
I I
I I
i e e R e o o e i ol S N B S
| Attributes ...

B i I S i S

Code

The Code field is one octet, and identifies the type of RAD US
packet. Packets received with an invalid Code field MJST be
silently discarded. RADIUS codes (decinmal) for this extension are
assigned as foll ows:

40 - Di sconnect - Request [ RFC2882]
41 - Di sconnect - ACK [ RFC2882]

42 - Di sconnect - NAK [ RFC2882]

43 - CoA- Request [ RFC2882]

44 - CoA- ACK [ RFC2882]

45 - CoA- NAK [ RFC2882]
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Identifier

The ldentifier field is one octet, and aids in matching requests
and replies. The RADIUS client can detect a duplicate request if
it has the same server source |P address and source UDP port and
Identifier within a short span of tine.

Unli ke RADIUS as defined in [ RFC2865], the responsibility for
retransm ssi on of Disconnect-Request and CoA- Request nessages lies
with the RADIUS server. |f after sending these nessages, the
RADI US server does not receive a response, it will retransmt.

The ldentifier field MIUST be changed whenever the content of the
Attributes field changes, or whenever a valid reply has been
received for a previous request. For retransm ssions where the
contents are identical, the Identifier MJST remain unchanged.

If the RADIUS server is retransmtting a Di sconnect-Request or
CoA- Request to the same client as before, and the Attributes have
not changed, the same Request Authenticator, ldentifier and source
port MJST be used. |If any Attributes have changed, a new

Aut henticator and Identifier MJST be used.

Note that if the Event-Tinmestanp Attribute is included, it will be
updat ed when the packet is retransnmitted, changing the content of
the Attributes field and requiring a new ldentifier and Request
Aut henti cator.

If the Request to a primary proxy fails, a secondary proxy nust be
queried, if available. |Issues relating to failover algorithns are
described in [ AAATransport]. Since this represents a new request,
a new Request Authenticator and Identifier MJST be used. However
where the RADIUS server is sending directly to the client,
failover typically does not nmake sense, since Disconnect or CoA
messages need to be delivered to the NAS where the session

resi des.

Lengt h

The Length field is two octets. It indicates the length of the
packet including the Code, ldentifier, Length, Authenticator and
Attribute fields. Octets outside the range of the Length field
MJST be treated as padding and ignored on reception. |If the
packet is shorter than the Length field indicates, it MJST be
silently discarded. The mnimumlength is 20 and the maxi num

I ength is 4096.
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Aut hent i cat or

The Authenticator field is sixteen (16) octets. The nost
significant octet is transmtted first. This value is used to
aut henticate the nessages between the RADI US server and client.

Request Aut henti cat or

I n Request packets, the Authenticator value is a 16 octet M5

[ RFC1321] checksum called the Request Authenticator. The Request
Aut henticator is calculated the sane way as for an Accounti ng-
Request, specified in [ RFC2866] .

Note that the Request Authenticator of a Di sconnect or CoA-Request
cannot be done the sanme way as the Request Authenticator of a

RADI US Access- Request, because there is no User-Password Attribute
in a Disconnect-Request or CoA-Request.

Response Aut henti cat or

The Authenticator field in a Response packet (e.g. D sconnect-ACK,
Di sconnect - NAK, CoA- ACK, or CoA-NAK) is called the Response

Aut henti cator, and contains a one-way MD5 hash cal cul ated over a
stream of octets consisting of the Code, Identifier, Length, the
Request Authenticator field fromthe packet being replied to, and
the response Attributes if any, followed by the shared secret.

The resulting 16 octet MD5 hash value is stored in the

Aut henticator field of the Response packet.

Admi ni strative note: As noted in [RFC2865] Section 3, the secret
(password shared between the client and the RAD US server) SHOULD be
at least as large and unguessable as a well-chosen password. RAD US
clients MIST use the source |IP address of the RAD US UDP packet to
deci de which shared secret to use, so that requests can be proxied

Attributes

In Di sconnect and CoA- Request mnessages, all Attributes are treated
as mandatory. A NAS MJST respond to a CoA- Request containi ng one
or nore unsupported Attributes or Attribute values with a CoA- NAK
a Di sconnect - Request contai ning one or nore unsupported Attributes
or Attribute values MJST be answered with a Di sconnect-NAK. State
changes resulting froma CoA-Request MJST be atomic: if the
Request is successful, a CoA-ACK is sent, and all requested

aut hori zati on changes MJUST be nade. |If the CoA-Request is
unsuccessful, a CoA-NAK MJUST be sent, and the requested
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aut hori zati on changes MJUST NOT be nade. Sinmilarly, a state change
MUST NOT occur as a result of an unsuccessful Di sconnect-Request;
here a Di sconnect - NAK MJUST be sent.

Since within this specification attributes may be used for
identification, authorization or other purposes, even if a NAS

i nplements an attribute for use with RADI US aut henti cation and
accounting, it may not support inclusion of that attribute within
D sconnect - Request or CoA- Request nessages, given the difference
in attribute semantics. This is true even for attributes
specified within [ RFC2865], [RFC2868], [RFC2869] or [RFC3162] as
al | owabl e within Access-Accept nessages.

As a result, attributes beyond those specified in Section 3.2.
SHOULD NOT be included within D sconnect or CoA nessages since
this could produce unpredictable results.

When using a forwardi ng proxy, the proxy nmust be able to alter the
packet as it passes through in each direction. When the proxy
forwards a Di sconnect or CoA-Request, it MAY add a Proxy-State
Attribute, and when the proxy forwards a response, it MJST renpve
its Proxy-State Attribute if it added one. Proxy-State is always
added or renoved after any other Proxy-States, but no other
assunptions regarding its location within the Iist of Attributes
can be made. Since Disconnect and CoA responses are authenticated
on the entire packet contents, the stripping of the Proxy-State
Attribute invalidates the integrity check - so the proxy needs to
reconpute it. A forwarding proxy MJST NOT nodify existing Proxy-
State, State, or Class Attributes present in the packet.

If there are any Proxy-State Attributes in a D sconnect-Request or
CoA- Request received fromthe server, the forwarding proxy MJST

i nclude those Proxy-State Attributes in its response to the
server. The forwardi ng proxy MAY include the Proxy-State
Attributes in the Disconnect-Request or CoA-Request when it
forwards the request, or it MAY onit themin the forwarded
request. If the forwarding proxy omts the Proxy-State Attributes
in the request, it MJST attach themto the response before sending
it to the server.
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3.

Attributes

I n Di sconnect - Request and CoA- Request packets, certain attributes are
used to uniquely identify the NAS as well as a user session on the
NAS. Al NAS identification attributes included in a Request nessage
MUST match in order for a Di sconnect-Request or CoA-Request to be
successful ; otherwi se a Di sconnect-NAK or CoA- NAK SHOULD be sent.

For session identification attributes, the User-Name and Acct-
Session-1d Attributes, if included, MJST match in order for a

Di sconnect - Request or CoA- Request to be successful; other session
identification attributes SHOULD match. Were a nmismatch of session
identification attributes is detected, a D sconnect-NAK or CoA- NAK
SHOULD be sent. The ability to use NAS or session identification
attributes to map to unique/multiple sessions is beyond the scope of
this document. Identification attributes include NAS and session
identification attributes, as described bel ow.

NAS identification attributes

Attribute # Ref erence Description

NAS- | P- Addr ess 4 [ RFC2865] The | Pv4 address of the NAS.
NAS- | dentifi er 32 [ RFC2865] String identifying the NAS.
NAS- | Pv6- Addr ess 95 [ RFC3162] The | Pv6 address of the NAS.
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Attribute # Ref erence Description

User - Nane 1 [ RFC2865] The nane of the user
associ ated with the session.

NAS- Por t 5 [ RFC2865] The port on which the
session is terni nated.

Fr amed- | P- Addr ess 8 [ RFC2865] The | Pv4 address associ ated
with the session.

Called-Station-1d 30 [ RFC2865] The link address to which
the session is connected.

Calling-Station-1d 31 [ RFC2865] The link address from which
the session is connected.

Acct - Session-1d 44 [ RFC2866] The identifier uniquely
i dentifying the session
on the NAS.

Acct-Milti-Session-1d 50 [ RFC2866] The identifier uniquely
identifying related sessions.

NAS- Port - Type 61 [ RFC2865] The type of port used.

NAS- Port-1d 87 [ RFC2869] String identifying the port
where the session is.

Originating-Line-Info 94 [ NASREQ Provides information on the
characteristics of the line
fromwhich a session
ori gi nat ed.

Framed-I nterface-1d 96 [ RFC3162] The IPv6 Interface ldentifier
associ ated with the session;
al ways sent with
Framed- | Pv6- Prefi x.

Framed- | Pv6- Prefi x 97 [ RFC3162] The I Pv6 prefix associated

with the session, always sent
with Framed-Interface-1d

t he User - Nane

Chi ba, et al

To address security concerns described in Section 5.1.
Attribute SHOULD be present in Disconnect-Request or CoA- Request
packets; one or nore additional session identification attributes MAY
al so be present. To address security concerns described in Section
5.2., one or nmore of the NAS-1P-Address or NAS-1Pv6- Address
Attributes SHOULD be present in D sconnect-Request or CoA- Request
packets; the NAS-Identifier Attribute MAY be present in addition

If one or nore authorization changes specified in a CoA- Request
cannot be carried out, or if one or nore attributes or attribute-
val ues is unsupported, a CoA-NAK MJST be sent. Simlarly, if there
are one or nore unsupported attributes or attribute values in a

Di sconnect - Request, a Di sconnect-NAK MJUST be sent.
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Where a Service-Type Attribute with value "Authorize Only" is

i ncluded within a CoA-Request or Di sconnect-Request, attributes
representing an authorizati on change MJST NOT be included; only
identification attributes are permitted. |If attributes other than
NAS or session identification attributes are included in such a CoA-
Request, inplenmentations MUST send a CoA-NAK; an Error- Cause
Attribute with value "Unsupported Attribute" MAY be incl uded.
Simlarly, if attributes other than NAS or session identification
attributes are included in such a Di sconnect-Request, inplenentations
MUST send a Di sconnect-NAK; an Error-Cause Attribute with val ue
"Unsupported Attribute" MAY be incl uded.

3.1. FError-Cause
Descri ption

It is possible that the NAS cannot honor Di sconnect-Request or
CoA- Request nessages for sonme reason. The Error-Cause Attribute
provides nore detail on the cause of the problem It MAY be

i ncluded within Disconnect-ACK, Disconnect-NAK and CoA- NAK
messages.

A summary of the Error-Cause Attribute format is shown bel ow. The
fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

| Type | Length | Val ue

R i T I e T S S e S TR S T e i I S e S e e e e o o
Val ue (cont) |

il s ST I S S I S T T S

Type
101 for Error-Cause

Lengt h
6

Val ue
The Value field is four octets, containing an integer specifying
the cause of the error. Values 0-199 and 300-399 are reserved.
Val ues 200-299 represent successful conpletion, so that these

val ues may only be sent within Disconnect-ACK or CoA- ACK nessage
and MUST NOT be sent within a D sconnect-NAK or CoA-NAK. Val ues
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400- 499 represent fatal errors comritted by the RADI US server, so
that they MAY be sent within CoA-NAK or Disconnect-NAK nessages,
and MJUST NOT be sent within CoA-ACK or Di sconnect-ACK nmessages.

Val ues 500-599 represent fatal errors occurring on a NAS or RADI US
proxy, so that they MAY be sent within CoA-NAK and Di sconnect - NAK
messages, and MJUST NOT be sent within CoA-ACK or Di sconnect-ACK
messages. Error-Cause val ues SHOULD be | ogged by the RADI US
server. FError-Code values (expressed in deciml) include:

# Val ue
201 Resi dual Session Context Renoved
202 I nvalid EAP Packet (Ignored)
401 Unsupported Attribute
402 M ssing Attribute
403 NAS | dentification M smatch
404 I nval i d Request
405 Unsupported Service
406 Unsupport ed Extension
501 Adm ni stratively Prohibited
502 Request Not Routabl e (Proxy)
503 Sessi on Context Not Found
504 Sessi on Context Not Renovabl e
505 O her Proxy Processing Error
506 Resour ces Unavail abl e
507 Request Initiated

"Resi dual Session Context Renpbved"” is sent in response to a

Di sconnect - Request if the user session is no |onger active, but
residual session context was found and successfully renoved. This
value is only sent within a Di sconnect-ACK and MJST NOT be sent

wi thin a CoA- ACK, Di sconnect-NAK or CoA- NAK.

"Invalid EAP Packet (lgnored)" is a non-fatal error that MJST NOT be
sent by inplenentations of this specification.

"Unsupported Attribute" is a fatal error sent if a Request contains
an attribute (such as a Vendor-Specific or EAP-Message Attri bute)
that is not supported.

"Mssing Attribute" is a fatal error sent if critical attributes
(such as NAS or session identification attributes) are mssing froma
Request .

"NAS |dentification Msmatch" is a fatal error sent if one or nore

NAS identification attributes (see Section 3.) do not match the
identity of the NAS receiving the Request.
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"I'nvalid Request"” is a fatal error sent if sone other aspect of the
Request is invalid, such as if one or nore attributes (such as EAP-
Message Attribute(s)) are not formatted properly.

"Unsupported Service" is a fatal error sent if a Service-Type
Attribute included with the Request is sent with an invalid or
unsupported val ue.

"Unsupported Extension" is a fatal error sent due to | ack of support
for an extension such as Di sconnect and/or CoA nessages. This wll
typically be sent by a proxy receiving an | CMP port unreachabl e
message after attenpting to forward a Request to the NAS

"Admi nistratively Prohibited" is a fatal error sent if the NAS is
configured to prohibit honoring of Request nessages for the specified
sessi on.

"Request Not Routable" is a fatal error which MAY be sent by a RADI US
proxy and MJUST NOT be sent by a NAS. It indicates that the RAD US
proxy was unable to determ ne howto route the Request to the NAS

For exanple, this can occur if the required entries are not present
in the proxy's real mrouting table.

"Session Context Not Found" is a fatal error sent if the session
context identified in the Request does not exist on the NAS

"Session Context Not Rempvable" is a fatal error sent in response to
a Disconnect-Request if the NAS was able to | ocate the session
context, but could not renove it for some reason. |t MJST NOT be
sent within a CoA ACK, CoA-NAK or Disconnect-ACK, only within a

Di sconnect - NAK

"Qther Proxy Processing Error” is a fatal error sent in response to a
Request that could not be processed by a proxy, for reasons other
than routing.

"Resources Unavailable" is a fatal error sent when a Request could
not be honored due to | ack of avail able NAS resources (nmenory, non-
vol atile storage, etc.).

"Request Initiated" is a fatal error sent in response to a Request
including a Service-Type Attribute with a value of "Authorize Only".
It indicates that the Di sconnect-Request or CoA-Request has not been
honored, but that a RADI US Access- Request including a Service-Type
Attribute with value "Authorize Only" is being sent to the RADI US
server.
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3.2. Table of Attributes
in which packets, and in what quantity.
Change- of - Aut hori zati on Messages
Request ACK NAK
0-1 0 0
0-1 0 0
0-1 0 0
0-1 0 0-1
0-1 0 0
0-1 0 0
0-1 0 0
0-1 0 0
0+ 0 0
0-1 0 0
0+ 0 0
0+ 0 0
0-1 0 0
0-1 0 0
0+ 0 0
0-1 0 0
0-1 0 0
0+ 0 0
0-1 0 0
0-1 0-1 0-1 24
0+ 0 0
0+ 0 0
0-1 0 0
0-1 0 0
0-1 0 0
0-1 0 0
0-1 0 0
0-1 0 0
0+ 0+ 0+ 33
0-1 0 0
0-1 0 0
0-1 0 0
0-1 0 0
0+ 0 0
0-1 0 0
0-1 0 0
0-1 0 0
0-1 0-1 0-1 55
0-1 0 0
Request ACK NAK  #
Chi ba, et al.

Dynam ¢ Aut hori zati on Extensions to RAD US

July 2003

The followi ng table provides a guide to which attributes may be found

# Attribute

1 User- Name [ Note 1]

4 NAS- | P- Address [Note 1]
5 NAS- Port [Note 1]

6 Servi ce-Type [Note 6]

7 Fr amed- Pr ot ocol
8 Framed- | P- Address [ Note 1]
9 Framed- | P- Net mask [ Note 3]
10 Framed- Routi ng [ Note 3]

11 Filter-1D [Note 3]

12 Framed- MTU [ Note 3]

13 Fr amed- Conpr essi on [ Note 3]
14 Logi n-1P-Host [Note 3]

15 Logi n-Service [Note 3]

16 Logi n-TCP-Port [Note 3]

18 Repl y- Message [Note 2]

19 Cal | back- Nunber
20 Cal I back-1d [ Note 3]

22 Framed- Route [ Note 3]

23 Framed- | PX- Net wor k [ Note 3]
State [Note 7]

25 Class [Note 3]

26 Vendor - Specific [Note 3]

27 Sessi on-Ti neout [Note 3]

28 I dl e-Ti meout [Note 3]

29 Term nation-Action [Note 3]
30 Called-Station-1d [Note 1]
31 Calling-Station-1d [Note 1]
32 NAS- | denti fi er
Proxy- State
34 Logi n- LAT- Service [ Note 3]

35 Logi n- LAT- Node [ Note 3]

36 Logi n- LAT-G oup [ Note 3]

37 Fr amed- Appl eTal k- Li nk [ Note 3]

38 Fr amed- Appl eTal k- Net work [ Note 3]
39 Fr amed- Appl eTal k- Zone [ Note 3]

44  Acct-Session-1d [Note 1]

50 Acct-Milti-Session-1d [Note 1]
Event - Ti nest anp

61 NAS- Port - Type [Note 1]

Attribute

I nf or mat i onal
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Request ACK NAK #  Attribute

0-1 0 0 62 Port-Limt [Note 3]

0-1 0 0 63 Logi n- LAT-Port [Note 3]

0+ 0 0 64 Tunnel - Type [ Note 5]

0+ 0 0 65 Tunnel - Medi um Type [ Note 5]

0+ 0 0 66 Tunnel - C i ent - Endpoi nt [ Note 5]
0+ 0 0 67 Tunnel - Server - Endpoi nt [ Note 5]
0+ 0 0 69 Tunnel - Password [ Note 5]

0-1 0 0 71 ARAP- Features [Note 3]

0-1 0 0 72 ARAP- Zone- Access [Note 3]

0+ 0 0 78 Configuration-Token [ Note 3]
0+ 0-1 0 79 EAP- Message [ Note 2]

0-1 0-1 0-1 80 Message- Aut hent i cat or

0+ 0 0 81 Tunnel - Privat e-G oup-1D [ Note 5]
0+ 0 0 82 Tunnel - Assi gnnment-1D [ Note 5]
0+ 0 0 83 Tunnel - Pref erence [Note 5]

0-1 0 0 85 Acct-Interiminterval [Note 3]
0-1 0 0 87 NAS- Port-1d [ Note 1]

0-1 0 0 88 Framed- Pool [ Note 3]

0+ 0 0 90 Tunnel -Client-Auth-1D [ Note 5]
0+ 0 0 91 Tunnel - Server-Auth-1D [ Note 5]
0-1 0 0 94 Oiginating-Line-Info [Note 1]
0-1 0 0 95 NAS- | Pv6- Address [ Note 1]

0-1 0 0 96 Framed-Interface-1d [ Note 1]
0+ 0 0 97 Framed- | Pv6-Prefix [Note 1]

0+ 0 0 98 Logi n-1 Pv6- Host [ Note 3]

0+ 0 0 99 Framed- | Pv6- Route [ Note 3]

0-1 0 0 100 Fr amed- | Pv6- Pool [ Note 3]

0 0 0+ 101 Error - Cause

Request ACK NAK  #  Attribute

Di sconnect Messages

Request ACK NAK #  Attribute

0-1 0 0 1 User- Narme [ Note 1]

0-1 0 0 4 NAS- | P- Address [Note 1]

0-1 0 0 5 NAS- Port [ Note 1]

0-1 0 0-1 6 Servi ce-Type [Note 6]

0-1 0 0 8 Framed- | P- Address [ Note 1]

0+ 0 0 18 Repl y- Message [Note 2]

0-1 0-1 0-1 24 State [Note 7]

0+ 0 0 25 Cl ass [ Note 4]

0+ 0 0 26  Vendor-Specific

0-1 0 0 30 Called-Station-1d [Note 1]
0-1 0 0 31 Calling-Station-1d [Note 1]
0-1 0 0 32 NAS- I dentifier [Note 1]

0+ 0+ 0+ 33 Proxy- St ate

Request ACK NAK  #  Attribute
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Request ACK NAK #  Attribute

0-1 0 0 44  Acct-Session-1d [Note 1]

0-1 0-1 0 49 Acct - Ter m nat e- Cause

0-1 0 0 50 Acct-Milti-Session-1d [Note 1]
0-1 0-1 0-1 55 Event - Ti nest anp

0-1 0 0 61 NAS- Port - Type [Note 1]

0+ 0-1 0 79 EAP- Message [ Note 2]

0-1 0-1 0-1 80 Message- Aut hent i cat or

0-1 0 0 87 NAS- Port-1d [ Note 1]

0-1 0 0 94 Oiginating-Line-Info [Note 1]
0-1 0 0 95 NAS- | Pv6- Address [ Note 1]

0-1 0 0 96 Framed-Interface-1d [ Note 1]
0+ 0 0 97 Framed- | Pv6-Prefix [Note 1]

0 0+ 0+ 101 Error - Cause

Request ACK NAK #  Attribute

[ Note 1] Where NAS or session identification attributes are included
i n Di sconnect - Request or CoA- Request nessages, they are used for
identification purposes only. These attributes MJUST NOT be used for
pur poses other than identification (e.g. w thin CoA Request messages
to request authorization changes).

[ Note 2] The Reply-Message Attribute is used to present a displayable
message to the user. The nmessage is only displayed as a result of a
successful Di sconnect-Request or CoA-Request (where a Di sconnect-ACK
or CoA-ACK is subsequently sent). \Were EAP is used for

aut henti cati on, an EAP-Message/ Notification-Request Attribute is sent
i nstead, and Di sconnect-ACK or CoA- ACK nmessages contain an EAP-
Message/ Noti ficati on- Response Attribute.

[ Note 3] Wien included within a CoA-Request, these attributes
represent an authorization change request. Wen one of these
attributes is omtted froma CoA- Request, the NAS assumes that the
attribute value is to remain unchanged. Attributes included in a
CoA- Request replace all existing value(s) of the sane attribute(s).

[ Note 4] When included within a successful Di sconnect-Request (where
a Disconnect-ACK is subsequently sent), the Cass Attribute SHOULD be
sent unnodified by the client to the accounting server in the
Accounting Stop packet. |If the D sconnect-Request is unsuccessful,
then the Class Attribute is not processed.

[ Note 5] Wien included within a CoA-Request, these attributes
represent an authorization change request. Were tunnel attribute(s)
are sent within a successful CoA-Request, all existing tunnel
attributes are renoved and replaced by the new attribute(s).
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[ Note 6] Wien included within a Disconnect-Request or CoA-Request, a
Servi ce-Type Attribute with value "Authorize Only" indicates that the
Request only contains NAS and session identification attributes, and
that the NAS shoul d attenpt reauthorization by sending an Access-
Request with a Service-Type Attribute with value "Authorize Only".

Thi s enabl es a usage nodel akin to that supported in Di aneter, thus
easing transl ati on between the two protocols. Support for the

Servi ce-Type Attribute is optional wthin CoA-Request and

D sconnect - Request messages; where it is not included, the Request
message nmay contain both identification and authorization attributes.
A NAS t hat does not support the Service-Type Attribute with the val ue
"Aut hori ze Only" within a Di sconnect-Request MJST respond with a

Di sconnect - NAK i ncl udi ng no Service-Type Attribute; an Error-Cause
Attribute with value "Unsupported Service" MAY be included. A NAS
that does not support the Service-Type Attribute with the val ue
"Authorize Only" within a CoA-Request MJST respond with a CoA- NAK

i ncluding no Service-Type Attribute; an Error-Cause Attribute with
val ue "Unsupported Service" MAY be incl uded.

A NAS supporting the "Authorize Only" Service-Type value within

D sconnect - Request or CoA- Request nessages MJST respond with a

Di sconnect - NAK or CoA- NAK respectively, containing a Service-Type
Attribute with value "Authorize Only", and an Error-Cause Attribute
with value "Request Initiated". The NAS then sends an Access- Request
to the RADIUS server with a Service-Type Attribute with val ue

"Aut horize Only". This Access-Request SHOULD contain the NAS
attributes fromthe D sconnect or CoA-Request, as well as the session
attributes fromthe Request |egal for inclusion in an Access-Request
as specified in [ RFC2865], [ RFC2868], [RFC2869] and [ RFC3162]. As
noted in [ RFC2869] Section 5.19, a Message-Authenticator attribute
SHOULD be included in an Access-Request that does not contain a

User - Passwor d, CHAP- Password, ARAP-Password or EAP-Message Attri bute.
The RADI US server should send back an Access-Accept to (re-)authorize
the session or an Access-Reject to refuse to (re-)authorize it.

[Note 7] The State Attribute is available to be sent by the RAD US
server to the NAS in a Disconnect-Request or CoA-Request nessage and
MJUST be sent unnodified fromthe NAS to the RADI US server in a
subsequent ACK or NAK nessage. |If a Service-Type Attribute with

val ue "Authorize Only" is included in a D sconnect-Request or CoA-
Request along with a State Attribute, then the State Attribute MJIST
be sent unnodified fromthe NAS to the RADIUS server in the resulting
Access- Request sent to the RADI US server, if any. The State
Attribute is also available to be sent by the RADIUS server to the
NAS in a CoA-Request that also includes a Term nation-Action
Attribute with the value of RADI US-Request. |If the client perforns
the Term nation-Action by sending a new Access- Request upon

termi nation of the current session, it MJST include the State
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Attribute unchanged in that Access-Request. 1In either usage, the
client MJUST NOT interpret the Attribute locally. A Disconnect-
Request or CoA- Request packet nust have only zero or one State
Attribute. Usage of the State Attribute is inplenentation dependent.
If the RADI US server does not recognize the State Attribute in the
Access- Request, then it MJST send an Access- Reject.

The followi ng table defines the neaning of the above table entries.

0 This attribute MJUST NOT be present in packet.

0+ Zero or nore instances of this attribute MAY be present in
packet .

0-1 Zero or one instance of this attribute MAY be present in packet.

1 Exactly one instance of this attribute MJUST be present in packet.

4. | ANA Consi derati ons

Thi s docunent uses the RADI US [ RFC2865] nanespace, see
<http://ww.iana. org/assi gnment s/ radi us-types>. There are six
updates for the section: RADI US Packet Type Codes. These Packet
Types are allocated in [ RADI ANA] :

40 - Di sconnect - Request
41 - Disconnect-ACK

42 - Di sconnect - NAK

43 - CoA- Request

44 - CoA- ACK

45 - CoA- NAK

Al'l ocation of a new Service-Type value for "Authorize Only" is
requested. This docunment al so uses the UDP [ RFC768] nanespace, see
<http://wmwv. i ana. or g/ assi gnnent s/ port-nunbers>. The authors request
a port assignment fromthe Registered ports range. Finally, this
specification allocates the Error-Cause Attribute (101) with the

fol |l owi ng deci mal val ues:

# Val ue

201 Resi dual Session Context Renoved
202 I nvalid EAP Packet (Ignored)
401 Unsupported Attribute
402 M ssing Attribute
403 NAS | dentification M smatch
404 I nval i d Request
405 Unsupported Service
406 Unsupport ed Extension
501 Adm ni stratively Prohibited
502 Request Not Routabl e (Proxy)
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503 Sessi on Cont ext Not Found
504 Sessi on Context Not Renovabl e
505 O her Proxy Processing Error
506 Resour ces Unavai l abl e

507 Request Initiated

5. Security Considerations
5.1. Authorization |Issues

Where a NAS is shared by nultiple providers, it is undesirable for
one provider to be able to send Di sconnect-Request or CoA- Requests
af fecting the sessions of another provider.

A NAS or RADI US proxy MJST silently discard Di sconnect-Request or
CoA- Request nessages fromuntrusted sources. By default, a RADH US
proxy SHOULD performa "reverse path forwardi ng" (RPF) check to
verify that a Disconnect-Request or CoA-Request originates from an
aut horized RADI US server. In addition, it SHOULD be possible to
explicitly authorize additional sources of D sconnect-Request or
CoA- Request packets relating to certain classes of sessions. For
exanpl e, a particular source can be explicitly authorized to send
CoA- Request nessages relating to users within a set of real ns.

To performthe RPF check, the proxy uses the session identification
attributes included in D sconnect-Request or CoA-Request nessages, in
order to determ ne the RADI US server(s) to which an equival ent
Access- Request could be routed. |f the source address of the

Di sconnect - Request or CoA-Request is within this set, then the
Request is forwarded; otherwise it MJST be silently discarded.

Typically the proxy will extract the realmfromthe Network Access
Identifier [RFC2486] included within the User-Nanme Attribute, and
determ ne the correspondi ng RADIUS servers in the proxy routing
tables. The RADI US servers for that realm are then conpared agai nst
the source address of the packet. Were no RADIUS proxy is present,
the RPF check will need to be performed by the NAS itself.

Si nce authorization to send a Di sconnect - Request or CoA-Request is
determ ned based on the source address and the correspondi ng shared
secret, the NASes or proxies SHOULD configure a different shared
secret for each RADI US server.
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5.2. Inpersonation
[ RFC2865] Section 3 states:

A RADI US server MJST use the source |P address of the RADI US UDP
packet to decide which shared secret to use, so that RADI US
requests can be proxied.

When RADI US requests are forwarded by a proxy, the NAS-IP-Address or
NAS- | Pv6- Address Attributes will typically not natch the source
address observed by the RADI US server. Since the NAS-ldentifier
Attribute need not contain an FQDN, this attribute may not be

resol vabl e to the source address observed by the RADI US server, even
when no proxy is present.

As a result, the authenticity check perforned by a RADI US server or
proxy does not verify the correctness of NAS identification
attributes. This nmakes it possible for a rogue NAS to forge NAS-|P-
Addr ess, NAS-I|Pv6- Address or NAS-ldentifier Attributes within a
RADI US Access-Request in order to inpersonate another NAS. It is
al so possible for a rogue NAS to forge session identification
attributes such as the Called-Station-1d, Calling-Station-Id, or
Oiginating-Line-Info [NASREQ. This could fool the RADI US server
into sendi ng D sconnect - Request or CoA- Request nessages containi ng
forged session identification attributes to a NAS targeted by an
att acker.

To address these vulnerabilities RAD US proxi es SHOULD check whet her
NAS identification attributes (see Section 3.) nmatch the source
address of packets originating fromthe NAS. Were one or nore
attributes do not match, Disconnect-Request or CoA- Request nessages
SHOULD be silently discarded.

Such a check may not al ways be possible. Since the NAS-Identifier
Attribute need not correspond to an FQDN, it nay not be resolvable to
an | P address to be matched agai nst the source address. Al so, where
a NAT exists between the RADIUS client and proxy, checking the NAS-

| P- Address or NAS-IPv6- Address Attributes may not be feasible.

5.3. | Psec Usage Guidelines
In addition to security vulnerabilities unique to D sconnect or CoA
messages, the protocol exchanges described in this docunment are

susceptible to the same vulnerabilities as RADI US [ RFC2865]. It is
RECOMVENDED t hat | Psec be enployed to afford better security.
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I mpl enent ati ons of this specification SHOULD support |Psec [ RFC2401]
along with | KE [ RFC2409] for key managenent. |Psec ESP [ RFC2406]
with a non-null transform SHOULD be supported, and |IPsec ESP with a
non-nul |l encryption transform and aut henticati on support SHOULD be
used to provide per-packet confidentiality, authentication, integrity
and replay protection. |KE SHOULD be used for key nanagenent.

Wthin RADIUS [ RFC2865], a shared secret is used for hiding
Attributes such as User-Password, as well as used in conputation of
the Response Authenticator. In RAD US accounting [ RFC2866], the
shared secret is used in conputation of both the Request

Aut henti cator and the Response Authenti cator

Since in RADIUS a shared secret is used to provide confidentiality as
well as integrity protection and authentication, only use of |Psec
ESP with a non-null transform can provide security services
sufficient to substitute for RADIUS application-layer security.
Therefore, where IPsec AH or ESP null is used, it will typically
still be necessary to configure a RADIUS shared secret.

VWhere RADIUS is run over I Psec ESP with a non-null transform the
secret shared between the NAS and the RADIUS server MAY NOT be
configured. |In this case, a shared secret of zero | ength MJST be
assunmed. However, a RADI US server that cannot know whether incom ng
traffic is | Psec-protected MIUST be configured with a non-null RADI US
shared secret.

When | Psec ESP is used with RADIUS, per-packet authentication,
integrity and replay protection MJST be used. 3DES-CBC MJST be
supported as an encryption transform and AES- CBC SHOULD be support ed.
AES- CBC SHOULD be offered as a preferred encryption transformif
supported. HVAC- SHA1l-96 MJST be supported as an authentication
transform DES-CBC SHOULD NOT be used as the encryption transform

A typical |Psec policy for an | Psec-capable RADIUS client is
"Initiate I Psec, fromne to any destination port UDP 1812". This

| Psec policy causes an I Psec SA to be set up by the RADI US client
prior to sending RADIUS traffic. |If some RADI US servers contacted by
the client do not support IPsec, then a nore granular policy will be
required: "lInitiate I Psec, fromne to | Psec-Capabl e- RADI US- Ser ver,
destination port UDP 1812."

For a client inplenenting this specification, the policy would be
"Accept |Psec, fromany to ne, destination port UDP 3799". This
causes the RADIUS client to accept (but not require) use of |Psec.
It may not be appropriate to require IPsec for all RADIUS servers
connecting to an | Psec-enabl ed RADIUS client, since sone RADI US
servers may not support | Psec.
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For an | Psec-capabl e RADI US server, a typical |Psec policy is "Accept
| Psec, fromany to me, destination port 1812". This causes the

RADI US server to accept (but not require) use of IPsec. It may not
be appropriate to require IPsec for all RADIUS clients connecting to
an | Psec-enabl ed RADI US server, since sone RADIUS clients may not
support | Psec.

For servers inplenmenting this specification, the policy would be

"Initiate I Psec, fromne to any, destination port UDP 3799". This
causes the RADIUS server to initiate | Psec when sendi ng RADI US
extension traffic to any RADIUS client. |If some RADIUS clients

contacted by the server do not support |Psec, then a nore granul ar
policy will be required, such as "lInitiate | Psec, fromnme to |Psec-
capabl e- RADI US-cl i ent, destination port UDP 3799".

Where I Psec is used for security, and no RADI US shared secret is
configured, it is inportant that the RADIUS client and server perform
an aut hori zation check. Before enabling a host to act as a RADI US
client, the RAD US server SHOULD check whether the host is authorized
to provide network access. Simlarly, before enabling a host to act
as a RADIUS server, the RADIUS client SHOULD check whether the host
is authorized for that role.

RADI US servers can be configured with the | P addresses (for |IKE
Aggressive Mbde with pre-shared keys) or FQDNs (for certificate
aut hentication) of RADIUS clients. Alternatively, if a separate
Certification Authority (CA) exists for RADIUS clients, then the
RADI US server can configure this CA as a trust anchor [ RFC3280] for
use with | Psec.

Similarly, RADIUS clients can be configured with the | P addresses
(for I KE Aggressive Mbde with pre-shared keys) or FQDNs (for
certificate authentication) of RADIUS servers. Alternatively, if a
separate CA exists for RADIUS servers, then the RADI US client can
configure this CA as a trust anchor for use with | Psec.

Since unlike SSL/TLS, IKE does not permt certificate policies to be
set on a per-port basis, certificate policies need to apply to all
uses of I Psec on RADIUS clients and servers. In |IPsec depl oynent
supporting only certificate authentication, a nmanagenent station
initiating an | Psec-protected tel net session to the RAD US server
woul d need to obtain a certificate chaining to the RADIUS client CA
I ssuing such a certificate mght not be appropriate if the managenent
station was not authorized as a RADIUS client.

Where RADIUS clients may obtain their I P address dynamically (such as

an Access Point supporting DHCP), Main Mdde with pre-shared keys
[ RFC2409] SHOULD NOT be used, since this requires use of a group
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pre-shared key; instead, Aggressive Mdde SHOULD be used. Where

RADI US client addresses are statically assigned, either Aggressive
Mode or Main Mbde MAY be used. Wth certificate authentication, Miin
Mode SHOULD be used.

Care needs to be taken with I KE Phase 1 ldentity Payl oad selection in
order to enable mapping of identities to pre-shared keys, even with
Aggressive Mbde. \Where the ID IPVA_ADDR or ID I PV6_ADDR ldentity
Payl oads are used and addresses are dynam cally assigned, mappi ng of
identities to keys is not possible, so that group pre-shared keys are
still a practical necessity. As aresult, the ID FQN identity

payl oad SHOULD be enpl oyed in situations where Aggressive node is
utilized along with pre-shared keys and | P addresses are dynamically
assigned. This approach al so has other advantages, since it allows
the RADI US server and client to configure thensel ves based on the
fully qualified domain nane of their peers.

Note that with I Psec, security services are negotiated at the
granularity of an |IPsec SA, so that RADI US exchanges requiring a set
of security services different fromthose negotiated with existing
IPsec SAs will need to negotiate a new | Psec SA. Separate |Psec SAs
are al so advi sable where quality of service considerations dictate
different handling RADI US conversations. Attenpting to apply
different quality of service to connections handl ed by the sane | Psec
SA can result in reordering, and falling outside the replay w ndow.
For a discussion of the issues, see [ RFC2983].

5.4. Replay Protection

Where | Psec replay protection is not used, the Event-Ti nestanp (55)
Attribute [ RFC2869] SHOULD be included within all nessages. Wen
this attribute is present, both the NAS and the RADI US server MJST
check that the Event-Timestanp Attribute is current within an
acceptable tinme window |If the Event-Tinestanp Attribute is not
current, then the nessage MJST be silently discarded. This inplies
the need for tinme synchronization within the network, which can be
achi eved by a variety of neans, including secure NTP, as described in
[ NTPAUTH] .

Both the NAS and the RADI US server SHOULD be configurable to silently

di scard nessages | acking an Event-Tinmestanp Attribute. A default
ti me wi ndow of 300 seconds is recomended.
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6. Exanple Traces
Di sconnect Requ

0: XXXX XXXX X
16: 624c 3543 c
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est with User- Nane:

XXX XXXX XXXX 2801 001c 1b23 .B... .. $.-(.... #
eba 55f1 be55 a714 cabe 0108 bL5C. . U. .U ..~ ..

32: 6d63 6869 6261

Di sconnect Requ
0: XXXX XXXX X
16: 8e53 55b6 b
32: 3930 3233 3
Di sconnect Requ
0: XXXX XXXX X
16: 33fe 765b O
32: 0a00 0203
7. Ref er ences
7.1. Normative Re

[ RFC1305]

[ RFC1321]

[ RFC2104]

[ RFC2119]

[ RFC2401]

[ RFC2406]

[ RFC2409]

Chi ba, et al

est with Acct-Session-I|D

XXX XXXX XXxX 2801 001le adod .B..... ~ (...
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435 3637 90234567
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5f0 fd9c c32a 2f6b 5182 0806 3.v[..... *1kQ ..
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