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Abst r act

Thi s docunent describes functional requirenents for | Psec (RFC 2401)
and I nternet Key Exchange (I KE) (RFC 2409) to facilitate their use in
securing SCTP (RFC 2960) traffic.

1. I nt roduction

The Stream Control Transm ssion Protocol (SCTP) is a reliable
transport protocol operating on top of a connection-|ess packet
network such as IP. SCTP is designed to transport PSTN signaling
messages over | P networks, but is capabl e of broader applications.

When SCTP is used over IP networks, it may utilize the IP security
protocol suite [ RFC2402][ RFC2406] for integrity and confidentiality.
To dynamically establish | Psec Security Associations (SAs), a key
negoti ati on protocol such as | KE [ RFC2409] may be used.

Thi s docunent describes functional requirenments for I Psec and IKE to
facilitate their use in securing SCTP traffic. |In particular, we

di scuss additional support in the formof a new ID type in I KE

[ RFC2409] and inplenmentation choices in the | Psec processing to
acconmodate for the multiplicity of source and destination addresses
associated with a single SCTP associ ati on
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1.1. Termi nol ogy

In this docunment, the key words "MAY", "MJST, "MJST NOI*, "optional",
"recomended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [RFC-2119].

2. SCTP over |Psec

When utilizing the Authenticati on Header [RFC2402] or Encapsul ating
Security Payl oad [ RFC2406] protocols to provide security services for
SCTP frames, the SCTP frane is treated as just another transport

| ayer protocol on top of IP (same as TCP, UDP, etc.)

| Psec i nplementations should already be able to use the SCTP
transport protocol nunber as assigned by I ANA as a selector in their
Security Policy Database (SPD). It should be straightforward to
extend existing inplenentations to use the SCTP source and
destination port nunbers as selectors in the SPD. Since the concept
of a port, and its location in the transport header is

prot ocol -specific, the I Psec code responsible for identifying the
transport protocol ports has to be suitably nodified. This, however
is not enough to fully support the use of SCTP in conjunction with

| Psec.

Since SCTP can negotiate sets of source and destinati on addresses
(not necessarily in the same subnet or address range) that may be
used in the context of a single association, the SPD shoul d be able
to accommodate this. The straightforward, and expensive, way is to
create one SPD entry for each pair of source/destination addresses
negotiated. A better approach is to associate sets of addresses with
the source and destination selectors in each SPD entry (in the case
of non-SCTP traffic, these sets would contain only one el enent).
VWhile this is an inplementation decision, inplenentors are encouraged
to follow this or a simlar approach when designing or nodifying the
SPD to accommodat e SCTP-specific sel ectors.

Similarly, SAs may have nmultiple associ ated source and destination
addresses. Thus an SA is identified by the extended triplet ({set of
destination addresses}, SPI, Security Protocol). A lookup in the
Security Association Database (SADB) using the triplet (Destination
Address, SPI, Security Protocol), where Destination Address is any of
the negoti ated peer addresses, MJST return the sane SA
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3.

SCTP and | KE

There are two issues relevant to the use of | KE when negoti ating
protection for SCTP traffic:

a) Since SCTP allows for nultiple source and destination network
addresses associated with an SCTP association, it MJST be possible
for IKEto efficiently negotiate these in the Phase 2 (Quick Mde)
exchange. The straightforward approach is to negotiate one pair of

| Psec SAs for each combi nation of source and destination addresses.
This can result in an unnecessarily |large nunber of SAs, thus wasting
time (in negotiating these) and nemory. All current inplementations
of I KE support this functionality. However, a method for specifying
multiple selectors in Phase 2 is desirable for efficiency purposes.
Conformance with this document requires that inplenentations adhere
to the guidelines in the rest of this section

Define a new type of ID, ID LIST, that allows for recursive inclusion
of IDs. Thus, the IKE Phase 2 Initiator ID for an SCTP associ ation
MAY be of type ID LIST, which would in turn contain as many

ID I PV4_ADDR | Ds as necessary to describe Initiator addresses;

Ii kewi se for Responder IDs. Note that other selector types MAY be
used when establishing SAs for use with SCTP, if there is no need to
use negotiate multiple addresses for each SCTP endpoint (i.e., if
only one address is used by each peer of an SCTP fl ow).

I mpl enent ati ons MUST support this new ID type

ID LIST I Ds cannot appear inside ID LIST ID payl oads. Any of the ID
types defined in [ RFC2407] can be included inside an ID LIST ID.

Each of the IDs contained in the IDLIST ID nust include a conplete

I dentification Payl oad header

The following diagramillustrates the content of an ID LIST ID
payl oad that contains two | D FQDN payl oads.
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The Next Payload field in any of the included IDs (for FQDN 1 and
FQDN 2) MJUST be ignored by the Responder. The Payl oad Length, 1D
Type, Protocol ID, and Port fields of the included Payl oads shoul d be
set to the appropriate values. The Protocol ID and Port fields of
the ID_LI ST Payl oad should be set to zero by the Initiator and MJST
be ignored by the Responder

Different types of IDs (e.g., an ID FQDN and an I D | PV4_ADDR) can be
included inside the sane IDLISTID. If an ID type included in an
IDLIST ID payload is invalid in the context the IDLIST ID is used,
the whole I D _LIST should be considered to be at fault, e.g., if an

I D LIST I D payl oad that contains an I D FQDN and an ID_| PV4_ADDR i s
recei ved during an | KE Qui ck Mode exchange, the Responder shoul d
signal a fault to the Initiator and stop processing of the nessage
(the sane behavior it would exhibit if sinply an |1 D FQDN was received
i nst ead).

The | ANA- assi gned nunber for the IDLIST IDis 12

b) For IKE to be able to validate the Phase 2 selectors, it must be
possi bl e to exchange sufficient information during Phase 1.

Currently, IKE can directly accommpdate the sinple case of two peers
talking to each other, by using Phase 1 IDs corresponding to their IP
addresses, and encodi ng those sane addresses in the Subj Al t Nane of
the certificates used to authenticate the Phase 1 exchange. For nore
compl i cated scenarios, external policy (or sonme other mechanism
needs to be consulted, to validate the Phase 2 selectors and SA
paraneters. Al addresses presented in Phase 2 selectors MJST be
validated. That is, enough evidence nust be presented to the
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Responder that the Initiator is authorized to receive traffic for al
addresses that appear in the Phase 2 selectors. This evidence can be
derived fromthe certificates exchanged during Phase 1 (if possible);
otherwi se it nmust be acquired through out-of-band neans (e.g., policy
mechani sm configured by the adnministrator, etc.).

In order to accommodate the sanme sinple scenario in the context of
mul ti pl e source/destinati on addresses in an SCTP associ ation, it MJST
be possible to:

1) Specify multiple Phase 1 IDs, which are used to validate Phase
2 paraneters (in particular, the Phase 2 selectors). Follow ng
the discussion on an ID LIST ID type, it is possible to use the
same method for specifying nultiple Phase 1 |Ds.

2) Authenticate the various Phase 1 IDs. Using pre-shared key
aut hentication, this is possible by associating the same shared
key with all acceptable peer Phase 1 IDs. In the case of
certificates, we have two alternatives

a) The sane certificate can contain multiple IDs encoded in
the SubjAltNane field, as an ASN. 1 sequence. Since this is
al ready possible, it is the preferred solution and any
conformant inplenmentations MJUST support this.

b) Miultiple certificates MAY be passed during the Phase 1
exchange, in multiple CERT payloads. This feature is also
supported by the current specification. Since only one
signature may be issued per | KE Phase 1 exchange, it is
necessary for all certificates to contain the same key as
their Subject. However, this approach does not offer any
significant advantage over (a), thus inplenmentations MAY
support it.

In either case, an I KE i nplenentation needs to verify the
validity of a peer’s clained Phase 1 ID, for all such IDs
recei ved over an exchange.

Al t hough SCTP does not currently support nodification of the
addresses associated with an SCTP association (while the latter is in
use), it is a feature that may be supported in the future. Unless
the set of addresses changes extrenely often, it is sufficient to do
a full Phase 1 and Phase 2 exchange to establish the appropriate

sel ectors and SAs.
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The last issue with respect to SCTP and | KE pertains to the initial
of fer of Phase 2 selectors (IDs) by the Initiator. Per the current
| KE specification, the Responder nmust send in the second nessage of
the Quick Mode the IDs received in the first nessage. Thus, it is
assuned that the Initiator already knows all the Selectors rel evant
to this SCTP association. |n nmost cases however, the Responder has
nmore accurate know edge of its various addresses. Thus, the |Psec
Sel ectors established can be potentially insufficient or inaccurate.

If the proposed set of Selectors is not accurate fromthe Responder’s
point of view, the latter can start a new Qui ck Mbde exchange. In
this new Qui ck Mbde exchange, the roles of Initiator and Responder
have been reversed; the new Initiator MJST copy the SA and Sel ectors
fromthe old Quick Mbde nessage, and nodify its set of Selectors to
match reality. Al SCTP-supporting |IKE inplenentati ons MIST be able
to do this.

4. Security Considerations

Thi s docunents di scusses the use of a security protocol (lIPsec) in
the context of a new transport protocol (SCTP). SCITP, with its
provision for nmobility, opens up the possibility for
traffic-redirection attacks whereby an attacker X clains that his
address shoul d be added to an SCTP sessi on between peers A and B, and
be used for further comunications. |In this manner, traffic between
A and B can be seen by X. If X is not in the comrunication path
between A and B, SCTP offers himnew attack capabilities. Thus, all
such address updates of SCTP sessions should be authenticated. Since
| KE negotiates | Psec SAs for use by these sessions, |KE MJST validate
al | addresses attached to an SCTP endpoi nt either through validating
the certificates presented to it during the Phase 1 exchange, or

t hrough some out - of - band met hod.

The Responder in a Phase 2 exchange MJST verify the Initiator’'s
authority to receive traffic for all addresses that appear in the
Initiator’s Phase 2 selectors. Not doing so would allow for any
valid peer of the Responder (i.e., anyone who can successfully
establish a Phase 1 SA with the Responder) to see any other valid
peer’s traffic by claimng their address.

5. | ANA Consi derati ons
| ANA has assigned nunmber 12 for ID LIST (defined in Section 3) in the

"I PSEC I dentification Type" registry fromthe Internet Security
Associ ati on and Key Managenent Protocol (1SAKMP) ldentifiers table.
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6.

Intellectual Property Rights Notice

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Ful I Copyright Statenent
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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