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Abst ract

Thi s docunent defines a Mbile | Pv4d Registration Revocation mechani sm
whereby a nmobility agent involved in providing Mbile IP services to
a nmobil e node can notify the other nobility agent providing Mbile IP
services to the sanme nobile node of the ternmination of this
registration. The nechanismis also usable by a hone agent to notify
a co-located nmobile node of the termination of its binding as well.
Mor eover, the mechani smprovides for this notification to be

acknow edged. A signaling nechani sm al ready defined by the Mbile

I Pv4 protocol is leveraged as a way to informa nobile node of the
revocation of its binding.
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1. Introduction and Applicability

Mobile IP [1] defines registration of a nobile node’'s location to
provi de connectivity between the nobile node and its home domain,
facilitating comunication between nobil e nodes and any correspondent
node. At any time, either the hone or foreign agent may wish to
cease servicing a nobile node, or for adm nistrative reasons may no

| onger be required to service a nobil e node.

Thi s docunent defines a general registration revocati on nechani smfor
Mobil e | Pv4, whereby a nobility agent can notify another nobility
agent (or a 'direct’ co-located nobile node) of the termination of
mobility bindings. A nmobility agent that receives a revocation
notification no |longer has to provide services to the nobile node
whose regi stration has been revoked. A signaling nechani sm al ready
defined by the Mobile IPv4 protocol [1] is leveraged as a way to

i nforma nobil e node of the revocation of its binding.
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The registration revocation protocol provides the foll ow ng
advant ages:

1. Tinely release of Mobile IP resources. Resources being consuned
to provide Mobile IP services for a nobile node that has stopped
receiving Mobile I P services by one agent, can be reclainmed by the
other agent in a nore tinely fashion than if it had to wait for
the binding to expire. This also applies to the case in which a
mobi | e node roans away froma forei gn agent to another foreign
agent. Notification to the previous foreign agent would allow it
to reclai mresources

2. Accurate accounting. This has a favorable inpact on resolving
accounting issues with respect to the length of nobility bindings
in both domains, as the actual end of the registration is rel ayed.

3. Earlier adoption of domain policy changes with regards to services
of fered/required of a Mobile IP binding. For exanple, the hone
domai n may now require reverse tunnels [C], yet there are existing
bi ndi ngs that do not use them Wthout a revocation mechani sm
new services can only be put in place or renoved as bindings are
re-registered.

4. Timely notification to a nobile node that it is no |onger
receiving nobility services, thereby significantly shortening any
"bl ack-hol e’ periods to facilitate a nore robust recovery.

The revocation protocol is an active, yet unobtrusive nmechani sm
allowing nore tinely communication between the three Mbile IP
entities in the various adnministrative domains. Since many nobile
nodes may not understand the concept of revocation, care has been
taken to ensure backwards conpatibility with [1].

The registration revocation protocol does not replace the nethods
described in [1] for Mbile IP deregistration, as the purpose of
these nechanisns is fundanentally different. Deregistration nessages
are used by a nobile node to informits hone agent that it has e.g.,
roamed back to its home subnet, whereas revocati on nessages are used
between mobility agents to signal the termination of nmobility

bi ndings. More specifically, the revocation nessage defined here is
NOT for use by 'direct’ co-located nobile nodes that are term nating
their registration as deregistration nessages are already sufficient
for this purpose. A 'direct’ co-located nobile node, however, nay

Wi sh to process revocation nessages as it is a useful mechanismto
trigger the re-negotiation of required services fromthe honme domain.
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2.

Ter mi nol ogy

It is assuned that the reader is famliar with the term nol ogy used
in[1]. |In addition, the following terns are defi ned:

"Direct’ Co-located Mbile Node
A nobil e node registering directly with its home agent, with the
"D bit set inits registration request, and NOT registering
through a foreign agent.

Mobil e | P Resources

Various functional elements allocated by a mobility agent to
support a Mobile IP binding, e.g., nenory.

Mobile I P Services
Various responsibilities of a nmobility agent in supporting a
mobi | e node as defined in [1], e.g., encapsul ation of packets
addressed to a mobil e node by a home agent, decapsul ati on of these
packets by a foreign agent for delivery to a nobile node, etc.
Mobi lity Agent
The hone agent or foreign agent as specified in [1].
Revocati on
Premature ternmination of a nmobility binding.
The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [3].

Regi strati on Revocation Extensions and Messages

Regi stration revocation in Mbile IPv4 is acconplished via the
fol | owi ng:

- Advertising Registration Revocation Support (Section 3.1.):

o Aflag in the Agent Advertisenent extension has been reserved
for agents to advertise their support of revocation nmessages.
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- Revocation Support Extension (Section 3.2.):

o This extension is appended to a registration request or
registration reply by a nobility agent to indicate its support
of registration revocation

o This extension is appended to a registration request by a
"direct’ co-located nobile node to indicate its understanding
of revocati on nessages.

- Registration Revocati on Message (Section 3.3.):

0 A nessage sent by a mobility agent to informanother nobility
agent, or a 'direct’ co-located nobile node, that it has
revoked the binding of a nobile node.

- Registration Revocati on Acknow edgrment Message (Section 3.4.):

0 A nessage sent by nobility agents or 'direct’ co-located nobile
nodes to indicate the receipt of a revocati on nessage.

Security considerations related to the above nessages and extensions
are covered in Section 6.

3.1. Advertising Registration Revocation Support

Mobility agents can advertise their support of registration
revocation with a nodification to the Mbility Agent Advertisenent
extension described in [1]. An 'X bit is introduced to indicate an
agent’s support for Registration Revocation.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length | Sequence Numrber |
T S L i S e i S
| Regi stration Lifetine |RIBIHHFIMGr]|T|U X reserved

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| zero or nore Care-of Addresses |

| S |
X The nmobility agent supports Registrati on Revocation
A foreign agent that sets the "X bit in an agent adverti senent
ext ensi on MJUST support registration revocation nmessages on that |ink,

specifically the Revocation Support Extension (section 3.2.),
Revocati on Messages (section 3.3.), and Revocation Acknow edgnent
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(section 3.4.). It is not required that all agents advertising on
the sane |ink support registration revocation, nor is it required
that an agent advertise this support on all of its |inks.

Note that using this information, a nobile node can select a foreign
agent that supports Registration Revocation. Should a nobile node
not understand this bit, it sinply ignores it as per [1].

As a bit in the agent advertisenent, use of the 'X bit has no inpact
on ot her nessages, such as e.g., Challenge-Response [2].

3.2. Revocation Support Extension

The Mobile I P revocation support extension indicates support of
registration revocation, and so MIST be attached to a registration
request or registration reply by any entity that wants to receive
revocation nessages. Nornmally, this is either a foreign agent, or a
home agent. However a 'direct’ co-located nobile node MAY al so

i nclude a revocation support extension in its registration request.
A nobi |l e node which is not co-located MJST NOT include a Revocation
Support Extension in its registration

A foreign agent advertising the 'X bit on the link on which the

regi stration request was received, and that has a security
relationship with the home agent identified in the sanme registration
request, MJUST attach a revocation support extension to the forwarded
registration request. A home agent that receives a registration
request that does not contain a revocation extension SHOULD NOT

i nclude a revocation support extension in the associated registration

reply.

The format of the revocation support extension is based on the Type-
Lengt h- Val ue Extension Format given in [1l] and is defined as follows:

0 1 2 3

01234567890123456789012345678901
s T o i e e o i i E S SR N N SR SR o
| Type | Lengt h | 1] Reserved |
i T s T i T S S I S i (T S S S e S
| Ti mest anp |
i e T b i e o i e i S

Type 137
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Lengt h
Length (in bytes, currently 6). Does NOT include Type
and Length fields (in accordance with section 1.9. of
[1]). This allows for a |onger extension |ength should
nmore bits be required in the future

Ti mest anp
Current 4-byte tinestanp of the nobility agent or
"direct’ co-located nobile node. This is used to
identify the ordering of registrations as they are
forwarded, how they relate to the sending of any
revocation nessages, and to identify the approximte
of fset between the clocks of the nobility agents
provi di ng support for this binding, or between a ’direct’
co-located nobil e node and its home agent.

"I’ Bit
This bit is set to '1 by a nmobility agent to indicate it
supports the use of the "I’ bit in revocati on nmessages
(section 3.3.)

When sent by a foreign agent in a registration request:

If set to 1, the FAis willing to have the home agent use
the "I’ bit in the revocation process to determne

whet her the nobil e node should be informed of the
revocation or not.

If set to 0, indicates to the home agent that the foreign
agent will followits own policy with regards to
informing the nmobile node in the event of a revocation

When sent by a home agent in response to a revocation
extension in which the "I’ bit was set to '1

If set to 1, the home agent agrees to use the "I’ bit in
the revocation process to indicate to the forei gn agent
whet her or not the nobile node shoul d be inforned.

If set to 0, the home agent will not use the "I’ bit in
the revocation process, thereby yielding to the foreign
agent’s default behavior with regard to informng the
mobi | e node.

To preserve the robustness of the protocol, the
recomrended default behavior for a foreign agent is to
informthe nobile node of its revocation as described in
Section 4. 1.
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Reserved
Reserved for future use. MJST be set to 0 on sending,
MJST be ignored on receiving.

When appearing in a registration request, or registration reply, the
Mobile | P revocation support extensi on MUST be protected either by a
forei gn-home authentication extension, a nobile-home authentication
ext ensi on, or any other equival ent nechanism[1l], e.g., via AAA [A]
[B], or perhaps IPsec. |If the extension appearing in either of these
regi stration nmessages is NOT protected, the appropriate action as
described by [1] (Sections 3.8.2.1. and Sections 3.7.3.1.) MJST be

t aken.

Support of the "I’ bit is OPTIONAL. |If a nobility agent does not
support the specified functionality, it MJST set the "I’ bit to zero.
Note that the home agent setting the 'I’ bit to "1 in response to a
revocation extension fromthe foreign agent in which the "I’ bit was

set to '0" is undefined, and SHOULD NOT be done.

"I" bit support has been negoti ated when both agents have set the |
bit to "1 in their revocation support extensions.

It is inportant to note that this extension is skippable (i.e., if
the receiving nobility agent does not understand this extension, it
MUST skip it, and continue processing the remai nder of the

regi stration request).

3.3. Registration Revocati on Messages

A revocation nessage is sent by a nobility agent to inform another
mobility agent, or a 'direct’ co-located nobile node, that it is
revoki ng the binding of a nobile node.

I P Fields:

Sour ce Address In the case of the home agent issuing the
regi stration revocation, the address
registered with the care-of address as that
of the hone agent (that is the address
identified as the home address of this
bi ndi ng) .

In the case of the foreign agent issuing the
regi stration revocation, the address
registered with the hone agent as the care- of
addr ess.

d ass & Chandra St andards Track [ Page 8]



RFC 3543 Regi stration Revocation in Mbile |Pv4 August 2003

Destination Address 1In the case of the home agent issuing the

UDP Fi el ds:
Source Port

Destinati on Port

registration revocation, the source address
of the | ast approved registration request for
this binding, i.e., the destination address
of the last registration reply indicating
success for this binding.

In the case of the foreign agent issuing the
regi stration revocation, the address

regi stered as that of the hone agent by the
nmobi | e node whose registration is being
revoked.

vari abl e

434

The UDP header is followed by the Mbile IP fields shown bel ow

0

1 2 3

01234567890123456789012345678901

S S S

I Type I

R

i S S i S

R S T

R i

i S S

Ext ensi ons. . .

Aut henticator. ..

|

+-

I

R S T
I

+-

e (i SEp S

Type 7

e T e S s ol T T S R S e e et oI S R T
Reserved | AT Reserved |
I i i i ok S DI R TR N R SR S S S R e i
Hone Address |

T I e e b i T cEIE S e e S e e e i
Hone Domai n Address |
e T e S s ol T T S R S e e et oI S R T
Forei gn Domai n Address |
I i i i ok S DI R TR N R SR S S S R e i
Revocation ldentifier |
T I e e b i T cEIE S e e S e e e i

+- +- +-

+- +- +-

Reserved MJST be sent as 0, ignored when received.

A Agent bit ('direction’ bhit).

This bit

identifies the role of the agent sending the

revocation, that is the "direction’ of the revocation

message.

d ass & Chandra
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attacks, particularly when symmetric keying is being
used.

Set to 0" if the revoking agent is servicing this
bi nding as a foreign agent.

Set to 'l if the revoking agent is servicing this
bi ndi ng as a hone agent.

Informbit.

This bit MJUST NOT be set to "1 unless "I’ bit support
was negotiated in the revocation extensi on nessages
passed in the registration process, otherwi se the results
can be unpredictable.

When sent by the hone agent to a foreign agent:

Set to "0’ to request that the nobile node SHOULD NOT be
informed of the revocation, or because the use of the "I’
bit was not agreed upon.

Set to 1" to request that the nobile node be inforned of
the revocati on.

When sending a revocati on nessage to a 'direct’ co-
| ocated mobil e node, this bit is essentially irrelevant,
but SHOULD be set to '1'.

When sent by the foreign agent:

Set to "0’ to indicate that the foreign agent is using
foreign domain policy as to whether or not the nobile
node shoul d be informed of the revocation, or because ’'I’
bit support was not agreed upon

Set to "1’ to ask the honme agent if the nobile node
shoul d be informed of the revocation

MJUST be sent as 0, ignored when received.

Home Address

d ass & Chandra

The hone | P address of the nobile node whose registration
i s being revoked.
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Forei gn Donai n Address
The relevant | P address in the foreign domain to identify
whi ch binding is being revoked. This is one of the
following: (i) the foreign agent’s IP address, or (ii)
the co-located care-of address.

Honme Domai n Addr ess
The | P address of the hone agent to identify which
bi nding is being revoked.

Revocation Identifier
Protects against replay attacks. The revoki ng agent MJST
insert its current 4-byte tinestanp running off the sane
clock as it is using to fill in the timestanp inits
revocation extensions. See section 3.5.

A registration revocati on nessage MJUST be protected by either a valid
aut henticator as specified in [1], nanely a hone-foreign

aut henticator, if the conmmunication is between hone and foreign
agents, or a nobile-hone authenticator if the conmunication is being
sent froma hone agent to a "direct’ co-located nobile node, or

anot her security nechani smat |east as secure, and agreed upon by the
hone and foreign domains, e.g., IPsec. |f any agent, or 'direct’
co-located nobil e node, receives a registration revocati on nessage
that does not contain a valid authenticator, and is not adequately
protected, the revocation nmessage MJST be ignored, and silently

di scar ded

A revocati on nessage MUST NOT be sent for any registration that has
expired, and MAY only be sent prior to the expiration of a nobile
node’'s registration. Note, however, due to the nature of datagram
delivery, this does not guarantee these nessages will arrive before
the natural expiration of any binding.

An agent MJST NOT send nore than one revocati on nessage or

regi strati on message per second for the same binding. Note that this
updates [1] by including revocation nessages in the rate limt
specified in [1], i.e., that an agent MJST NOT send nore than one
regi strati on message per second for the sanme binding.

An exanpl e of the use of revocation nessages is given in Appendix A
3.4. Registration Revocation Acknow edgnent Message
A revocati on acknow edgnment nmessage is sent by nobility agents or

"direct’ co-located nobile nodes to indicate the successful receipt
of a revocation nessage
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I P fields:
Sour ce Address Copi ed fromthe destination address of the

recei ved registration revocati on nessage for
which this registration revocation
acknow edgnent nessage i s bei ng generated.

Destination Address Copied fromthe source address of the

recei ved registration revocati on nessage for
which this registration revocation
acknow edgnent nessage i s bei ng generat ed.

UDP fi el ds:
Sour ce Port 434 (copied fromthe destination port of the
revocati on nessage).
Destination Port Copi ed fromthe source port of the revocation

message.

The UDP header is followed by the Mbile IP fields shown bel ow

0

1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

Type

| Reserved || Reserved |

I S T i S S e e e e A AT i S S

Home Address |

T T S i i S DU S A S R T o T

I
+-
I
+-
I
+-

d ass & Chandra

Revocation Identifier |

T O T T i S S g
Ext ensi ons. ..

B ih T S I S S S S

Aut henticator. ..

T U T S S N S

Type

Reserved

15

MUST be sent as 0, ignored when received.
Informbit.

The "1’ bit MJST NOT be set to "1 in the revocation
acknow edgnment messages unless it was set to 1 in the
revocation nessage. |f an agent receives a revocation
acknow edgnent nmessage in which the "I’ bit is set to
1", but for which the revocation nessage being
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acknow edged had the "I’ bit set to 0", the "I’ bit in
the revocation acknow edgment message MJST be i gnored.

When sent by the home agent:

Set to '1" by the hone agent to request the foreign agent
informthe nobile node of the revocation

Set to "0’ by the hone agent to request the foreign agent
not informthe nobile node of the revocation

When sent by a foreign agent:

Set to 1" to indicate to the home agent that the nobile
node was i nforned

Set to '0’ to indicate to the hone agent that the foreign
agent used local policy to determ ne whether or not the
mobi | e node should be informed. For purposes of protoco
robustness, it is highly recommended that such a default
be set for the foreign agent to informthe nobile node of
the revocation.

Reserved
MJUST be sent as 0, ignored when received.

Hone Address
The hone address copied fromthe revocati on nessage for
whi ch this acknow edgnent is being sent.

Revocation Identifier
Copi ed fromthe Revocation lIdentifier of the revocation
message for which this acknow edgnent is being sent. See
Section 3.5.

A registration revocati on acknow edgrment nessage MJUST be sent in
response to a valid and authenticated registration revocation
nessage

A registration acknow edgnent nessage MJST be protected by either a
valid authenticator as specified in [1], nanely a hone-foreign

aut henticator if the communication is between honme and foreign
agents, or a nobile-hone authenticator if the communication is

bet ween hone agent and 'direct’ co-located nobil e node, or another
security nechanismat |east as secure and agreed upon by the hone and
forei gn domains, e.g., |Psec.
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An exanpl e of the use of Revocation Acknow edgment Messages is given
i n Appendi x A

3.5. Replay Protection

As registration revocation nessages are designed to term nate service
for a nobile node, or multiple nobile nodes sinmultaneously, replay
protection is crucial to prevent denial of service attacks by
"mal i ci ous repeaters” - those who store datagrans with the intent of
replaying themat a later tine, or by "malicious reflectors" - those
who refl ect packets back at their original source (both a form of
"active" attack). See Section 6. for a discussion of these security
consi derati ons.

Al'l Revocation Messages and Revocation Acknow edgnent Messages MUST
be authenticated as well be replay-protected. The order in which
they are done, however, is up to inplenmentation

Replay protection is handled with a sinple tinmestanp nmechani sm using
a single 32-bit identifier field in the registration revocation
message, in conjunction with the home address field, to associate any
revocati on acknow edgnent nmessages with its revocation nessages. To
do this:

- The revoking agent sets the "A" bit to its agent-type, and the
Revocation ldentifier field in the registration revocati on nessage
to a valid 32-bit timestanmp fromthe same clock it is using to set
the tinmestanp field of its revocation extensions included in
regi strati on nmessages.

- Upon receipt of an authenticated revocation nessage, the receiving
agent (or 'direct’ co-located nobile node) MJST check the val ue of
the "A" bit, and Revocation ldentifier to nake sure this
revocation nessage is not a replay of an old revocati on nessage
received fromthe sane agent. The receiving agent MJUST al so check
that the nessage is not a reflection of a revocation nessage it
sent in relation to the identified binding. If the "A bit and
ldentifier field inply this packet is a replay, the revocation
message MJST be silently discarded.

- When building a revocation acknow edgnent nessage, the
acknow edgi ng agent (or 'direct’ co-located nobile node) copies
the val ues of the Honme Address and Revocation ldentifier fields
fromthe revocation nmessage into the Honme Address and the
Revocation ldentifier of the revocati on acknow edgnent nessage.
This is so the revoking agent can match this revocation
acknow edgnent to its correspondi ng revocati on nessage.

d ass & Chandra St andards Track [ Page 14]



RFC 3543 Regi stration Revocation in Mbile |Pv4 August 2003

- Upon receiving a valid revocati on acknow edgnent, the revoking
agent MUST check the Home Address and ldentifier fields to make
sure they match those fields froma correspondi ng revocation
message it sent to the acknow edging agent. |If not, this
revocati on acknow edgnent nessage MJST be silently discarded.

Note that since the Identifier in an incom ng revocati on nessage is a
32-bit tinestanp, it is possible for an agent to check the validity
of the ldentifier fields without having to renenber all identifiers
sent by that correspondi ng agent.

Note: as it is possible for a nobile node to register at different
times with different home agents, and at different tines with
different foreign agents, it is crucial that it not be required that
the ldentifier fields be unique in messages fromdifferent agents as
there is no guarantee that clocks on different agents will be
synchroni zed. For exanple, if a nobile node has sinultaneous
bindings with multiple foreign agents, and if revocati on nessages are
received by nore than one such foreign agent "simultaneously", it is
possi bl e the revocati on nmessage from one of these foreign agents may
contain ldentifier fields that happen to match those of any or al
the other foreign agents. This MJUST NOT result in any of these
revocati on nessages being ignored.

4. Registration Revocation Overview

Regi stration Revocation consists of two distinct pieces: a signaling
mechani sm bet ween tunnel endpoints, and a signaling mechani sm between
forei gn agent and nobile node. A 'direct’ co-located nobile node MAY
i npl ement revocation extensions and revocation acknow edgnment in
order to receive and respond to revocati on nessages fromits hone
agent, however, a 'direct’ co-located nobile node MIUST NOT send a
revocati on nmessage as de-registrati on nessages defined in [1] are
sufficient for this purpose.

For further discussion on security issues related to registration
revocation, refer to Section 6.

4. 1. Mobi | e Node Notification

A mechani sm whi ch provides a foreign agent a way to actively notify a
nmobi |l e node that its binding has been reset already exists in [1],
though it has been overl ooked for this purpose.

A brief overview of the nechanics of the sequence nunber in agent
advertisenent from[1l] is given so that the nechani sm by which the
foreign agent 'inplies’ to the nobile node that its binding is no
| onger active is clearly understood.
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When a foreign agent begins sendi ng agent advertisenents, it starts
with a sequence number of 0, and [nonotonically] increments the
sequence nunber with each subsequent agent advertisement. 1n order
for a nobile node to be able to distinguish between a foreign agent
that has sinply exhausted the sequence nunber space from one which
has been reset, when the agent increnents the sequence nunber counter
past its maxi mumvalue, it sets the sequence nunmber to 256 instead of
rolling to 0 [1]. In this way, a mobile node would have to mss, at
that time, 256 advertisenents in arowto mstake a reset as a roll-
over. Moreover, the lifetines contained within an agent

adverti senent should be set in such a way that when a nobil e node
believes it has missed 3 beacons, the entry for this foreign agent
should time out, and if the nobile node is registered there, it
shoul d send an agent solicitation [1]. |If, however, an agent is
somehow reset, it will begin advertising with a sequence nunber of O,
and the nobile node can presune this foreign agent has lost its

bi ndi ng, and the nobil e node SHOULD re-register to nake sure it is
still obtaining Mbile |IP services through this foreign agent.

Leveragi ng this nmechanism a foreign agent may consciously notify al
mobi | e nodes currently bound to it that it has "reset” all of their
bi ndi ngs, even if the agent itself has not been reset, by sinply
[re]setting the sequence nunber of the next agent advertisenent to O.
Moreover, a foreign agent may informall nobile nodes currently bound
to it that they should re-register with a different foreign agent by
simul taneously setting the 'B bit in the advertisenent to 1
indicating this foreign agent is busy and is not accepting new
registrations [1]. In these situations, any nobile node in
compliance with [1] will presune this foreign agent has lost its

bi nding, and must re-register if they wish to re-establish Mbile IP
functionality with their home subnet.

To indicate to any registered nobile node that its binding no | onger
exists, the foreign agent with which the nobile node is registered
may uni cast an agent advertisenent with the sequence nunber set to O
to the nobile node [1], [D]. Moreover, if such a foreign agent

wi shes to indicate to the nmobile node that its binding has been
revoked, and that the nobile node should not attenpt to renew its
registration with it, the foreign agent MAY also set the "B bit to 1
in these agent advertisenents, indicating it is busy, and is not
accepting new registrations [1]. Al nobile nodes conpliant with [1]
wi Il understand that this neans the agent is busy, and MAY either

i medi ately attenpt to re-register with another agent in their
forei gn agent cache, or MAY solicit for additional agents. |In the
|atter case, a foreign agent can optionally renenber the nobile
node’ s bi nding was revoked, and respond to the solicit in the sane
way, nanely with the 'B bit set to 1. 1t should be noted, though,
that since the foreign agent is likely to not be setting the "B bit
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to 1l in its broadcasted agent advertisenents (sent to the entire
l'ink), the revoked nobil e node, upon hearing this agent’s multicast
agent advertisement without the 'B bit set, may attenpt to

[re]lregister with it. |[If this happens, depending on foreign domain
policy, the foreign agent can sinply deny the nobile node with an
appropriate error code (e.g., "adnmnistratively prohibited"). At

this time, a nobile node can use foreign agent fallback to attenpt to
register with a different foreign agent as described in [1].

Mobi | e nodes whi ch understand the revocati on nmechani sm descri bed by
this docunment may understand that a unicast agent advertisement with
the sequence nunber reset to 0 could indicate a revocation, and may
attenpt to re-register with the same foreign agent, or register with
a different foreign agent, or co-locate.

Agent Advertisenents unicast to a nobile node MJST be sent as
described in [1] in addition to any nmethods currently in use on the
link to make them secure or authenticatable to protect from denial -
of -servi ce attacks

4.2. Registration Revocati on Mechanism - Agent Notification

A foreign agent that is currently supporting registration revocation
on a link MJST set the "X bit in its Agent Advertisenent Extensions
being sent on that link. This allows nobile nodes requiring

Regi stration Revocation services to register with those foreign
agents advertising its support.

4.2.1. Negotiation of Revocation Support

During the registration process, if the foreign agent wi shes to
participate in revocation messages with the hone domain, it MJST have
an existing security association with the home agent identified in
the registration request, and append a revocati on support extension
(defined in Section 3.2.) toit. |If the corresponding registration
reply fromthis honme agent does not contain a revocation support

ext ension, the foreign agent SHOULD assune the honme agent does not
understand regi stration revocation, or is unwilling to participate.
If this is unacceptable to the foreign agent, it MAY deny the
registration with e.g., "Administratively Prohibited". Note that in
this case, where a security association exists, as specified in [1],
both registration request and registration reply MJST still contain
hone- f orei gn aut henti cat ors.

If a home agent wi shes to be able to exchange revocati on nessages
with the foreign domain, it MJST have an existing security
association with the foreign agent who rel ayed the registration
request, and it MJST append a revocati on support extension to the
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registration reply. |If the registration request froma forei gn agent
did not contain a revocation support extension, the home agent SHOULD
assune the foreign agent does not understand registration revocation,
or isunwilling to participate specifically for this binding. |If
this is unacceptable to the home agent, it MAY deny the registration
with e.g., "Admnistratively Prohibited'. The hone agent MAY i nclude
a revocation support extension in the registration reply.

If a "direct’ co-located nobile node wishes to be informed of a

rel eased binding by its home agent, it MJST insert a revocation
support extension into the registration request. If this is
acceptable to the honme agent, it MJST include a revocation support
extension in its registration reply. Note that if this is not
acceptabl e, the home agent MAY deny the registration, or it MAY
simply not include a revocation support extension in its registration
reply indicating to the nobile node that it will not participate in
revocation for this binding. A honme agent which receives a
registration request froma "direct’ co-located nobile node which
does not contain a revocation support extensi on MAY deny the
registration with e.g., "Administratively Prohibited" and al so MAY or
MAY NOT include a revocation support extension in the registration

reply.

Not e that a non-col ocated nobile node MUST NOT insert a revocation
support extension into its registration request. |If a foreign agent
receives such a registration request, it MJST silently discard it,
and MAY log it as a protocol error

The "I’ bit in the revocation extension is used to indicate whether
or not the decision to informthe nobile node that its binding is
terminated will be left to the hone agent. This functionality is
offered by the foreign agent, and accepted by the home agent. NMore
preci sely, by sending a revocation extension attached to a
registration request in which the "I’ bit is set to 1, the foreign
agent is indicating to the hone agent that it MAY | eave the deci sion
toinformthis nobile node that its registration is termnated up to
the hone agent. (The term"MAY" is used here because it is

recogni zed that domain policy may change during the lifetime of any
registration). The hone agent can acknow edge that it w shes to do
this by setting the "I’ bit to 1, or it can indicate it will not do
so by setting the "I’ bit to O, in the revocation extension appearing
in the registration reply.

Revocation support is considered to be negotiated for a bindi ng when

bot h sides have included a revocati on support extension during a
successful registration exchange.
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4.2.2. Home Domai n Revoki ng/ Rel easing a Regi stration

The followi ng section details the responsibilities of each party
depending on the functionality negotiated in the revocation support
ext ensi ons when the hone domain is revoking a registration

4.2.2.1. Home Agent Responsibilities

In the case where a honme agent is revoking a mobil e node’ s binding,
and revocation support has been negotiated, the hone agent MJST
notify the foreign donmain address it is termnating the tunnel entry
poi nt by sending a revocati on nessage. Note that the foreign donmain
address can either be the foreign agent care-of address, or the co-

| ocated care-of address of a 'direct’ co-located nobil e node.

As a hone agent, it MJST set the "A bit to 1, indicating this
packet is com ng fromthe hone agent servicing this binding.

When a revocation nessage is being sent to a foreign agent, and the
use of the "I’ bit was negotiated in the registration process, the
hone agent MJST set the "I’ bit to 1 if the home agent would |ike the
foreign agent to informthe nobile node of the revocation

Conversely, if the honme agent does not want the nobile node notifi ed,
it MJST set the "I’ bit to 0. Note that the home agent could al so
set the 'I" bit to 'O because it knows the nobile node has
registered with a different foreign agent, and so there is no need
for the foreign agent to attenpt a notification

The hone agent MJST set the ldentifier field as defined in Section
3.5., and MJST include a valid authenticator as specified in Section
3. 3.

If the home agent does not receive a revocati on acknow edgnent
message within a reasonable anmount of tinme, it MJST retransmt the
revocation nessage. How |ong the hone agent waits to retransmt, and
how many tinmes the nessage is retransmtted is limted by the
requirenent that:

- every tinme the home agent is about to retransmt the revocation
message, it MJST update the value of the tinestanp in the
revocation identifier with a current value fromthe same cl ock
used to generate the tinmestanps in the revocation extensions sent
to this foreign agent. Note that this al so necessarily neans
updating any fields derived using the revocation identifier (e.g.,
a hone-foreign authenticator).

- the hone agent MJUST NOT send nore than one revocation per second
for a particular binding,
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- the time between retransm ssions SHOULD fall-back in analogy with
the registration guidelines in [1], namely exponential backoff,
and

- the hone agent MJST NOT retransnmit revocati on nmessages beyond the
normal |ife of the binding identified by the revocation nessage.

4.2.2.2. Foreign Agent Responsibilities

Upon receiving a registration revocati on nessage, the foreign agent
MUST check that the validity of the authenticator, the 'A bit, and
the identifier field against replay as defined by Section 3.5. The
forei gn agent MJST al so identify the binding described by the home
agent as being released using the information in the revocation
message, nanely the addresses identified by the nobil e node address,
the foreign domain address, the hone domain address, as well as the
timestanp in the revocation nessage, and also the tinestanp in the

| ast accepted registration nessage; revocations are only valid for
existing registrations, and so the tinestanp of a registrati on MJST
precede the revocati on nessage (note that both of those timestanps
were set by the sanme honme agent). Upon locating the binding, the
forei gn agent MJST revoke it, and MUST respond with a revocation
acknow edgnent sent to the source address of the revocation nessage.
If the "I’ bit was negotiated, the foreign agent MJUST check the val ue
of the "I’ bit in the revocation nessage and act accordingly.

If notifying the nobile node by the nethods described in Section

4.1., the foreign agent MJST set the "I’ bit to 1 in the revocation
acknow edgnent to be sent to the hone agent, or if not notifying the
mobi | e node, the foreign agent MJUST set the "I’ bit to 0

The foreign agent may di scontinue all Mbile IP services by the
former binding at this time, and free up any resources that were
bei ng used by it.

The foreign agent MUST then generate a revocation acknow edgment,
setting the Hone Address and ldentifier field in the revocation
acknow edgment message as described by Section 3.5., and protect it
with a valid authenticator as specified in Section 3. 3.

4.2.2.3. ’'Direct’ co-located nobile node Responsibilities

Upon receiving a revocati on nessage, the 'direct’ co-located nobile
node MJST validate the authenticator, and check the honme address and
identifier specified in the revocation nessage for replay. If the
packet passes authentication, and the identifier reveals this
revocation to be new, the nobile node MJST verify that the
informati on contained in the revocati on nessages identifies the hone
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agent with which it has a current binding, that this binding
identifies correctly this nmobile node and any forei gn domai n address
it is currently using. |If the nobile node is able to identify such a
bi ndi ng, the nobile node SHOULD first generate a revocation

acknow edgnent nessage which MJUST be sent to the | P source address of
the revocation nessage. The nobile node rmay then term nate any
reverse tunnel encapsulation [C] it is using to this home agent, and
consider its binding revoked, and free up any other resources
associated with the former binding.

4.2.3. Foreign Donmai n Revoki ng/ Rel easi ng a Regi stration

The followi ng section details the responsibilities of each party
dependi ng on the functionality negotiated in the revocation support
ext ensi ons when the foreign domain is revoking a registration. Note
that revocation support for a co-located nobile node registering via
a foreign agent (because the 'R bit was set in the agent’s
advertisenent) is not supported. See Section 4.3.1. for details.

4.2.3.1. Foreign Agent Responsibilities

If the use of the "I’ bit was negotiated, and the foreign domain
policy of inform ng the nobile node has not changed since the |ast
successful registration exchange, the foreign agent MJST NOT i nform
any nobile node of its revocation at this tinme. Instead, the foreign
agent MUST set the "I’ bit to '1 in the revocation nmessage, thereby
asking the home agent to use the "I’ bit in the revocation

acknow edgnent to indicate if it should notify the effected nobile
nodes. |If the policy on the foreign domain was to not notify the
mobi |l e node, or if it has changed since the nbst recent successfu
registration, and the foreign agent is no |longer able to use the 'I’

bit, the foreign agent MJST set the "I’ bit to 0, and follow the
policies of the foreign domain with regard to notifying the nobile
node.

Note that the "A" bit MJST be set to "0 to indicate that the
revocation nessage is conming fromthe foreign agent servicing this
bi ndi ng.

Before transmitting the revocation nessage, the foreign agent MJST
set the revocation identifier as described by section 3.5., and MJST
i nclude an authenticator as described by section 3.3.

If the foreign agent does not receive a revocation acknow edgnent
message within a reasonabl e amount of time, it MJST retransmt the
revocation nessage. How long the foreign agent waits to retransmt,
and how many tinmes the nessage is retransmtted is only limted by
the follow ng specifications:
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- every tine the foreign agent is about to retransnit the revocation
message, it MUST update the value of the tinmestanp in the
revocation identifier with a current value fromthe sane cl ock
used to generate the timestanps in the revocation extensions sent
to this home agent. Note that this also necessarily neans
updating any fields derived using the revocation identifier (e.g.,
a home-foreign authenticator).

- MJST NOT send nore than one revocation per second for a particul ar
bi ndi ng,

- SHOULD set its retransmissions to fall-back in analogy with the
registration guidelines in [1], namely exponential backoff, and

- MJIST NOT retransmt revocation nessages beyond the normal |ife of
the binding identified by the revocation nessage.

4.2.3.2. Home Agent Responsibilities

Upon receiving a registration revocati on message, the home agent MJUST
check the "A" bit, and identifier field, as well as the
authenticator. |f the packet is acceptable, the hone agent MJST

| ocate the binding identified by the foreign agent as being rel eased
using the information in the revocation nessage, nanely the addresses
identified by the home address, the foreign domai n address and the
honme domain address fields. As revocations are only valid for
existing registrations, the tinestanp of a registration MIST precede
the revocation nessage (note that both of those tinestanps were set
by the sane foreign agent). Since this binding is no | onger active,
the hone agent can free up any resources associated with the forner

bi ndi ng and di scontinue all Mbile IP services for it.

Upon processing a valid registration revocation nmessage, the hone
agent MUST send a revocation acknow edgnent to the I P source address
of the registration revocation nessage.

If use of the "I’ bit was negotiated, and the "I’ bit is set to 1
in the revocation nmessage, the hone agent should decide if it wants
the mobil e node inforned of the revocation of this binding. If it

does want the nobile node informed, it MJUST set the "I’ bit in the

revocation acknow edgnent nmessage to '1'. |If it does not want the

nmobi |l e node informed, it MJUST set the I’ bit to 'O

The hone agent MJST set the Hone Address, and Revocation ldentifier
fields as described by Section 3.5., and protect the revocation
acknow edgnent nmessage with a valid authenticator as specified in
Section 3. 3.
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4.2.4. Mbbile Node Deregistering a Registration

The cases where a nobile node is registered with its honme agent,
whether it is registered directly with its hone agent ('direct’ co-
| ocated nobile node), or registered via a foreign agent, and wi shes
to ternmnate its own binding, the nobile node MJUST NOT send a
revocati on nmessage, but SHOULD sinply deregi ster the appropriate
care-of address with its hone agent as described by [1].

4.3. Mbile IP Registration Bits in the Revocation Process

Several of the bits used in the registration process need specia
consi derati on when using the revocati on nechani sm

4.3.1. The 'R Bit in Use

If the foreign agent wishes to be able to revoke a nohile node’s
registration, it MIST set the 'R bit in its agent advertisenents.
(A foreign agent advertising the "R bit requests every nobil e node,
even one that is co-located (and whose registrati on woul d ot herw se
by-pass the foreign agent), to register with the foreign agent.)
However, in this case, the foreign agent SHOULD deny a registration
request as "Administratively Prohibited" froma nobile node that is
registering in a co-located fashion. The reason being that the
foreign agent will not be able to revoke the binding of a co-located
mobi | e node due to reasons outlined in Section 4.3.2.

How the foreign agent and/or foreign domain enforce the "R bit is
beyond t he scope of this docunent.

4.3.2. The 'D bit in Use

A nobil e node registering directly with its home agent in a co-

| ocated fashion with the 'D bit set inits registration request is
supported in registration revocation. However, support for a co-

| ocated nmobile node (with the 'D bit set inits registration
request) registering via a foreign agent is not supported for the
foll owi ng reasons.

Regi stration requests where the 'D bit is set, and which are rel ayed
through a foreign agent (e.g., due to the advertising of the "R bit)
shoul d theoretically contain the foreign agent address as the source
address of the registration request when received by the home agent.
A home agent may conclude that the source address of this
registration request is not the same as the co-I|ocated care- of
address contained in the registration request, and is therefore
likely to be the address of the foreign agent. However, since there
is no way to guarantee that this IP source address is in fact an
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address of the foreign agent servicing the nobile node, accepting a
revocation nmessage fromthis I P source address may |l ead to a denial -
of -service attack by a man-in-the-m ddle on the nobile node.

Moreover, there is currently no nmethod for the foreign agent
servicing the nobile node to identify itself to the hone agent during
the Mobile I P registration phase. Even if a foreign agent could
identify itself, the co-located nobile node woul d al so need to

aut horize that this foreign agent is indeed the agent that is
providing it the Mobile IP services. This is to thwart a denial -of -
service attack on the nobile node by a foreign agent that has a
security association with the hone agent, and is on the path between
the co-1located nobile node and the hone agent.

5. Error Codes

As the intent of a registration revocation nmessage is not a request
to discontinue services, but is a notification that Mbile IP
services are discontinued, there are no new error codes.

6. Security Considerations

There are two potential vulnerabilities, one in the agent
adverti senment nechanism and one related to unauthorized revocation
nmessages.

6.1. Agent Advertisements

Al t hough the nechani sns defined by this docunent do not introduce
this problem it has been recognized that agent advertisenents as
defined in [1] subject nobile nodes to a denial -of-service potenti al
This is because the agent advertisenent as defined in [1] may be
spoof ed by ot her machines residing on the link. This makes it
possi bl e for such nodes to trick the nobile node into believing its
regi stration has been revoked either by unicasting an adverti senent
with a reset sequence nunber to the link-1local address of the nobile
node, or by broadcasting it to the subnet, thereby tricking all
mobi | e nodes registered with a particular foreign agent into
believing all their registrations have been | ost.

There has been sone work in this working group and others (e.g.,

| Psec) to secure such router advertisenents, though at the tinme of
this publication, no solutions have become conmon practice. To help
ci rcunvent possible denial of service issues here, bringing their
potential for disruption to a m nimum nobile node inplenmentors
shoul d ensure that any agent advertisenent which doesn’'t conformto a
strict adherence to [1], specifically those whose TTL is not 1, or

whi ch do not emanate fromthe sane |ink-address (when present) as
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ot her agent advertisenments supposedly fromthe same agent, or even
that of the last successful registration reply, be silently
di scar ded

6.2. Revocation Messages

As registration revocation, when perforned, term nates Mbile IP
services being provided to the mobile node, it is crucial that al
security and replay protection mechani sns be verified before a
mobi l ity agent believes that the other agent has revoked a bi ndi ng.
Messages which are sent |ink-local (e.g., between nobile node and
forei gn agent) MAY al so be secured by nethods outlined in [1], nanely
the use of nobile-foreign authenticators, but these have no direct
relation to registration revocati on.

RFC 3344 [1] defines a security mechani smthat MJST be used between
hone agents and nobil e nodes, and MAY used between hone agents and
foreign agents, namely the use of authenticators. Al foreign and
honme agents MJUST support protection of revocati on nmessages via the
forei gn-home authenticators defined in [1]. They MAY inplement other
mechani sms of equal or greater strength; if such nechani sns are known
to be available to both parties, they MAY be used instead

Revocati on nmessages are at | east as secure as registration nessages
passed between hone and foreign agents and contai ni ng hone-foreign
aut henticators as defined in [1]. Thus, there are no new security
threats introduced by the revocati on nechani sm ot her than those
present in [1] with respect to the conpronise of the shared secret
which is used to generate the hone-foreign authenticators.

That said, there are two types of active attacks which use nessages
captured "in flight" by a man-in-the-m ddl e between the hone and
foreign agents - "malicious repeaters” and "malicious reflectors”.

In the case of a "nalicious repeater", a man-in-the-niddle captures a
revocation nessage, then replays it to the sane |P destination
address at a later time. Presuming the authenticator of the origina
packet was deemed valid, wi thout replay protection, the home-foreign
aut henticator of the replayed packet will (again) pass

aut hentication. Note that since datagrans are not guaranteed to
arrive unduplicated, a replay nay occur by "design"

In the case of a "malicious reflector," a man-in-the-mddle captures
a revocation nmessage, then returns it to its originator at a |ater
time. |If the security association between honme and forei gn domains
uses a security association involving a (single) shared secret which
only protects the contents of the UDP portion of the packet (such as
hone-forei gn authenticators as defined by [1]), w thout replay
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protection, the sender of the packet will also believe the revocation
message to be authentic.

The replay protection nechani smused by the revocation nessages
defined by this docunment is designed to protect agai nst both of these
active attacks. As a benefit, by using a 32-bit tinestanp it can be
nmore quickly determined if revocati on nmessages are replays, though
the reader is advised to use caution in this approach. An agent

whi ch receives an authenticated revocati on message can conpare the
Identifier field to that of a previously received revocati on nessage,
and if the tinmestanp in the new nessage is found to have been
generated after that of the tine-stanp in the | ast revocation nessage
received, it can imedi ately be deternined as not being a replay.
Not e however that since datagrans are not guaranteed to arrive in
order, it should not be presunmed that because the val ues contained in
an ldentifier field are tinmestanps that they will necessarily be
increasing with each successive revocati on nessage received. Should
an i npl ementor decide to base his replay detection nechani smon

i ncreasing tinmestanps, and therefore increasing ldentifier values, a
suitable tinme w ndow shoul d be defined in which revocati on nmessages
can be received. At worst, ignoring any revocation message shoul d
result in the retransm ssion of another revocati on nessage, this tine
with tinmestanp later than the | ast one received.

Note that any registration request or reply can be replayed. Wth
the exchanging of time-stanps by agents in revocati on extensions, an
agent should have a belief that such nessages have been delivered in
a tinely nmanner. For purposes of registration revocation, the
tinmeliness of a registration packet is sinply based on the
granularity of each registration. Since [1] provides a replay
mechani smfor the home agent to use, it has a way to tell if the

regi stration request being presented to it is new The foreign
agent, however, has no such mechanismin place with the nobile node.
Foreign agents are advised to continue to consider registrations
"outstanding’ until the associated registration reply is returned
fromthe hone agent before using the information in any of its
visitor entries. Even so, this |eaves the foreign agent open to a
potential denial of service attack in which registration requests and
replies are replayed by multiple nodes. Wen this happens, the
foreign agent could be lead to believe such registrations are active,
but with old information, which can have adverse effects on them as
well as to the ability of that agent to successfully use the
procedures outlined in this docunment. Sufficient protection against
this scenario is offered by the chall enge-response mechani sm[2] by
which a foreign agent generates a live challenge to a nobile node for
the purposes of nmking sure, anong other things, that the
registration request is not a replay.
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7. | ANA Consi derati ons

Thi s docunent defines an additional set of nessages between the hone
and foreign agent specific to the services being provided to the sane
nmobi | e node, or sub-set of nobile nodes. To ensure correct

i nteroperation based on this specification, |ANA has reserved val ues
in the Mobile | P nunber space for two new nessage types, and a single
new ext ensi on.

7.1. New Message Types
The foll owi ng nessage types are introduced by this specification:
Regi stration Revocation: A new Mbile IP control nessage, using UDP
port 434, type 7. This value has been taken fromthe sanme nunber
space as Mbile | P Registration Request (Type = 1), and Mbile IP
Regi stration Reply (Type = 3).
Regi stration Revocati on Acknow edgnent: A new Mbile |IP control
message, using UDP port 434, type 15. This value has been taken from
the sanme nunber space as Mbile |IP Registration Request (Type = 1),
and Mobile I P Registration Reply (Type = 3).

7.2. New Extension Val ues
The foll owi ng extensions are introduced by this specification:
Revocati on Support Extension: A new Mbile | P Extension, appended to
a Registration Request, or Registration Reply. The value assigned is
137. This extension is derived fromthe Extension nunber space. It
MUST be in the ’skippable (128 - 255) range as defined in RFC 3344.

7.3. New Error Codes
There are no new Mobile I P error codes introduced by this docunent.
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Appendi x A1 An Exanpl e of the Revocation Messages in Use

For clarity, the follow ng exanple is nmeant to illustrate the use of
the new nessages in the registration phase, and the revocati on phase.
In this exanple, a foreign agent and hone agent will negotiate
revocation during the registration phase. During the revocation
phase, the foreign agent will revoke the binding of a nobile node.

A. 1. The Registration Phase

Consi der a foreign agent that supports registration revocation, and
has a security association with a hone agent to which it is

forwarding a registration request. The foreign agent will include
the revocation support extension after the nobil e-hone authenticator.
Assume that the foreign agent supports the use of the "I’ bit, and is

willing to |l et the hone agent decide if the nobile node should be
informed of the revocation of its registration. Thus, the foreign
agent will set the "I’ bit to '1. The foreign agent will append a
forei gn-home authenticator to the registration request.

Upon receiving the registration request containing a revocation
extension, the hone agent will include a revocation support extension
in the registration reply. Since the foreign agent set the "I’ bit
to’1 inits revocation extension, and the honme agent supports the
use of the "I’ bit, the home agent will set the "I’ bit inits
registration extension to '1'. Additionally, the home agent will
append a hone-foreign authenticator to the registration request.

Upon receiving the authenticated registration reply, the foreign
agent will check the revocation support extension and note that the
hone agent wants to decide if the nobile node should be notified in
the event this registration is revoked, i.e., since the hone agent
set the "I’ bit in the return revocation extension

A. 2. The Revocation Phase

The foreign agent revokes a nobile node’s binding, and generates a
revocati on nmessage to be sent to the nobile node’s honme agent. Since

the "I’ bit was negotiated in the revocation extensions, and the

foreign agent is still willing to let the honme agent indicate whether
this nobile node should be informed about the revocation, it will set
the 'I" bit to'1 in the revocation nessage. The foreign agent also

makes sure the "A bit is set to '0O’

The foreign agent will also place the address of the nobile node

whose registration it wishes to revoke in the hone address field, the
address that the nobile node registered as the care-of address in the
foreign domain field, and the address registered as the hone agent in
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the hone donain address field. The foreign agent will set the
Revocation ldentifier to the current 32-bit timestanp, and append the
forei gn- home aut henti cat or.

Upon receiving the above revocati on nessage, the hone agent uses the
address identified as the foreign domain address to identify the
security association, and authenticate the revocati on nessage. After
aut henticating the nessage, the home agent will check to make sure
the "A bit and Identifier indicate that this revocation is not a
replay. The hone agent then uses the nobil e node home address,
forei gn domai n address, and home domain address to | ocate the nobile
node whose registration is being revoked.

Upon processing a valid registration revocation nmessage, the hone
agent generates a revocation acknow edgnent nessage. Since the 'I’
bit was set to 1" in the revocation nessage and the honme agent

wi shes for the identified nobile node to be informed of the
revocation, it will set the "I’ bit in the revocati on acknow edgnent
to '1'. The home agent then copies the hone address and the
Revocation ldentifier field into the revocati on acknow edgenment. The
hone agent protects the revocati on acknow edgnment with a home-foreign
aut henti cat or.

Upon receiving a valid revocati on acknow edgnent (in which the

aut henticator and ldentifier fields are acceptable), the foreign
agent checks the state of the "I’ bit. Since the "I’ bit is set to
"1, the foreign agent will notify the nobile node of the revocation

Appendi x B: Disparate Address, and Receiver Considerations

Since the registration revocati on nmessage cones froma source address
that is topologically routable fromthe interface receiving the
datagram the agents, by definition, are topologically connected (if
this were not the case, the initial registration nmechani smwould have

failed). |If either are the ultinmate hop fromthis topologically
connected region to one or nore disparate address spaces, no problens
are foreseen. In order for the nobile node to have successfully

registered with its home agent, it MJST have provided to the network
(foreign agent) to which it is currently attached a routable address
of its hone agent. Conversely, the care-of address being used by the
nmobi | e node nust al so be topologically significant to the home agent
in order for the registration reply to have been received, and the
tunnel initiated. By definition, then, the home agent address and
the care-of address nust each be significant, and either address nust
forma unique pair in the context of this nobile node to both agents.
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Anot her way of understanding this is that the tunnel endpoints are in
some way connected, and hence each are unique as far as the other end
is concerned. The address at the other end of the tunnel, in
conbination with the address of the nobile node, must therefore form
a unique pair that can be identified by the agent receiving the
registration revocati on nmessage.

As an exampl e, consider a nobile node who's hone address lies in

di sparate address space A behind its home agent. |In the follow ng
diagram [*] indicates an interface of the entity in which it
appears.
M a] ----- [c] FA[b] =====((()))=====[b] HA[ a] - - - - - [a] CN
Addr ess Sone topol ogical ly Addr ess
Space C connect ed networ k Space A

We presune a binding for MN exists, and hence a tunnel between FA[ b]
and HA[ b] exists. Then, since the address assignhed to M\[a] MJST be
uni que in address space A the pair {FA[b],M\Ja]} is guaranteed to be
uni que in the binding table of HA, and the pair {HA[b],M\[a]} is
guaranteed to be unique in the foreign agent’s visitor |ist.

As a result, a home agent receiving a registration revocation nessage
and foreign-hone authenticator for MNa] fromFA[b] is able to
determ ne the uni que nobil e node address bei ng deregi stered.
Conversely a foreign agent receiving a registration revocation
message and hone-foreign authenticator for MNJa] fromHA[b] is able
to determ ne the exact nobile node address being deregistered. For
this reason, if a foreign agent receives a registration revocation
message with the honme dormain field set to the zero address it MJST be
silently discarded. This is to prevent confusion in the case of

overl appi ng private addresses; when multiple nobile nodes are

regi stered via the sane care-of address and coincidentally using the
sanme (disparate/private) hone address, the hone agent address
appearing in the home domain field is the only way a foreign agent
can discern the difference between these nobil e nodes.
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