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Abstract

Thi s docunent provides sockets Application ProgramlInterface (APl) to
support "advanced" |Pv6 applications, as a supplenment to a separate
specification, RFC 3493. The expected applications include Ping,
Traceroute, routing daenmons and the like, which typically use raw
sockets to access | Pv6 or | CMWPv6 header fields. This docunent
proposes some portable interfaces for applications that use raw
sockets under I Pv6. There are other features of |IPv6 that sone
applications will need to access: interface identification
(specifying the outgoing interface and deternining the i ncom ng
interface), |Pv6 extension headers, and path Maxi mum Transm ssion
Unit (MIU) information. This docunment provides APl access to these
features too. Additionally, some extended interfaces to libraries
for the "r" comrands are defined. The extension will provide better
backward conpatibility to existing inplenentations that are not

| Pv6- capabl e.

Stevens, et al. I nf or mati onal [ Page 1]



RFC 3542 Advanced Sockets APl for |Pv6

Tabl e of Contents

1. Introducti on ... ... .
2. Common Structures and Definitions .....................
2.1 The ip6_hdr Structure .......... ... ...,

2.1.1 |1Pv6 Next Header Values ...................
2.1.2 1Pv6 Extension Headers ....................
2.1.3 1Pv6 Options . ... ...
2.2 The icnp6_hdr Structure ........... ... .. . .. ... ...
2.2.1 1Cwv6 Type and Code Values ...............
2.2.2 1CwWv6 Nei ghbor Discovery Definitions .....
2.2.3 Milticast Listener Discovery Definitions ..
2.2.4 1CWv6 Router Renunbering Definitions .....
2.3 Address Testing Macros ............ ...,
2.4 Protocols File ... ... . .
3. IPv6 Raw Sockets . ....... ...
3.1 CheCKSUIB ...
3.2 ICQWv6 Type Filtering .......... . ..
3.3 |1CwWv6 Verification of Received Packets ..........
4. Access to | Pv6 and Extension Headers ..................
4.1 TCP Inmplications ....... .. ... .
4.2 UDP and Raw Socket Inmplications ..................
5. Extensions to Socket Ancillary Data ...................
5.1 CMBG NXTHDR ...ttt e e e e
5.2 COMBG SPACE . ... i
5.3 COMBG LEN . ...
6. Packet Information ......... .. . .. . . . . . .
6.1 Specifying/Receiving the Interface ...............
6.2 Specifying/ Receiving Source/Destination Address ..
6.3 Specifying/Receiving the Hop Limt ...............
6.4 Specifying the Next Hop Address ..................
6.5 Specifying/ Receiving the Traffic Cass value .....
6.6 Additional Errors with sendnsg() and setsockopt ()
6.7 Summary of Qutgoing Interface Selection ..........
7. Routing Header Option ........... ... .. . ...
7.1 inet6_rth_space ......... ...
7.2 inet6_rth_init ... ... ..
7.3 inet6_rth add ......... ... .. . . .. .. .
7.4 inet6_rth reverse ......... . . ... i,
7.5 inet6_rth segments ............. . .. ..
7.6 inet6_rth getaddr ........... ... ... . .. . .. .. . ... ...
8. Hop-By-Hop Options . ...... ... . e
8.1 Receiving Hop-by-Hop Options .....................
8.2 Sending Hop-by-Hop Options .......................
9. Destination QptioNnNs . ....... .. ...
9.1 Receiving Destination Options ....................
9.2 Sending Destination Options ......................
10. Hop-by-Hop and Destination Options Processing .........
Stevens, et al. I nf or mat i onal

May 2003



RFC 3542 Advanced Sockets APl for |Pv6 May 2003

10.1 inet6_opt_init ... ... . 41

10.2 inet6_opt_append . ....... ... 41

10.3 inet6_opt_finish ... ... .. .. . . . .. 42

10.4 inet6_opt_set val ........ ... . .. ... 42

10.5 inetB _opt _nNext ........ ... e 42

10.6 inet6_opt_find ....... . . 43

10.7 inet6_opt_get_val ........ . . . ... 43

11. Additional Advanced APl Functions ......................... 44
11.1 Sending with the MnimumMIU ........................ 44

11.2 Sending without Fragnentation ....................... 45

11.3 Path MIU Discovery and UDP .......................... 46

11.4 Determining the Current Path MU .................... 47

12. Odering of Ancillary Data and | Pv6 Extension Headers ..... 48
13. I Pv6-Specific Options with | Pv4-Mapped | Pv6 Addresses ..... 50
14. Extended interfaces for rresvport, rcnd and rexec ......... 51
14.1 rresvport_af ... .. . . .. 51

14.2 renmd_af ... 51

14.3 rexec_af ... . 52

15. Summary of New Definitions ......... ... ... ... . ... . ... 52
16. Security Considerations ......... .. ... .. 56
17. Changes from RFC 2292 ... . .. . . . . 57
18. References . ... .. 59
19.  Acknow edgment s ... ... . e 59
20. Appendix A Ancillary Data Overview ....................... 60
20.1 The msghdr Structure ......... .. ... ... 60

20.2 The crsghdr Structure ........ .. ... i 61

20.3 Ancillary Data Qhject MAaCros ..............uinn.n.. 62
20.3.1 CMBG FIRSTHDR .. ... e 63

20.3.2 CMBG NXTHDR . ... e 64

20.3.3 CMBG DATA . . 65

20.3.4 CMBG SPACE . . ... 65

20.3.5 CMBG LEN ... ... . 65

21. Appendi x B: Exanples Using the inet6_rth_XXX() Functions .. 65
21.1 Sending a Routing Header ................. ... ........ 65

21.2 Receiving Routing Headers ............. ... .. ... ... 70

22. Appendi x C. Exanples Using the inet6 _opt XXX() Functions .. 72
22.1 Building OQptions ......... . 72

22.2 Parsing Received Options ......... ... ..., 74

23.  Authors’ Addresses ... ... ...t 76
24. Full Copyright Statement ............. . . . . . . ... 77

1. Introduction

A separate specification [ RFC-3493] contains changes to the sockets
APl to support IP version 6. Those changes are for TCP and UDP-based
applications. This docunent defines sone of the "advanced" features
of the sockets APl that are required for applications to take

advant age of additional features of |Pv6.

Stevens, et al. I nf or mat i onal [ Page 3]



RFC 3542 Advanced Sockets APl for |Pv6 May 2003

Today, the portability of applications using |Pv4d raw sockets is
quite high, but this is mainly because nost |Pv4 inpl enentations
started froma conmon base (the Berkel ey source code) or at |east
started with the Berkel ey header files. This allows prograns such as
Ping and Traceroute, for exanple, to conpile with mnimal effort on
many hosts that support the sockets API. Wth | Pv6, however, there
is no common source code base that inplenmentors are starting from
and the possibility for divergence at this | evel between different

i mpl ementations is high. To avoid a conplete |ack of portability
anongst applications that use raw | Pv6 sockets, sone standardi zation
i s necessary.

There are al so features fromthe basic | Pv6 specification that are
not addressed in [ RFC-3493]: sending and receiving Routing headers,
Hop- by- Hop options, and Destination options, specifying the outgoing
interface, being told of the receiving interface, and control of path
MTU i nf or mati on.

Thi s docunment updates and replaces RFC 2292. This revision is based
on inplementation experience of RFC 2292, as well as sonme additiona
ext ensi ons that have been found to be useful through the IPv6

depl oynent. Note, however, that further work on this docunent may
still be needed. Once the APl specification becones nmature and is
depl oyed anong i nplenmentations, it nay be formally standardi zed by a
nmore appropriate body, such as has been done with the Basic API

[ RFC- 3493].

Thi s docunent can be divided into the foll owing nain sections.

1. Definitions of the basic constants and structures required for
applications to use raw | Pv6 sockets. This includes structure
definitions for the I1Pv6 and | CMPv6 headers and all associ ated
constants (e.g., values for the Next Header field).

2. Sone basic semantic definitions for | Pv6 raw sockets. For
exanple, a raw | CVWPv4 socket requires the application to calcul ate
and store the | CMPv4 header checksum But with IPv6 this would
require the application to choose the source | Pv6 address because
the source address is part of the pseudo header that | CVMPv6 now
uses for its checksum conputation. It should be defined that with
a raw | CWPv6 socket the kernel always cal cul ates and stores the
| CMPv6 header checksum

3. Packet information: how applications can obtain the received
interface, destination address, and received hop Iimt, along with
speci fying these values on a per-packet basis. There are a class
of applications that need this capability and the techni que should
be portable.
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4. Access to the optional Routing header, Hop-by-Hop options, and
Destinati on options extension headers.

5. Additional features required for inproved |Pv6 application
portability.

The packet information along with access to the extension headers
(Routi ng header, Hop-by-Hop options, and Destination options) are
specified using the "ancillary data" fields that were added to the
4. 3BSD Reno sockets APl in 1990. The reason is that these ancillary
data fields are part of the Posix standard [POSI X] and shoul d

t heref ore be adopted by npbst vendors.

Thi s docunent does not address application access to either the
aut henti cati on header or the encapsul ating security payl oad header.

Many exanples in this docunent omt error checking in favor of
brevity and clarity.

We note that some of the functions and socket options defined in this
docunent may have error returns that are not defined in this
docunent. Sone of these possible error returns will be recognized
only as inplenentations proceed.

Dat atypes in this docunment follow the Posix format: intN_t nmeans a
signed integer of exactly N bits (e.g., intl6_t) and uintN_t neans an
unsi gned integer of exactly N bits (e.g., uint32_t).

Note that we use the (unofficial) term nology |Cvwv4, |GWv4, and
ARPv4 to avoid any confusion with the newer | CMPv6 protocol

2. Common Structures and Definitions

Many advanced applications examne fields in the | Pv6 header and set
and exam ne fields in the various | CMPv6 headers. Common structure
definitions for these protocol headers are required, along with
common constant definitions for the structure menbers.

This APl assunes that the fields in the protocol headers are left in
the network byte order, which is big-endian for the Internet
protocols. |If not, then either these constants or the fields being
tested nmust be converted at run-tine, using sonmething like htons() or
ht onl ().

Two new header files are defined: <netinet/ip6.h> and
<netinet/icnp6. h>
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include other files that do the actua
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that include file is allowed to

decl aration or definition

2.1. The ip6_hdr Structure
The following structure is defined as a result of including
<netinet/ip6.h> Note that this is a new header.
struct ip6_hdr {
uni on {
struct ip6_hdrctl {
uint32_t ip6_unl flow, /* 4 bits version, 8 bits TC, 20 bits
flowID */
uintl6_t ip6_unl plen; /* payload | ength */
uint8 t ip6_unl nxt; [/* next header */
uint8 t ip6 unl hlim /* hop limt */
} i p6_unl;
uint8 t ip6_un2 vfc; /* 4 bits version, top 4 bits
tclass */
} ip6_ctlun;
struct in6_addr ip6_src; /* source address */
struct in6_addr ip6_dst; /* destination address */
b
#define ip6_vfc i p6_ctlun.ip6_un2_vfc
#define ip6_flow ip6_ctlun.ip6 _unl.ip6_unl flow
#define ip6_plen ip6_ctlun.ip6_unl.ip6_unl_plen
#def i ne i p6_nxt ip6_ctlun.ip6_unl.ip6_unl nxt
#define ip6_hlim ip6 _ctlun.ip6 unl.ip6 unl hlim
#define ip6_hops ip6_ctlun.ip6_unl.ip6_unl_hlim
2.1.1. 1Pv6 Next Header Val ues
| Pv6 defines nany new val ues for the Next Header field. The
followi ng constants are defined as a result of including
<netinet/in.h>
#def i ne | PPROTO HOPOPTS O /* 1 Pv6 Hop-by-Hop options */
#defi ne | PPROTO | PV6 41 /* | Pv6 header */
#def i ne | PPROTO ROUTI NG 43 /* 1 Pv6 Routing header */
#def i ne | PPROTO FRAGVENT 44 /* | Pv6 fragnent header */
#def i ne | PPROTO_ESP 50 /* encapsul ating security payload */
#defi ne | PPROTO_AH 51 /* authentication header */
#define |PPROTO ICMPV6 58 /* | CMPv6 */
#defi ne | PPROTO_NONE 59 /* 1 Pv6 no next header */
#def i ne | PPROTO DSTOPTS 60 /[* 1 Pv6 Destination options */
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Ber kel ey-derived 1 Pv4 inplenentations also define | PPROTOIP to be O
This should not be a problemsince IPPROTOIP is used only with |IPv4
sockets and | PPROTO HOPOPTS only with |1 Pv6 sockets.

2.1.2. |Pv6 Extension Headers

Si x extension headers are defined for IPv6. W define structures for
all except the Authentication header and Encapsul ati ng Security

Payl oad header, both of which are beyond the scope of this docunent.
The followi ng structures are defined as a result of including
<netinet/ip6. h>.

/* Hop-by-Hop options header */
struct ip6_hbh {
uint8 t ip6h_nxt; /* next header */
uint8 t ip6h_len; /* length in units of 8 octets */
/* followed by options */

b

/* Destination options header */
struct ip6_dest {
uint8 t ip6d _nxt; /* next header */
uint8 t ip6d_|en; /* length in units of 8 octets */
/* followed by options */

b

/* Routing header */
struct ip6_rthdr {

uint8 t ip6r_nxt; /* next header */

uint8_t ip6r_len; /* length in units of 8 octets */
uint8 t ip6r_type; /[* routing type */

uint8 t ip6r_segleft; /* segnents left */

/* followed by routing type specific data */

}s

/* Type 0 Routing header */
struct ip6_rthdr0O {

uint8 t ip6r0_nxt; /* next header */

uint8 t ip6r0_len; /[* length in units of 8 octets */
uint8 t ip6r0_type; /[* al ways zero */

uint8 t ip6r0_segleft; /* segnents left */

uint32 t ip6r0_ reserved; [/* reserved field */
/[* followed by up to 127 struct in6_addr */

b
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2

1.3.

[ * Fragment header */
struct ip6_frag {

uint 8 _t i p6f _nxt; /* next header */
uint8_t i p6f _reserved; /* reserved field */
uintlé t ip6f offlg; /* offset, reserved, and flag */
uint32_t ip6f_ident; /* identification */
b
#if BYTE_ORDER == BI G_ENDI AN
#defi ne | P6F_OFF_MASK Oxfff8 /* mask out offset from
i p6f _offlg */
#def i ne | P6F_RESERVED MASK 0x0006 /* reserved bits in
i p6f _offlg */
#defi ne | P6F_MORE_FRAG 0x0001 /* nore-fragments flag */
#else /* BYTE_CORDER == LI TTLE_ENDI AN */
#defi ne | P6F_OFF_MASK oxf8ff /* mask out offset from
i p6f _offlg */
#def i ne | P6F_RESERVED MASK 0x0600 /* reserved bits in
i p6f _offlg */
#defi ne | P6F_MORE_FRAG 0x0100 /* nore-fragments flag */
#endi f

| Pv6 Options

Several options are defined for |1Pv6, and we define structures and
macro definitions for some of thembelow. The follow ng structures
are defined as a result of including <netinet/ip6.h>.

/* 1 Pv6 options */
struct ip6_opt {
uint8 t ip6o_type;
uint8 t ip6o_len;
3

/*

* The high-order 3 bits of the option type define the behavior

* when processing an unknown option and whether or not the option
* content changes in flight.

*/
#def i ne | PEOPT_TYPE( 0) ((0) & 0xc0)
#define | PEBOPT_TYPE_SKI P 0x00

#def i ne | P6OPT_TYPE DI SCARD  0x40
#def i ne | P6OPT_TYPE_FORCEI CVP 0x80

#define | PEOPT_TYPE_I CVP 0xcO
#defi ne | P6OPT_MJTABLE 0x20
#defi ne | P6OPT_PADL 0x00 /* 00 O 00000 */
#define | P6OPT_PADN 0x01 /* 00 O 00001 */
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#define | PEBOPT_JUMBO Oxc2 /* 11 0 00010 */
#defi ne | P6OPT_NSAP_ADDR 0xc3 /* 11 0 00011 */
#define I P6OPT_TUNNEL_LIMT 0x04 /* 00 O 00100 */
#define | PEOPT_ROUTER ALERT  0x05 /* 00 O 00101 */

/* Junmbo Payl oad Option */
struct ip6_opt_junbo {

uint8 t ip6oj_type;

uint8 t ip6oj_Ien;

uint8 t ip6oj_junbo len[4];
H
#define | PEOPT_JUMBO LEN 6

/* NSAP Address Option */
struct ip6_opt_nsap {
uint8 t ip6on_type;
uint8 t ip6on_len;
uint8 t ip6on_src_nsap_len;
uint8 t ip6on_dst_nsap_len;
/* foll owed by source NSAP */
[* foll owed by destination NSAP */

}s

/* Tunnel Limt Option */
struct ip6_opt_tunnel {
uint8 t ip6ot_type;
uint8 t ip6ot_|en;
uint8 t ip6ot_encap limt;

b

/* Router Alert Option */

struct ip6_opt_router {
uint8 t ip6or_type;
uint8 t ipé6or_|en;
uint8 t ip6or_value[2];

b

/* Router alert values (in network byte order) */
#i f def _BlI G_ENDI AN

#define | P6_ALERT _M.D 0x0000
#defi ne | P6_ALERT RSVP 0x0001
#define |P6_ALERT_AN 0x0002
#el se

#define | P6_ALERT _M.D 0x0000
#defi ne | P6_ALERT RSVP 0x0100
#defi ne | P6_ALERT AN 0x0200
#endi f
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2

2

2

2

The icnp6_hdr Structure

The |1 CWMPv6 header is needed by numerous | Pv6 applications including
Ping, Traceroute, router discovery daenons, and nei ghbor discovery
daenons. The following structure is defined as a result of including
<netinet/icnp6.h>  Note that this is a new header.

struct icnp6_hdr {

uint8_t i cnp6_type; [* type field */
uint8_t i cnp6_code; /[* code field */
uint16 t icnp6_cksum /* checksumfield */
uni on {

uint32_t icnp6_un_data32[1]; /* type-specific field */

uintl6_t icnp6_un_datal6[2]; /* type-specific field */

uint8_t icnp6_un_data8[4]; [/* type-specific field */
} icnp6_dat aun;

’

#def i ne i cnp6_dat a32 i cnp6_dat aun. i cnp6_un_dat a32

#defi ne i cnp6_dat al6 i cnp6_dat aun. i cnp6_un_dat al6

#defi ne i cnp6_dat a8 i cnp6_dat aun. i cnp6_un_dat a8

#define icnp6_pptr i cnp6_data32[0] /* paraneter prob */
#define icnp6_ntu i cnp6_data32[0] /* packet too big */
#define icnp6_id icnp6_datal6[0] /* echo request/reply */
#defi ne i cnp6_seq i cnp6_datal6[1l] /* echo request/reply */
#defi ne i cnmp6_maxdel ay icnp6_datal6[0] /* ntast group

menbership */
1. |1Cwv6 Type and Code Val ues

In addition to a comon structure for the | CMPv6 header, common
definitions are required for the I1CVMPv6 type and code fields. The
followi ng constants are al so defined as a result of including
<netinet/icnp6. h>

#define | CMP6_DST_UNREACH
#define | CMP6_PACKET _TCO BI G
#def i ne | CVMP6_TI ME_EXCEEDED
#def i ne | CMP6_PARAM PROB

A OWNPE

#def i ne | CVP6_I| NFOVBG_MASK 0x80 /[* all informationa
nmessages */

#defi ne | CMP6_ECHO REQUEST 128
#defi ne | CMP6_ECHO REPLY 129
#def i ne | CvP6_DST_UNREACH NOROUTE O/* noroute to

destination */
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#def i

#def i

#def i
#def i

#def i
#def i
#def i
#def i

#def i

ne

ne

ne
ne

ne

ne

ne

ne

ne

Advanced Sockets API

| CMP6_DST_UNREACH ADM N

for

1/*

/*

| CMP6_DST_UNREACH_BEYONDSCOPE 2 [/ *

| OVP6_DST_UNREACH_ADDR
| OVP6_DST_UNREACH_NOPORT

| CMP6_TI ME_EXCEED TRANSI T

| CMP6_TI ME_EXCEED REASSEMBLY 1

I CMP6_ PARAMPROB_HEADER

I CMP6_ PARAMPROB_NEXTHEADER 1

| CMP6_PARAMPROB_OPTI ON

3 /*
4 /*

0 /*
| *
o /*
| *

2 /*

| Pv6

May 2003

communi cation with
destination */

adm n. prohibited */
beyond scope of source
address */

address unreachabl e */
bad port */

Hop Limt == 0 in
transit */
Reassenbly tine out

*/

erroneous header
field */

unr ecogni zed
Next Header
unr ecogni zed
| Pv6 option */

*/

The five | CMP nessage types defined by |IPv6 nei ghbor di scovery (133-
137) are defined in the next section

2.2.2.

| CMPv6 Nei ghbor

Di scovery Definitions

The following structures and definitions are defined as a result of
i ncludi ng <netinet/icnp6. h>

#def i
#def i
#def i
#def i
#def i

struct nd_router_solicit {
struct

ne
ne
ne
ne
ne

ND_ROUTER SOLICI T
ND_ROUTER_ADVERT
ND_NEI GHBOR SCOLICI T
ND_NEI GHBOR_ADVERT
ND_REDI RECT

icnp6_hdr nd_rs_hdr;

133
134
135
136
137

/* could be followed by options */

b

#def i
#def i
#def i
#def i

St evens,

ne
ne
ne
ne

et al.

nd_rs_type
nd_rs_code
nd_rs_cksum
nd_rs_reserved

nd_rs_hdr.
nd_rs_hdr.
nd_rs_hdr.
nd_rs_hdr.

I nf or mat i onal

/* router solicitation */

i cnp6_type

i cnp6_code

i cnp6_cksum

i cnp6_dat a32[ 0]
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struct nd_router_advert { /* router advertisenent */
struct icnp6_hdr nd_ra_hdr;
ui nt32_t nd_ra_reachabl e; /* reachable tinme */
uint32_t nd ra_retransmt; /* retransmt tinmer */
/* could be followed by options */
b
#define nd_ra_type nd_ra_hdr.icnp6_type
#define nd_ra_code nd_ra_hdr.icnp6_code
#define nd_ra cksum nd_ra_hdr.icnp6_cksum
#define nd_ra curhoplimt nd_ra_hdr.icnp6_dat a8[ 0]
#define nd_ra flags_reserved nd_ra_hdr.icnp6_dat a8[ 1]
#defi ne ND_RA FLAG MANAGED 0x80
#defi ne ND_RA FLAG OTHER 0x40
#define nd_ra router lifetine nd_ra_hdr.icnp6_dat al6[ 1]
struct nd_nei ghbor_solicit { /* nei ghbor solicitation */
struct icnp6_hdr nd _ns_hdr;
struct in6_addr nd_ns_target; /* target address */
/* could be followed by options */
3
#defi ne nd_ns_type nd_ns_hdr.icnp6_type
#def i ne nd_ns_code nd_ns_hdr.icnp6_code
#defi ne nd_ns_cksum nd_ns_hdr. i cnp6_cksum
#define nd_ns _reserved nd_ns_hdr.icnp6_dat a32[ 0]
struct nd_nei ghbor _advert { /* nei ghbor advertisenent */
struct icnp6_hdr nd _na_hdr;
struct in6_addr nd _na target; /* target address */
/* could be followed by options */
}
#defi ne nd_na_type nd_na_hdr.icnp6_type
#def i ne nd_na_code nd_na_hdr.icnp6_code
#defi ne nd_na_cksum nd_na_hdr. i cnp6_cksum
#define nd_na flags_reserved nd_na_hdr.icnp6_dat a32[ 0]
#if BYTE_ORDER == BI G_ENDI AN
#defi ne ND_NA FLAG ROUTER 0x80000000
#define ND_NA FLAG SCLI Cl TED 0x40000000
#defi ne ND_NA_FLAG OVERRI DE 0x20000000
#el se /* BYTE_ORDER == LI TTLE _ENDI AN */
#defi ne ND_NA FLAG ROUTER 0x00000080
#define ND_NA FLAG SCLI Cl TED 0x00000040
#defi ne ND_NA FLAG OVERRI DE 0x00000020
#endi f
Stevens, et al. I nf ormati ona

[ Page 12]



RFC 3542 Advanced Sockets APl for |Pv6 May 2003

struct nd_redirect { /[* redirect */
struct icnp6_hdr nd_rd_hdr;
struct in6_addr nd_rd_target; /* target address */
struct in6_addr nd_rd_dst; /* destination address */
/* could be followed by options */

b
#define nd_rd_type nd_rd_hdr.icnp6_type
#define nd_rd_code nd_rd_hdr.icnp6_code
#define nd_rd_cksum nd_rd_hdr.icnp6_cksum
#define nd_rd_reserved nd_rd_hdr.icnp6_dat a32[ 0]
struct nd_opt_hdr { /* Nei ghbor di scovery option header */
uint8 t nd_opt_type;
uint8 t nd_opt_|en; [* in units of 8 octets */
/* followed by option specific data */
b
#define ND_OPT_SOURCE_LI NKADDR 1
#define ND_OPT_TARGET_LI NKADDR 2
#define ND_OPT_PREFI X_| NFORVATI ON 3
#define ND_OPT_REDH RECTED HEADER 4
#define ND OPT_MIU 5
struct nd_opt_prefix_info { [* prefix information */
uint8_t nd_opt _pi _type;
uint 8 _t nd_opt _pi _| en;
uint8_t nd_opt _pi_prefix_|en;
uint8 t nd_opt _pi_flags_reserved;
uint32. t nd_opt _pi_valid_ tine;
uint32_t nd_opt_pi_preferred_timne;
uint32_t nd_opt_pi_reserved2;
struct in6_addr nd_opt_pi_prefix;
s
#define ND OPT_PlI _FLAG ONLI NK 0x80
#define ND_OPT_PlI _FLAG AUTO 0x40
struct nd_opt_rd_hdr { /* redirected header */

uint8_t nd_opt _rh_type;
uint8 t nd_opt _rh_Ilen;
uintl6 t nd_opt rh reservedl;
uint32_t nd_opt_rh_reserved2;
/[* followed by |IP header and data */
3
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[* MIU option */

uint8_t nd_opt_ntu_type;
uint 8 _t nd_opt_ntu_len;

uintl6 t nd_opt _ntu_reserved;

uint32. t nd_opt_ntu_ntu;

b

We note that the nd_na_flags_reserved flags have the sane byte
ordering problems as we showed with ip6f_offlg.

2.2.3. Multicast Listener

Di scovery Definitions

The following structures and definitions are defined as a result of
i ncludi ng <netinet/icnp6. h>

#define MLD_LI STENER_QUERY
#define MLD_LI STENER_REPORT
#define M.D_LI STENER_REDUCTI ON

struct md_hdr {
struct icnp6_hdr
struct in6_addr

3

#define md_type

#defi ne m d_code

#define m d_cksum

#defi ne m d_maxdel ay

#define md_reserved

2.2.4. 1 CVWPv6 Router Renunmbering Definitions

130
131
132

m d_i cnp6_hdr;
mul ti cast address */

md _addr; /*

m d_icnp6_hdr.icnp6_type

m d_i cnp6_hdr. i cnp6_code

m d_i cnp6_hdr. i cnmp6_cksum

m d_i cnp6_hdr . i cnp6_dat al6[ 0]
m d_icnmp6_hdr.icnp6_datal6[ 1]

The following structures and definitions are defined as a result of

i ncluding <netinet/icnp

#defi ne | CMP6_ROUTER_RENUMBERI NG

struct icnp6_router_

struct icnp6_hdr

uint 8 _t

uint8_t

uint16 t

ui nt 32_t
H
#define rr_type
#define rr_code
#define rr_cksum
#defi ne rr_seqnum

St evens, et al

6. h>.

138

/* router renunbering */

renum{ /* router renunbering header */

rr_hdr;
rr_segnum
rr_flags;
rr_maxdel ay;
rr_reserved,;

rr_hdr.
rr_hdr.
rr_hdr.
rr_hdr.

I nf or mat i onal

i cnp6_type

i cnp6_code

i cnp6_cksum

i cnp6_dat a32[ 0]
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/* Router renunbering flags */

#define | CMP6_RR FLAGS TEST 0x80
#define | CMP6_RR FLAGS REQRESULT  0x40
#define | CMP6_RR_FLAGS_FORCEAPPLY 0x20
#define | CMP6_RR_FLAGS_SPECSI TE 0x10
#defi ne | OMP6_RR FLAGS PREVDONE 0x08

struct rr_pco_match { /[* match prefix part */
uint8_t rpm code;
uint8 t rpml en;
uint8 t rpm ordinal ;
uint8_t rpm_mat chl en;
uint8_t rpm.m nl en;
uint 8 _t rpm maxl| en;
uintl16 t rpmreserved;
struct in6_addr rpmprefix;
b
/* PCO code val ues */
#defi ne RPM_PCO_ADD 1
#defi ne RPM_PCO_CHANGE 2
#defi ne RPM_PCO_SETGLOBAL 3
struct rr_pco_use { [* use prefix part */
uint8_t rpu_usel en;
uint8_t rpu_keepl en;
uint8_t rpu_ramask;
uint8 t rpu_rafl ags;
uint32_t rpu_vltine;
ui nt 32_t rpu_pltinme;
ui nt 32_t rpu_fl ags;
struct in6_addr rpu_prefix;
3
#define | CMP6_RR_PCOUSE_RAFLAGS ONLI NK  0x20
#defi ne | CMP6_RR_PCOUSE_RAFLAGS AUTO 0x10

#i f BYTE_ORDER == Bl G_ENDI AN

#defi ne | CMP6_RR PCOUSE FLAGS DECRVLTI ME 0x80000000
#def i ne | CMP6_RR PCOUSE FLAGS DECRPLTI ME 0x40000000
#elif BYTE_ORDER == LI TTLE_ENDI AN

#def i ne | CMP6_RR PCOUSE FLAGS DECRVLTI ME 0x80

#def i ne | CMP6_RR_PCOUSE FLAGS DECRPLTI ME 0x40
#endi f
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struct rr_result { /* router renunbering result nessage */
uint16_t rrr_fl ags;
uint 8 _t rrr_ordinal;
uint8_t rrr_mat chedl en;
uint32_t rer_ifid;
struct in6_addr rrr_prefix;
b
#i f BYTE_ORDER == Bl G_ENDI AN
#define | CMP6_RR_RESULT_FLAGS_OOB 0x0002

#define | CMP6_RR _RESULT_FLAGS_FORBI DDEN 0x0001
#elif BYTE_ORDER == LI TTLE_ENDI AN

#define | CMP6_RR _RESULT_FLAGS OOB 0x0200
#define | CMP6_RR RESULT FLAGS FORBI DDEN 0x0100
#endi f

2.3. Address Testing Macros

The basic APl ([ RFC-3493]) defines sonme nmacros for testing an | Pv6
address for certain properties. This APl extends those definitions
with additional address testing macros, defined as a result of

i ncluding <netinet/in.h>

int |N6_ARE ADDR EQUAL(const struct in6_addr *,
const struct in6_addr *);

This macro returns non-zero if the addresses are equal; otherwise it
returns zero.

2.4. Protocols File

Many hosts provide the file /etc/protocols that contains the nanes of
the various I P protocols and their protocol nunber (e.g., the value
of the protocol field in the |IPv4 header for that protocol, such as 1
for 1CWP). Sone prograns then call the function getprotobynane() to
obtain the protocol value that is then specified as the third
argunment to the socket() function. For exanmple, the Ping program
contains code of the form

struct protoent *proto;
proto = get protobynane("icnmp");
s = socket (AF_I NET, SOCK _RAW proto->p_proto);
Conmon nanes are required for the new I Pv6 protocols in this file, to

provide portability of applications that call the getprotoXXX()
functions.
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3.

We define the foll owing protocol nanmes with the values shown. These
are taken under http://ww.iana. org/ nunbers. htm .

hopopt 0 # hop- by-hop options for ipv6

i pv6 41 # 1pve

i pv6-route 43 # routing header for ipv6

i pv6-frag 44 # fragnent header for ipv6

esp 50 # encapsul ati ng security payl oad for ipv6
ah 51 # aut henti cati on header for ipv6

i pv6-icnp 58 # icnmp for ipv6

i pv6- nonxt 59 # no next header for ipv6

i pv6-opts 60 # destination options for ipv6

| Pv6 Raw Sockets

Raw sockets bypass the transport layer (TCP or UDP). Wth |IPv4, raw
sockets are used to access | CWPv4, | GWv4, and to read and wite |Pv4
datagranms containing a protocol field that the kernel does not
process. An exanple of the latter is a routing daenmon for OSPF

since it uses IPv4 protocol field 89. Wth IPv6 raw sockets will be
used for ICMPv6 and to read and wite | Pv6 datagrans containing a
Next Header field that the kernel does not process. Exanples of the
|latter are a routing daenon for OSPF for |Pv6 and RSVP (protoco

field 46).

Al data sent via raw sockets must be in network byte order and all
data received via raw sockets will be in network byte order. This
differs fromthe 1 Pv4 raw sockets, which did not specify a byte
ordering and used the host’'s byte order for certain | P header fields.

Anot her difference fromIPv4 raw sockets is that conpl ete packets
(that is, IPv6 packets with extensi on headers) cannot be sent or
received using the I Pv6 raw sockets API. Instead, ancillary data
objects are used to transfer the extension headers and hoplimt
informati on, as described in Section 6. Should an application need
access to the conplete | Pv6 packet, sonme other technique, such as the
datalink interfaces BPF or DLPI, nust be used.

Al fields except the flow label in the |IPv6 header that an
application mght want to change (i.e., everything other than the
versi on nunber) can be nodified using ancillary data and/or socket
options by the application for output. Al fields except the flow

| abel in a received | Pv6 header (other than the version nunmber and
Next Header fields) and all extension headers that an application

m ght want to know are al so nade available to the application as
ancillary data on input. Hence there is no need for a socket option
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simlar to the IPv4 | P_HDRI NCL socket option and on receipt the
application will only receive the payload i.e., the data after the
| Pv6 header and all the extension headers.

This APl does not define access to the flow | abel field, because
today there is no standard usage of the field.

When witing to a raw socket the kernel will automatically fragnent
the packet if its size exceeds the path MIU, inserting the required
fragment headers. On input the kernel reassenbles received
fragnments, so the reader of a raw socket never sees any fragnent
header s.

When we say "an | CMPv6 raw socket"” we nmean a socket created by
calling the socket function with the three argunments AF_| NET6,
SOCK_RAW and | PPROTO_|I CMPV6

Most | Pv4 inplenentations give special treatnent to a raw socket
created with a third argunment to socket() of |IPPROTO RAW whose val ue
is normally 255, to have it nean that the application will send down
compl ete packets including the | Pv4 header. (Note: This feature was
added to IPv4 in 1988 by Van Jacobson to support traceroute, allow ng
a conplete | P header to be passed by the application, before the

| P_HDRI NCL socket option was added.) W note that | PPROTO RAW has no
special nmeaning to an | Pv6 raw socket (and the | ANA currently
reserves the value of 255 when used as a next-header field).

3.1. Checksuns

The kernel will calculate and insert the |ICMPv6 checksum for | CVMPv6
raw sockets, since this checksumis mandatory.

For other raw | Pv6 sockets (that is, for raw | Pv6 sockets created
with a third argunment other than | PPROTO | CMPV6), the application
must set the new | PV6_CHECKSUM socket option to have the kernel (1)
conmpute and store a checksum for output, and (2) verify the received
checksum on input, discarding the packet if the checksumis in error
This option prevents applications fromhaving to perform source
address sel ection on the packets they send. The checksum wil |
incorporate the | Pv6 pseudo- header, defined in Section 8.1 of [RFC
2460]. This new socket option also specifies an integer offset into
the user data of where the checksumis | ocated.

int offset = 2;

set sockopt (fd, 1 PPROTO | PV6, |PV6_CHECKSUM &offset,
si zeof (of fset));
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By default, this socket option is disabled. Setting the offset to -1
al so disables the option. By disabled we nmean (1) the kernel wll

not cal cul ate and store a checksum for outgoing packets, and (2) the
kernel will not verify a checksum for received packets.

This option assunmes the use of the 16-bit one’s conpl enent of the
one’s conpl enent sum as the checksum al gorithm and that the checksum
field is aligned on a 16-bit boundary. Thus, specifying a positive
odd value as offset is invalid, and setsockopt() will fail for such
of f set val ues.

An attenpt to set |PV6_CHECKSUM for an | CMPv6 socket will fail
Al so, an attenpt to set or get |PV6_CHECKSUM for a non-raw | Pv6
socket will fail.

(Note: Since the checksumis always cal cul ated by the kernel for an
| CMPv6 socket, applications are not able to generate | CVPv6 packets
with incorrect checksuns (presumably for testing purposes) using this
API )

3.2. 1CwWv6 Type Filtering

| CMPv4 raw sockets receive nost | CVMPv4 nessages received by the

kernel. (W say "nobst" and not "all" because Berkel ey-derived
kernel s never pass echo requests, tinestanp requests, or address mask
requests to a raw socket. Instead these three messages are processed

entirely by the kernel.) But ICMPv6 is a superset of |CWPv4, also
including the functionality of 1Gwv4 and ARPv4. This neans that an
| CMPv6 raw socket can potentially receive many nore nessages than
woul d be received with an | CMPv4 raw socket: | CMP nessages sinilar to
| CMPv4, al ong with nei ghbor solicitations, neighbor advertisenents,
and the three nulticast listener discovery nessages.

Most applications using an | CVMPv6 raw socket care about only a snal
subset of the | CVMPv6 nessage types. To transfer extraneous | CMPv6
messages fromthe kernel to user can incur a significant overhead.
Therefore this APl includes a nethod of filtering | CMPv6 nessages by
the 1CvWPv6 type field.

Each | CMPv6 raw socket has an associated filter whose datatype is
defined as

struct icnp6_filter;
This structure, along with the macros and constants defined later in

this section, are defined as a result of including the
<netinet/icnp6. h>.
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The current filter is fetched and stored using getsockopt() and
setsockopt () with a level of |PPROTO | CMPV6 and an option name of
| CMP6_FI LTER

Si X macros operate on an icnp6 filter structure:

void | CMP6_FI LTER SETPASSALL (struct icnp6_filter *);
void | CMP6_FI LTER SETBLOCKALL(struct icnp6_filter *);

void | CMP6_FI LTER SETPASS ( int, struct icnp6 filter *);
void | CMP6_FI LTER SETBLOCK( int, struct icnp6 filter *);

int |CW6_FILTER WLLPASS (int,

const struct icnmp6_filter *);
int | CWP6_FILTER W LLBLOCK(i nt,

const struct icnp6 filter *);

The first argunent to the last four macros (an integer) is an | CMPv6
message type, between 0 and 255. The pointer argument to all six
macros is a pointer to a filter that is nodified by the first four
macros and is exam ned by the | ast two macros.

The first two nmacros, SETPASSALL and SETBLOCKALL, |et us specify that
all 1CVMPv6 nessages are passed to the application or that all | CWPv6
messages are bl ocked from being passed to the application

The next two macros, SETPASS and SETBLOCK, |et us specify that
messages of a given | CVMPv6 type should be passed to the application
or not passed to the application (blocked).

The final two nmacros, WLLPASS and WLLBLOCK, return true or false
dependi ng whet her the specified nessage type is passed to the
application or blocked from being passed to the application by the
filter pointed to by the second argunent.

When an | CWPv6 raw socket is created, it will by default pass al
| CMPv6 nessage types to the application

As an example, a programthat wants to receive only router
adverti senents could execute the foll ow ng:

struct icnp6 filter nyfilt;
fd = socket (AF_I NET6, SOCK_RAW | PPROTO | CMPV6) ;
| CMP6_FI LTER_SETBLOCKALL( &yfilt);

| CVMP6_FI LTER_SETPASS( ND_ROUTER_ADVERT, &nyfilt);
set sockopt (fd, | PPROTO | CVWPV6, | CVP6_FI LTER, &nyfilt,
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si zeof (myfilt));

The filter structure is declared and then initialized to bl ock al
messages types. The filter structure is then changed to allow router
adverti senent nessages to be passed to the application and the filter
is installed using setsockopt().

In order to clear an installed filter the application can issue a
setsockopt for 1CVMP6_FILTER with a zero | ength. Wen no such filter
has been installed, getsockopt() will return the kernel default
filter.

The icnp6_filter structure is simlar to the fd_set datatype used
with the select() function in the sockets API. The icnmp6_filter
structure is an opaque datatype and the application should not care
how it is inplenented. Al the application does with this datatype
is allocate a variable of this type, pass a pointer to a variable of
this type to getsockopt() and setsockopt(), and operate on a variable
of this type using the six nmacros that we just defined.

Nevertheless, it is worth showing a sinple inplenmentation of this
dat atype and the six macros.

struct icnp6 filter {
uint32_t icnp6_filt[8]; /* 8*32 = 256 bits */
s

#define | CMP6_FI LTER W LLPASS(type, filterp) \
((((filterp)->icm6 filt[(type) >> 5]) &\
(1 << ((type) & 31))) != 0)
#define | CMP6_FI LTER W LLBLOCK(type, filterp) \
((((filterp)->icmp6_filt[(type) >> 5]) &\
(1 << ((type) & 31))) == 0)
#define | CMP6_FI LTER SETPASS(type, filterp) \
((((filterp)->icnmp6_filt[(type) >> 5]) | =\
(1 << ((type) & 31))))
#define | CMP6_FI LTER SETBLOCK(type, filterp) \
((((filterp)->icmp6_filt[(type) >> 5]) &=\
~(1 << ((type) & 31))))
#define | CMP6_FI LTER_SETPASSALL(filterp) \
menset ((filterp), OxFF, sizeof(struct icnp6 filter))
#define | CMP6_FI LTER SETBLOCKALL(filterp) \
menset ((filterp), 0, sizeof(struct icnp6_filter))

(Note: These sanple definitions have two limtations that an

i npl ementation nay want to change. The first four macros eval uate
their first argunent two tinmes. The second two nmacros require the
i nclusion of the <string.h> header for the nenset() function.)
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3.3. |1 CwWv6 Verification of Received Packets

The protocol stack will verify the I CMPv6 checksum and di scard any
packets with invalid checksuns.

An inplementation might performadditional validity checks on the

| CMPv6 nmessage content and di scard mal fornmed packets. However, a
portabl e application nmust not assume that such validity checks have
been perf or nmed.

The protocol stack should not automatically discard packets if the
ICMP type is unknown to the stack. For extensibility reasons
received | CMP packets with any type (informational or error) nust be
passed to the applications (subject to ICW6_FILTER filtering on the
type val ue and the checksum verification).

4. Access to | Pv6 and Extension Headers

Applications need to be able to control |Pv6 header and extension
header content when sending as well as being able to receive the
content of these headers. This is done by defining socket option
types which can be used both with setsockopt and with ancillary data.
Ancillary data is discussed in Appendix A The foll owi ng optiona

i nformati on can be exchanged between the application and the kernel

The send/receive interface and source/destination address,
The hop limt,

Next hop address,

The traffic class,

Rout i ng header

Hop- by- Hop opti ons header, and

Destination options header.

Noohkwnhe

First, to receive any of this optional information (other than the
next hop address, which can only be set) on a UDP or raw socket, the
application nmust call setsockopt() to turn on the corresponding flag:

int on = 1;

set sockopt (fd, | PPROTO | PV6, |PV6_RECVPKTI NFO, &on, sizeof(on));
set sockopt (fd, | PPROTO | PV6, |PV6_RECVHOPLIM T, &on, sizeof(on));
set sockopt (fd, |1 PPROTO | PV6, | PV6_RECVRTHDR, &on, sizeof (on));
set sockopt (fd, | PPROTO_|I PV6, |PV6_RECVHOPOPTS, &on, sizeof(on));
set sockopt (fd, |1 PPROTO_|I PV6, |PV6_RECVDSTOPTS, &on, sizeof(on));
set sockopt (fd, 1 PPROTO | PV6, |PV6_RECVTCLASS, &on, sizeof(on));
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When any of these options are enabled, the corresponding data is
returned as control information by recvnsg(), as one or nore
ancillary data objects.

Thi s docunent does not define howto receive the optional information
on a TCP socket. See Section 4.1 for nore details.

Two different nechani sns exist for sending this optional information

1. Using setsockopt to specify the option content for a socket.
These are known "sticky" options since they affect all transnmitted
packets on the socket until either a new setsockopt is done or the
options are overridden using ancillary data.

2. Using ancillary data to specify the option content for a single
datagram This only applies to datagram and raw sockets; not to
TCP sockets.

The three socket option parameters and the three cnsghdr fields that
describe the options/ancillary data objects are summari zed as:

opt level/ opt nane/ optval /

cnsg_| evel cnsg_type cnsg_dat a[ ]

| PPROTO | PV6 | PV6_PKTI NFO in6_pktinfo structure

| PPROTO I PV6 | PV6_HOPLIMT i nt

| PPROTO | PV6 | PV6_NEXTHOP socket address structure
| PPROTO | PV6 | PV6_RTHDR i p6_rthdr structure

| PPROTO | PV6 | PV6_HOPOPTS i p6_hbh structure

| PPROTO | PV6 | PV6_DSTOPTS i p6_dest structure

| PPROTO | PV6 | PV6_RTHDRDSTOPTS i p6_dest structure

| PPROTO | PV6 | PV6_TCLASS i nt

(Note: IPV6_HOPLIMT can be used as ancillary data itens only)

Al'l these options are described in detail in Section 6, 7, 8 and 9
Al'l the constants beginning with IPV6_ are defined as a result of
i ncludi ng <netinet/in.h>

Note: We intentionally use the sanme constant for the cnsg_| eve

menber as is used as the second argunent to getsockopt() and
setsockopt () (what is called the "level"), and the sane constant for
the cnsg_type nmenber as is used as the third argument to getsockopt()
and setsockopt() (what is called the "option nanme").
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I ssui ng getsockopt() for the above options will return the sticky

option value i.e., the value set with setsockopt(). |If no sticky
option value has been set getsockopt() will return the foll ow ng
val ues:

- For the IPV6_PKTINFO option, it will return an in6_pktinfo
structure with ipi6_addr being in6addr_any and ipi6_ifindex being
zero.

- For the IPV6_TCLASS option, it will return the kernel default
val ue.

- For other options, it will indicate the lack of the option value
with optlen being zero.

The application does not explicitly need to access the data
structures for the Routing header, Hop-by-Hop options header, and
Destination options header, since the APl to these features is
through a set of inet6_rth_XXX() and inet6_opt XXX() functions that
we define in Section 7 and Section 10. Those functions sinplify the
interface to these features instead of requiring the application to
know the intimate details of the extension header fornmats.

When speci fyi ng extensi on headers, this APl assunes the header
ordering and the nunber of occurrences of each header as described in
[ RFC-2460]. Mre details about the ordering issue will be discussed
in Section 12.

4.1. TCP Inplications

It is not possible to use ancillary data to transnit the above
options for TCP since there is not a one-to-one nappi hg between send
operations and the TCP segnents being transmitted. |Instead an
application can use setsockopt to specify themas sticky options.
When the application uses setsockopt to specify the above options it
is expected that TCP will start using the new information when
sendi ng segnents. However, TCP nay or may not use the new

i nformati on when retransmitting segnents that were originally sent
when the old sticky options were in effect.

It is unclear how a TCP application can use received infornmation
(such as extension headers) due to the | ack of napping between
recei ved TCP segnments and receive operations. |In particular, the
received information could not be used for access control purposes
i ke on UDP and raw sockets.
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This specification therefore does not define howto get the received
informati on on TCP sockets. The result of the |IPV6_RECVxxx options
on a TCP socket is undefined as well.

4.2. UDP and Raw Socket Inplications

The recei ve behavior for UDP and raw sockets is quite
straightforward. After the application has enabled an | PV6_RECVxxx
socket option it will receive ancillary data itens for every
recvinsg() call containing the requested information. However, if the
information is not present in the packet the ancillary data itemwl|
not be included. For exanple, if the application enables

| PV6_RECVRTHDR and a recei ved datagram does not contain a Routing
header there will not be an IPV6_RTHDR ancillary data item Note
that due to buffering in the socket inplenentation there m ght be
sonme packets queued when an | PV6_RECVxxx option is enabled and they
m ght not have the ancillary data i nformation.

For sending the application has the choice between using sticky
options and ancillary data. The application can al so use both having
the sticky options specify the "default” and using ancillary data to
override the default options.

When an ancillary data itemis specified in a call to sendnsg(), the
itemw ||l override an existing sticky option of the sane nane (if
previously specified). For exanple, if the application has set

| PV6_RTHDR using a sticky option and | ater passes |PV6_RTHDR as
ancillary data this will override the | PV6_RTHDR sticky option and
the routing header of the outgoing packet will be fromthe ancillary
data item not fromthe sticky option. Note, however, that other
sticky options than I PV6_RTHDR will not be affected by the |IPV6_RTHDR
ancillary data item the overriding mechanismonly works for the same
type of sticky options and ancillary data itens.

(Note: the overriding rule is different fromthe one in RFC 2292. In
RFC 2292, an ancillary data itemoverrode all sticky options
previously defined. This was reasonable, because sticky options
could only be specified as a set by a single socket option. However,
inthis APlI, each option is separated so that it can be specified as
a single sticky option. Additionally, there are nuch nore ancillary
data itenms and sticky options than in RFC 2292, including ancillary-
only one. Thus, it should be natural for application programmers to
separate the overriding rule as well.)

An application can also tenporarily disable a particular sticky
option by specifying a corresponding ancillary data itemthat could
di sabl e the sticky option when being used as an argunent for a socket
option. For exanple, if the application has set |PV6_HOPOPTS as a
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sticky option and | ater passes | PV6_HOPOPTS with a zero length as an
ancillary data item the packet will not have a Hop-by-Hop options
header .

5. Extensions to Socket Ancillary Data

This specification uses ancillary data as defined in Posix with sone
compati bl e extensions, which are described in the foll ow ng
subsections. Section 20 will provide a detail ed overvi ew of
ancillary data and related structures and macros, including the

ext ensi ons.

5.1. CWV5G_NXTHDR

struct cnmsghdr *CVMBG NXTHDR(const struct nsghdr *mhdr,
const struct cnsghdr *cnsg);

CVBG NXTHDR() returns a pointer to the cmsghdr structure descri bing
the next ancillary data object. Mdr is a pointer to a nsghdr
structure and cnmsg is a pointer to a cnsghdr structure. |If there is
not another ancillary data object, the return value i s NULL.

The foll owi ng behavior of this macro is newto this APlI: if the value
of the cnsg pointer is NULL, a pointer to the cmsghdr structure
describing the first ancillary data object is returned. That is,
CVBG _NXTHDR( mhdr, NULL) is equival ent to CMSG FI RSTHDR(mhdr). If
there are no ancillary data objects, the return value is NULL.

5.2. CMSG_SPACE
sockl en_t CMBG_SPACE(socklen_t 1ength);

This macro is newwth this API. Gven the length of an ancillary
data object, CMBG SPACE() returns an upper bound on the space
required by the object and its cnsghdr structure, including any
paddi ng needed to satisfy alignment requirenents. This nacro can be
used, for exanple, when allocating space dynamically for the
ancillary data. This nmacro should not be used to initialize the
cnsg_l en nenber of a cnsghdr structure; instead use the CMSG LEN()
macr o.
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5.3. CMSG_LEN
sockl en_t CMSG _LEN(sockl en_t |ength);

This macro is newwith this API. Gven the length of an ancillary
data object, CMSG LEN() returns the value to store in the cnsg_len
menber of the cnsghdr structure, taking into account any paddi ng
needed to satisfy alignnent requirenments

Note the difference between CMSG SPACE() and CVMBG LEN(), shown al so
inthe figure in Section 20.2: the forner accounts for any required
padding at the end of the ancillary data object and the latter is the
actual length to store in the cnsg_| en nmenber of the ancillary data
obj ect .

6. Packet |nformation

There are five pieces of information that an application can specify
for an outgoi ng packet using ancillary data:

the source | Pv6 address,

the outgoing interface index,

the outgoing hop limt,

the next hop address, and

the outgoing traffic class val ue.

aoprwNE

Four simlar pieces of information can be returned for a received
packet as ancillary data:

1. the destination | Pv6 address,

2. the arriving interface index,

3. the arriving hop limt, and

4. the arriving traffic class val ue.

The first two pieces of information are contained in an in6_pktinfo
structure that is set with setsockopt() or sent as ancillary data
with sendnsg() and received as ancillary data with recvnsg(). This
structure is defined as a result of including <netinet/in.h>

struct in6 _pktinfo {
struct in6_addr ipi6_addr; [* src/dst | Pv6 address */
unsi gned int ipi6_ifindex; /* send/recv interface index */

b

In the socket option and cnsghdr level will be |IPPROTO | PV6, the type
will be IPV6_PKTINFO and the first byte of the option value and
cneg_data[] will be the first byte of the in6_pktinfo structure. An
application can clear any sticky |IPV6_PKTINFO opti on by doing a
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"regul ar" setsockopt with ipi 6_addr being i n6addr_any and
i pi 6_i findex being zero.

This information is returned as ancillary data by recvnsg() only if
the application has enabl ed the | PV6_RECVPKTI NFO socket option

int on = 1;
set sockopt (fd, 1 PPROTO_|I PV6, |PV6_RECVPKTI NFO, &on, sizeof(on));

(Note: The hop limt is not contained in the in6 _pktinfo structure
for the following reason. Sone UDP servers want to respond to client
requests by sending their reply out the sane interface on which the
request was received and with the source |1 Pv6 address of the reply
equal to the destination |IPv6 address of the request. To do this the
application can enable just the | PV6_RECVPKTI NFO socket option and
then use the received control information fromrecvnsg() as the
outgoing control information for sendnsg(). The application need not
examne or nodify the in6_pktinfo structure at all. But if the hop
limt were contained in this structure, the application would have to
parse the received control information and change the hop limt
menber, since the received hop Iimt is not the desired value for an
out goi ng packet.)

6.1. Specifying/Receiving the Interface

Interfaces on an | Pv6 node are identified by a small positive
integer, as described in Section 4 of [RFC-3493]. That document al so
describes a function to map an interface nane to its interface index,
a function to map an interface index to its interface nane, and a
function to return all the interface nanmes and indexes. Notice from
this docunent that no interface is ever assigned an index of O.

VWhen specifying the outgoing interface, if the ipi6_ifindex value is
0, the kernel will choose the outgoing interface.

The ordering anbng various options that can specify the outgoing
interface, including |PV6_PKTINFO, is defined in Section 6.7.

VWhen t he |1 PV6_RECVPKTI NFO socket option is enabled, the received

interface index is always returned as the ipi6_ifindex nenber of the
in6_pktinfo structure.
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6.2. Specifying/ Receiving Source/Destination Address

The source | Pv6 address can be specified by calling bind() before
each out put operation, but supplying the source address together with
the data requires |less overhead (i.e., fewer systemcalls) and
requires less state to be stored and protected in a nultithreaded
appl i cation.

When specifying the source I Pv6 address as ancillary data, if the

i pi 6_addr nenber of the in6_pktinfo structure is the unspecified
address (I N6ADDR _ ANY INIT or in6addr_any), then (a) if an address is
currently bound to the socket, it is used as the source address, or
(b) if no address is currently bound to the socket, the kernel wll
choose the source address. |If the ipi6_addr nember is not the
unspeci fi ed address, but the socket has al ready bound a source
address, then the ipi6_addr value overrides the al ready-bound source
address for this output operation only.

The kernel nust verify that the requested source address is indeed a
uni cast address assigned to the node. Wen the address is a scoped
one, there may be anbiguity about its scope zone. This is
particularly the case for link-local addresses. 1In such a case, the
kernel nust first determ ne the appropriate scope zone based on the
zone of the destination address or the outgoing interface (if known),
then qualify the address. This also neans that it is not feasible to
specify the source address for a non-bindi ng socket by the

I PV6_PKTI NFO sticky option, unless the outgoing interface is also
specified. The application should sinply use bind() for such

pur poses.

I PV6_PKTI NFO can al so be used as a sticky option for specifying the
socket’s default source address. However, the ipi6_addr nmenber nust
be the unspecified address for TCP sockets, because it is not

possi ble to dynamically change the source address of a TCP
connection. Wen the | PV6_PKTINFO option is specified for a TCP

socket with a non-unspecified address, the call will fail. This
restriction should be applied even before the socket binds a specific
addr ess.

When the in6_pktinfo structure is returned as ancillary data by
recvnsg(), the ipi6_addr nenber contains the destination |IPv6 address
fromthe recei ved packet.

6.3. Specifying/Receiving the Hop Limt
The outgoing hop limt is normally specified with either the

| PV6_UNI CAST_HOPS socket option or the | PV6_MILTI CAST _HOPS socket
option, both of which are described in [RFC-3493]. Specifying the
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6. 4.

Ste

hop linmit as ancillary data lets the application override either the
kernel’s default or a previously specified value, for either a

uni cast destination or a nulticast destination, for a single output
operation. Returning the received hop limt is useful for |IPv6
applications that need to verify that the received hop limt is 255
(e.g., that the packet has not been forwarded).

The received hop limt is returned as ancillary data by recvnsg()
only if the application has enabled the | PV6_RECVHOPLI M T socket
option:

int on = 1;
set sockopt (fd, 1 PPROTO_|I PV6, |PV6_RECVHOPLIM T, &on, sizeof(on));

In the cnsghdr structure containing this ancillary data, the

cnsg_l evel nenber will be | PPROTO | PV6, the cnsg_type nenber will be
IPV6_HOPLIM T, and the first byte of cnsg _data[] will be the first
byte of the integer hop limt.

Not hi ng speci al need be done to specify the outgoing hop limt: just
specify the control information as ancillary data for sendnsg(). As
specified in [RFC-3493], the interpretation of the integer hop limt
value is

X < -1: return an error of ElINVAL
X == -1: use kernel default

0 <= x <= 255: use x

X >= 256: return an error of EI NVAL

This APl defines IPV6_HOPLIMT as an ancillary-only option, that is,
the option nane cannot be used as a socket option. This is because
[ RFC-3493] has nore fine-grained socket options; |PV6_UN CAST_ HOPS
and | PV6_MJLTI CAST_HOPS

Speci fying the Next Hop Address

The |1 PV6_NEXTHOP ancillary data object specifies the next hop for the
dat agram as a socket address structure. |In the cmsghdr structure
containing this ancillary data, the cnsg_I| evel nmenber will be

| PPROTO | PV6, the cnsg type nenber will be | PV6_NEXTHOP, and the
first byte of cnsg data[] will be the first byte of the socket
address structure.

This is a privileged option. (Note: It is inplenentation defined and
beyond the scope of this docunment to define what "privil eged” neans.
Uni x systens use this termto nean the process nust have an effective
user 1D of 0.)
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This APl only defines the case where the socket address contains an

I Pv6 address (i.e., the sa famly nenber is AF_INET6). And, in this
case, the node identified by that address nmust be a nei ghbor of the
sendi ng host. |If that address equals the destination |IPv6 address of
the datagram then this is equivalent to the existing SO DONTROUTE
socket option.

Thi s option does not have any neaning for multicast destinations. In
such a case, the specified next hop will be ignored.

When the outgoing interface is specified by |PV6_PKTINFO as well, the
next hop specified by this option nust be reachable via the specified
i nterface.

In order to clear a sticky | PV6_NEXTHOP option the application nust
i ssue a setsockopt for IPV6_NEXTHOP with a zero | ength.

6.5. Specifying/Receiving the Traffic d ass val ue

The outgoing traffic class is normally set to 0. Specifying the
traffic class as ancillary data lets the application override either
the kernel’s default or a previously specified value, for either a
uni cast destination or a nulticast destination, for a single output
operation. Returning the received traffic class is useful for
programs such as a diffserv debugging tool and for user |evel ECN
(explicit congestion notification) inplenmentation

The received traffic class is returned as ancillary data by recvnsg()
only if the application has enabled the | PV6_RECVTCLASS socket
option:

int on = 1;
set sockopt (fd, 1 PPROTO | PV6, |PV6_RECVTCLASS, &on, sizeof(on));

In the cnsghdr structure containing this ancillary data, the

cneg_l evel nenber will be | PPROTO | PV6, the cnsg_type nenber will be
| PV6_TCLASS, and the first byte of cnsg_data[] will be the first byte
of the integer traffic class.

To specify the outgoing traffic class value, just specify the contro
information as ancillary data for sendnsg() or using setsockopt().
Just like the hop linmit value, the interpretation of the integer
traffic class value is

X < -1: return an error of ElINVAL
X == -1: use kernel default

0 <= x <= 255: use X

X >= 256: return an error of EINVAL
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In order to clear a sticky I PV6_TCLASS option the application can
specify -1 as the val ue.

There are cases where the kernel needs to control the traffic class
val ue and conflicts with the user-specified value on the outgoing
traffic. An exanple is an inplenentation of ECN in the kernel,
setting 2 bits of the traffic class value. |In such cases, the kerne
shoul d override the user-specified value. On the inconmng traffic,
the kernel may mask some of the bits in the traffic class field.

6.6. Additional Errors with sendnsg() and setsockopt()

Wth the | PV6_PKTI NFO socket option there are no additional errors
possible with the call to recvnsg(). But when specifying the
outgoing interface or the source address, additional errors are
possi bl e from sendnsg() or setsockopt(). Note that sone

i npl ementations mght only be able to return this type of errors for
setsockopt (). The followi ng are exanples, but sonme of these nay not
be provided by sone inplenentations, and sore inplenmentations nmay
define additional errors:

ENXI O The interface specified by ipi6_ifindex does not exist.

ENETDOVWN The interface specified by ipi6_ifindex is not enabl ed
for 1 Pv6 use.

EADDRNOTAVAI L ipi 6_ifindex specifies an interface but the address
i pi 6_addr is not available for use on that interface.

EHOSTUNREACH No route to the destination exists over the interface
specified by ipi6_ifindex.

6.7. Summary of Qutgoing Interface Sel ection
Thi s docunent and [ RFC-3493] specify various nethods that affect the
sel ection of the packet’'s outgoing interface. This subsection
summari zes the ordering anong those in order to ensure determnistic
behavi or.

For a given outgoing packet on a given socket, the outgoing interface
is determined in the follow ng order

1. if an interface is specified in an | PV6_PKTINFO ancillary data
item the interface is used.

2. otherwise, if an interface is specified in an | PV6_PKTI NFO sticky
option, the interface is used.
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3. otherwise, if the destination address is a nmulticast address and
the 1 PV6_MILTI CAST_|I F socket option is specified for the socket,
the interface is used.

4. otherwise, if an IPV6_NEXTHOP ancillary data itemis specified,
the interface to the next hop is used.

5. otherwise, if an | PV6_NEXTHOP sticky option is specified, the
interface to the next hop is used.

6. otherw se, the outgoing interface should be deternmned in an
i npl ement ati on dependent nanner.

The ordering above particularly neans if the application specifies an
interface by the I PV6_MITI CAST | F socket option (described in [RFCG
3493]) as well as specifying a different interface by the

| PV6_PKTI NFO sticky option, the latter will override the fornmer for
every nulticast packet on the corresponding socket. The reason for
the ordering comes from expectation that the source address is
specified as well and that the pair of the address and the outgoing
interface should be preferred.

In any case, the kernel must also verify that the source and
destination addresses do not break their scope zones with regard to
the outgoing interface.

7. Routing Header Option

Source routing in IPv6 is acconplished by specifying a Routing header
as an extension header. There can be different types of Routing
headers, but IPv6 currently defines only the Type 0 Routing header

[ RFC-2460]. This type supports up to 127 internediate nodes (limted
by the length field in the extension header). Wth this maximum
nunmber of internedi ate nodes, a source, and a destination, there are
128 hops.

Source routing with the 1 Pv4 sockets APl (the | P_OPTI ONS socket
option) requires the application to build the source route in the
format that appears as the | Pv4 header option, requiring intimate
know edge of the IPv4 options format. This IPv6 APlI, however,
defines six functions that the application calls to build and exam ne
a Routing header, and the ability to use sticky options or ancillary
data to conmunicate this informati on between the application and the
kernel using the | PV6_RTHDR option
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Three functions build a Routing header:

inet6_rth_space() - return #bytes required for Routing header
inet6 rth_init() - initialize buffer data for Routing header
inet6_rth_add() - add one | Pv6 address to the Routing header

Three functions deal with a returned Routing header:

inet6_rth_reverse() - reverse a Routing header
inet6_rth _segments() - return #segnments in a Routing header
inet6_rth _getaddr() - fetch one address from a Routing header

The function prototypes for these functions are defined as a result
of including <netinet/in.h>

To receive a Routing header the application nust enable the
| PV6_RECVRTHDR socket opti on:

int on = 1;
set sockopt (fd, |1 PPROTO | PV6, |PV6_RECVRTHDR, &on, sizeof(on));

Each received Routing header is returned as one ancillary data object
described by a cnsghdr structure with cnsg_type set to | PV6_RTHDR
When nultiple Routing headers are received, nultiple ancillary data
objects (with cnmsg_type set to IPV6_RTHDR) will be returned to the
appl i cati on.

To send a Routing header the application specifies it either as
ancillary data in a call to sendnsg() or using setsockopt(). For the
sending side, this APl assumes the nunber of occurrences of the
Routi ng header as described in [ RFC-2460]. That is, applications can
only specify at nost one outgoing Routing header.

The application can renpbve any sticky Routing header by calling
setsockopt () for I1PV6_RTHDR with a zero option |ength.

When using ancillary data a Routing header is passed between the
application and the kernel as follows: The cnsg_| evel menber has a
val ue of I PPROTO I PV6 and the cnsg_type nenber has a val ue of

I PV6_RTHDR. The contents of the cnsg _data[] menber is inplenentation
dependent and shoul d not be accessed directly by the application, but
shoul d be accessed using the six functions that we are about to
descri be.

The following constant is defined as a result of including the
<netinet/in.h>

#define | PV6_RTHDR TYPE O 0 /* IPv6 Routing header type 0 */
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When a Routing header is specified, the destination address specified
for connect(), sendto(), or sendnsg() is the final destination
address of the datagram The Routing header then contains the
addresses of all the internedi ate nodes.

7.1. inet6_rth_space
socklen_t inet6_rth_space(int type, int segnents);

This function returns the nunber of bytes required to hold a Routing
header of the specified type containing the specified nunber of
segnents (addresses). For an |IPv6 Type O Routing header, the nunber
of segnents nust be between 0 and 127, inclusive. The return value
is just the space for the Routing header. When the application uses
ancillary data it nmust pass the returned |l ength to CMSG SPACE() to
determ ne how much nenory is needed for the ancillary data object
(including the cnsghdr structure).

If the return value is 0, then either the type of the Routing header
is not supported by this inplenentation or the nunber of segments is
invalid for this type of Routing header

(Note: This function returns the size but does not allocate the space
required for the ancillary data. This allows an application to

all ocate a larger buffer, if other ancillary data objects are
desired, since all the ancillary data objects nust be specified to
sendnsg() as a single nsg_control buffer.)

7.2. inet6_rth_init

void *inet6_rth_init(void *bp, socklen_t bp_len, int type,
int segnents);

This function initializes the buffer pointed to by bp to contain a
Routi ng header of the specified type and sets ip6r_|en based on the
segnents paraneter. bp len is only used to verify that the buffer is
| arge enough. The ip6r_segleft field is set to zero; inet6_rth_add()
will increnent it.

When the application uses ancillary data the application nust
initialize any cnsghdr fields.

The caller nust allocate the buffer and its size can be determ ned by
calling inet6_rth_space().

Upon success the return value is the pointer to the buffer (bp), and

this is then used as the first argunment to the inet6_rth_add()
function. Upon an error the return value is NULL.
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7.3. inet6_rth_add
int inet6_rth_add(void *bp, const struct in6_addr *addr);

This function adds the | Pv6 address pointed to by addr to the end of
the Routing header being constructed.

If successful, the segleft menber of the Routing Header is updated to
account for the new address in the Routing header and the return

val ue of the function is 0. Upon an error the return value of the
function is -1.

7.4. inet6_rth_reverse
int inet6_rth_reverse(const void *in, void *out);

This function takes a Routing header extension header (pointed to by
the first argunment) and wites a new Routing header that sends

dat agrans al ong the reverse of that route. The function reverses the
order of the addresses and sets the segleft menber in the new Routing
header to the nunber of segments. Both argunents are allowed to
point to the sane buffer (that is, the reversal can occur in place).

The return value of the function is 0 on success, or -1 upon an
error.

7.5. inet6_rth_segnents
int inet6 rth _segnents(const void *bp);
This function returns the nunmber of segnments (addresses) contained in
the Routing header described by bp. On success the return value is
zero or greater. The return value of the function is -1 upon an
error.
7.6. inet6_rth_getaddr
struct in6_addr *inet6_rth_getaddr(const void *bp, int index);
This function returns a pointer to the | Pv6 address specified by
i ndex (which must have a val ue between 0 and one | ess than the val ue
returned by inet6 rth segnents()) in the Routing header described by
bp. An application should first call inet6_rth_segnents() to obtain
the nunber of segments in the Routing header.

Upon an error the return value of the function is NULL.
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8.

Hop- By- Hop Opti ons

A vari abl e nunber of Hop-by-Hop options can appear in a single Hop-
by- Hop options header. Each option in the header is TLV-encoded with
a type, length, and value. This IPv6 APl defines seven functions
that the application calls to build and exani ne a Hop-by_Hop options
header, and the ability to use sticky options or ancillary data to
communi cate this informati on between the application and the kernel
This uses the | PV6_HOPOPTS for a Hop-by-Hop options header

Today several Hop-by-Hop options are defined for IPv6. Two pad
options, Padl and PadN, are for alignnment purposes and are
automatically inserted by the inet6_opt_ XXX() routines and ignored by
the inet6_opt_ XXX() routines on the receive side. This section of
the APl is therefore defined for other (and future) Hop-by-Hop
options that an application may need to specify and receive.

Four functions build an options header

inet6_opt_init() - initialize buffer data for options header

i net 6_opt _append() - add one TLV option to the options header

inet6_opt finish() - finish adding TLV options to the options
header

i net6_opt_set val ()

add one conponent of the option content to
the option

Three functions deal with a returned options header:

i net6_opt_next() - extract the next option fromthe options
header

inet6_opt_find() - extract an option of a specified type from
t he header

inet6_opt_get _val() - retrieve one conponent of the option
cont ent

I ndi vi dual Hop- by-Hop options (and Destination options, which are
described in Section 9 and are very sinilar to the Hop-by-Hop
options) may have specific alignment requirements. For exanple, the
4-byte Junbo Payl oad | ength shoul d appear on a 4-byte boundary, and

| Pv6 addresses are nornally aligned on an 8-byte boundary. These
requirenents and the terninology used with these options are

di scussed in Section 4.2 and Appendi x B of [RFC-2460]. The alignnent
of first byte of each option is specified by two values, called x and
y, witten as "xn + y". This states that the option nust appear at
an integer nmultiple of x bytes fromthe begi nning of the options
header (x can have the values 1, 2, 4, or 8), plus y bytes (y can
have a value between 0 and 7, inclusive). The Padl and PadN options
are inserted as needed to nmaintain the required alignnent. The
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functions bel ow need to know the alignment of the end of the option
(which is always in the form"xn," where x can have the values 1, 2,
4, or 8) and the total size of the data portion of the option. These
are passed as the "align" and "len" argunents to i net6_opt_append().

Mul ti pl e Hop-by-Hop options nust be specified by the application by
placing themin a single extension header.

Finally, we note that use of sone Hop-by-Hop options or some
Destination options, mght require special privilege. That is,

nornmal applications (w thout special privilege) mght be forbidden
fromsetting certain options in outgoing packets, and might never see
certain options in received packets.

8.1. Receiving Hop-by-Hop Options

To receive a Hop-by-Hop options header the application nmust enable
t he | PV6_RECVHOPOPTS socket option:

int on = 1;
set sockopt (fd, |1 PPROTO I PV6, |PV6_RECVHOPOPTS, &on, sizeof(on));

When using ancillary data a Hop-by-hop options header is passed
between the application and the kernel as follows: The cnsg_| eve
menber will be | PPROTO | PV6 and the cnsg_type nenber will be

| PV6_HOPOPTS. These options are then processed by calling the
inet6_opt_next(), inet6_opt find(), and inet6_opt_get_ val ()
functions, described in Section 10.

8.2. Sendi ng Hop-by-Hop Options

To send a Hop-by-Hop options header, the application specifies the
header either as ancillary data in a call to sendnmsg() or using
set sockopt ().

The application can renove any sticky Hop-by-Hop options header by
calling setsockopt() for |IPV6_HOPOPTS with a zero option |ength.

Al'l the Hop-by-Hop options nust be specified by a single ancillary
data object. The cnsg_|level nmenber is set to | PPROTO | PV6 and the
cneg_type nenber is set to | PV6_HOPOPTS. The option is nornmally
constructed using the inet6 opt _init(), inet6 opt_append(),
inet6_opt _finish(), and inet6_opt_set val () functions, described in
Section 10.

Additional errors may be possible fromsendnsg() and setsockopt() if
the specified option is in error
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9. Destination Options

A variabl e nunber of Destination options can appear in one or nore
Destination options headers. As defined in [ RFC-2460], a Destination
options header appearing before a Routing header is processed by the
first destination plus any subsequent destinations specified in the
Routing header, while a Destination options header that is not

foll owed by a Routing header is processed only by the fina
destination. As with the Hop-by-Hop options, each option in a
Destination options header is TLV-encoded with a type, |ength, and
val ue.

9.1. Receiving Destination Options

To receive Destination options header the application nmust enable the
| PV6_RECVDSTOPTS socket option:

int on = 1;
set sockopt (fd, | PPROTO I PV6, |PV6_RECVDSTOPTS, &on, sizeof(on));

Each Destination options header is returned as one ancillary data
obj ect described by a cnsghdr structure with cnsg | evel set to
| PPROTO | PV6 and cnsg_type set to | PV6_DSTOPTS

These options are then processed by calling the inet6_opt_next(),
inet6_opt _find(), and inet6_opt_get value() functions.

9.2. Sending Destination Options

To send a Destination options header, the application specifies it
either as ancillary data in a call to sendnsg() or using
set sockopt ().

The application can renove any sticky Destination options header by
calling setsockopt () for |IPV6_RTHDRDSTOPTS/ | PV6_DSTOPTS with a zero
option | ength.

This APl assumes the ordering about extension headers as described in
[ RFC-2460]. Thus, one set of Destination options can only appear
before a Routing header, and one set can only appear after a Routing
header (or in a packet with no Routing header). Each set can consi st
of one or nore options but each set is a single extension header

Today all destination options that an application my want to specify
can be put after (or without) a Routing header. Thus, applications
shoul d usual |y need | PV6_DSTOPTS only and shoul d avoi d usi ng

| PV6_RTHDRDSTOPTS whenever possi bl e.
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When using ancillary data a Destination options header is passed
between the application and the kernel as follows: The set preceding
a Routing header are specified with the cnmsg_| evel nenber set to

| PPROTO | PV6 and the cnsg_type nenber set to | PV6_RTHDRDSTOPTS. Any
setsockopt or ancillary data for |PV6_RTHDRDSTOPTS is silently

i gnored when sendi ng packets unless a Routing header is also
specified. Note that the "Routing header" here neans the one
specified by this API. Even when the kernel inserts a routing header
inits internal routine (e.g., in a nobile IPv6 stack), the
Destination options header specified by | PV6_RTHDRDSTOPTS will still
be ignored unless the application explicitly specifies its own
Rout i ng header.

The set of Destination options after a Routing header, which are al so
used when no Routing header is present, are specified with the

cnsg_l evel nenber is set to | PPROTO | PV6 and the cnsg_type nenber is
set to | PV6_DSTOPTS

The Destination options are normally constructed using the
inet6_opt_init(), inet6_opt_append(), inet6_opt _finish(), and
inet6_opt_set_val () functions, described in Section 10.

Additional errors may be possible fromsendnsg() and setsockopt() if
the specified optionis in error

Hop- by- Hop and Destination Options Processing

Bui | di ng and parsing the Hop-by-Hop and Destination options is
conplicated for the reasons given earlier. W therefore define a set
of functions to help the application. These functions assune the
formatting rules specified in Appendix B in [RFC-2460] i.e., that the
largest field is placed last in the option.

The function prototypes for these functions are defined as a result
of including <netinet/in.h>

The first 3 functions (init, append, and finish) are used both to

cal cul ate the needed buffer size for the options, and to actually
encode the options once the application has allocated a buffer for
the header. In order to only calculate the size the application nust
pass a NULL extbuf and a zero extlen to those functions.
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10.1. inet6_opt_init
int inet6_opt_init(void *extbuf, socklen_t extlen);

This function returns the nunber of bytes needed for the enpty

extension header i.e., without any options. |If extbuf is not NULL it
also initializes the extension header to have the correct |length
field. In that case if the extlen value is not a positive (i.e.,

non-zero) nmultiple of 8 the function fails and returns -1.

(Note: since the return value on success is based on a "constant"
paraneter, i.e., the enpty extension header, an inplenentation may
return a constant value. However, this specification does not
require the value be constant, and leaves it as inplenmentation
dependent. The application should not assune a particul ar constant
val ue as a successful return value of this function.)

10.2. inet6_opt_append

int inet6_opt_append(void *extbuf, socklen_t extlen, int offset,
uint8 t type, socklen_t len, uint_t align,
voi d **dat abuf p);

O fset should be the length returned by inet6 opt _init() or a
previous inet6_opt_append(). This function returns the updated tota
I ength taking into account adding an option with length 'l en’ and
alignment "align’. |If extbuf is not NULL then, in addition to
returning the length, the function inserts any needed pad option,
initializes the option (setting the type and length fields) and
returns a pointer to the location for the option content in databufp.
If the option does not fit in the extension header buffer the
function returns -1.

Type is the 8-bit option type. Len is the length of the option data
(i.e., excluding the option type and option length fields).

Once inet6_opt_append() has been called the application can use the
dat abuf directly, or use inet6_opt_set _val () to specify the content
of the option.

The option type nust have a value from2 to 255, inclusive. (0 and 1
are reserved for the Padl and PadN options, respectively.)

The option data |l ength must have a val ue between 0 and 255,
inclusive, and is the length of the option data that foll ows.

The align paraneter nust have a value of 1, 2, 4, or 8. The align
val ue can not exceed the value of |en
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3. inet6_opt_finish
int inet6_opt_finish(void *extbuf, socklen_t extlen, int offset);

O fset should be the length returned by inet6 opt _init() or

i net 6_opt_append(). This function returns the updated total |ength
taking into account the final padding of the extension header to make
it amltiple of 8 bytes. |If extbuf is not NULL the function al so
initializes the option by inserting a Padl or PadN option of the
proper | ength.

If the necessary pad does not fit in the extension header buffer the
function returns -1

4. inet6_opt_set_va

int inet6 opt_set val (void *databuf, int offset, void *val,
socklen_t vallen);

Dat abuf should be a pointer returned by inet6_opt_append(). This
function inserts data itenms of various sizes in the data portion of
the option. Val should point to the data to be inserted. Ofset
specifies where in the data portion of the option the val ue should be
inserted; the first byte after the option type and length is accessed
by specifying an offset of zero.

The call er should ensure that each field is aligned on its natura
boundari es as described in Appendi x B of [ RFC-2460], but the function
must not rely on the caller’s behavior. Even when the alignnent
requirenent is not satisfied, inet6 opt _set val should just copy the
data as required.

The function returns the offset for the next field (i.e., offset +
val | en) which can be used when conposing option content with nultiple
fields.

5. inet6_opt_next

int inet6_opt_next(void *extbuf, socklen_t extlen, int offset,
uint8 t *typep, socklen_t *lenp,
voi d **dat abuf p);

This function parses received option extension headers returning the
next option. Extbuf and extlen specifies the extension header.

O fset should either be zero (for the first option) or the length
returned by a previous call to inet6 _opt _next() or inet6 opt find().
It specifies the position where to continue scanning the extension
buffer. The next option is returned by updating typep, |enp, and
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dat abufp. Typep stores the option type, lenp stores the | ength of
the option data (i.e., excluding the option type and option | ength
fields), and databufp points the data field of the option. This
function returns the updated "previous" |ength conputed by advancing
past the option that was returned. This returned "previous" |length
can then be passed to subsequent calls to inet6_opt_next(). This
function does not return any PAD1 or PADN options. When there are no
more options or if the option extension header is malforned the
return value is -1.

6. inet6 opt find

int inet6_opt_find(void *extbuf, socklen_t extlen, int offset,
uint8 t type, socklen_t *|enp,
voi d **dat abuf p);

This function is simlar to the previously described inet6 _opt_ next()
function, except this function lets the caller specify the option
type to be searched for, instead of always returning the next option
in the extension header.

If an option of the specified type is located, the function returns
the updated "previous" total |ength conputed by advanci ng past the
option that was returned and past any options that didn't match the
type. This returned "previous" length can then be passed to
subsequent calls to inet6_opt_find() for finding the next occurrence
of the sane option type.

If an option of the specified type is not |ocated, the return val ue
is-1. If the option extension header is malfornmed, the return val ue
is -1.

7. inet6_opt_get_val

int inet6 opt _get val (void *databuf, int offset, void *val,
socklen_t vallen);

Dat abuf should be a pointer returned by inet6_opt_next() or

inet6_opt _find(). This function extracts data itenms of various sizes
in the data portion of the option. Val should point to the
destination for the extracted data. O fset specifies fromwhere in
the data portion of the option the value should be extracted; the
first byte after the option type and length is accessed by specifying
an of fset of zero.

It is expected that each field is aligned on its natural boundaries
as described in Appendix B of [RFC-2460], but the function nmust not
rely on the alignnment.
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The function returns the offset for the next field (i.e., offset +
val | en) which can be used when extracting option content with
multiple fields.

Addi ti onal Advanced APl Functi ons
1. Sending with the M ni num MU

Uni cast applications should usually let the kernel perform path MU
di scovery [RFC-1981], as long as the kernel supports it, and should
not care about the path MIU. Sone applications, however, m ght not
want to incur the overhead of path MU di scovery, especially if the
applications only send a single datagramto a destination. A
potential example is a DNS server.

[ RFC-1981] describes how path MIU di scovery works for multicast
destinations. Frompractice in using |IPv4 nulticast, however, nany
carel ess applications that send large nulticast packets on the wire
have caused inplosion of |1 CMPv4 error nessages. The situation can be
worse when there is a filtering node that bl ocks the | CVMPv4 nessages.
Though the filtering issue applies to unicast as well, the inpact is
much larger in the multicast cases.

Thus, applications sending nmulticast traffic should explicitly enable
pat h MrU di scovery only when they understand that the benefit of

possi bly |l arger MIU usage outwei ghs the possible inmpact of MU

di scovery for active sources across the delivery tree(s). This
default behavior is based on the today’'s practice with IPv4 multicast
and path MIU di scovery. The behavior nay change in the future once
it is found that path MIU di scovery effectively works with actua

mul ticast applications and network configurations.

Thi s specification defines a mechanismto avoid path MU di scovery by
sending at the mninum | Pv6 MU [ RFC-2460]. |If the packet is |arger
than the m ninum MU and this feature has been enabled the I P |ayer
will fragment to the mninmum MIU. To control the policy about path
MIU di scovery, applications can use the |IPV6_USE M N_MIU socket

opti on.

As described above, the default policy shoul d depend on whether the
destination is unicast or multicast. For unicast destinations path
MIU di scovery shoul d be perfornmed by default. For multicast
destinations path MIU di scovery shoul d be disabled by default. This
option thus takes the followi ng three types of integer argunents:

-1: performpath MIU di scovery for unicast destinations but do not
performit for nulticast destinations. Packets to nulticast
destinations are therefore sent with the m ni num MIu
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0: always perform path MIU di scovery.

1: always disable path MU di scovery and send packets at the m ni num
MTU.

The default value of this optionis -1. Values other than -1, 0, and
1 are invalid, and an error EINVAL will be returned for those val ues.

As an example, if a unicast application intentionally wants to
di sabl e path MIU di scovery, it will add the follow ng |lines

int on = 1;
set sockopt (fd, 1 PPROTO I PV6, |PV6_USE_M N_MIU, &on, sizeof(on));

Note that this APl intentionally excludes the case where the
application wants to perform path MIU di scovery for nulticast but to
disable it for unicast. This is because such usage is not feasible
considering a scale of performance issues around whether to do path
MIU di scovery or not. Wen path MIU di scovery nakes sense to a
destination but not to a different destination, regardless of whether
the destination is unicast or multicast, applications either need to
toggl e the option between sendi ng such packets on the same socket, or
use different sockets for the two classes of destinations.

This option can also be sent as ancillary data. |n the cnsghdr

structure containing this ancillary data, the cnsg_| evel menber will
be |1 PPROTO | PV6, the cnsg_type nmenber will be IPV6_USE M N MU, and
the first byte of cnsg data[] will be the first byte of the integer

2. Sending w thout Fragmentation

In order to provide for easy porting of existing UDP and raw socket
applications IPv6 inplementations will, when originating packets,
automatically insert a fragnent header in the packet if the packet is
too big for the path MU

Sone applications nmight not want this behavior. An example is
traceroute which mght want to discover the actual path MU

Thi s specification defines a mechanismto turn off the automatic
inserting of a fragnment header for UDP and raw sockets. This can be
enabl ed using the | PV6_DONTFRAG socket option

int on = 1;
set sockopt (fd, 1 PPROTO I PV6, |PV6_DONTFRAG &on, sizeof(on));
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By default, this socket option is disabled. Setting the value to O
al so disables the option i.e., reverts to the default behavior of
automatic inserting. This option can also be sent as ancillary data.
In the cnsghdr structure containing this ancillary data, the

cnsg_l evel nenber will be | PPROTO | PV6, the cnsg_type nenber will be
| PV6_ DONTFRAG and the first byte of cnmsg data[] will be the first
byte of the integer. This APl only specifies the use of this option
for UDP and raw sockets, and does not define the usage for TCP
socket s.

When the data size is larger than the MIU of the outgoing interface,
the packet will be discarded. Applications can know the result by
enabl i ng the | PV6_RECVPATHMIU opti on descri bed bel ow and receiving
the corresponding ancillary data items. An additional error EMSGSI ZE
may al so be returned in some inplementations. Note, however, that
sonme other inplenentations mght not be able to return this

addi tional error when sending a nessage.

3. Path MrU Di scovery and UDP

UDP and raw socket applications need to be able to determ ne the
"maxi mum send transport-nmessage size" (Section 5.1 of [RFC-1981]) to
a given destination so that those applications can participate in
pat h MrU di scovery. This lets those applications send snaller
datagrams to the destination, avoiding fragnmentation

This is acconplished using a new ancillary data item (1 PV6_PATHMIU)
which is delivered to recvnsg() w thout any actual data. The
application can enabl e the receipt of |IPV6_PATHMVIU ancillary data
items by setting the | PV6_RECVPATHMIU socket option

int on = 1;
set sockopt (fd, |1 PPROTO I PV6, |PV6_RECVPATHMIU, &on, sizeof(on));

By default, this socket option is disabled. Setting the value to O
al so disables the option. This APl only specifies the use of this
option for UDP and raw sockets, and does not define the usage for TCP
socket s.

When the application is sending packets too big for the path MIuU
recvneg() will return zero (indicating no data) but there will be a
cnsghdr with cnsg_type set to | PV6_PATHMIU, and cnsg |en wll
indicate that cnsg_data is sizeof(struct ip6_ntuinfo) bytes |ong.
Thi s can happen when the sendi ng node receives a correspondi ng | CMPv6
packet too big error, or when the packet is sent froma socket with
the 1 PV6_DONTFRAG option being on and the packet size is larger than
the MIU of the outgoing interface. This indication is considered as
an ancillary data itemfor a separate (enpty) nessage. Thus, when
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there are buffered nessages (i.e., messages that the application has
not received yet) on the socket the application will first receive
the buffered nessages and then receive the indication

The first byte of cnsg_data[] will point to a struct ip6 _ntuinfo
carrying the path MU to use together with the | Pv6 destination
addr ess.

struct ip6_mtuinfo {
struct sockaddr in6 i p6ém addr; /* dst address including
zone | D */
ui nt 32_t ipémntu; /* path MIU in host byte order */

b

This cnsghdr will be passed to every socket that sets the

| PV6_RECVPATHMIU socket option, even if the socket is non-connected.
Note that this also neans an application that sets the option may
receive an |PV6_MIU ancillary data itemfor each |CVMP too big error
the node receives, including such ICW errors caused by ot her
applications on the node. Thus, an application that wants to perform
the path MIU di scovery by itself needs to keep history of
destinations that it has actually sent to and to conpare the address
returned in the i p6_ntuinfo structure to the history. An

i mpl ementation nay choose not to delivery data to a connected socket
that has a foreign address that is different than the address
specified in the i pé6m addr structure.

When an application sends a packet with a routing header, the fina
destination stored in the i pébm addr nenber does not necessarily
contain conplete information of the entire path.

4. Determning the Current Path MIu

Sone applications mght need to determne the current path MIU e.g.,
applications using | PV6_RECVPATHMIU mi ght want to pick a good
starting val ue.

Thi s specification defines a get-only socket option to retrieve the
current path MIU value for the destination of a given connected
socket. If the IP layer does not have a cached path MIU value it
will return the interface MIU for the interface that will be used
when sending to the destination address.

This information is retrieved using the | PV6_PATHMIU socket option.
This option takes a pointer to the ip6_muinfo structure as the
fourth argunent, and the size of the structure should be passed as a
val ue-result paranmeter in the fifth argunent.
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struct ip6_mtuinfo ntuinfo;
socklen_t infolen = sizeof (ntuinfo);

get sockopt (fd, | PPROTO | PV6, |PV6_PATHMIU, &ntuinfo, & nfolen);

When the call succeeds, the path MIU value is stored in the i pémmntu
menber of the ip6_nmtuinfo structure. Since the socket is connected,
the i pé6m addr nenber is neaningl ess and should not be referred to by
the application.

This option can only be used for a connected socket, because a non-
connect ed socket does not have the information of the destination and
there is no way to pass the destination via getsockopt(). Wen

get sockopt () for this option is issued on a non-connected socket, the
call will fail. Despite this limtation, this option is still usefu
froma practical point of view, because applications that care about
the path MU tend to send a | ot of packets to a single destination
and to connect the socket to the destination for performance reasons.
If the application needs to get the MIU value in a nore generic way,
it should use a nore generic interface, such as routing sockets

[ TCPI PI LLUST] .

12. Odering of Ancillary Data and | Pv6 Extension Headers

Three | Pv6 extension headers can be specified by the application and
returned to the application using ancillary data with sendnsg() and
recvnsg(): the Routing header, Hop-by-Hop options header, and
Destination options header. Wen nultiple ancillary data objects are
transferred via recvnsg() and these objects represent any of these
three extensi on headers, their placenent in the control buffer is
directly tied to their location in the corresponding | Pv6 datagram
For exanple, when the application has enabled the |IPV6_RECVRTHDR and
| PV6_RECVDSTOPTS options and | ater receives an | Pv6 packet with

ext ension headers in the foll owi ng order

The | Pv6 header

A Hop- by- Hop options header

A Destination options header (1)
A Routing header

An Aut henti cati on header

A Destination options header (2)
A UDP header and UDP data
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then the application will receive three ancillary data objects in the
foll owi ng order:

an object with cnsg_type set to | PV6_DSTOPTS, which represents

the destination options header (1)

an object with cnsg_type set to | PV6_RTHDR, which represents the
Rout i ng header

an object with cmsg_type set to | PV6_DSTOPTS, which represents the
destination options header (2)

Thi s exanple follows the header ordering described in [ RFC 2460], but
the receiving side of this specification does not assume the
ordering. Applications may receive any nunbers of objects in any
order according to the ordering of the received | Pv6 datagram

For the sending side, however, this APl inposes sonme ordering
constraints according to [ RFC-2460]. Applications using this API
cannot nmake a packet with extension headers that do not follow the
ordering. Note, however, that this does not nean applications nust

al ways follow the restriction. This is just alimtation in this API
in order to give application programers a guideline to construct
headers in a practical manner. Should an application need to make an
out goi ng packet in an arbitrary order about the extension headers,
some ot her technique, such as the datalink interfaces BPF or DLPI

must be used.

The foll owings are nore details about the constraints:

- Each I PV6_xxx ancillary data object for a particular type of
ext ensi on header can be specified at nost once in a single contro
buf fer.

- |IPV6_xxx ancillary data objects can appear in any order in a
control buffer, because there is no anbiguity of the ordering.

- Each set of IPV6_xxx ancillary data objects and sticky options
will be put in the outgoing packet along with the header ordering
described in [ RFC 2460] .

- An ancillary data object or a sticky option of |PV6_RTHDRDSTOPTS
will affect the outgoing packet only when a Routing header is
specified as an ancillary data object or a sticky option
O herwi se, the specified value for |PV6_RTHDRDSTOPTS will be
i gnor ed.
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For exanple, when an application sends a UDP datagramwith a contro
data buffer containing ancillary data objects in the foll owi ng order:

an object with cnsg_type set to | PV6_DSTOPTS
an object with cnmsg_type set to | PV6_RTHDRDSTOPTS
an object with cnsg_type set to | PV6_HOPOPTS

and t he sendi ng socket does not have any sticky options, then the
out goi ng packet woul d be constructed as foll ows:

The | Pv6 header

A Hop- by- Hop options header
A Destination options header
A UDP header and UDP dat a

where the destination options header corresponds to the ancillary
data object with the type | PV6_DSTOPTS

Note that the constraints above do not necessarily nean that the

out goi ng packet sent on the wire always foll ows the header ordering
specified in this APl docunment. The kernel may insert additiona
headers that break the ordering as a result. For exanple, if the
kernel supports Mobile IPv6, an additional destination options header
may be inserted before an authenticati on header, even without a
routing header.

This APl does not provide access to any other extension headers than
the supported three types of headers. |In particular, no information
is provided about the IP security headers on an incom ng packet, nor
can be specified for an outgoing packet. This APl is for
applications that do not care about the existence of |IP security
header s.

| Pv6-Specific Options with | Pvd- Mapped | Pv6 Addresses

The vari ous socket options and ancillary data specifications defined
in this document apply only to true I Pv6 sockets. It is possible to
create an | Pv6 socket that actually sends and receives | Pv4d packets,
usi ng | Pv4-mapped | Pv6 addresses, but the mapping of the options
defined in this docunment to an | Pv4 datagramis beyond the scope of
thi s docunent.

In general, attenpting to specify an IPv6-only option, such as the
Hop- by- Hop options, Destination options, or Routing header on an | Pv6
socket that is using | Pv4-mapped | Pv6 addresses, will probably result
in an error. Sone inplenentations, however, nay provide access to
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the packet information (source/destination address, send/receive
interface, and hop limt) on an | Pv6 socket that is using |Pv4-mapped
| Pv6 addresses.

Extended interfaces for rresvport, rcnd and rexec

Li brary functions that support the "r" commands hide the creation of
a socket and the nane resol ution procedure froman application. Wen
the libraries return an AF_I NET6 socket to an application that do not
support the address famly, the application may encounter an
unexpected result when, e.g., calling getpeernane() for the socket.
In order to support AF_INET6 sockets for the "r" commuands while
keepi ng backward conpatibility, this section defines sone extensions
to the libraries.

1. rresvport_af

The rresvport() function is used by the rcnd() function, and this
function is in turn called by many of the "r" commands such as
rlogin. While new applications are not being witten to use the
rcmd() function, |egacy applications such as rlogin will continue to
use it and these will be ported to | Pv6.

rresvport() creates an |Pv4/ TCP socket and binds a "reserved port" to
the socket. |Instead of defining an | Pv6 version of this function we
define a new function that takes an address famly as its argunent.

#i ncl ude <uni std. h>
int rresvport_af(int *port, int famly);

Thi s function behaves the same as the existing rresvport() function,
but instead of creating an AF_INET TCP socket, it can also create an
AF I NET6 TCP socket. The famly argunent is either AF_INET or

AF I NET6, and a new error return is EAFNOSUPPORT if the address
famly is not supported.

(Note: There is little consensus on whi ch header defines the
rresvport() and rcnmd() function prototypes. 4.4BSD defines it in
<uni std. h>, others in <netdb.h> and others don’t define the function
prototypes at all.)

2. rcnd_af

The existing rcmd() function can not transparently use AF_I NET6
sockets since an application would not be prepared to handl e AF_I NET6
addresses returned by e.g., getpeernane() on the file descriptor
created by rcnd(). Thus a new function is needed.
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int rcnd_af (char **ahost, unsigned short rport,
const char *locuser, const char *renuser,
const char *cnd, int *fd2p, int af)

Thi s function behaves the sanme as the existing rcnd() function, but

i nstead of creating an AF_I NET TCP socket, it can also create an

AF_I NET6 TCP socket. The family argunent is AF_I NET, AF_INET6, or
AF_UNSPEC. When either AF_INET or AF_INET6 is specified, this
function will create a socket of the specified address famly. Wen
AF _UNSPEC is specified, it will try all possible address famlies
until a connection can be established, and will return the associated
socket of the connection. A new error EAFNOSUPPORT will be returned
if the address famly is not supported.

14.3. rexec_af

The existing rexec() function can not transparently use AF_|I NET6
sockets since an application would not be prepared to handl e AF_I NET6
addresses returned by e.g., getpeernane() on the file descriptor
created by rexec(). Thus a new function is needed.

int rexec_af(char **ahost, unsigned short rport, const char *nane,
const char *pass, const char *cnd, int *fd2p, int af)

Thi s function behaves the same as the existing rexec() function, but

i nstead of creating an AF_I NET TCP socket, it can also create an

AF_I NET6 TCP socket. The famly argunent is AF_I NET, AF_INET6, or
AF_UNSPEC. Whien either AF_INET or AF_INET6 is specified, this
function will create a socket of the specified address famly. Wen
AF_UNSPEC is specified, it will try all possible address famlies
until a connection can be established, and will return the associated
socket of the connection. A new error EAFNOSUPPORT will be returned
if the address famly is not supported.

15. Summary of New Definitions

The following list sumarizes the constants and structure,
definitions discussed in this neno, sorted by header.

<netinet/icnp6. h> | CVP6_DST UNREACH
<netinet/icnp6. h> | CMP6_DST UNREACH ADDR
<netinet/icnp6. h> | CMP6_DST_UNREACH _ADM N
<netinet/icnp6. h> | CMP6_DST_UNREACH BEYONDSCOPE
<netinet/icnp6. h> | CMP6_DST_UNREACH NOPORT
<netinet/icnp6. h> | CMP6_DST_UNREACH NOROUTE
<netinet/icnp6. h> | CMP6_ECHO REPLY
<netinet/icnp6. h> | CMP6_ECHO REQUEST
<netinet/icnp6. h> | CVMP6_| NFOVBG_MASK
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<netinet/icnp6. h> | CMP6_PACKET_TOO BI G
<netinet/icnp6. h> | CMP6_PARAMPROB HEADER
<netinet/icnp6. h> | CMP6_PARAMPROB_NEXTHEADER
<netinet/icnp6. h> | CMP6_PARAMPROB_COPTI ON
<netinet/icnp6. h> | CVP6_PARAM PROB
<netinet/icnp6. h> | CVP6_ROUTER_RENUMBERI NG
<netinet/icnp6. h> | CMP6_RR FLAGS FORCEAPPLY
<netinet/icnp6. h> | CMP6_RR FLAGS PREVDONE
<netinet/icnp6. h> | CMP6_RR FLAGS REQRESULT
<netinet/icnp6. h> | CMP6_RR FLAGS_SPECSI TE
<netinet/icnp6. h> | CMP6_RR FLAGS TEST
<netinet/icnp6. h> | CMP6_RR_PCOUSE_FLAGS_DECRPLTI ME
<netinet/icnp6. h> | CMP6_RR PCOUSE_FLAGS DECRVLTI ME
<netinet/icnp6. h> | CMP6_RR PCOUSE_RAFLAGS AUTO
<netinet/icnp6. h> | CMP6_RR PCOUSE_RAFLAGS ONLI NK
<netinet/icnp6. h> | CMP6_RR RESULT_FLAGS_FORBI DDEN
<netinet/icnp6. h> | CVMP6_RR RESULT_ FLAGS OOB
<netinet/icnp6. h> | CMP6_TI ME_EXCEEDED
<netinet/icnp6. h> | CMP6_TI ME_EXCEED REASSEMBLY
<netinet/icnp6. h> | CMP6_TI ME_EXCEED TRANSI T
<netinet/icnp6. h> M.D_LI STENER_QUERY
<netinet/icnp6. h> M.D_LI STENER_REDUCTI ON
<netinet/icnp6. h> M.D LI STENER REPORT
<netinet/icnp6. h> ND NA FLAG OVERRI DE
<netinet/icnp6. h> ND NA FLAG ROUTER
<netinet/icnp6. h> ND_NA FLAG SOLI Cl TED
<netinet/icnp6. h> ND_NEI GHBOR_ADVERT
<netinet/icnp6. h> ND NEIGHBOR SOLICI T
<netinet/icnp6. h> ND OPT_MIU

<netinet/icnp6. h> ND OPT_PlI _FLAG AUTO
<netinet/icnp6. h> ND_OPT_PI _FLAG ONLI NK
<netinet/icnp6. h> ND_OPT_PREFI X_| NFORVATI ON
<netinet/icnp6. h> ND_OPT_REDI RECTED HEADER
<netinet/icnp6. h> ND_OPT_SOURCE_LI NKADDR
<netinet/icnp6. h> ND _OPT_TARGET_ LI NKADDR
<netinet/icnp6. h> ND RA FLAG MANAGED
<netinet/icnp6. h> ND RA FLAG OTHER
<netinet/icnp6. h> ND_REDI RECT

<netinet/icnp6. h> ND_ROUTER_ADVERT
<netinet/icnp6. h> ND ROUTER SCOLICI T

<netinet/icnp6. h> struct icnp6 filter{};
<netinet/icnp6. h> struct icnmp6_hdr{};
<netinet/icnp6. h> struct icnp6_router_renun};
<netinet/icnp6. h> struct m d_hdr{};
<netinet/icnp6. h> struct nd_nei ghbor _advert{};
<netinet/icnp6. h> struct nd_nei ghbor _solicit{};
<netinet/icnp6. h> struct nd_opt hdr{};
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struct nd_opt_ntu{};

struct nd_opt_prefix_info{};
struct nd_opt_rd_hdr{};
struct nd_redirect{};

struct nd_router_advert{};
struct nd_router_solicit{};
struct rr_pco_match{};
struct rr_pco_use{};

struct rr_result{};

| PPROTO_AH
| PPROTO_DSTOPTS
| PPROTO_ESP

| PPROTO_FRAGVENT
| PPROTO_HOPCOPTS
| PPROTO_| CMPV6

| PPROTO_| PV6

| PPROTO_NONE

| PPROTO_ROUTI NG
| PV6_CHECKSUM

| PV6_DONTFRAG

| PV6_DSTOPTS

| PV6_HOPLI M T

| PV6_HOPOPTS

| PV6_NEXTHOP

| PV6_PATHMIU

| PV6_PKTI NFO

| PV6_RECVDSTOPTS

| PV6_RECVHOPLIM T

| PV6_ RECVHOPOPTS

| PV6_RECVPKTI NFO

| PV6_RECVRTHDR

| PV6_RECVTCLASS

| PV6_RTHDR

| PV6_RTHDRDSTOPTS

| PV6_RTHDR TYPE O

| PV6_RECVPATHMIU

| PV6_TCLASS

| PV6_USE_M N_MruU
struct in6_pktinfo{};
struct ip6_muinfo{};

| P6F_MORE_FRAG
| P6F_OFF_MASK

| P6F_RESERVED_MASK
| P6OPT_JUMBO

| P6OPT_JUMBO_LEN
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| P6OPT_MUTABLE

| P6OPT_NSAP_ADDR

| P6OPT_PAD1

| P6OPT_PADN

| P6OPT_ROUTER_ALERT

| P6OPT_TUNNEL_LIM T

| P6OPT_TYPE_DI SCARD

| P6OPT_TYPE_FORCEI CVP

| PEOPT_TYPE_I CVP

| PEOPT_TYPE_SKI P

| P6_ALERT_AN

| P6_ALERT_M.D

| P6_ALERT_RSVP

struct ip6_dest{};
struct ip6_frag{};
struct ip6_hbh{};
struct ip6_hdr{};
struct ip6_opt{};
struct ip6_opt_junbo{};
struct ip6_opt_nsap{};
struct ip6_opt_router{};
struct ip6_opt_tunnel{};
struct ip6_rthdr{};
struct ip6_rthdr0O{};

st summari zes the function and macro prototypes

di scussed in this

<netinet/i cnpb.

<neti

<neti

<net i
<neti

<neti

<neti

<neti
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net/i cnp6.

net/i cnp6.

net/i cnp6.
net/i cnp6.

net /i cnpb.

net/in. h>

net/in. h>

meno, sorted by header

h>
h>

h>

h>
h>

h>

void | CMP6_FI LTER SETBLOCK(i nt, struct
icnp6 _filter *);
voi d
| CMP6_FI LTER SETBLOCKALL(struct icnp6_filter *);
voi d
| CMP6_FI LTER_SETPASS(i nt,
struct icnp6 filter *);

voi d
| CMP6_FI LTER _SETPASSALL(struct icnp6_filter *);
int |CWP6_FILTER W LLBLOCK(i nt,

const struct icnmp6_filter *);
int |CWP6_FILTER W LLPASS(i nt,

const struct icnp6 _filter *);

int |N6_ARE ADDR EQUAL(const struct in6_addr *,
const struct in6_addr *);

int inet6 _opt append(void *, socklen_t, int,

uint8 t, socklen_t, uint_t,
void **);
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<netinet/ip6. h>

<sys/socket. h>
<sys/socket. h>

<uni std. h>
<uni std. h>

<uni std. h>
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int inet6_opt_get_val (void *, int, void *,
sockl en_t);
int inet6_opt _find(void *, socklen_t,
int, uint8t |,
socklen t *, void **);
int inet6_opt_finish(void *, socklen_t, int);
int inet6_opt_init(void *, socklen_t);
int inet6_opt_next(void *, socklen_t,
int, uint8.t *,
socklen t *, void **);
int inet6 _opt_set _val (void *, int,
void *, socklen_t);
int inet6_rth_add(void *,
const struct in6_addr *);
struct in6_addr inet6 _rth_getaddr(const void *,
int);
void *inet6_rth_init(void *, socklen_t,
int, int);
int inet6_rth _reverse(const void *, void *);

int inet6_rth_segnents(const void *);
soccklen_t inet6 rth space(int, int);

int 1P6OPT_TYPE(uint8_ t);

sockl en_t CMSG_LEN(socklen_t);
sockl en_t CMSG_SPACE(socklen_t);

int rresvport_af(int *, int);

int rcnd_af (char **, unsigned short,
const char *, const char *,
const char *, int *, int);

int rexec_af(char **, unsigned short,
const char *, const char *,
const char *, int *, int);

16. Security Considerations

The setting of certain Hop-by-Hop options and Destinati on options nmay

be restricted to privileged processes.

Simlarly sonme Hop-by-Hop

options and Destination options nmay not be returned to non-privil eged

appl i cations.

The ability to specify an arbitrary source address using |PV6_PKTI NFO

must be prevented; at

St evens, et al

| east for non-privileged processes.
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17.

Changes from RFC 2292

Signi ficant changes that affect the conpatibility to RFC 2292

Renoved t he | PV6_PKTOPTI ONS socket option by allow ng sticky
options to be set with individual setsockopt() calls.

Renoved the ability to be able to specify Hop-by-Hop and
Destination options using nultiple ancillary data items. The
application, using the inet6 _opt xxx() routines (see below), is
responsible for formatting the whol e extensi on header

Renoved t he support for the |loose/strict Routing header since that
has been rempoved fromthe | Pv6 specification

Loosened the constraints for junbo payload option that this option
was al ways hi dden from applicati ons.

Di sabl ed the use of the IPV6_HOPLIMT sticky option
Renoved i p6r0_addr field fromthe ip6_rthdr structure.

Intentionally unspecified how to get received packet’s infornation
on TCP sockets.

New f eat ur es:

Added | PV6_RTHDRDSTOPTS to specify a Destination Options header
before the Routing header.

Added separate | PV6_RECVxxx options to enable the receipt of the
corresponding ancillary data itens.

Added inet6 _rth xxx() and inet6 _opt xxx() functions to deal with
routing or | Pv6 options headers.

Added extensions of libraries for the "r" conmmands.

I ntroduced additional |1Pv6 option definitions such as | P6OPT_PAD1.
Added M.D and router renunbering definitions.

Added MrU-rel ated socket options and ancillary data itens.

Added options and ancillary data itens to nmanipulate the traffic
class field.
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- Changed the nane of |CWv6 unreachable code 2 to be "beyond scope
of source address." | CVMP6_DST UNREACH NOTNEI GHBOR was renoved
with this change

Clarifications:

- Added clarifications on extension headers ordering; for the
sendi ng side, assune the recommended ordering described in RFC
2460. For the receiving side, do not assume any ordering and pass
all headers to the application in the received order

- Added a sumary about the interface selection rule.

- Cdarified the ordering between | PV6_MITI CAST_I F and the
I PV6_PKTI NFO sticky option for nulticast packets.

- Carified how sticky options and the ICwWPv6 filter are turned off
and t hat getsockopt() of a sticky option returns what was set with
set sockopt ().

- Cdarified that |1 PV6_NEXTHOP shoul d be ignored for a multicast
destination, that it should not contradict with the specified
outgoing interface, and that the next hop should be a sockaddr in6
structure.

- Carified corner cases of |PV6_ CHECKSUM

- Aligned with the POSI X st andard.

g

itorial changes:
- Replaced MIUST with nust (since this is an informational docunent).

- Revised abstract to be nore clear and concise, particularly
concentrating on differences from RFC 2292.

- Made the URL of assigned nunbers |less specific so that it would be
more robust for future changes.

- Updated the reference to the basic API.
- Added a reference to the | atest POSI X standard.

- Mved general specifications of ancillary data and CMSG nacros to
t he appendi x.
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20.

20.

Appendi x A1 Ancillary Data Overview

4.2BSD al |l owed file descriptors to be transferred between separate
processes across a UNI X dommi n socket using the sendnsg() and
recvnsg() functions. Two nmenbers of the nsghdr structure,
meg_accrights and nsg_accri ghtslen, were used to send and receive the
descriptors. Wen the OSI protocols were added to 4. 3BSD Reno in
1990 the names of these two fields in the nsghdr structure were
changed to nsg_control and nsg_control |l en, because they were used by
the CSI protocols for "control information", although the coments in
the source code call this "ancillary data"

O her than the OSI protocols, the use of ancillary data has been
rare. In 4.4BSD, for exanple, the only use of ancillary data with
IPv4d is to return the destination address of a received UDP datagram
if the | P RECVDSTADDR socket option is set. Wth Unix donmain sockets
ancillary data is still used to send and recei ve descriptors.

Neverthel ess the ancillary data fields of the msghdr structure
provide a clean way to pass information in addition to the data that
is being read or witten. The inclusion of the nmsg_control and
nmsg_controll en nenbers of the nsghdr structure along with the cnsghdr
structure that is pointed to by the nsg _control nenber is required by
t he Posix sockets APl standard.

1. The nsghdr Structure

The nsghdr structure is used by the recvnsg() and sendnsg()
functions. |Its Posix definition is:

struct nsghdr {

voi d *msg_hane,; [* ptr to socket address
structure */

socklen_t nsg_nanel en; /* size of socket address
structure */

struct iovec *nsg_iov; /* scatter/gather array */

i nt nmsg_i ovl en; [* # elenments in nsg_iov */

voi d *msg_control; [* ancillary data */

socklen_t nsg_controllen; /* ancillary data buffer |length */

i nt nmsg_fl ags; /* flags on received nessage */

b
The structure is declared as a result of including <sys/socket.h>

(Note: Before Posix the two "void *" pointers were typically "char
*" and the two socklen_t nenbers were typically integers. Earlier
drafts of Posix had the two socklen_t nmenbers as size t, but it then
changed these to socklen t to sinplify binary portability for 64-bit
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20.

i mpl ementations and to align Posix with X/ Open’s Networking Services,
Issue 5. The change in nsg _control to a "void *" pointer affects any
code that increments this pointer.)

Most Berkel ey-derived inplenentations linmt the anount of ancillary
data in a call to sendnsg() to no nore than 108 bytes (an nbuf).

This APl requires a mninmum of 10240 bytes of ancillary data, but it
is reconended that the anount be linmted only by the buffer space
reserved by the socket (which can be nodified by the SO SNDBUF socket
option). (Note: This nagic nunber 10240 was picked as a val ue that
shoul d al ways be | arge enough. 108 bytes is clearly too snmall as the
maxi mum si ze of a Routing header is 2048 bytes.)

2. The cnmsghdr Structure

The cnsghdr structure describes ancillary data objects transferred by
recvnsg() and sendnsg(). Its Posix definition is:

struct cmsghdr {

socklen_t cnsg_len; [* #bytes, including this header */
i nt cnsg_level; /* originating protocol */
i nt cnsg_type; [/* protocol -specific type */

/* followed by unsigned char cnsg data[]; */

H
This structure is declared as a result of including <sys/socket.h>

(Note: Before Posix the cnsg_|l en nenber was an integer, and not a
socklen_t. See the Note in the previous section for why socklen_t is
used here.)

As shown in this definition, normally there is no nenber with the
nane cnsg_data[]. Instead, the data portion is accessed using the
CVBG xxx() macros, as described in Section 20.3. Nevertheless, it is
common to refer to the cnsg_data[] nenber.

When ancillary data is sent or received, any nunber of ancillary data
obj ects can be specified by the nsg_control and nsg_controllen
menbers of the nsghdr structure, because each object is preceded by a
cnsghdr structure defining the object’s length (the cnsg_| en nenber).
Hi storically Berkel ey-derived inplenentations have passed only one
object at atine, but this APl allows mnultiple objects to be passed
in a single call to sendnsg() or recvnsg(). The follow ng exanple
shows two ancillary data objects in a control buffer.
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I R msg_controllen ---------mmmomm >|
I R I
I L R T msg_controllen ---------------------- >|

I I
| <----- ancillary data object ----- >| <---- ancillary data object ----- >|
| <------ mn CMSG SPACE() --------- >| <----- mn CMSG SPACE() --------- >|
I I I
| <---------- cneg_len ---------- > [ <-------- cneg_len ----------- > |
| <--------- CMSG LEN() --------- > | <------- CMSG LEN() ---------- >
I (. (.
+--m o= +--m o= +--m o= Fom e e e o - - +--m o= +--m o= R +- -+
| cmsg_| csg_| csg_| XX cmsg_ | XX| ceg_| ceg_| csg_| XX cmeg_ | XX|
|[lTen |level|type | XX] data[] |[XX|len |level|type |XX] data]] |XX
Fomm - - Fomm - - Fomm - - S B . Fomm - - Fomm - - T +- -+

nmeg_contro
poi nts here

The fields shown as "XX" are possi bl e paddi ng, between the cnsghdr
structure and the data, and between the data and the next cnsghdr
structure, if required by the inplenentation. Wile sending an
application may or may not include padding at the end of |ast
ancillary data in nsg_controllen and inplenentations nmust accept both
as valid. On receiving a portable application nmust provide space for
padding at the end of the last ancillary data as inpl enentati ons may
copy out the padding at the end of the control nessage buffer and
include it in the received nmsg_controllen. Wen recvimsg() is called
if nmsg controllen is too small for all the ancillary data itens
including any trailing padding after the last iteman inplenentation
may set MSG_CTRUNC.

20.3. Ancillary Data Cbject Macros
To aid in the manipulation of ancillary data objects, three macros
from 4. 4BSD are defined by Posix: CMSG DATA(), CMSG NXTHDR(), and
CVBG_FI RSTHDR(). Before describing these macros, we show t he
foll owi ng exanpl e of how they might be used with a call to recvnsg().

struct nsghdr nsg;
struct crmsghdr *cnsgptr;

[* fill in nmsg */

[* call recvmeg() */
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20.

for (cnegptr = CMSG _FI RSTHDR( &rsg); cnegptr != NULL
cnsgptr = CVMBG _NXTHDR( &rsg, crsgptr)) {
if (cmegptr->cnmeg_len == 0) {
[* Error handling */

br eak;
}
if (cnmegptr->cnmseg_level == ... &&
cnegptr->cnmeg_type == ... ) {
u_char *ptr;
ptr = CVSG _DATA(cnsgptr);
/* process data pointed to by ptr */
}

}

We now describe the three Posix nacros, followed by two nore that are
new with this APlI: CVMBG SPACE() and CMSG LEN(). Al these nacros are
defined as a result of including <sys/socket.h>

3.1. CMSG_FI RSTHDR
struct cmsghdr *CVBSG _FI RSTHDR( const struct nsghdr *nhdr);

CVMSG_FI RSTHDR() returns a pointer to the first cnmsghdr structure in
the msghdr structure pointed to by mhdr. The macro returns NULL if
there is no ancillary data pointed to by the nsghdr structure (that
is, if either msg_control is NULL or if msg_controllen is |less than
the size of a cnsghdr structure).

One possible inplementation could be

#defi ne CVMSG_FI RSTHDR( mhdr) \
( (mhdr)->nsg_controll en >= sizeof (struct cnsghdr) ? \
(struct cnsghdr *)(mhdr)->nsg control : \
(struct cnmsghdr *)NULL )

(Note: Mst existing inplementations do not test the val ue of
msg_controllen, and just return the value of msg_control. The val ue
of msg_controllen nmust be tested, because if the application asks
recvnsg() to return ancillary data, by setting nsg control to point
to the application’s buffer and setting nsg _controllen to the length
of this buffer, the kernel indicates that no ancillary data is

avail abl e by setting msg_controllen to O on return. It is also
easier to put this test into this macro, than making the application
performthe test.)
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20.3.2. CMSG _NXTHDR
As described in Section 5.1, CMBG NXTHDR has been extended to handl e
a NULL 2nd argunment to nean "get the first header”. This provides an
alternative way of coding the processing | oop shown earlier

struct nmsghdr nsg;
struct cmsghdr *cnsgptr = NULL

[* fill in nsg */
[* call recvneg() */
while ((crmsgptr = CVBG NXTHDR( &rsg, cnsgptr)) != NULL) {

if (cmegptr->cnmeg_len == 0) {
[* Error handling */

br eak;
if (cnsgptr->cneg_level == ... &&
cnegptr->cnmeg_type == ... ) {

u_char *ptr;

ptr = CVSG _DATA(cnsgptr);
/* process data pointed to by ptr */

}

One possible inmplenentation could be:

#def i ne CMSG_NXTHDR( mhdr, cnsg) \
(((cmsg) == NULL) ? CMSG_FI RSTHDR(mhdr) : \
(((u_char *)(cmsg) + ALIGN H((cnsg)->cnsg_len) \
+ ALI GN_D(si zeof (struct cnsghdr)) >\
(u_char *)((mhdr)->nmsg _control) + (mhdr)->nsg _controllen) ? \
(struct cnsghdr *)NULL : \
(struct cnsghdr *)((u_char *)(cnmsg) + \
ALI GN H((cnmsg)->cnsg_l en))))

The macros ALIGN H() and ALIGN D(), which are inplenentation
dependent, round their argunents up to the next even nultiple of

what ever alignnment is required for the start of the cnsghdr structure
and the data, respectively. (This is probably a multiple of 4 or 8
bytes.) They are often the sane nacro in inplementations platforns
where alignnent requirenment for header and data is chosen to be

i denti cal
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20.3.3. CWVMSG_DATA
unsi gned char *CMSG _DATA(const struct cnsghdr *cnsg);
CVBG DATA() returns a pointer to the data (what is called the
cneg_data[] nenber, even though such a nenber is not defined in the
structure) followi ng a cnsghdr structure.

One possi ble inplenentation could be:

#def i ne CMSG _DATA(cnsg) ( (u_char *)(cnmsg) + \
ALI GN D si zeof (struct cnsghdr)) )

20.3.4. CMBG_SPACE
CVMBG SPACE is new with this APl (see Section 5.2). It is used to
det erm ne how nmuch space needs to be allocated for an ancillary data
item

One possi ble inmplenentation could be:

#def i ne CMSG_SPACE(| ength) ( ALIGN D sizeof (struct cnsghdr)) + \
ALI GN _H(Il ength) )

20.3.5. CMSG_LEN
CMSG LEN is newwith this APl (see Section 5.3). It returns the
value to store in the cnsg | en nmenber of the cnsghdr structure,
taking into account any paddi ng needed to satisfy alignnent
requirenents.

One possi bl e inplenentation could be:

#defi ne CMSG _LEN(I ength) ( ALIGN D(sizeof(struct cnsghdr)) + \
| ength )

21. Appendi x B: Exanples Using the inet6_rth XXX() Functions

Here we show an example for both sendi ng Routing headers and
processing and reversing a received Routing header.

21.1. Sending a Routing Header
As an exampl e of these Routing header functions defined in this
docunent, we go through the function calls for the exanple on p. 17

of [RFC-2460]. The source is S, the destination is D, and the three
i ntermedi ate nodes are 11, 12, and |3.
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src:
dst:
Al 1]:
Al 2]:
Al 3]:
#segq:

S ----- > 11 ----- > 12 ----- > 13 ----- > D
* s s s s s
D 11 12 13 D D
11 12 11 11 11 11
12 13 13 12 12 12
13 D D D 13 13
3 3 2 1 0 3

Advanced Sockets APl for |Pv6 May 2003

src and dst are the source and destination |IPv6 addresses in the |Pv6
A[1], Al2], and A[3] are the three addresses in the Routing
#seg is the Segnents Left field in the Routing header.

header .
header .

The six values in the colum beneath node S are the values in the
Rout i ng header specified by the sending application using sendnsg()
of setsockopt(). The function calls by the sender woul d | ook Iike:

voi d

i nt

extl en

*extptr,

sockl en_t extl en;

struct msghdr nsg;

struct cnmsghdr *cnsgptr;

cnsgl en;

struct sockaddr _in6 11, 12, I3, D

cnsgl en
cnsgptr = mall oc(cnsgl en);
cnegptr->cneg | en = CVMSG LEN(ext| en);
cnegptr->cnsg | evel = | PPROTO | PV6;
cnegptr->cnsg_type = | PV6_RTHDR;

extptr
extptr

inet6_rth_space(l PV6_RTHDR TYPE 0, 3);
= CMSG_SPACE(ext | en);

CVBG _DATA(crnsgptr) ;
inet6_rth_init(extptr, extlen, 1PV6_RTHDR TYPE 0, 3);

inet6_rth _add(extptr, & 1.sin6 _addr);
inet6_rth _add(extptr, & 2.sin6_addr);
inet6_rth_add(extptr, & 3.sin6_addr);

nsg. nsg_control = cnsgptr;
nsg. nsg_control l en = cnsgl en;

/* finish filling in nmsg{}, nmsg_name = D */

/* cal

sendnsg() */

We al so assune that the source address for the socket is not
specified (i.e., the asterisk in the figure).

Stevens, et al. I nf or mat i onal [ Page 66]



RFC 3542 Advanced Sockets APl for |Pv6 May 2003

The four colums of six values that are then shown between the five
nodes are the values of the fields in the packet while the packet is
in transit between the two nodes. Notice that before the packet is
sent by the source node S, the source address is chosen (replacing
the asterisk), |1 beconmes the destination address of the datagram
the two addresses A[2] and Al 3] are "shifted up", and Dis noved to
Al 3].

The colums of values that are shown beneath the destination node are
the val ues returned by recvnsg(), assunming the application has
enabl ed both the | PV6_RECVPKTI NFO and | PV6_RECVRTHDR socket options.
The source address is S (contained in the sockaddr _in6 structure
pointed to by the nsg_nanme nmenber), the destination address is D
(returned as an ancillary data object in an in6_pktinfo structure),
and the ancillary data object specifying the Routing header wl|l
contain three addresses (11, 12, and 13). The nunber of segments in
the Routing header is known fromthe Hdr Ext Len field in the Routing
header (a value of 6, indicating 3 addresses).

The return value frominet6_rth_segnents() will be 3 and
inet6_rth_getaddr(0) will return |1, inet6_rth_getaddr(1l) will return
12, and inet6 rth getaddr(2) will return I3,

If the receiving application then calls inet6 rth reverse(), the
order of the three addresses will becone 13, 12, and I1

We can al so show what an inplenmentation mght store in the ancillary
data object as the Routing header is being built by the sending
process. |If we assune a 32-bit architecture where sizeof (struct
cneghdr) equals 12, with a desired alignnent of 4-byte boundari es,
then the call to inet6_rth_space(3) returns 68: 12 bytes for the
cnsghdr structure and 56 bytes for the Routing header (8 + 3*16).

The call to inet6 rth_init() initializes the ancillary data object to
contain a Type 0 Routing header

T e L o o o e i i s it NN R SR S B S
| cnsg_len = 20 |
B i s T T i i o S o T Ji I
| cnsg_l evel = | PPROTO | PV6 |
i T o i e etk s i R SR S
cneg_type = | PV6_RTHDR

B e T e C e i e e ok o b
Next Header | Hdr Ext Len=6 | Routing Type=0| Seg Left=0

B S S I I i e S s s ol S S S N

Reserved
i i S S e s o i s S S S S S SR S N S

+

I I
+- - +
I I
+- - +- +
I I
+- +
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The first call to inet6_rth_add() adds |1 to the list.

B i s T T i i o S o T Ji I
| cnsg_len = 36 |
I T S e I S R i Sl S S S S
| cnsg_l evel = | PPROTO | PV6 |
I i i I S S O e ok T
cneg_type = | PV6_RTHDR

B i s T T i i o S o T Ji I
| Next Header | Hdr Ext Len=6 | Routing Type=0| Seg Left=1 |
R e s T o T S R El ok i R e e S S e o o s
| Reser ved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
+ +
+ Address[1] =11 +
+ +
B i s T T i i o S o T Ji I

cneg_len is increnented by 16, and the Segnents Left field is
incremented by 1.
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The next call to inet6_rth _add() adds 12 to the list.

B i s T T i i o S o T Ji I
| cnsg_len = 52 |
I T S e I S R i Sl S S S S
| cnsg_l evel = | PPROTO | PV6 |
I i i I S S O e ok T
cneg_type = | PV6_RTHDR

I I
B i s T T i i o S o T Ji I
| Next Header | Hdr Ext Len=6 | Routing Type=0| Seg Left=2 |
R e s T o T S R El ok i R e e S S e o o s
| Reser ved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
I I
+ +
I I
+ Address[1] =11 +
I I
+ +
I I
B i s T T i i o S o T Ji I
I I
+ +
I I
+ Address[2] =12 +
I I
+ +
I I
R e s T o T S R El ok i R e e S S e o o s

cneg_len is increnented by 16, and the Segnments Left field is
incremented by 1.
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The last call to inet6_rth _add() adds 13 to the list.

B i s T T i i o S o T Ji I
| cnsg_len = 68 |
R e s T o T S R El ok i R e e S S e o o s
| cnsg_l evel = | PPROTO | PV6 |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
cneg_type = | PV6_RTHDR
B S e i s s I e S I S S
Next Header | Hdr Ext Len=6 | Routing Type=0| Seg Left=3
-+

+ -
T T S e S M

-+

Reser ved
e T T e i i T S R S S S S S i et oI e I S

Address[1] =11

B S S T i i S it S I S S S Y S
Address[2] =12

i T T e e s o i o R S S e T T (BIE TR SR e

I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
Address[3] =13 +
I
+
I
+

i S e e e s Sl Sl S S M S G S

B S T S S s i S e S T it SN S SR o

cnsg_len is increnmented by 16, and the Segnents Left field is
incremented by 1.

21.2. Receiving Routing Headers
Thi s exanpl e assunes that the application has enabl ed | PV6_RECVRTHDR

socket option. The application prints and reverses a source route
and uses that to echo the received data.
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struct sockaddr _i n6 addr ;
struct nsghdr neg;

struct iovec i ov;

struct cnsghdr *cnegptr;
sockl en_t cnsgspace;
voi d *extptr;
int extl en;

i nt segnents;

i nt i;

char dat abuf [ 8192];
segnents = 100; [ * Enough */

extlen = inet6_rth_space(l PV6_RTHDR TYPE 0, segnents);
cnsgspace = CMSG SPACE(ext!| en);
cnsgptr = nmal | oc(cnsgspace) ;
if (cnmegptr == NULL) {
perror("malloc");
exit(1);
}
extptr = CMSG DATA(cnegptr);

nmsg. msg_control = cnsgptr;

nmeg. neg_control |l en = cnegspace;

nmeg. neg_nane = (struct sockaddr *)&addr
nmsg. neg_nanel en = sizeof (addr);

nmeg. nsg_i ov = & ov;

neg. nsg_i ovlen = 1;

i ov.iov_base = databuf;

iov.iov_|len = sizeof (databuf);

nmeg. nsg_flags = 0;

if (recvmsg(s, &rsg, 0) == -1) {
perror("recvnsg");
return;
}
if (nmsg.nmsg _controllen !'= 0 &&
cnegptr->cnsg_| evel == | PPROTO_| PV6 &&
cnsgptr->cnmeg_type == | PV6_RTHDR) {

struct in6_addr *in6;
char asciinanme[ | NET6_ADDRSTRLEN] ;
struct ip6_rthdr *rthdr;

rthdr = (struct ip6_rthdr *)extptr;
segnments = inet6_rth_segnents(extptr);
printf("route (% segnments, % left): ",
segnents, rthdr->i pér_segleft);
for (i =0; i < segnents; i++) {
in6 = inet6_rth getaddr(extptr, i);
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22.

22.

if (in6 == NULL)
printf("<NULL> ");
el se
printf("% ", inet_ntop(AF_I NET6,
(void *)in6->s6_addr,
asci i name, | NET6_ADDRSTRLEN));

}
if (inet6_rth_reverse(extptr, extptr) == -1) {
printf("reverse failed");
return;
}
}
i ov.iov_base = databuf;
iov.iov_len = strlen(databuf);
if (sendnsg(s, &rsg, 0) == -1)
perror("sendnsg");
if (cnegptr !'= NULL)
free(cnsgptr);

Not e: The above example is a sinple illustration. It skips sone
error checks, including those involving the M5SG TRUNC and M5G_CTRUNC
flags. It also | eaves sone type msmatches in favor of brevity.

Appendi x C. Exanpl es Using the inet6 opt XXX() Functions

Thi s shows how Hop- by-Hop and Destination options can be both built
as well as parsed using the inet6_opt_ XXX() functions. These
exanpl es assune that there are defined values for OPT_X and OPT_Y.

Note: The exanple is a sinple illustration. It skips sonme error
checks and | eaves sone type mismatches in favor of brevity.

1. Building Options

We now provide an exanple that builds two Hop-by-Hop options using
the exanple in Appendi x B of [RFC-2460].

voi d *ext buf;
sockl en_t extlen;
int currentlen;
voi d *dat abuf;
int offset;
uint8_ t val uel;
uint16_t val ue2;
uint32_t val ue4;
uint64_t val ues;

/* Estimate the length */
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currentlen = inet6_opt _init(NULL, 0);
if (currentlen == -1)
return (-1);
currentlen = inet6_opt_append(NULL, 0, currentlen, OPT_X
12, 8, NULL);
if (currentlen == -1)
return (-1);
currentlen = inet6_opt_append(NULL, O, currentlen, OPT_Y,
7, 4, NULL);
if (currentlen == -1)
return (-1);
currentlen = inet6_opt finish(NULL, O, currentlen);
if (currentlen == -1)
return (-1);
extlen = currentlen;

extbuf = nalloc(extlen);

i f (extbuf == NULL) {
perror("malloc");
return (-1);

currentlen = inet6_opt _init(extbuf, extlen);
if (currentlen == -1)
return (-1);

currentlen = inet6_opt_append(extbuf, extlen, currentlen,
OPT_X, 12, 8, &databuf);
if (currentlen == -1)
return (-1);
/* Insert value 0x12345678 for 4-octet field */

of fset = O;
val ue4 = 0x12345678;
of fset = inet6_opt_set_val (databuf, offset,

&val ue4d, sizeof (valued));
/* Insert val ue 0x0102030405060708 for 8-octet field */
val ue8 = 0x0102030405060708;
of fset = inet6_opt_set_ val (databuf, offset,

&val ue8, sizeof (value8));

currentlen = inet6_opt_append(extbuf, extlen, currentlen,
OPTY, 7, 4, &databuf);
if (currentlen == -1)

return (-1);
/* Insert value 0x01 for 1-octet field */

of fset = O;
val uel = 0x01
of fset = inet6_opt_set val (databuf, offset,

&val uel, sizeof (valuel));
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/* Insert value 0x1331 for 2-octet field */
val ue2 = 0x1331;
of fset = inet6_opt_set_val (databuf, offset,
&val ue2, sizeof (value2));
/* Insert val ue 0x01020304 for 4-octet field */

val ue4 = 0x01020304;
of fset = inet6_opt_set_ val (databuf, offset,

&val ue4, sizeof (valued));
currentlen = inet6_opt finish(extbuf, extlen, currentlen);
if (currentlen == -1)

return (-1);
/* extbuf and extlen are now conpletely formatted */

22.2. Parsing Received Options

Thi s exanpl e parses and prints the content of the two options in the
previ ous exanpl e.

i nt
print_opt(void *extbuf, socklen_t extlen)

struct ip6_dest *ext;
int currentlen;
uint8_ t type;
socklen_t |en;

voi d *dat abuf;

int offset;

uint8 t val uel;
uint16_ t val ue2;

ui nt 32_t val ue4;
uint64_t val ues8;

ext = (struct ip6_dest *)extbuf;
printf("nxt %, len % (bytes %)\n", ext->ip6d _nxt,
ext->ip6d_len, (ext->ip6d len + 1) * 8);

currentlen = 0O;

while (1) {

currentlen = inet6_opt next(extbuf, extlen,
currentlen, &type,
& en, &dat abuf);

if (currentlen == -1)

br eak;
printf("Received opt % |len %\n",
type, len);
switch (type) {
case OPT_X
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of f set
of f set
i net 6_opt _get val (dat abuf, offset,
&val ue4,
si zeof (valued));
printf("X 4-byte field %\n", val ued);
of fset =
i net 6_opt_get val (dat abuf, offset,
&val ue8,
si zeof (value8));
printf("X 8-byte field %1I1x\n", value8);
br eak;
case OPT_Y
of f set
of f set
i net6_opt get val (dat abuf, offset,
&val uel,
si zeof (valuel));
printf("Y 1-byte field %\n", valuel);
of fset =
i net 6_opt _get _val (dat abuf, offset,
&val ue2,
si zeof (value2));
printf("Y 2-byte field %\n", val ue2);
of fset =
i net 6_opt_get val (dat abuf, offset,
&val ue4,
si zeof (valued));
printf("Y 4-byte field %\n", val ued);

0;

0;

br eak;
def aul t:
printf("Unknown option %\n", type);
br eak;
}
return (0);
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Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Stevens, et al. I nf or mat i onal [ Page 77]






