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Abst ract

This note describes the Explicit Congestion Notification (ECN) -nonce,
an optional addition to ECN that protects against accidental or
mal i ci ous conceal nent of marked packets fromthe TCP sender. It

i mproves the robustness of congestion control by preventing receivers
fromexploiting ECN to gain an unfair share of network bandw dth.

The ECN-nonce uses the two ECN- Capabl e Transport (ECT)codepoints in
the ECN field of the IP header, and requires a flag in the TCP
header. It is conputationally efficient for both routers and hosts.

1. Introduction
Statenment of Intent

Thi s specification describes an optional addition to Explicit
Congestion Notification [RFC3168] inproving its robustness agai nst
mal i ci ous or accidental conceal mrent of marked packets. It has not
been depl oyed widely. One goal of publication as an Experi nental
RFC is to be prudent, and encourage use and depl oynent prior to
publication in the standards track. Another consideration is to
give time for firewall developers to recognize and accept the
pattern presented by the nonce. It is the intent of the Transport
Area Wrking Goup to re-submit this specification as an | ETF
Proposed Standard in the future after nore experience has been

gai ned.
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The correct operation of ECN requires the cooperation of the receiver
to return Congestion Experienced signals to the sender, but the
protocol |acks a nechanismto enforce this cooperation. This raises
the possibility that an unscrupul ous or poorly inplenented receiver
coul d al ways cl ear ECN-Echo and sinply not return congestion signals
to the sender. This would give the receiver a perfornance advantage
at the expense of conpeting connections that behave properly. More
general ly, any device along the path (NAT box, firewall, QOS
bandw dt h shapers, and so forth) could renobve congestion marks wth

i mpunity.

The above behaviors may or may not constitute a threat to the
operation of congestion control in the Internet. However, given the
central role of congestion control, it is prudent to design the ECN
signaling loop to be robust against as many threats as possible. In
this way, ECN can provide a clear incentive for inprovenent over the
prior state-of-the-art wthout potential incentives for abuse. The
ECN-nonce is a sinple, efficient mechanismto elininate the potentia
abuse of ECN

The ECN-nonce enabl es the sender to verify the correct behavior of
the ECN receiver and that there is no other interference that
conceal s narked (or dropped) packets in the signaling path. The ECN
nonce protects against both inplenentation errors and deliberate
abuse. The ECN nonce:

- catches a m sbehaving receiver with a high probability, and never
i nplicates an innocent receiver.

- does not change other aspects of ECN, nor does it reduce the
benefits of ECN for behaving receivers.

- is cheap in both per-packet overhead (one TCP header flag) and
processi ng requirenents.

- is sinple and, to the best of our know edge, not prone to other
att acks.

We al so note that use of the ECN-nonce has two additional benefits,
even when only drop-tail routers are used. First, packet drops
cannot be conceal ed fromthe sender. Second, it prevents optimistic
acknow edgenents [ Savage], in which TCP segnents are acknow edged
before they have been received. These benefits also serve to

i ncrease the robustness of congestion control fromattacks. W do
not el aborate on these benefits in this docunent.

The rest of this docunent describes the ECN-nonce. W present an
overview fol l owed by detail ed behavior at senders and receivers.
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The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ RFC2119].

2. Overview

The ECN-nonce builds on the existing ECN-Echo and Congesti on W ndow
Reduced (CWR) signaling nmechanism Familiarity with ECN[ECN] is
assuned. For sinplicity, we describe the ECN-nonce in one direction
only, though it is run in both directions in parallel

The ECN protocol for TCP renai ns unchanged, except for the definition
of a newfield in the TCP header. As in [RFC3168], ECT(0) or ECT(1)
(ECN- Capabl e Transport) is set in the ECN field of the |IP header on
out goi ng packets. Congested routers change this field to CE
(Congesti on Experienced). When TCP receivers notice CE, the ECE
(ECN-Echo) flag is set in subsequent acknow edgenents until receiving
a OAR flag. The CWAR flag is sent on new data whenever the sender
reacts to congesti on.

The ECN-nonce adds to this protocol, and enables the receiver to
denonstrate to the sender that segnments bei ng acknow edged were
recei ved unmarked. A random one-bit value (a nonce) is encoded in
the two ECT codepoints. The one-bit sum of these nonces is returned
in a TCP header flag, the nonce sum (NS) bit. Packet narking erases
the nonce value in the ECT codepoints because CE overwites both ECN
I P header bits. Since each nonce is required to calculate the sum
the correct nonce suminplies receipt of only unmarked packets. Not
only are receivers prevented from conceali ng marked packets, niddle-
boxes al ong the network path cannot unmark a packet wi thout
successfully guessing the value of the original nonce.

The sender can verify the nonce sumreturned by the receiver to
ensure that congestion indications in the formof marked (or dropped)
packets are not being conceal ed. Because the nonce sumis only one
bit long, senders have a 50-50 chance of catching a |ying receiver
whenever an acknow edgenent conceals a mark. Because each

acknow edgenent is an independent trial, cheaters will be caught
quickly if there are repeated congestion signals.

The foll owi ng paragraphs describe aspects of the ECN nonce protoco
in greater detail.
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Each acknow edgenent carries a nonce sum which is the one bit sum
(exclusive-or, or parity) of nonces over the byte range represented
by the acknow edgenment. The sumis used because not every packet is
acknow edged individually, nor are packets acknow edged reliably. |If
a sumwere not used, the nonce in an unmarked packet could be echoed
to prove to the sender that the individual packet arrived unmarked.
However, since these acks are not reliably delivered, the sender
could not distinguish a lost ACK fromone that was never sent in
order to conceal a marked packet. The nonce sum prevents the

recei ver fromconcealing individual narked packets by not

acknow edgi ng them Because the nonce and nonce sum are both one bit
quantities, the sumis no easier to guess than the individual nonces.
We show t he nonce sum cal cul ati on below in Figure 1.

Sender Recei ver
initial sum=1
-- 1:4 ECT(0) -->NS =1+ 0(1:4) = 1(:4)
<- ACK 4, NS=1 ---
-- 4:8 ECT(1) --> NS =1(:4) + 1(4:8) = 0(:8)
<- ACK 8, NS=0 ---
-- 8:12 ECT(1) -> NS =0(:8) + 1(8:12) = 1(:12)
<- ACK 12, NS=1 --
-- 12:16 ECT(1) -> NS = 1(:12) + 1(12:16) = 0(:16)
<- ACK 16, NS=0 --

Figure 1: The cal cul ati on of nonce suns at the receiver.

After congestion has occurred and packets have been marked or |ost,
resynchroni zati on of the sender and receiver nonce sunms i s needed.
When packets are marked, the nonce is cleared, and the sum of the
nonces at the receiver will no I onger match the sum at the sender
Once nonces have been lost, the difference between sender and

recei ver nonce suns is constant until there is further loss. This
means that it is possible to resynchronize the sender and receiver
after congestion by having the sender set its nonce sumto that of
the receiver. Because congestion indications do not need to be
conveyed nore frequently than once per round trip, the sender
suspends checking while the CWR signal is being delivered and resets
its nonce sumto the receiver’s when new data i s acknowl edged. This
has the benefit that the receiver is not explicitly involved in the
re-synchroni zati on process. The resynchronization process is shown
in Figure 2 below. Note that the nonce sumreturned in ACK 12 (NS=0)
differs fromthat in the previous exanple (NS=1), and it continues to
differ for ACK 16.
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Sender Recei ver
initial sum=1
-- 1:4 ECT(0) ->NS =1+ 0(1:4) = 1(:4)

<- ACK 4, Ns=1 --
.- 4:8 ECT(1) -> CE -> NS
<- ACK 8, ECE NS=1 --
-~ 8:12 ECT(1), CWR -> NS
<- ACK 12, NS=0 --
-- 12:16 ECT(1) 2> NS
<- ACK 16, NS=1 --

1(:4) + ?(4:8) = 1(:8)

1(:8) + 1(8:12) = 0(:12)

0(:12) + 1(12:16) = 1(:16)

Figure 2: The cal cul ation of nonce sums at the receiver when a
packet (4:8) is marked. The receiver nmay cal cul ate the wong
nonce sum when the original nonce information is lost after a
packet is marked.

Third, we need to reconcile that nonces are sent with packets but
acknow edgenents cover byte ranges. Acknow edged byte boundaries
need not match the transnitted boundaries, and information can be
retransmtted in packets with different byte boundaries. W discuss
the first issue, how a receiver sets a nonce when acknow edgi ng part
of a segment, in Section 6.1. The second question, what nonce to send
when retransnmitting snaller segnments as a | arge segnent, has a sinple
answer: ECN is disabled for retransm ssions, so can carry no nonce.
Because retransm ssi ons are associ ated with congestion events, nonce
checking is suspended until after CAR is acknow edged and the
congestion event is over.

The next sections describe the detailed behavior of senders, routers
and receivers, starting with sender transmt behavior, then around
the ECN signaling |oop, and finish with sender acknow edgenent
processi ng.

3. Sender Behavior (Transmt)

Senders manage CAR and ECN-Echo as before. |n addition, they nust
pl ace nonces on packets as they are transnitted and check the
validity of the nonce suns in acknow edgnents as they are received.
This section describes the transmt process.

To place a one bit nonce value on every ECN-capabl e | P packet, the
sender uses the two ECT codepoints: ECT(0) represents a nonce of O,
and ECT(1) a nonce of 1. As in ECN, retransmi ssions are not ECN
capabl e, so carry no nonce.

The sender maintains a mapping fromeach packet’s end sequence nunber

to the expected nonce sum (not the nonce placed in the origina
transm ssion) in the acknow edgenent bearing that sequence nunber.
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4.

Rout er Behavi or

Rout ers behave as specified in [ RFC3168]. By marking packets to

signal congestion, the original value of the nonce, in ECT(0) or

ECT(1), is renoved. Neither the receiver nor any other party can
unmark the packet wi thout successfully guessing the value of the

ori gi nal nonce.

Recei ver Behavi or (Receive and Transmt)

ECN- nonce receivers maintain the nonce sumas in-order packets arrive
and return the current nonce sumin each acknow edgenment. Receiver
behavi or is otherw se unchanged from[RFC3168]. Returning the nonce
sumis optional, but reconmended, as senders are allowed to

di sconti nue sendi ng ECN- capabl e packets to receivers that do not
support the ECN nonce.

As packets are rempved fromthe queue of out-of-order packets to be
acknow edged, the nonce is recovered fromthe |IP header. The nonce
is added to the current nonce sum as the acknow edgenent sequence
nunber is advanced for the recent packet.

In the case of marked packets, one or nore nonce val ues nmay be

unknown to the receiver. 1In this case the m ssing nonce values are
i gnored when cal cul ating the sum (or equivalently a value of zero is
assuned) and ECN-Echo will be set to signal congestion to the sender.

Ret urni ng the nonce sum corresponding to a gi ven acknow edgenent is
straightforward. It is carried in a single "NS' (Nonce Sun) bit in
the TCP header. This bit is adjacent to the CAR and ECN- Echo bits,
set as Bit 7 in byte 13 of the TCP header, as shown bel ow

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
T T S T S o T g S
I I | N C| E| U] A| P| R| S| F|
| Header Length | Reserved | S| W| C| R| C| S| S| Y| I |
I I | | RI'E|l G| K| H| T| NJ| N|
T S T T ST e T e i

Figure 3: The new definition of bytes 13 and 14 of the TCP Header

The initial nonce sumis 1, and is included in the SYN ACK and ACK of
the three way TCP handshake. This allows the other endpoint to infer
nonce support, but is not a negotiation, in that the receiver of the
SYN ACK need not check if NS is set to decide whether to set NS in

t he subsequent ACK
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6. Sender Behavi or (Receive)

This section compl etes the description of sender behavior by
descri bi ng how senders check the validity of the nonce suns.

The nonce sumis checked when an acknow edgenent of new data is

recei ved, except during congestion recovery when additional ECN Echo
signals woul d be ignored. Checking consists of conparing the correct
nonce sumstored in a buffer to that carried in the acknow edgenent,

with a correction described in the follow ng subsection.

If ECN-Echo is not set, the receiver clains to have received no

mar ked packets, and can therefore conpute and return the correct
nonce sum To conceal a mark, the receiver nust successfully guess
the sum of the nonces that it did not receive, because at |east one
packet was marked and the correspondi ng nonce was erased. Provided
the individual nonces are equally likely to be O or 1, their sumis
equally likely to be 0 or 1. In other words, any guess is equally
likely to be wong and has a 50-50 chance of being caught by the
sender. Because each new acknow edgenent is an independent trial, a
cheating receiver is likely to be caught after a small numnber of
Iies.

If ECN-Echo is set, the receiver is sending a congestion signal and
it is not necessary to check the nonce sum The congesti on w ndow
will be halved, CAR will be set on the next packet with new data
sent, and ECN-Echo will be cleared once the CWR signal is received,
as in [RFC3168]. During this recovery process, the sum may be

i ncorrect because one or nore nonces were not received. This does
not matter during recovery, because TCP invokes congesti on nechani sns
at nost once per RTT, whether there are one or nore | osses during
that peri od.

6.1. Resynchronization After Loss or Mark

After recovery, it is necessary to re-synchronize the sender and
recei ver nonce suns so that further acknow edgnents can be checked.
When the receiver’s sumis incorrect, it will remain incorrect unti
further |oss.

This leads to a sinple re-synchronization nmechani sm where the sender
resets its nonce sumto that of the receiver when it receives an
acknow edgnent for new data sent after the congestion w ndow was
reduced. When responding to explicit congestion signals, this wll
be the first acknow edgenent w thout the ECN-Echo flag set: the
acknow edgenent of the packet containing the CAR fl ag.
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Sender Recei ver
initial sum=1
-- 1:4 ECT(0) ->NS =1+ 0(1:4) = 1(:4)

<- ACK 4, NS=1 --
-- 4:8 ECT(1) -> LOST

-- 8:12 ECT(1) -> nonce sum cal cul ation deferred
until in-order data received

<- ACK 4, NS=0 --

-- 12:16 ECT(1) -> nonce sum cal cul ati on deferred

<- ACK 4, NS=0 --

-- 4:8 retransm t -> NS = 1(:4) + ?(4:8) +

1(8:12) + 1(12:16) = 1(:16)
<- ACK 16, Ns=1 --
-- 16:20 ECT(1) O ->
<- ACK 20, Ns=0 -- NS

1(:16) + 1(16:20) = 0(: 20)

Figure 4: The cal cul ation of nonce suns at the receiver when a
packet is lost, and resynchronization after loss. The nonce sum
i s not changed until the cunul ati ve acknow edgenent is advanced.

In practice, resynchronization can be acconplished by storing a bit
that has the value one if the expected nonce sumstored by the sender
and the received nonce sumin the acknow edgenent of CWR differ, and
zero otherwi se. This synchronization offset bit can then be used in
the conpari son between expected nonce sum and recei ved nonce sum

The sender shoul d ignore the nonce sumreturned on any
acknow edgenents bearing the ECN-echo fl ag.

When an acknow edgrment covers only a portion of a segnent, such as
when a ni ddl ebox resegments at the TCP | ayer instead of fragnenting
| P packets, the sender should accept the nonce sum expected at the
next segment boundary. |In other words, an acknow edgenent covering
part of an original segnent will include the nonce sum expected when
the entire segnment is acknow edged.

Finally, in ECN, senders can choose not to indicate ECN capability on
some packets for any reason. An ECN nonce sender must resynchronize
after sendi ng such ECN-i ncapabl e packets, as though a CWR had been
sent with the first new data after the ECN-i ncapabl e packets. The
sender | oses protection for any unacknow edged packets unti
resynchroni zati on occurs.
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6.2. Sender Behavior - Incorrect Nonce Received

The sender’s response to an incorrect nonce is a matter of policy.

It is separate fromthe checki ng nechani sm and does not need to be
handl ed uniformy by senders. Further, checking received nonce suns
at all is optional, and may be di sabl ed.

If the receiver has never sent a non-zero nonce sum the sender can
infer that the receiver does not understand the nonce, and rate limt
the connection, place it in a lower-priority queue, or cease setting
ECT in outgoi ng segnents.

If the received nonce sum has been set in a previous acknow edgenent,
the sender might infer that a network device has interfered with
correct ECN signaling between ECN-nonce supporting endpoints. The

m ni mum response to an incorrect nonce is the sane as the response to
a received ECE. However, to conpensate for hidden congestion
signals, the sender mght reduce the congesti on wi ndow to one segnent
and cease setting ECT in outgoing segnments. An incorrect nonce sum
is a sign of msbhehavior or error between ECN-nonce supporting
endpoi nt s.

6.2.1. Using the ECN-nonce to Protect Against O her M sbehaviors

The ECN-nonce can provi de robustness beyond checki ng that marked
packets are signaled to the sender. It also ensures that dropped
packets cannot be conceal ed fromthe sender (because their nonces
have been lost). Drops could potentially be concealed by a faulty
TCP i npl enentation, certain attacks, or even a hypothetical TCP
accel erator. Such an accelerator could ganble that it can either
successfully "fast start” to a preset bandwi dth quickly, retry with
anot her connection, or provide reliability at the application |evel
I f robustness against these faults is also desired, then the ECN
nonce should not be disabled. Instead, reducing the congestion

wi ndow to one, or using a lowpriority queue, would penalize faulty
operation while providing continued checki ng.

The ECN-nonce can al so detect nisbehavior in Eifel [Eifel], a
recently proposed nmechani smfor rempoving the retransm ssion anbiguity
to inprove TCP performance. A m sbehaving receiver mght claimto
have received only original transm ssions to convince the sender to
undo congestion actions. Since retransm ssions are sent w thout ECT,
and thus no nonce, returning the correct nonce sumconfirms that only
original transm ssions were received.
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7. Interactions
7.1. Path MIU D scovery

As described in RFC3168, use of the Don’t Fragnment bit with ECN is
recommended. Receivers that receive unnmarked fragnments can
reconstruct the original nonce to conceal a marked fragnent. The
ECN- nonce cannot protect agai nst m sbehaving receivers that concea
mar ked fragnments, so sone protection is lost in situations where Path
MIU di scovery is disabl ed.

When responding to a small path MIU, the sender will retransnmit a
smal ler frame in place of a |larger one. Since these smaller packets
are retransm ssions, they will be ECN-incapabl e and bear no nonce.
The sender shoul d resynchronize on the first newy transnmtted
packet .

7.2. SACK

Sel ective acknow edgements all ow receivers to acknow edge out of
order segnents as an optimzation. It is not necessary to nodify the
sel ective acknow edgnent option to fit per-range nonce suns, because
SACKs cannot be used by a receiver to hide a congestion signal. The
nonce sum corresponds only to the data acknow edged by the cunul ative
acknow edgement .

7.3. |Pv6

Al t hough the | Pv4 header is protected by a checksum this is not the
case with I Pv6, making undetected bit errors in the | Pv6 header nore
likely. Bit errors that conpronmise the integrity of the congestion
notification fields nay cause an incorrect nonce to be received, and
an incorrect nonce sumto be returned.

8. Security Considerations

The random one-bit nonces need not be froma cryptographic-quality
pseudo-random nunber generator. A strong random nunber generator
woul d conprom se performance. Consequently, the sequence of random
nonces should not be used for any ot her purpose.

Conversely, the pseudo-random bit sequence shoul d not be generated by
a linear feedback shift register [Schneier], or simlar schenme that
woul d all ow an adversary who has seen several previous bits to infer
the generation function and thus its future output.
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Al t hough the ECN-nonce protects agai nst conceal nent of congestion
signals and optimstic acknow edgenent, it provides no additiona
protection for the integrity of the connection

9. | ANA Consi derations

The Nonce Sum (NS) is carried in a reserved TCP header bit that nust
be all ocated. This docunment describes the use of Bit 7, adjacent to
the ot her header bits used by ECN

The codepoint for the NS flag in the TCP header is specified by the
Standards Action of this RFC, as is required by RFC 2780. The | ANA
has added the following to the registry for "TCP Header Fl ags"

RFC 3540 defines bit 7 fromthe Reserved field to be used for the
Nonce Sum as fol |l ows:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
B e T T T T e T R S
I I | N C] E|] U] A| P| R| S| F|
| Header Length | Reserved | S| W| C| R| C| S| S| Y| I |
I I | I RI'El G| K| H| T| N| N|
T o T I T I e eI U T iy R R

TCP Header Fl ags

Bi t Nane Ref er ence

7 NS (Nonce Sum [ RFC 3540]
10. Concl usi on

The ECN-nonce is a sinple nodification to the ECN signaling mechani sm
that inproves ECN s robustness by preventing receivers from
conceal i ng marked (or dropped) packets. The intent of this work is
to help inmprove the robustness of congestion control in the Internet.
The nodification retains the character and sinplicity of existing ECN
signaling. It is also practical for deploynent in the Internet. It
uses the ECT(0) and ECT(1) codepoints and one TCP header flag (as

well as CWR and ECN-Echo) and has sinpl e processing rules.
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included on all such copies and derivative works. However, this
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the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Spring, et. al. Experi ment al [ Page 13]






