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Abstract

Thi s docunent describes the representation of a session authorization
policy el enment for supporting policy-based per-session authorization
and adm ssion control. The goal of session authorization is to allow
the exchange of information between network elenents in order to

aut hori ze the use of resources for a service and to co-ordinate
actions between the signaling and transport planes. This docunent
descri bes how a process on a system authorizes the reservation of
resources by a host and then provides that host with a session

aut hori zation policy el ement which can be inserted into a resource
reservation protocol (e.g., the Resource ReSerVation Protocol (RSVP)
PATH nessage) to facilitate proper and secure reservation of those
resources within the network. W describe the encoding of session
aut horization information as a policy elenment conformng to the
format of a Policy Data object (RFC 2750) and provide details
relating to operations, processing rules and error scenari os.
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1. Conventions used in this document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC-2119] .

2. Introduction

RSVP [ RFC-2205] is one exanple of a resource reservation protoco

that is used by a host to request specific services fromthe network
for particular application data streans or flows. RSVP requests will
generally result in resources being reserved in each router along the
data path. RSVP allows users to obtain preferential access to
networ k resources, under the control of an adm ssion contro
mechani sm  Such adm ssion control is often based on user or
application identity [ RFC-3182], however, it is also valuable to
provide the ability for per-session adm ssion control

In order to allow for per-session adm ssion control, it is necessary
to provide a nmechanismfor ensuring use of resources by a host has
been properly authorized before allowing the reservation of those
resources. In order to neet this requirenent, there nust be
information in the resource reservation nessage which nay be used to
verify the validity of the reservation request. This can be done by
providing the host with a session authorization policy el ement which
is inserted into the resource reservati on nmessage and verified by the
net wor K.

Thi s docunent describes the session authorization policy el ement
(AUTH_SESSI ON) used to convey information about the resources

aut hori zed for use by a session. The host nust obtain an

AUTH _SESSI ON el enent from an authorizing entity via a session
signaling protocol such as SIP [RFC-3261]. The host then inserts the
AUTH SESSI ON el enent into the resource reservation nessage to all ow
verification of the network resource request; in the case of RSVP
this el enent MUST be encapsulated in the Policy Data object [RFC
2750] of an RSVP PATH nessage. Network el enents verify the request
and then process the resource reservati on nessage based on adm ssion

policy.
[ RFC-3521] describes a framework in which a session authorization

policy element nmay be utilized to contain information relevant to the
network’s decision to grant a reservation request.
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3. Policy Elenment for Session Authorization
3.1 Policy Data Object Format

The Session Authorization policy elenment conforns to the format of a
POLI CY_DATA obj ect which contains policy information and is carried
by policy based adm ssion protocols such as RSVP. A detailed
description of the POLI CY_DATA object can be found in "RSVP
Extensions for Policy Control" [RFC 2750].

3.2 Session Authorization Policy Elenent

In this section we describe a policy element (PE) called session
aut hori zati on (AUTH_SESSI ON). The AUTH _SESSI ON policy el enent
contains a list of fields which describe the session, along with
other attributes.

oo oo oo oo +
| Length | P-Type = AUTH_SESSI ON |
o e e e e oo o o e e e e oo o o e e e e oo o o e e e e oo o +
// Session Authorization Attribute List /1
o o o e o e e e e e e e e e e e e e e e e e e e e e e o — oo +

Length: 16 bits
The I ength of the policy elenment (including the Length and P-Type)
is in nunmber of octets (MJUST be in nultiples of 4) and indicates
the end of the session authorization information bl ock

P- Type: 16 bits (Session Authorization Type)
AUTH_SESSI ON = 0x04
The Policy elenent type (P-type) of this element. The Internet
Assi gned Nunbers Authority (1 ANA) acts as a registry for policy
el ement types as described in [ RFC 2750].

Session Authorization Attribute List: variable length
The session authorization attribute list is a collection of
obj ects whi ch describes the session and provi des other information
necessary to verify the resource reservation request. An initia
set of valid objects is described in Section 3.3.

3.3 Session Authorization Attributes

A session authorization attribute may contain a variety of

i nformati on and has both an attribute type and subtype. The
attribute itself MJUST be a nultiple of 4 octets in length, and any
attributes that are not a multiple of 4 octets |long MUST be padded to
a 4-octet boundary. Al padding bytes MJST have a val ue of zero.
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Fommmaa - Fommmaa - Fommmaa - Fommmaa - +
| Length | X-Type | SubType
Fomm oo Fomm oo Fomm oo Fomm oo +
| Val ue

S I S S S +

Length: 16 bits
The length field is two octets and indicates the actual |ength of
the attribute (including Length, X-Type and SubType fields) in
nunber of octets. The length does NOT include any bytes paddi ng
to the value field to make the attribute a multiple of 4 octets
| ong.

X-Type: 8 bits
Session authorization attribute type (X-Type) field is one octet.
I ANA acts as a registry for X-Types as described in section 7,
| ANA Considerations. Initially, the registry contains the
foll owi ng X- Types:

1 AUTHENT_ID The unique identifier of the entity which
aut hori zed the session.

2 SESSION ID Unique identifier for this session

3  SOURCE_ADDR Address specification for the session
ori gi nat or.

4 DEST_ADDR Addr ess specification for the session
end- poi nt .

5 START_TI ME The starting time for the session

6 END TI M= The end tinme for the session

7 RESOURCES The resources which the user is authorized
to request.

8 AUTHENTI CATI ON_DATA Authentication data of the session
aut hori zation policy el enent.

SubType: 8 bits
Session authorization attribute sub-type is one octet in |ength.
The val ue of the SubType depends on the X-Type.

Val ue: variable length
The attribute specific information.
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3.3.1 Authorizing Entity Identifier

AUTH ENT_ID is used to identify the entity which authorized the
ial service request and generated the session authorization
cy elenent. The AUTH ENT ID rmay be represented in various

init
poli

formats,

and the SubType is used to define the format for the ID. The

format for AUTH ENT_ID is as foll ows:

------- o me -+
------- fomme -+
------- e

Length of the attribute, which MIST be > 4.

S S
| Length
S DT S S
| CctetString
Fommma - ommma -
Length
X- Type
AUTH_ENT_I D
SubType

The foll owi ng sub-types for AUTH ENT ID are defined. |ANA acts as
a registry for AUTH ENT I D sub-types as described in section 7,

| ANA Consi der ati ons.

Initially, the registry contains the

foll owi ng sub-types of AUTH ENT_I D

1

2

Hamer ,

| PV4_ADDRESS

| PV6_ADDRESS

FQDN

ASCI | _DN

UNI CODE_DN

UR

KRB_PRI NCI PAL

et al.

| Pv4 address represented in 32 bhits
| Pv6 address represented in 128 hits

Fully Qualified Domain Name as defined in
RFC 1034 as an ASCI| string.

X. 500 Distinguished nane as defined in RFC
2253 as an ASCI| string.

X. 500 Di stinguished nane as defined in RFC
2253 as a UTF-8 string.

Uni versal Resource ldentifier, as defined
in RFC 2396.

Fully Qualified Kerberos Principal name
represented by the ASCII string of a
principal followed by the @real mnane as
defined in RFC 1510 (e.g.,

pri nci pal X@ eal nv) .
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8 X509 _V3_CERT The Di stingui shed Name of the subject of
the certificate as defined in RFC 2253 as a
UTF-8 string.

9 PGP_CERT The PGP digital certificate of the
aut horizing entity as defined in RFC 2440.

CctetString
Contains the authorizing entity identifier

3.3.2 Session ldentifier

SESSION ID is a unique identifier used by the authorizing entity to
identify the request. 1t may be used for a nunber of purposes,
including replay detection, or to correlate this request to a policy
decision entry nmade by the authorizing entity. For exanple, the
SESSI ON | D can be based on sinpl e sequence nunbers or on a standard
NTP ti mest anp.

B S, B S, B S, B S, +
| Length | X- Type | SubType]|
E E E E +
| CctetString .
- - - - +
Lengt h
Length of the attribute, which MIST be > 4.
X-Type
SESSI ON_I D
SubType

No subtypes for SESSION ID are currently defined; this field MJST
be set to zero. The authorizing entity is the only network entity
that needs to interpret the contents of the SESSION ID therefore
the contents and format are inplenentati on dependent.

CctetString
Contains the session identifier

3. 3.3 Source Address
SOURCE_ADDR is used to identify the source address specification of
the authorized session. This X-Type may be useful in some scenarios

to nmake sure the resource request has been authorized for that
particul ar source address and/or port.
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Fommma - Fommma - Fommma - Fommma - +
| Length | X- Type | SubType|
R, R, R, R, +
| CctetString .
S D S S S S S S +
Lengt h
Length of the attribute, which MIST be > 4.
X-Type
SOURCE_ADDR
SubType

The foll owing sub types for SOURCE ADDR are defined. |ANA acts as
a registry for SOURCE ADDR sub-types as described in section 7,

| ANA Considerations. Initially, the registry contains the

foll owi ng sub types for SOURCE _ADDR

1 | PV4_ADDRESS | Pv4 address represented in 32 bits
2 | PV6_ADDRESS | Pv6 address represented in 128 bits
3 UDP_PORT LI ST list of UDP port specifications,

represented as 16 bits per list entry.

4 TCP_PORT_LIST list of TCP port specifications,
represented as 16 bits per list entry.

CctetString
The CctetString contains the source address information.

In scenarios where a source address is required (see Section 5), at

| east one of the subtypes 1 through 2 (inclusive) MJST be included in
every Session Authorization Data Policy Elenent. Miltiple
SOURCE_ADDR attributes MAY be included if multiple addresses have
been authorized. The source address field of the resource
reservati on datagram (e.g., RSVP PATH) MJST nmatch one of the
SOURCE_ADDR attributes contained in this Session Authorization Data
Pol i cy El enent.

At nost, one instance of subtype 3 MAY be included in every Session
Aut hori zation Data Policy Elenent. At nost, one instance of subtype
4 MAY be included in every Session Authorization Data Policy Elenent.
I nclusion of a subtype 3 attribute does not prevent inclusion of a
subtype 4 attribute (i.e., both UDP and TCP ports may be authorized).

If no PORT attributes are specified, then all ports are considered
valid; otherwi se, only the specified ports are authorized for use.
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Every source address and port list nmust be included in a separate
SOURCE_ADDR attribute

3.3.4 Destination Address

DEST_ADDR is used to identify the destination address of the

aut hori zed session. This X-Type may be useful in some scenarios to
make sure the resource request has been authorized for that
particul ar destination address and/or port.

Fomm o - Fomm o - Fomm o - Fomm o - +
| Length | X- Type | SubType]|
S S S S +
| CctetString .
R, R, R, R, +
Length
Length of the attribute, which MIST be > 4.
X- Type
DEST_ADDR
SubType

The foll owing sub types for DEST_ADDR are defined. |ANA acts as a
registry for DEST_ADDR sub-types as described in section 7, | ANA
Considerations. Initially, the registry contains the follow ng
sub types for DEST_ADDR

1 | PV4_ADDRESS | Pv4 address represented in 32 bhits
2 | PV6_ADDRESS | Pv6 address represented in 128 bits
3 UDP_PORT_LI ST list of UDP port specifications,

represented as 16 bits per list entry.

4 TCP_PORT LI ST list of TCP port specifications,
represented as 16 bits per list entry.

CctetString
The CctetString contains the destination address specification

In scenari os where a destination address is required (see Section 5),
at |l east one of the subtypes 1 through 2 (inclusive) MJIST be included
in every Session Authorization Data Policy Elenent. Miltiple
DEST_ADDR attri butes MAY be included if multiple addresses have been
aut horized. The destination address field of the resource
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reservati on datagram (e.g., RSVP PATH) MJST nmatch one of the
DEST _ADDR attributes contained in this Session Authorization Data
Pol i cy El enent.

At nost, one instance of subtype 3 MAY be included in every Session
Aut hori zation Data Policy Elenent. At nost, one instance of subtype
4 MAY be included in every Session Authorization Data Policy Elenent.
I nclusion of a subtype 3 attribute does not prevent inclusion of a
subtype 4 attribute (i.e., both UDP and TCP ports may be authorized).

If no PORT attributes are specified, then all ports are considered
valid; otherwi se, only the specified ports are authorized for use.

Every destinati on address and port list must be included in a
separate DEST_ADDR attri bute.

3.3.5 Start tine

START_TIME is used to identify the start tine of the authorized
session and can be used to prevent replay attacks. |If the

AUTH SESSI ON policy elenment is presented in a resource request, the
networ k SHOULD reject the request if it is not received within a few
seconds of the start tinme specified.

Fommma - Fommma - Fommma - Fommma - +
| Length | X- Type | SubType|
R, R, R, R, +
| CctetString .
S D S S S S S S +
Lengt h
Length of the attribute, which MIST be > 4.
X- Type
START_TI ME
SubType

The followi ng sub types for START_TIME are defined. |ANA acts as
a registry for START_TI ME sub-types as described in section 7,

| ANA Considerations. Initially, the registry contains the

foll owi ng sub types for START_TI ME:

1 NTP_TI MESTAMP NTP Ti mestanp Format as defined in
RFC 1305.

CctetString
The CctetString contains the start tine.
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3.3.6 End tine

END TIME is used to identify the end tine of the authorized session
and can be used to limt the anount of tine that resources are

aut horized for use (e.g., in prepaid session scenarios).
S S S S +
| Length | X- Type | SubType|
R, R, R, R, +
| CctetString .
oo - oo - oo - oo - +
Lengt h
Length of the attribute, which MIST be > 4.
X-Type
END_TI ME
SubType

The following sub types for END TIME are defined. |1ANA acts as a
registry for END TI ME sub-types as described in section 7, | ANA
Considerations. Initially, the registry contains the follow ng
sub types for END TI ME:

1 NTP_TI MESTAMP NTP Ti mestanp Format as defined in
RFC 1305.

CctetString
The CctetString contains the end tine.

3. 3.7 Resources Authorized

RESOURCES i s used to define the characteristics of the authorized
session. This X-Type may be useful in some scenarios to specify the
specific resources authorized to ensure the request fits the
aut hori zed specifications.

B S, B S, B S, B S, +

| Length | X- Type | SubType|

E E E E +

| CctetString .

- - - - +
Lengt h

Length of the attribute, which MIST be > 4.
X-Type

RESOURCES
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SubType
The foll owi ng sub-types for RESOURCES are defined. |ANA acts as a
registry for RESOURCES sub-types as described in section 7, |ANA
Considerations. Initially, the registry contains the follow ng
sub types for RESOURCES:

1 BANDW DTH Maxi mum bandwi dt h (kbps) authori zed.
2 FLOW SPEC Fl ow spec specification as defined in RFC 2205.
3 SDP SDP Medi a Descriptor as defined in RFC 2327.
4 DSCP Differentiated services codepoint as defined in
RFC 2474.
CctetString

The CctetString contains the resources specification.

In scenari os where a resource specification is required (see Section
5), at least one of the subtypes 1 through 4 (inclusive) MJST be
included in every Session Authorization Data Policy Elenment.

Mul tiple RESOURCE attributes MAY be included if nmultiple types of
resources have been authorized (e.g., DSCP and BANDW DTH).

3.3.8 Authentication data

The AUTHENTI CATI ON_DATA attri bute contains the authentication data of
the AUTH SESSI ON policy el enent and signs all the data in the policy
el ement up to the AUTHENTI CATI ON_DATA. | f the AUTHENTI CATI ON_DATA
attribute has been included in the AUTH SESSI ON policy elenent, it
MUST be the last attribute in the list. The algorithmused to

comput e the authenticati on data depends on the AUTH ENT | D SubType
field. See Section 4 entitled Integrity of the AUTH SESSI ON policy
el ement .

A sunmmary of AUTHENTI CATI ON_DATA attribute format is described bel ow.

B S, B S, B S, B S, +

| Length | X- Type | SubType|

E E E E +

| CctetString .

Fomm o - Fomm o - Fomm o - Fomm o - +
Lengt h

Length of the attribute, which MIST be > 4.

X- Type
AUTHENTI CATI ON_DATA
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SubType
No sub types for AUTHENTI CATI ON_DATA are currently defined. This
field MUST be set to O.

CctetString
The CctetString contains the authentication data of the
AUTH_SESSI ON.
4. Integrity of the AUTH SESSI ON policy el enent

This section describes how to ensure the integrity of the policy
el ement is preserved.

4.1 Shared symetric keys
In shared symetric key environnents, the AUTH ENT |ID MJUST be of

subtypes: | PV4_ADDRESS, | PV6_ADDRESS, FQDN, ASCI|_DN, UN CODE_DN or
URI. An exanple AUTH SESSI ON policy elenent is shown bel ow.

S S S S +
| Length | P-type = AUTH_SESSI ON |
R R R R +
| Length | SESSI ON | D | zero |
oo s oo s oo s oo s +
| CctetString (The session identifier)

S S S S +
| Length | AUTH ENT ID | | PV4_ADDRESS |
R R R R +
| CctetString (The authorizing entity's ldentifier)
oo s oo s oo s oo s +
| Length | AUTH DATA. | zero |
S S S S +
| KEY_I D |
R R R R +
| CctetString (Authentication data)

oo s oo s oo s oo s +

4.1.1 Operational Setting using shared symetric keys

Thi s assunes both the Authorizing Entity and the Network router/PDP
are provisioned with shared synmetric keys and with policies
detailing which algorithmto be used for conputing the authentication
data along with the expected length of the authentication data for
that particular algorithm

Key mai ntenance is outside the scope of this docunent, but

AUTH SESSI ON i npl enent ati ons MUST at | east provide the ability to
manual | y configure keys and their parameters locally. The key used
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to produce the authentication data is identified by the AUTH ENT_ID
field. Since multiple keys may be configured for a particul ar

AUTH ENT I D value, the first 32 bits of the AUTH DATA field MJST be a
key IDto be used to identify the appropriate key. Each key nust

al so be configured with lifetine paraneters for the time period
within which it is valid as well as an associ ated cryptographic

al gorithm paraneter specifying the algorithmto be used with the key.
At a minimm all AUTH SESSION i npl ement ati ons MJST support the

HVAC- MD5- 128 [ RFC-2104], [RFC 1321] cryptographic algorithmfor
conputing the authentication data. New algorithns nay be added by
the | ETF standards process.

It is good practice to regularly change keys. Keys MJST be
configurable such that their lifetines overlap all ow ng snooth
transitions between keys. At the mdpoint of the lifetime overlap
bet ween two keys, senders should transition fromusing the current
key to the next/longer-lived key. Meanwhile, receivers sinply accept
any identified key received within its configured lifetime and reject
those that are not.

4.2 Kerberos

In a Kerberos environnent, the AUTH ENT I D MJUST be of the subtype
KRB PRI NCI PAL. The KRB PRINCIPAL field is defined as the Fully
Qualified Kerberos Principal name of the authorizing entity.

Ker beros [RFC-1510] authentication uses a trusted third party (the
Kerberos Distribution Center - KDC) to provide for authentication of
the AUTH SESSION to a network server. It is assuned that a KDC is
present and both host and verifier of authentication information
(authorizing entity and router/PDP) inplenent Kerberos

aut henti cati on.

An exanpl e of the Kerberos AUTH DATA policy el enment is shown bel ow.

S S S S +
| Length | P-type = AUTH SESSI ON |
. . . . +
| Length | SESSI ON_I D | zero |
o e e - o e e - o e e - o e e - +
| CctetString (The session identifier)

. S e S +
| Length | AUTH ENT ID | KERB_P.
. . . . +
| CctetString (The principal @eal m nane)

o e e - o e e - o e e - o e e - +
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4.2.1. Operational Setting using Kerberos

An authorizing entity is configured to construct the AUTH SESSI ON
policy el enent that designates use of the Kerberos authentication

met hod (KRB_PRI NCI PAL) as defined in RFC 1510. Upon reception of the
resource reservation request, the router/PDP contacts the |ocal KDC
with a KRB_AS REQ nessage, to request credentials for the authorizing
entity (principal @ealn). In this request, the client (router/PDP)
sends (in cleartext) its own identity and the identity of the server
(the authorizing entity taken fromthe AUTH ENT ID field) for which
it is requesting credentials. The local KDC responds with these
credentials in a KRB_AS REP nessage, encrypted in the client’s key.
The credentials consist of 1) a "ticket" for the server and 2) a
tenmporary encryption key (often called a "session key"). The
router/PDP uses the ticket to access the authorizing entity with a
KRB _AP_REQ nmessage. The session key (now shared by the router/PDP
and the authorizing entity) is used to authenticate the router/PDP
and is used to authenticate the authorizing entity. The session key
is an encryption key and is also used to encrypt further

communi cati on between the two parties. The authorizing entity
responds by sending a concatenated nessage of a KRB_AP_REP and a

KRB SAFE. The KRB AP _REP is used to authenticate the authori zing
entity. The KRB_SAFE nessage contains the authentication data in the
saf e-body field. The authentication data nust be either a 16 byte
MD5 hash or 20 byte SHA-1 hash of all data in the AUTH SESSI ON policy
el ement up to the AUTHENTI CATI ON_DATA (note that when using Kerberos
the AUTH_SESSI ON PE shoul d not include AUTHENTI CATI ON DATA as this is
sent in the KRB _SAFE nessage). The router/PDP i ndependently conputes
the hash, and conpares it with the received hash in the user-data
field of the KRB- SAFE- BODY [ RFC- 1510].

At a minimum all AUTH SESSI ON i npl ement ati ons usi ng Kerberos MJST
support the Kerberos des-chbc-nmd5 encryption type [RFC 1510] (for
encrypted data in tickets and Kerberos nessages) and the Kerberos
rsa- nd5-des checksum type [ RFC-1510] (for the KRB _SAFE checksun
checksum New al gorithnms nmay be added by the | ETF standards process.
Triple-DES encryption is supported in many Kerberos inplenmentations
(al t hough not specified in [ RFC-1510]), and SHOULD be used over
singl e DES.

For cases where the authorizing entity is in a different realm¢(i.e.,
admi ni strative donai n, organi zati onal boundary), the router/PDP needs
to fetch a cross-realm Ticket Ganting Ticket (TGI) fromits |oca
KDC. This TGI can be used to fetch authorizing entity tickets from
the KDC in the rembte realm Note that for perfornmance
considerations, tickets are typically cached for extended peri ods.
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4.3 Public Key

In a public key environnent, the AUTH ENT_|I D MJST be of the subtypes:
X509 V3 CERT or PGP _CERT. The authentication data is used for
authenticating the authorizing entity. An exanple of the public key
AUTH_SESSI ON policy element is shown bel ow.

S S S S +
| Length | P-type = AUTH_SESSI ON |
R R R R +
| Length | SESSI ON | D | zero |
oo s oo s oo s oo s +
| CctetString (The session identifier)

S S S S +
| Length | AUTH ENT_ID | PGP_CERT |
R R R R +
| CctetString (Authorizing entity Digital Certificate)
oo s oo s oo s oo s +
| Length | AUTH DATA. | zero
S S S S +
| CctetString (Authentication data)

R R R R +

4.3.1. Qperational Setting for public key based authentication
Publ i c key based authentication assunes the foll ow ng:

- Authorizing entities have a pair of keys (private key and
public key).

- Private key is secured with the authorizing entity.

- Public keys are stored in digital certificates and a trusted
party, certificate authority (CA) issues these digita
certificates.

- The verifier (PDP or router) has the ability to verify the
digital certificate.

Aut horizing entity uses its private key to generate
AUTHENTI CATI ON_DATA. Authenticators (router, PDP) use the
authorizing entity's public key (stored in the digital certificate)
to verify and authenticate the policy el enment.
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4.3.1.1 X.509 V3 digital certificates

When the AUTH ENT_ID is of type X509 _V3_CERT, AUTHENTI CATI ON_DATA
MUST be generated followi ng these steps:

A Signed-data is constructed as defined in section 5 of CMS
[RFC-3369]. A digest is conputed on the content (as specified in
section 6.1) with a signer-specific message-digest algorithm The
certificates field contains the chain of authorizing entity’s
X.509 V3 digital certificates. The certificate revocation list is
defined in the crls field. The digest output is digitally signed
followi ng section 8 of RFC 3447, using the signer’s private key.

When the AUTH ENT ID is of type X509 V3 _CERT, verification MJST be
done follow ng these steps:

Parse the X. 509 V3 certificate to extract the distinguished nane
of the issuer of the certificate.

Certification Path Validation is perfornmed as defined in section 6
of RFC 3280.

Parse through the Certificate Revocation list to verify that the
received certificate is not |isted.

Once the X. 509 V3 certificate is validated, the public key of the
authorizing entity can be extracted fromthe certificate.

Extract the digest algorithmand the I ength of the digested data
by parsing the CMS signed-dat a.

The reci pient independently conputes the message digest. This
message digest and the signer’s public key are used to verify the
si gnature val ue.

This verification ensures integrity, non-repudiation and data ori gin.

4.3.1.2 PG digital certificates

When the AUTH ENT_ID is of type PGP_CERT, AUTHENTI CATI ON_DATA MUST be
generated follow ng these steps:

Hamer ,

AUTHENTI CATI ON_DATA contai ns a Signature Packet as defined in
section 5.2.3 of RFC 2440. In sunmary:

- Conpute the hash of all data in the AUTH SESSI ON policy el enent
up to the AUTHENTI CATI ON_DATA.

- The hash output is digitally signed follow ng section 8 of
RFC 3447, using the signer’s private key.
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When the AUTH ENT_ID is of type PGP_CERT, verification MIUST be done
foll owi ng these steps:

- Validate the certificate.

- Once the PGP certificate is validated, the public key of the
authorizing entity can be extracted fromthe certificate.

- Extract the hash algorithmand the | ength of the hashed data by
parsing the PGP signature packet.

- The recipient independently conputes the message digest. This
message digest and the signer’s public key are used to verify the
si gnature val ue.

This verification ensures integrity, non-repudiation and data ori gin.
5. Framewor k

[ RFC-3521] describes a franework in which the AUTH SESSI ON policy
el ement may be utilized to transport information required for

aut hori zing resource reservation for media flows. [RFC 3521]

i ntroduces 4 different nodels:

1- the coupl ed nodel

2- the associated nodel with one policy server
3- the associated nodel with two policy servers
4- the non-associ ated nodel .

The fields that are required in an AUTH SESSI ON policy el enent
dependent on which of the nodels is used.

5.1 The coupl ed nodel

In the Coupled Mbdel, the only information that MJST be included in
the policy element is the SESSIONID; it is used by the Authorizing
Entity to correlate the resource reservation request with the nedia
aut hori zed during session set up. Since the End Host is assuned to
be untrusted, the Policy Server SHOULD take nmeasures to ensure that
the integrity of the SESSION ID is preserved in transit; the exact
mechani sms to be used and the format of the SESSION ID are

i npl ement ati on dependent.

5.2 The associated nodel with one policy server

In this nodel, the contents of the AUTH_SESSI ON policy el ement MJST
i ncl ude:

- A sessionidentifier - SESSIONID. This is information that the

authorizing entity can use to correlate the resource reservation
request with the nedia authorized during session set up
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- The identity of the authorizing entity - AUTH ENT ID. This
information is used by the Edge Router to determ ne which
aut horizing entity (Policy Server) should be used to solicit
resource policy decisions.

In sone environnents, an Edge Router may have no neans for
determining if the identity refers to a legitinmate Policy Server
within its domain. |n order to protect against redirection of
aut hori zation requests to a bogus authorizing entity, the
AUTH_SESSI ON MUST al so i ncl ude:

2003

- AUTHENTI CATI ON_DATA. This authentication data is cal cul ated over

all other fields of the AUTH SESSI ON policy el ement.

5.3 The associ ated nodel with two policy servers

The content of the AUTH SESSION Policy Elenment is identical to the

associ ated nodel with one policy server.

5.4 The non-associ at ed nodel

In this nodel, the AUTH SESSI ON MJST contain sufficient information

to allow the Policy Server to nmake resource policy decisions

aut ononously fromthe authorizing entity. The policy elenent is
created using information about the session by the authorizing
entity. The information in the AUTH SESSI ON policy el ement MJST
i ncl ude:

- Calling party IP address or ldentity (e.g., FQN) - SOURCE_ADDR

X- TYPE
- Called party IP address or ldentity (e.g., FQDN) - DEST_ADDR
X- TYPE

- The characteristics of (each of) the nedia strean(s) authorized

for this session - RESOURCES X- TYPE
- The authorization lifetine - START_TIME X- TYPE

- The identity of the authorizing entity to allow for validation of

the token in shared symretric key and Kerberos schenes -
AUTH_ENT I D X- TYPE

- The credentials of the authorizing entity in a public-key
scheme - AUTH ENT_I D X- TYPE

- Authentication data used to prevent tanpering with the
AUTH_SESSI ON policy el ement - AUTHENTI CATI ON_DATA

Haner, et al. St andards Track [ Page 19]



RFC 3520 Sessi on Aut horization Policy El enent April 2003

Furt hernore, the AUTH SESSI ON policy el emrent MAY cont ai n:

- The lifetime of (each of) the media stream(s) - END TI ME X- TYPE
- Calling party port number - SOURCE ADDR X- TYPE
- Called party port nunber - DEST_ADDR X- TYPE

Al'l AUTH SESSION fields MJST match with the resource request. |If a
field does not match, the request SHOULD be deni ed.

6. Message Processing Rul es
6.1 CGeneration of the AUTH SESSION by the authorizing entity

1. Generate the AUTH SESSI ON policy elenent with the appropriate
contents as specified in section 5.

2. |If authentication is needed, the entire AUTH SESSI ON policy
el ement is constructed, excluding the I ength, type and subtype
fields of the AUTH SESSION field. Note that the nessage MJUST
include either a START _TIME or a SESSION ID (See Section 9), to
prevent replay attacks. The output of the authentication
al gorithm plus appropriate header information, is appended to the
AUTH_SESSI ON policy el enent.

6.2 Message Ceneration (RSVP Host)

An RSVP nessage is created as specified in [ RFC-2205] with the
fol |l owi ng nodi ficati ons.

1. RSVP nessage MJST contain at npbst one AUTH SESSI ON policy el enent.

2. The AUTH SESSI ON policy el ement received fromthe authorizing
entity (Section 3.2) MJIST be copied without nodification into the
POLI CY DATA obj ect .

3. POLI CY_DATA obj ect (containing the AUTH SESSION policy elenent) is
inserted in the RSVP nessage in the appropriate place.

6.3 Message Reception (RSVP-aware Router)

RSVP nessage is processed as specified in [ RFC-2205] with foll ow ng
nmodi fi cati ons.

1. If router is policy aware then it SHOULD send the RSVP message to
the PDP and wait for response. |If the router is policy unaware
then it ignores the policy data objects and continues processing
the RSVP nessage.
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2

3.

Rej ect the message if the response fromthe PDP is negative.

Conti nue processing the RSVP message.

6.4 Authorization (Router/PDP)

1.

Hamer ,

Retrieve the AUTH SESSI ON policy elenent. Check the PE type field
and return an error if the identity type is not supported.

Verify the nessage integrity.

- Shared symretric key authentication: The Network router/PDP
uses the AUTH ENT_ID field to consult a table keyed by that
field. The table should identify the cryptographic
aut hentication algorithmto be used along with the expected
|l ength of the authentication data and the shared symretric key
for the authorizing entity. Verify that the indicated |ength
of the authentication data is consistent with the configured
table entry and validate the authentication data.

- Public Key: Validate the certificate chain against the trusted
Certificate Authority (CA) and validate the nmessage signature
usi ng the public key.

- Kerberos Ticket: If the AUTH ENT_ID is of subtype
KRB_PRI NCl PAL, Request a ticket for the authorizing entity
(principal @ealnm) fromthe local KDC. Use the ticket to access
the authorizing entity and obtain authentication data for the
nessage

Once the identity of the authorizing entity and the validity of
the service request has been established, the authorizing
router/PDP MJUST then consult its local policy tables (the contents
of which are a local matter) in order to deternine whether or not
the specific request is authorized. To the extent to which these
access control decisions require supplementary information,

rout ers/ PDPs MJST ensure that supplenentary information is
obt ai ned securely. An exanple of insecure access contro
decisions would be if the authorizing party relies upon an

i nsecure database (such as DNS or a public LDAP directory) and
authorizes with a certificate or an FQDN

Verify the requested resources do not exceed the authorized QoS
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7. Error Signaling

If a PDP fails to verify the AUTH SESSI ON policy elenent then it MJST
return a policy control failure (Error Code = 02) to the PEP. The
error values are described in [ RFC-2205] and [ RFC-2750]. Also the
PDP SHOULD supply a policy data object containing an AUTH DATA Policy
El ement with A-Type=POLI CY_ERROR CODE contai ning nmore details on the

Policy Control failure [RFE—3182]_. If RSVP is being used, the PEP
MUST include this Policy Data object in the outgoing RSVP Error
nessage.

8. | ANA Consi derations

Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS], Standard
RSVP Policy El enents (P-type val ues) are assigned by | ETF Consensus
action as described in [RFC 2750].

P- Type AUTH SESSION i s assigned the val ue 0x04.

Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS], session
aut hori zation attribute types (X-Type)in the range 0-127 are

al | ocated through an | ETF Consensus action; X-Type val ues between
128-255 are reserved for Private Use and are not assigned by | ANA

X-Type AUTH ENT_ID i s assigned the value 1.

X-Type SESSION_ID is assigned the value 2.

X- Type SOURCE_ADDR i s assigned the val ue 3.

X-Type DEST _ADDR is assigned the val ue 4.

X-Type START_TIME is assigned the value 5.

X-Type END_TIME is assigned the val ue 6.

X- Type RESOURCES is assigned the value 7.

X- Type AUTHENTI CATI ON_DATA i s assigned the val ue 8.

Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS]

AUTH ENT_I D SubType values in the range 0-127 are allocated through
an | ETF Consensus action; SubType val ues between 128-255 are
reserved for Private Use and are not assigned by | ANA

AUTH ENT_I D SubType | PVA_ADDRESS is assigned the value 1.
SubType | PV6_ADDRESS i s assigned the value 2.

SubType FQDN i s assigned the val ue 3.

SubType ASCI|I _DN is assigned the val ue 4.

SubType UNI CODE_DN i s assigned the val ue 5.

SubType URI is assigned the val ue 6.

SubType KRB_PRINCI PAL i s assigned the val ue 7.

SubType X509 V3 CERT is assigned the value 8.

SubType PGP_CERT is assigned the val ue 9.
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Fol l owi ng the policies outlined in [|ANA- CONSI DERATI ONS] ,
SOURCE_ADDR SubType values in the range 0-127 are all ocated through
an | ETF Consensus action; SubType val ues between 128-255 are
reserved for Private Use and are not assigned by | ANA

SOURCE_ADDR SubType | Pv4_ADDRESS i s assigned the val ue 1.
SubType | PV6_ADDRESS i s assigned the val ue 2.
SubType UDP_PORT_LI ST is assigned the val ue 3.
SubType TCP_PORT_LI ST is assigned the val ue 4.

Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS] ,

DEST_ADDR SubType values in the range 0-127 are allocated through an
| ETF Consensus action; SubType val ues between 128-255 are reserved
for Private Use and are not assigned by | ANA

DEST_ADDR SubType | Pv4_ADDRESS i s assigned the val ue 1.
SubType | PV6_ADDRESS i s assigned the value 2.
SubType UDP_PORT LI ST is assigned the val ue 3.
SubType TCP_PORT_LI ST is assigned the val ue 4.

Fol l owi ng the policies outlined in [IANA- CONSI DERATI ONS] ,

START_TI ME SubType values in the range 0-127 are allocated through an
| ETF Consensus action; SubType val ues between 128-255 are

reserved for Private Use and are not assigned by | ANA

START_TI ME SubType NTP_TI MESTAMP i s assigned the val ue 1.

Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS]

END TI ME SubType values in the range 0-127 are allocated through an
| ETF Consensus action; SubType val ues between 128-255 are reserved
for Private Use and are not assigned by | ANA

END _TI ME SubType NTP_TI MESTAMP i s assigned the val ue 1.

Fol I owi ng the policies outlined in [|IANA- CONSI DERATI ONS] ,

RESOURCES SubType values in the range 0-127 are allocated through an
| ETF Consensus action; SubType val ues between 128-255 are reserved
for Private Use and are not assigned by | ANA

RESOURCES SubType BANDW DTH i s assi gned the val ue 1.
SubType FLOW SPEC i s assigned the val ue 2.

SubType SDP is assigned the val ue 3.

SubType DSCP i s assigned the val ue 4.
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10.

Security Considerations

The purpose of this docunent is to describe a mechani smfor session
aut horization to prevent theft of service.

Repl ay attacks MJUST be prevented. In the non-associ ated nodel, the
AUTH_SESSI ON policy el ement MJUST include a START_TIME field and the
Policy Servers MJUST support NTP to ensure proper clock

synchroni zation. Failure to ensure proper clock synchronization wll
all ow replay attacks since the clocks of the different network
entities nmay not be in-synch. The start tine is used to verify that
the request is not being replayed at a later tinme. |In all other
nmodel s, the SESSION ID is used by the Policy Server to ensure that
the resource request successfully correlates with records of an

aut hori zed session. |If a AUTH SESSION is replayed, it MJST be
detected by the policy server (using internal algorithns) and the
request MJST be rejected.

To ensure that the integrity of the policy elenent is preserved in
untrusted environnments, the AUTHENTI CATI ON DATA attri bute MJUST be
i ncl uded.

In environnents where shared symetric keys are possible, they should
be used in order to keep the AUTH SESSI ON policy elenment size to a
strict minimum This is especially true in wireless environnments
where the AUTH SESSION policy elenment is sent

over-the-air. The shared symmetric keys authentication option MJST
be supported by all AUTH SESSI ON i npl enent ati ons.

If shared symetric keys are not a valid option, the Kerberos

aut henti cation mechanismis reasonably well secured and efficient in
terns of AUTH SESSI ON size. The AUTH _SESSION only needs to contain
the principal @eal m name of the authorizing entity. This is nuch
nmore efficient than the PKI authentication option

PKI aut hentication option provides a high |evel of security and good
scalability, however it requires the presence of credentials in the
AUTH_SESSI ON policy el ement which inpacts its size.
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