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| MAP4 Bi nary Content Extension
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2003). All R ghts Reserved.
Abst r act

This meno defines the Binary extension to the Internet Message Access
Protocol (IMAP4). It provides a nechanismfor |IMAP4 clients and
servers to exchange nessage body data without using a M ME content -
transf er - encodi ng.

1. Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " MAY"
in this docunent are to be interpreted as described in [ KEYWORD) .

The abbreviation "CTE' neans content-transfer-encoding.
2. I ntroduction

The M ME extensions to Internet nessaging allow for the transm ssion
of non-textual (binary) nessage content [MME-1MB]. Since the
traditional transports for messaging are not always capabl e of
passing binary data transparently, M ME provi des encodi ng schenes
that allow binary content to be transmtted over transports that are
not otherw se able to do so.

The overhead of M ME-encoding this content can be considerable in

sonme contexts (e.g., slowradio |inks, stream ng nultinedia).
Reduci ng the overhead associated with CTE schenes such as base64
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4.

4.

4.

can give a noticeable reduction in resource consunption. The Binary
extension lets the server perform CTE decoding prior to transmtting
message data to the client.

Cont ent - Tr ansf er - Encodi ng Consi derati ons

Every | MAP4 body section has a M ME content-transfer-encoding

(Those wi thout an explicit Content-Transfer-Encodi ng header are
inplicitly labeled as "7bit" content.) |In the term nology of [M M-
IMB], the CTE specifies both a decoding algorithm and the donai n of
the decoded data. 1In this neno, "decoding" refers to the CTE
decodi ng step described in [M Me-1 M.

Certain CTEs use an identity encoding transformation. For these CTEs
there is no decoding required, however the domain of the underlying
data may not be expressible in the | MAP4 protocol (e.g., MM
"bi nary" content containing NUL octets). To accommpdate these cases
the Binary extension introduces a new type of literal protoco
element that is fully eight bit transparent.

Thus, server processing of the FETCH Bl NARY comand i nvol ves two
| ogi cal steps:

1) performany CTE-rel ated decodi ng
2) determne the domain of the decoded data
Step 2 is necessary to determ ne which protocol elenent should be
used to transmt the decoded data. (See FETCH Response Extensions
for further details.)

Framework for the | MAP4 Bi nary Extension
This nmeno defines the following extensions to [| MAP4revl].

1. CAPABILITY Identification

| MAP4 servers that support this extension MJST include "BINARY" in
the response list to the CAPABILITY command.

2. FETCH Command Ext ensi ons
Thi s extension defines three new FETCH conmand data itens.
Bl NARY<sect i on- bi nary>[ <parti al >]

Requests that the specified section be transmtted after
perform ng CTE-rel ated decodi ng.
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The <partial > argunment, if present, requests that a subset of
the data be returned. The senmantics of a partial FETCH Bl NARY
command are the sanme as for a partial FETCH BODY comrand, with
the exception that the <partial > argunents refer to the DECODED
section dat a.

Bl NARY. PEEK<sect i on- bi nary>[ <parti al >]

An alternate form of FETCH BI NARY that does not inplicitly set
the \ Seen fl ag.

Bl NARY. Sl ZE<sect i on- bi nary>

Requests the decoded size of the section (i.e., the size to
expect in response to the correspondi ng FETCH Bl NARY request).

Note: client authors are cautioned that this mght be an
expensi ve operation for sonme server inplenentations.

Needl essly issuing this request could result in degraded
performance due to servers having to cal cul ate the val ue every
time the request is issued.

4.3. FETCH Response Extensions
Thi s extension defines two new FETCH response data itens.
Bl NARY<sect i on- bi nar y>[ <<number >>]

An <nstring> or <literal 8> expressing the content of the
specified section after renoving any CTE-rel ated encoding. |If
<nunber> is present it refers to the offset within the DECODED
section dat a.

If the dommin of the decoded data is "8bit" and the data does
not contain the NUL octet, the server SHOULD return the data in
a <string> instead of a <literal 8>, this allows the client to
determine if the "8bit" data contains the NUL octet w thout
having to explicitly scan the data stream for for NULs.

If the server does not know how to decode the section’s CTE, it

MUST fail the request and issue a "NO' response that contains
t he "UNKNOMWN CTE" ext ended response code.
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Bl NARY. Sl ZE<sect i on- bi nary>

The size of the section after renoving any CTE-rel at ed
encoding. The value returned MJUST natch the size of the
<nstring> or <literal8> that will be returned by the
correspondi ng FETCH BI NARY request.

If the server does not know how to decode the section’s CTE, it
MUST fail the request and issue a "NO' response that contains
t he "UNKNOWN- CTE" ext ended response code.

4.4, APPEND Command Ext ensi ons

The APPEND command is extended to allow the client to append data
containing NULs by using the <literal 8 syntax. The server MNAY
nmodi fy the CTE of the appended data, however any such transfornation
MUST NOT result in a | oss of data.

If the destination mail box does not support the storage of binary
content, the server MJST fail the request and issue a "NO' response
that contains the "UNKNOMN- CTE" extended response code.

5. M ME Encoded Headers

[ M ME- MHE] defines an encoding that allows for non-US-ASCI1 text in
message headers. This encoding is not the same as the content-
transfer-encoding applied to nessage bodies, and the decodi ng
transformati ons described in this neno do not apply to [ M ME- MHE]
encoded header text. A server MJST NOT perform any conversion of

[ M ME- MHE] encoded header text in response to any binary FETCH or
APPEND r equest .

6. I nplenentation Considerations

Messaging clients and servers have been notoriously lax in their
adherence to the Internet CRLF convention for termnating |ines of
textual data in Internet protocols. When sending data using the

Bi nary extension, servers MJST ensure that textual line-oriented
sections are always transmtted using the | MAP4 CRLF |ine term nation
syntax, regardl ess of the underlying storage representation of the
data on the server.

A server may choose to store nessage body binary content in a non-
encoded format. Regardless of the internal storage representation
used, the server MUST i ssue BODYSTRUCTURE responses that describe the
message as though the binary-encoded sections are encoded in a CTE
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acceptable to the | MAP4 base specification. Furthernore, the results
of a FETCH BODY MJST return the nmessage body content in the format
descri bed by the correspondi ng FETCH BODYSTRUCTURE r esponse.

Wiile the server is allowed to nodify the CTE of APPENDed <literal 8>
data, this should only be done when it is absolutely necessary.

G at ui tous encodi ng changes wi |l render useless nost cryptographic
operations that have been perforned on the nessage.

Thi s extension provides an optimization that is useful in certain
specific situations. It does not absolve clients from providing
basic functionality (content transfer decoding) that should be
available in all nmessaging clients. Cdients supporting this

ext ensi on SHOULD be prepared to performtheir own CTE decodi ng
oper ati ons.

7. Formal Protocol Syntax
The foll owi ng syntax specification uses the augnmented Backus- Naur
Form (ABNF) notation as used in [ABNF], and incorporates by reference
the Core Rules defined in that document.

Thi s syntax augnments the grammar specified in [| MAP4revl].

append =/ "APPEND' SP mailbox [SP flag-1list]
[SP date-time] SP literal 8

fetch-att =/ "BINARY" [".PEEK"'] section-binary [partial]
/ " BI NARY. SI ZE" section-binary
literal 8 = "~{" nunber "}" CRLF *CCTET

; <nunber > represents the number of OCTETs
; in the response string.

11
~

neg-att-static "Bl NARY" section-binary SP (nstring / literal 8)

[/ " BI NARY. SI ZE" section-bi nary SP nunber

parti al = "<" nunber nz- nunber ">"
resp-text-code =/ " UNKNOMN- CTE"

section-binary = "[" [section-part] "]"
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Security Considerations

There are no known additional security issues with this extension
beyond t hose described in the base protocol described in [| MAP4revl].

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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12. Full Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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