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Thi s docunent provi des net hodol ogi es for the perfornmance benchmar ki ng

of firewalls. It covers four areas: forwarding, connection,

| at ency

and filtering. In addition to defining tests, this docunent also
describes specific formats for reporting test results.

A previous docunent, "Benchnmarking Term nol ogy for Firewall

Performance" [1], defines nany of the terns that are used in this

docunent .

attenpting to nake use of this docunent.

2. Requirenents

In this docunent,

The term nol ogy docunment SHOULD be consulted before

the words that are used to define the significance

of each particular requirenent are capitalized. These words are:

*  "MUST" This word, or the words "REQU RED' and "SHALL" nean that
the itemis an absolute requirenent of the specification

*  "SHOULD' This word or the adjective "RECOWENDED' neans that there
may exist valid reasons in particular circunstances to ignore this

item but the ful

H ckman,
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i mplications shoul d be understood and the case
careful ly wei ghed before choosing a different course.
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*  "MAY" This word or the adjective "OPTIONAL" neans that this item
is truly optional. One vendor may choose to include the item
because a particul ar marketplace requires it or because it
enhances the product, for exanple; another vendor may omit the
sane item

An inmplenentation is not conpliant if it fails to satisfy one or nore
of the MJST requirenents. An inplenentation that satisfies all the
MJUST and all the SHOULD requirenents is said to be "unconditionally
conpliant"; one that satisfies all the MJST requirenents but not al
the SHOULD requirenents is said to be "conditionally conpliant".

3. Scope

Firewal | s can control access between networks. Usually, a firewal
protects a private network from public or shared network(s) to which
it is connected. A firewall can be as sinple as a single device that
filters packets or as conplex as a group of devices that conbine
packet filtering and application-level proxy and network translation
services. This docunent focuses on benchmarking firewall
performance, wherever possible, independent of inplenmentation

4. Test Setup

Test configurations defined in this docunent will be confined to
dual - homed and tri-homed as shown in figure 1 and figure 2
respectively.

Firewal | s enpl oyi ng dual - honmed configurati ons connect two networKks.
One interface of the firewall is attached to the unprotected network
[1], typically the public network (Internet). The other interface is
connected to the protected network [1], typically the internal LAN.

In the case of dual -honed configurations, servers which are nade

accessible to the public (Unprotected) network are attached to the
private (Protected) network.
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S + S +
| | oo + | | |
| Servers/ |----]| | | |------ | Servers/ |
| Cdients | | | | Adients |
I I |------- | DUT/SUT |-------- I I I
O o | | | oo +
Protected | AR + | Unprotected
Net wor k | | Net wor k

Figure 1 (Dual - Horred)

Tri-honed [1] configurations enploy a third segnment called a
Demlitarized Zone (DVMZ). Wth tri-honmed configurations, servers
accessible to the public network are attached to the DMZ. Tri - Homed
configurations offer additional security by separating server(s)
accessible to the public network frominternal hosts.

S + S +
| | REEEEEEEE + | | |
| dients |----] | | [------ | Servers/ |
I I I I I | Cients |
S + [------- | DUT/SUT |-------- | | |
| | | | R +
| b + |
Protected | | | Unprotected
Net wor k | Net wor k
I
| Dz
I
I
R +
I I
| Servers |
I I
Fom e +

Figure 2 (Tri-Honed)
4.1 Test Considerations
4.2 Virtual dients/Servers
Since firewall testing may invol ve data sources which enul ate
mul tiple users or hosts, the methodol ogy uses the terns virtual
clients/servers. For these firewall tests, virtual clients/servers

specify application |ayer entities which may not be associated with a
uni que physical interface. For exanple, four virtual clients may
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originate fromthe same data source [1]. The test report MJIST
i ndicate the nunber of virtual clients and virtual servers
participating in the test.

4.3 Test Traffic Requirenents

Wiile the function of a firewall is to enforce access contro
policies, the criteria by which those policies are defined vary
depending on the inplenentation. Firewalls may use network |ayer,
transport layer or, in many cases, application-layer criteria to make
access-control deci sions.

For the purposes of benchrmarking firewall performance, this docunent
references HTTP 1.1 or higher as the application |ayer entity. The
met hodol ogi es MAY be used as a tenplate for benchmarking with other
applications. Since testing may involve proxy based DUT/ SUTs, HTTP
versi on considerations are discussed in appendi x A

4.4 DUT/SUT Traffic Fl ows

Since the nunber of interfaces are not fixed, the traffic flows wll
be dependent upon the configuration used in benchnmarking the DUT/ SUT.
Note that the term"traffic flows" is associated with client-to-
server requests.

For Dual - Homed configurations, there are two unique traffic flows:

Pr ot ect ed -> Unprotected
Unprotected -> Protected

For Tri-Honed configurations, there are three unique traffic flows:

Protected -> Unpr ot ect ed
Protected -> DvZ
Unprotected -> DVZ

4.5 Multiple Cient/Server Testing

One or nore clients nay target multiple servers for a given
application. Each virtual client MIST initiate connections in a
round-robin fashion. For exanple, if the test consisted of six
virtual clients targeting three servers, the pattern would be as
fol |l ows:
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dient Target Server (In order of request)
#1 2 3 1..
#2 2 3 1 2.
#3 3 1 2 3.
#4 1 2 3 1.
#5 2 3 1 2.
#6 3 1 2 3.

4.6 Network Address Transl ation (NAT)

Many firewalls inplenment network address translation (NAT) [1], a
function which translates private internet addresses to public

i nternet addresses. This involves additional processing on the part
of the DUT/SUT and may inpact performance. Therefore, tests SHOULD
be ran with NAT di sabl ed and NAT enabl ed to deternine the perfornmance
differential, if any. The test report MJST indicate whet her NAT was
enabl ed or disabl ed.

4.7 Rule Sets

Rul e sets [1] are a collection of access control policies that

det erm ne which packets the DUT/SUT will forward and which it wll
reject [1]. Since criteria by which these access control policies
may be defined will vary depending on the capabilities of the

DUT/ SUT, the following is limted to providing guidelines for
configuring rule sets when benchmarking the perfornmance of the
DUT/ SUT.

It is RECOWENDED that a rule be entered for each host (Virtua
client). In addition, testing SHOULD be perfornmed using different
size rule sets to deternmine its inpact on the performance of the
DUT/ SUT. Rule sets MJIST be configured in a manner, such that, rules
associated with actual test traffic are configured at the end of the
rule set and not at the begi nning.

The DUT/ SUT SHOULD be configured to deny access to all traffic which
was not previously defined in the rule set. The test report SHOULD
i nclude the DUT/ SUT configured rule set(s).

4.8 Web Cachi ng

Sone firewalls include caching agents to reduce network | oad. Wen
maki ng a request through a caching agent, the caching agent attenpts
to service the response fromits internal nenory. The cache itself
saves responses it receives, such as responses for HITP GET requests.
Testing SHOULD be perfornmed with any caching agents on the DUT/ SUT

di sabl ed.

H ckman, et al. I nf or mat i onal [ Page 6]



RFC 3511 Met hodol ogy for Firewall Performance April 2003

4.9 Aut hentication

Access control may invol ve authentication processes such as user,
client or session authentication. Authentication is usually
performed by devices external to the firewall itself, such as an
aut henti cation server(s) and may add to the | atency of the system
Any aut hentication processes MJST be included as part of connection
setup process.

4.10 TCP Stack Consi derations

Sone test instrunments allow configuration of one or nore TCP stack
paraneters, thereby influencing the traffic flows which will be

of fered and inpacting performance nmeasurements. Wile this docunent
does not attenpt to specify which TCP paraneters shoul d be
configurable, any such TCP paraneter(s) MJST be noted in the test
report. In addition, when conparing rmultiple DUT/SUTs, the sane TCP
paraneters MJST be used

5. Benchmar ki ng Tests

5.1 | P Throughput

5.1.1 Objective
To determ ne the throughput of network-layer data traversing the
DUT/ SUT, as defined in RFC 1242 [3]. Note that while RFC 1242 uses
the termfranes, which is associated with the link |ayer, the
procedure uses the term packets, since it is referencing the network
| ayer.

5.1.2 Setup Paraneters
The foll owi ng paraneters MJST be defi ned:

Packet size - Number of bytes in the |IP packet, exclusive of any
link layer header or checksuns.

Test Duration - Duration of the test, expressed in seconds.
5.1.3 Procedure

The test instrument MJST offer unicast |P packets to the DUT/SUT at a
constant rate. The test MAY consist of either bi-directional or
unidirectional traffic; for exanple, an enulated client may offer a
uni cast stream of packets to an enul ated server, or the test
instrument may sinulate a client/server exchange by offering
bidirectional traffic.
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This test will enploy an iterative search algorithm Each iteration
will involve the test instrument varying the intended |oad until the
maxi num rate, at which no packet |oss occurs, is found. Since
backpressure nmechani sns may be enpl oyed, resulting in the intended

| oad and offered | oad being different, the test SHOULD be perforned
in either a packet based or tine based manner as described in RFC
2889 [5]. As with RFC 1242, the term packet is used in place of
frane. The duration of the test portion of each trial MJST be at

| east 30 seconds.

It is RECOVWENDED to performthe throughput neasurenents with
di fferent packet sizes. Wen testing with different packet sizes the
DUT/ SUT configuration MJST renmain the sane.

5.1.4 Measurenent
5.1.4.1 Network Layer

Thr oughput :
Maxi mum of fered | oad, expressed in either bits per second or
packets per second, at which no packet |loss is detected. The bits
to be counted are in the | P packet (header plus payl oad); other
fields, such as |ink-layer headers and trailers, MJST NOT be
included in the measurenent.

For war di ng Rat e:
Forwarding rate, expressed in either bits per second or packets
per second, the device is observed to successfully forward to the
correct destination interface in response to a specified offered
| oad. The bits to be counted are in the |IP packet (header plus
payl oad); other fields, such as link-layer headers and trailers,
MUST NOT be included in the neasurenent.

5.1.5 Reporting Fornmat

The test report MJST note the packet size(s), test duration,

t hroughput and forwarding rate. In addition, the test report MJST
conformto the reporting requirenents set in section 4, Test Setup

If the test involved offering packets which target nore than one
segnent (Protected, Unprotected or DMZ), the report MJUST identify the
results as an aggregate throughput neasurenent.

The throughput results SHOULD be reported in the format of a table
with a row for each of the tested packet sizes. There SHOULD be
columms for the packet size, the intended |oad, the offered |oad,
resul tant throughput and forwarding rate for each test.
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The internediate results of the search al gorithm MAY be saved in | og
file which includes the packet size, test duration and for each
iteration:

- Step Iteration

- Pass/Fail Status

- Total packets offered

- Total packets forwarded

- Intended | oad

- Ofered load (If applicable)
- Forwarding rate

5.2 Concurrent TCP Connection Capacity

5.2.1 bjective

To determ ne the nmaxi mum nunber of concurrent TCP connecti ons
supported through or with the DUT/ SUT, as defined in RFC 2647 [1].
This test is intended to find the nmaxi num nunber of entries the
DUT/ SUT can store in its connection table.

5.2.2 Setup Paraneters

The foll owi ng paraneters MJST be defined for all tests:

5.2.2.1 Transport-Layer Setup Paraneters

5.

2.

Connection Attenpt Rate:
The aggregate rate, expressed in connections per second, at which
TCP connection requests are attenpted. The rate SHOULD be set at
or lower than the maxinumrate at which the DUT/ SUT can accept
connection requests.

Agi ng Ti ne:

The tine, expressed in seconds, the DUT/SUT will keep a connection

inits connection table after receiving a TCP FIN or RST packet.
2.2 Application-Layer Setup Paraneters

Va

i dati on Met hod:

HTTP 1.1 or higher MJST be used for this test for both clients and

servers. The client and server MJUST use the same HTTP version.
bj ect Si ze:
Defi nes the nunmber of bytes, excluding any bytes associated with
the HTTP header, to be transferred in response to an HITP 1.1 or
hi gher GET request.

—
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5.2.3 Procedure

This test will enploy an iterative search algorithmto determ ne the
maxi mum nunber of concurrent TCP connections supported through or
with the DUT/ SUT.

For each iteration, the aggregate number of concurrent TCP
connections attenpted by the virtual client(s) will be varied. The
destination address will be that of the server or that of the NAT
proxy. The aggregate rate will be defined by connection attenpt
rate, and will be attenpted in a round-robin fashion (See 4.5).

To validate all connections, the virtual client(s) MJST request an
obj ect using an HTTP 1.1 or higher GET request. The requests MJST be
initiated on each connection after all of the TCP connections have
been establ i shed.

When testing proxy-based DUT/ SUTs, the virtual client(s) MJST request
two objects using HTTP 1.1 or higher GET requests. The first CET
request is required for connection time establishnment [1]
measurenents as specified in appendix B. The second request is used
for validation as previously nentioned. Wen conparing proxy and
non- proxy based DUT/ SUTs, the test MJST be perforned in the sane
nmanner .

Bet ween each iteration, it is RECOVWENDED that the test instrument
i ssue a TCP RST referencing each connection attenpted for the
previous iteration, regardl ess of whether or not the connection
attenpt was successful. The test instrunent will wait for aging tine
before continuing to the next iteration
5.2.4 Measurenents
5.2.4.1 Application-Layer neasurenents
Nunber of objects requested
Nunber of objects returned
5.2.4.2 Transport-Layer measurenents
Maxi mum concurrent connecti ons:
Total nunber of TCP connections open for the |last successfu
iteration performed in the search algorithm
M ni mum connecti on establishnent tine:

Lowest TCP connection establishment tinme nmeasured, as defined in
appendi x B.

H ckman, et al. I nf or mat i onal [ Page 10]



RFC 3511 Met hodol ogy for Firewall Performance April 2003

Maxi mum connecti on establishnent tine:
H ghest TCP connection establishment tine nmeasured, as defined in
appendi x B.

Aver age connection establishnment tine:
The nmean of all neasurenents of connection establishnent tines.

Aggregat e connecti on establishment tine:
The total of all neasurements of connection establishnment tines.

5.2.5 Reporting Fornat

The test report MJIST conformto the reporting requirenents set in
section 4, Test Setup.

5.2.5.1 Application-Layer Reporting:

The test report MJST note the object size, nunber of conpleted
requests and nunber of conpleted responses.

The internediate results of the search algorithm MAY be reported in a
tabular format with a colum for each iteration. There SHOULD be
rows for the nunber of requests attenpted, nunber and percentage
requests conpl eted, nunber of responses attenpted, nunmber and
percent age of responses conpleted. The table MAY be conbined with
the transport-layer reporting, provided that the table identify this
as an application |ayer neasurenent.

Ver sion information:
The test report MJST note the version of HITP client(s) and
server(s).

5.2.5.2 Transport-Layer Reporting:

The test report MJUST note the connection attenpt rate, aging tineg,

m ni mum TCP connection establishment tinme, nmaxi mum TCP connecti on
establishnent time, average connection establishnent tinme, aggregate
connection establishnment tine and maxi num concurrent connections
measur ed.

The internediate results of the search algorithm MAY be reported in
the format of a table with a colum for each iteration. There SHOULD
be rows for the total nunber of TCP connections attenpted, number and
percent age of TCP connections conpl eted, m ni mum TCP connecti on
establi shnent time, maxi num TCP connection establishnment time,
average connection establishment tine and the aggregate connection
establ i shment tinme.
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5.3 Maxi num TCP Connecti on Establishment Rate
5.3.1 bjective

To determ ne the naxi mum TCP connecti on establishnment rate through or
with the DUT/ SUT, as defined by RFC 2647 [1]. This test is intended
to find the maxinumrate the DUT/ SUT can update its connection table.

5.3.2 Setup Paraneters
The foll owi ng paraneters MJST be defined for all tests:
5.3.2.1 Transport-Layer Setup Paraneters

Nunber of Connecti ons:
Defi nes the aggregate nunber of TCP connections that nust be
est abl i shed.

Agi ng Ti ne:
The tine, expressed in seconds, the DUT/SUT will keep a connection
init’'s state table after receiving a TCP FIN or RST packet.

5.3.2.2 Application-Layer Setup Paraneters

Val i dati on Met hod:
HTTP 1.1 or higher MJST be used for this test for both clients and
servers. The client and server MJST use the sane HITP version.

oj ect Si ze:
Defi nes the nunber of bytes, excluding any bytes associated with
the HTTP header, to be transferred in response to an HITP 1.1 or
hi gher GET request.

5.3.3 Procedure

This test will enploy an iterative search algorithmto determ ne the
maxi mum rate at which the DUT/ SUT can accept TCP connection requests.

For each iteration, the aggregate rate at which TCP connection
requests are attenpted by the virtual client(s) will be varied. The
destination address will be that of the server or that of the NAT
proxy. The aggregate nunber of connections, defined by number of
connections, will be attenpted in a round-robin fashion (See 4.5).

The sane application-layer object transfers required for validation

and establishnent tine neasurenments as described in the concurrent
TCP connection capacity test MJST be perforned.
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Bet ween each iteration, it is RECOMWENDED that the test instrunent

i ssue a TCP RST referencing each connection attenpted for the
previous iteration, regardl ess of whether or not the connection
attenpt was successful. The test instrunent will wait for aging tine
before continuing to the next iteration

5.3.4 Measurenents
5.3.4.1 Application-Layer measurenents
Nunber of objects requested
Nunber of objects returned
5.3.4.2 Transport-Layer neasurenents
Hi ghest connection rate:
H ghest rate, in connections per second, for which all connections
successfully opened in the search algorithm
M ni mum connecti on establishnent tine:
Lowest TCP connection establishment tinme nmeasured, as defined in
appendi x B.
Maxi mum connecti on establishnent tine:
H ghest TCP connection establishment tine nmeasured, as defined in

appendi x B.

Aver age connection establishnment tine:
The nean of all neasurenents of connection establishnment tines.

Aggregat e connection establishment tine:
The total of all neasurements of connection establishnment tines.

5.3.5 Reporting Fornat

The test report MJIST conformto the reporting requirenents set in
section 4, Test Setup.

5.3.5.1 Application-Layer Reporting:

The test report MJIST note object size(s), nunber of conpleted
requests and nunber of conpleted responses.

The internediate results of the search algorithm MAY be reported in a
tabular format with a colum for each iteration. There SHOULD be
rows for the nunber of requests attenpted, nunber and percentage
requests conpl eted, nunber of responses attenpted, number and
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percent age of responses conpleted. The table MAY be conbined with
the transport-layer reporting, provided that the table identify this
as an application |ayer neasurenent.

Ver sion information:
The test report MJIST note the version of HITP client(s) and
server(s).

5.3.5.2 Transport-Layer Reporting:

The test report MJST note the nunber of connections, aging tine,

m ni mum TCP connection establishment tine, nmaxi num TCP connecti on
establishnent time, average connection establishnent tinme, aggregate
connection establishment tine and hi ghest connection rate neasured.

The internediate results of the search algorithm MAY be reported in
the format of a table with a colum for each iteration. There SHOULD
be rows for the connection attenpt rate, total nunber of TCP
connections attenpted, total number of TCP connections conpl eted,

m ni mum TCP connection establishnment tinme, nmaxi num TCP connection
establi shnent time, average connection establishnent tinme and the
aggregat e connection establishnment tine.

5.4 Maxi mum TCP Connecti on Tear Down Rate
5.4.1 bjective

To determ ne the naxi mum TCP connection tear down rate through or
with the DUT/ SUT, as defined by RFC 2647 [1].

5.4.2 Setup Paraneters

Nunber of Connecti ons:
Def i nes the nunber of TCP connections that will be attenpted to be
torn down.

Agi ng Ti ne:
The tine, expressed in seconds, the DUT/SUT will keep a connection
init’'s state table after receiving a TCP FIN or RST packet.

Cl ose Met hod:
Defi nes nethod for closing TCP connections. The test MJST be
performed with either a three-way or four-way handshake. 1In a
four-way handshake, each side sends separate FIN and ACK nessages.
In a three-way handshake, one side sends a conbi ned FI N ACK
nmessage upon receipt of a FIN
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Cl ose Direction:
Def i nes whet her cl osing of connections are to be initiated from
the client or fromthe server.

5.4.3 Procedure

This test will enploy an iterative search algorithmto determnine the
maxi mum TCP connection tear down rate supported by the DUT/SUT. The
test iterates through different TCP connection tear down rates with a
fixed nunber of TCP connecti ons.

In the case of proxy based DUT/SUTs, the DUT/SUT will itself receive
the ACK in response to issuing a FIN packet to close its side of the
TCP connection. For validation purposes, the virtual client or
server, whichever is applicable, MAY verify that the DUT/ SUT received
the final ACK by re-transmitting the final ACK. A TCP RST shoul d be
received in response to the retransmtted ACK

Bet ween each iteration, it is RECOWENDED that the virtual client(s)
or server(s), whichever is applicable, issue a TCP RST referencing
each connection which was attenpted to be torn down, regardl ess of

whet her or not the connection tear down attenpt was successful. The
test will wait for aging tine before continuing to the next
iteration.

5.4. 4 Measurements

Hi ghest connection tear down rate:
H ghest rate, in connections per second, for which all TCP
connections were successfully torn down in the search al gorithm

The following tear down time [1] measurenents MJST only include
connections for which both sides of the connection were successfully
torn down. For exanple, tear down tines for connections which are
left ina FINMAIT-2 [8] state should not be included:

M ni mum connecti on tear down tine:
Lowest TCP connection tear down tine nmeasured as defined in
appendi x C

Maxi mum connection tear down tine:
H ghest TCP connection tear down tinme neasured as defined in
appendi x C

Aver age connection tear down timne:
The nean of all neasurenents of connection tear down tines.
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Aggr egat e connection tear down tine:
The total of all neasurements of connection tear down times.

5.4.5 Reporting Format

The test report MJST note the nunber of connections, aging tine,

cl ose nethod, close direction, nininmmTCP connection tear down tine,
maxi mum TCP connection tear down time, average TCP connection tear
down time and the aggregate TCP connection tear down tinme and hi ghest
connection tear down rate neasured. In addition, the test report MJST
conformto the reporting requirenents set in section 4, Test Setup

The intermediate results of the search algorithm MAY be reported in
the format of a table with a colum for each iteration. There SHOULD
be rows for the nunmber of TCP tear downs attenpted, nunber and
percentage of TCP connection tear downs conpl eted, m ni nrum TCP
connection tear down time, maxi mum TCP connection tear down tine,
average TCP connection tear down tine, aggregate TCP connection tear
down time and validation failures, if required

5.5 Denial O Service Handling
5.5.1 Objective

To deternmine the effect of a denial of service attack on a DUT/ SUT
TCP connection establishment and/or HTTP transfer rates. The denia
of service handling test MJUST be run after obtaining baseline
measurenents from sections 5.3 and/or 5.6.

The TCP SYN flood attack exploits TCP' s three-way handshake mechani sm
by having an attacki ng source host generate TCP SYN packets with
random sour ce addresses towards a victimhost, thereby consum ng that
host’ s resources.

5.5.2 Setup Paraneters
Use the sane setup paraneters as defined in section 5.3.2 or 5.6. 2,
dependi ng on whet her testing against the baseline TCP connection
establishnent rate test or HITP transfer rate test, respectfully.
In addition, the follow ng setup paranmeters MJST be defi ned:
SYN attack rate:

Rat e, expressed in packets per second, at which the server(s) or
NAT proxy address is targeted with TCP SYN packets.
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5.5.3 Procedure

Use the sane procedure as defined in section 5.3.3 or 5.6.3,
dependi ng on whet her testing against the baseline TCP connection
establishnent rate or HITP transfer rate test, respectfully. In
addition, the test instrument will generate TCP SYN packets targeting
the server(s) I P address or NAT proxy address at a rate defined by
SYN attack rate.

The test instrunment originating the TCP SYN attack MJST be attached
to the unprotected network. In addition, the test instrument MJST
not respond to the SYN ACK packets sent by target server or NAT proxy
in response to the SYN packet.

Sone firewalls enpl oy nechanisns to guard agai nst SYN attacks. |If
such nechani sns exi st on the DUT/ SUT, tests SHOULD be run with these
mechani sns enabl ed and di sabl ed to deternmi ne how well the DUT/ SUT can
mai ntai n, under such attacks, the baseline connection establishment
rates and HTTP transfer rates determned in section 5.3 and section
5.6, respectively.

5.5.4 Measurenents

Performthe sanme neasurenments as defined in section 5.3.4 or 5.6. 4,
dependi ng on whet her testing against the baseline TCP connection
establishnent rate test or HITP transfer rate, respectfully.

In addition, the test instrument SHOULD track TCP SYN packets
associ ated with the SYN attack which the DUT/ SUT forwards on the
protected or DMZ interface(s).

5.5.5 Reporting Format

The test SHOULD use the sane reporting format as described in section
5.3.5 or 5.6.5, depending on whether testing against the baseline TCP
connection establishment rate test or HITP transfer rate,
respectful ly.

In addition, the report MJST indicate a denial of service handling
test, SYN attack rate, nunber of TCP SYN attack packets transnmtted
and t he nunber of TCP SYN attack packets forwarded by the DUT/ SUT.
The report MJST indicate whether or not the DUT has any SYN attack
nmechani sns enabl ed.
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5.6 HTTP Transfer Rate
5.6.1 bjective

To determine the transfer rate of HTTP requested object traversing
t he DUT/ SUT.

5.6.2 Setup Paraneters
The foll owi ng paraneters MJST be defined for all tests:
5.6.2.1 Transport-Layer Setup Paraneters
Nunber of connections:
Defi nes the aggregate nunber of connections attenpted. The nunber

SHOULD be a multiple of the nunber of virtual clients
participating in the test.

Cl ose Met hod:
Defines the method for closing TCP connections. The test MJST be
performed with either a three-way or four-way handshake. 1In a

four-way handshake, each side sends separate FIN and ACK nessages.
In a three-way handshake, one side sends a conbi ned FI NN ACK
nessage upon receipt of a FIN

Cl ose Direction:
Def i nes whet her cl osing of connections are to be initiated from
the client or fromthe server.

5.6.2.2 Application-Layer Setup Paraneters

Sessi on Type:
The virtual clients/servers MJST use HTTP 1.1 or higher. The
client and server MJUST use the sane HTTP version

GET requests per connection
Defi nes the nunmber of HTTP 1.1 or higher CET requests attenpted
per connecti on.

oj ect Si ze:
Defi nes the nunber of bytes, excluding any bytes associated with
the HTTP header, to be transferred in response to an HITP 1.1 or
hi gher CET request.
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5.6.3 Procedure

Each HTTP 1.1 or higher virtual client will request one or nore
objects froman HTTP 1.1 or higher server using one or nore HITP CGET
requests over each connection. The aggregate nunber of connections
attenpted, defined by nunber of connections, MJST be evenly divided
among all of the participating virtual clients.

If the virtual client(s) make rmultiple HITP GET requests per
connection, it MJST request the sanme object size for each GET
request. Miltiple iterations of this test may be run with objects of
different sizes.

5.6.4 Measurenents
5.6.4.1 Application-Layer neasurenents

Average Transfer Rate :
The average transfer rate of the DUT/ SUT MJST be neasured and
shall be referenced to the requested object(s). The neasurenent
will start on transmission of the first bit of the first requested
obj ect and end on transm ssion of the last bit of the |ast
requested object. The average transfer rate, in bits per second,
will be calculated using the follow ng fornula:

OBJECTS * OBJECTSI ZE * 8
TRANSFER RATE (bit/S) = ---cecmmmmmomoamaaeoaos

OBJECTS - Total nunber of objects successfully transferred across
al |l connecti ons.

OBJECTSI ZE - nject size in bytes

DURATION - Aggregate transfer tine based on aforenentioned tine
ref erences.

5.6.4.2 Measurenents at or bel ow the Transport-Layer

The foll owi ng neasurenents SHOULD be perforned for each connection-
ori ented protocol

Goodput [1]:
CGoodput as defined in section 3.17 of RFC 2647. Measurenents MJST
only reference the protocol payl oad, excluding any of the protoco
header. In addition, the test instrument MJST exclude any bits
associ ated with the connection establishment, connection tear
down, security associations [1] or connection maintenance [1].
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Si nce connection-oriented protocols require that data be

acknow edged, the offered load [4] will be varying. Therefore,
the test instrument should neasure the average forwarding rate
over the duration of the test. Measurement should start on

transm ssion of the first bit of the payload of the first datagram
and end on transm ssion of the last bit of the payload of the |ast
dat agram

Nunber of bytes transferred - Total payl oad bytes transferred.

Nunber of Timeouts - Total nunber of tineout events.

Retransmtted bytes - Total nunber of retransmitted bytes.
5.6.5 Reporting Format

The test report MJUST conformto the reporting requirenents set in
section 4, Test Setup.

5.6.5.1 Application-Layer reporting

The test report MJIST note nunber of GET requests per connection and
obj ect size(s).

The transfer rate results SHOULD be reported in tabular formw th a
columm for each of the object sizes tested. There SHOULD be a row
for the nunmber and percentage of compl eted requests, nunber and
percentage of conpleted responses, and the resultant transfer rate
for each iteration of the test.

Fail ure anal ysis:
The test report SHOULD indicate the nunber and percentage of HITP
GET request and responses that failed to conplete.

Ver sion information:
The test report MJIST note the version of HITP client(s) and
server(s).

5.6.5.2 Transport-Layer and bel ow reporting

The test report MJUST note the nunber of connections, close nethod,
close direction and the protocol for which the nmeasurenment was nade.

The results SHOULD be reported in tabular formfor each of the HTTP
obj ect sizes tested. There SHOULD be a row for the total bytes
transferred, total tineouts, total retransnmtted bytes and and
resultant goodput. Note that total bytes refers to total datagram
payl oad bytes transferred. The table MAY be conbined with the
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application layer reporting, provided the table clearly identifies
the protocol for which the neasurenent was made

Fai l ure anal ysi s:
The test report SHOULD i ndicate the nunber and percentage of
connection establishment failures as well as nunber and percentage
of TCP tear down failures

It is RECOVWENDED that the report include a graph to plot the
distribution of both connection establishment failures and connection
tear down failures. The x coordinate SHOULD be the el apsed test
time, the y coordinate SHOULD be the nunber of failures for a given
sampling period. There SHOULD be two Iines on the graph, one for
connection failures and one for tear down failures. The graph MJUST
note the sanpling period.

5.7 Maxi mum HTTP Transaction Rate
5.7.1 Objective

Determ ne the maxi numtransaction rate the DUT/ SUT can sustain. This
test is intended to find the maxi numrate at which users can access
obj ect s.

5.7.2 Setup Paraneters
5.7.2.1 Transport-Layer Setup Paraneters

Cl ose Met hod:
Defi nes nethod for closing TCP connections. The test MJST be
performed with either a three-way or four-way handshake. 1In a
four-way handshake, each side sends separate FIN and ACK nessages.
In a three-way handshake, one side sends a conbi ned FI N ACK
nmessage upon receipt of a FIN

Cl ose Direction:
Defi nes whet her closing of connections are to be initiated from
the client or fromthe server.
5.7.2.2 Application-Layer Setup Paraneters
Sessi on Type:

HTTP 1.1 or higher MJUST be used for this test. The client and
server MUST use the sanme HITP version
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Test Duration:
Ti me, expressed in seconds, for which the virtual client(s) wll
sustain the attenpted GET request rate. It is RECOVMENDED t hat
the duration be at |east 30 seconds.

Requests per connecti on:
Nunber of object requests per connection.

hj ect Si ze:
Defi nes the nunber of bytes, excluding any bytes associated with
the HTTP header, to be transferred in response to an HITP 1.1 or
hi gher CET request.

5.7.3 Procedure

This test will enploy an iterative search algorithmto determine the
maxi mum transaction rate that the DUT/ SUT can sustain.

For each iteration, HTTP 1.1 or higher virtual client(s) will vary
the aggregate GET request rate offered to HTTP 1.1 or higher
server(s). The virtual client(s) will rmaintain the offered request
rate for the defined test duration.

If the virtual client(s) make multiple HITP GET requests per
connection, it MJST request the same object size for each GET
request. Miltiple tests MAY be perforned with different object
si zes.

5.7.4 Measurenents

Maxi mum Tr ansacti on Rate:
The maximumrate at which all transactions, that is all
requests/responses cycl es, are conpl et ed.

Transaction Ti ne:
The test instrunment SHOULD neasure mini mum mexi num and aver age
transaction times. The transaction time will start when the
virtual client issues the GET request and end when the requesting
virtual client receives the last bit of the requested object.

5.7.5 Reporting Fornat

The test report MJIST conformto the reporting requirenents set in
section 4, Test Setup.
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5.7.5.1 Application-Layer reporting

The test report MJIST note the test duration, object size, requests
per connection, mninumtransaction tine, nmaxi numtransaction tine,
average transaction tine and maxi numtransacti on rate neasured

The internediate results of the search algorithm MAY be reported in a
table format with a colum for each iteration. There SHOULD be rows
for the GET request attenpt rate, nunber of requests attenpted,

nunber and percentage of requests conpl eted, nunber of responses
attenpted, nunber and percentage of responses conpl eted, mnininmm
transaction tinme, average transaction tine and maxi mumtransaction
time.

Ver si on information
The test report MJUST note the version of HITP client(s) and
server(s).

5.7.5.2 Transport-Layer

The test report MJIST note the cl ose method, close direction, nunber
of connections established and nunber of connections torn down.

The internediate results of the search algorithm MAY be reported in a
table format with a colum for each iteration. There SHOULD be rows
for the number of connections attenpted, number and percentage of
connecti ons conpl eted, nunber and percentage of connection tear downs
conpl eted. The table MAY be conbined with the application |ayer
reporting, provided the table identify this as transport |ayer

neasur enent .

5.8 Illegal Traffic Handling

5.8.1 bjective
To characterize the behavior of the DUT/ SUT when presented with a
conbi nation of both legal and Illegal [1] traffic. Note that I1l1]ega
traffic does not refer to an attack, but traffic which has been
explicitly defined by a rule(s) to drop.

5.8.2 Setup Paraneters
Setup paraneters will use the same paraneters as specified in the

HTTP transfer rate test (Section 5.6.2). 1In addition, the foll ow ng
setup parameters MJST be defined
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Illegal traffic percentage:
Percentage of HTTP 1.1 or higher connections which have been
explicitly defined in a rule(s) to drop

5.8.3 Procedure

Each HTTP 1.1 or higher client will request one or nore objects from
an HTTP 1.1 or higher server using one or nore HITP GET requests over
each connection. The aggregate nunber of connections attenpted,
defined by nunber of connections, MJST be evenly divided anong all of
the participating virtual clients.

The virtual client(s) MJST offer the connection requests, both |ega
and illegal, in an evenly distributed manner. Many firewalls have
the capability to filter on different traffic criteria (1P addresses,
Port nunbers, etc.). Miltiple iterations of this test MAY be run
with the DUT/ SUT configured to filter on different traffic criteria.

5.8.4 Measurenents
The sane neasurenents as defined in HITP transfer rate test (Section
5.6.4) SHOULD be performed. Any forwardi ng rate neasurenents MJST
only include bits which are associated with legal traffic.

5.8.5 Reporting Fornat

Test reporting format SHOULD be the sane as specified in the HITP
transfer rate test (Section 5.6.5).

In addition, the report MJST note the percentage of illegal HTTP
connecti ons.

Fai |l ure anal ysi s:
Test report MJST note the nunber and percentage of illega
connections that were allowed by the DUT/ SUT.

5.9 I P Fragnentati on Handling

5.9.1 bjective
To determ ne the performance inpact when the DUT/ SUT is presented
with P fragnmented traffic. |P packets which have been fragnented,
due to crossing a network that supports a smaller MU (Maxi mum

Transm ssion Unit) than the actual | P packet, may require the
firewall to performre-assenbly prior to the rule set being applied.
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Wiile IP fragnentation is a common form of attack, either on the
firewall itself or on internal hosts, this test will focus on
determ ni ng how the additional processing associated with the re-
assenbly of the packets have on the forwarding rate of the DUT/ SUT.
RFC 1858 addresses sone fragnentation attacks that get around IP
filtering processes used in routers and hosts.

5.9.2 Setup Paraneters
The foll owi ng paraneters MJST be defi ned.
5.9.2.1 Non-Fragnented Traffic Paraneters

Setup paraneters will be the same as defined in the HITP transfer
rate test (Sections 5.6.2.1 and 5.6.2.2).

5.9.2.2 Fragnented Traffic Paraneters

Packet si ze:
Nunber of bytes in the | P/UDP packet, exclusive of link-Iayer
headers and checksumns, prior to fragnentation

MI'U:
Maxi mum transni ssion unit, expressed in bytes. For testing
pur poses, this MAY be configured to values smaller than the MU
supported by the link | ayer.

I nt ended Load:
I ntended | oad, expressed as percentage of media utilization

5.9.3 Procedure

Each HTTP 1.1 or higher client will request one or nore objects from
an HTTP 1.1 or higher server using one or nore HITP GET requests over
each connection. The aggregate nunber of connections attenpted,
defined by nunber of connections, MJST be evenly divided anpong all of
the participating virtual clients. |If the virtual client(s) nake
multiple HTTP GET requests per connection, it MJST request the same
obj ect size for each CGET request.

A test instrunent attached to the unprotected side of the network,
will offer a unidirectional stream of unicast fragnented | P/ UDP
traffic, targeting a server attached to either the protected or DWW
segnment. The test instrument MJST offer the unidirectional stream
over the duration of the test, that is, duration over which the HITP
traffic is being offered.
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Basel i ne nmeasurenents SHOULD be performed with IP filtering deny
rule(s) to filter fragmented traffic. |If the DUT/SUT has | oggi ng
capability, the |l og SHOULD be checked to determne if it contains the
correct information regarding the fragnented traffic.

The test SHOULD be repeated with the DUT/ SUT rul e set changed to
all ow the fragnented traffic through. Wen running multiple
iterations of the test, it is RECOWENDED to vary the MIU while
keeping all other paraneters constant.
Then setup the DUT/SUT to the policy or rule set the nmanufacturer
required to be defined to protect against fragnentation attacks and
repeat the neasurenments outlined in the baseline procedures.

5.9.4 Measurenents

Test instrunment SHOULD performthe same neasurenents as defined in
HTTP test (Section 5.6.4).

Transmitted UDP/IP Packets:
Nunber of UDP packets transmitted by client.

Recei ved UDP/| P Packet s:
Nunber of UDP/IP Packets received by server

5.9.5 Reporting Format

5.9.5.1 Non-Fragnented Traffic
The test report SHOULD be the sane as described in section 5.6.5.
Note that any forwarding rate nmeasurements for the HTTP traffic
excludes any bits associated with the fragnmented traffic which may be
forward by the DUT/ SUT.

5.9.5.2 Fragnented Traffic
The test report MJST note the packet size, MU size, intended | oad,
nunber of UDP/IP packets transmtted and nunber of UDP/IP packets
forwarded. The test report SHOULD al so note whether or not the
DUT/ SUT forwarded the offered UDP/IP traffic fragnmented.

5.10 Latency

5.10.1 bjective

To determine the | atency of network-1ayer or application-layer data
traversing the DUT/SUT. RFC 1242 [3] defines | atency.
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5.10. 2 Setup Paraneters
The foll owi ng paraneters MJST be defi ned:
5.10. 2.1 Network-Ilayer Measurenents

Packet size, expressed as the nunmber of bytes in the |IP packet,
excl usive of link-1ayer headers and checksuns.

I ntended | oad, expressed as percentage of nedia utilization.
Test duration, expressed in seconds.

The test instruments MJST generate packets with unique tinmestanp
si gnat ur es.

5.10. 2.2 Application-layer Measurenents

oj ect Si ze:
Defi nes the nunber of bytes, excluding any bytes associated with
the HTTP header, to be transferred in response to an HITP 1.1 or
hi gher GET request. The m ni nrum obj ect size supported by the
medi a SHOULD be used, but other object sizes MAY be used as well.

Connection type:
The test instrument MJST use one HITP 1.1 or higher connection for
| at ency measurenents.

Nunber of objects requested.

Nunber of objects transferred.

Test duration, expressed in seconds.

Test instrunents MJST generate packets with unique tinestanp
si gnat ur es.

5.10. 3 Network-Ilayer procedure

Aclient will offer a unidirectional stream of unicast packets to a
server. The packets MJST use a connectionless protocol |ike IP or
UDP/ | P.

The test instrument MJST of fer packets in a steady state. As noted
in the |atency discussion in RFC 2544 [2], |atency neasurenents MJST
be taken at the throughput level, that is, at the highest offered
| oad with zero packet |oss. Measurenents taken at the throughput
|l evel are the only ones that can legitimately be terned | atency.
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It is RECOVWENDED that inplenenters use offered | oads not only at the
throughput |evel, but also at |oad levels that are | ess than or
greater than the throughput level. To avoid confusion with existing
term nol ogy, neasurenents from such tests MJST be | abel ed as del ay
rat her than | atency.

It is RECOWENDED to performthe |atency neasurenents with different
packet sizes. Wen testing with different packet sizes the DUT/ SUT
configuration MIST remai n the sane.

If desired, a step test MAY be used in which offered | oads increnent
or decrenent through a range of |oad |evels.

The duration of the test portion of each trial MJST be at |east 30
seconds.

5.10.4 Application |ayer procedure

An HTTP 1.1 or higher client will request one or nore objects froman
HTTP 1.1 or higher server using one or nore HTTP GET requests. |If
the test instrument makes nultiple HITP GET requests, it MJST request
the sane-sized object each tine. Miltiple iterations of this test
may be performed with objects of different sizes.

I mpl ementers MAY configure the test instrument to run for a fixed
duration. In this case, the test instrunent MJST report the numnber
of objects requested and returned for the duration of the test. For
fixed-duration tests it is RECOWENDED that the duration be at |east
30 seconds.

5.10.5 Measurenents

M ni mum del ay:
The snal |l est delay incurred by data traversing the DUT/ SUT at the
network | ayer or application |ayer, as appropriate.

Maxi mum del ay:
The | argest delay incurred by data traversing the DUT/SUT at the
network | ayer or application |ayer, as appropriate.

Aver age del ay:
The nean of all measurenents of delay incurred by data traversing
the DUT/ SUT at the network | ayer or application |ayer, as
appropri at e.
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Del ay distribution:
A set of histograms of all delay nmeasurenents observed for data
traversing the DUT/SUT at the network |ayer or application |ayer,
as appropriate.

5.10.6 Network-layer reporting fornmat

The test report MJIST note the packet size(s), offered | oad(s) and
test duration used. In addition, the test report MJST conformto the
reporting requirenents set in section 4, Test Setup

The latency results SHOULD be reported in the format of a table with
a row for each of the tested packet sizes. There SHOULD be col umms
for the packet size, the intended rate, the offered rate, and the
resultant | atency or delay values for each test.

5.10.7 Application-layer reporting fornmat

6

The test report MJIST note the object size(s) and nunber of requests
and responses conpleted. |If applicable, the report MJST note the
test duration if a fixed duration was used. In addition, the test
report MUST conformto the reporting requirenments set in section 4,
Test Set up.

The latency results SHOULD be reported in the format of a table with
a row for each of the object sizes. There SHOULD be columms for the
obj ect size, the nunber of conpleted requests, the nunber of

conpl eted responses, and the resultant |latency or delay val ues for
each test.

Fail ure anal ysis:
The test report SHOULD indicate the nunber and percentage of HITP
CGET request or responses that failed to complete within the test
durati on.

Versi on information:
The test report MJIST note the version of HITP client and server
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7. Security Considerations
The primary goal of this docunment is to provide nethodol ogies in
benchmarking firewal | performance. Wiile there is some overlap

bet ween performance and security issues, assessnent of firewall
security is outside the scope of this docunent.
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APPENDI X A: HTTP (Hyper Text Transfer Protocol)

The nbst common versions of HITP in use today are HITP/ 1.0 and

HTTP/ 1.1 with the main difference being in regard to persistent
connections. HITP 1.0, by default, does not support persistent
connections. A separate TCP connection is opened up for each GET
request the client wants to initiate and closed after the requested
object transfer is conpleted. Wile sonme inplenmentations HITP/ 1.0
supports persistence through the use of a keep-alive, there is no
official specification for how the keep-alive operates. In addition,
HTTP 1.0 proxies do support persistent connection as they do not
recogni ze the connecti on header

HTTP/ 1.1, by default, does support persistent connection and is
therefore the version that is referenced in this methodol ogy. Proxy
based DUT/ SUTs nay nonitor the TCP connection and after a tinmeout,
cl ose the connection if no activity is detected. The duration of
this timeout is not defined in the HTTP/ 1.1 specification and wl|
vary between DUT/ SUTs. |If the DUT/SUT cl oses inactive connections,
the aging timer on the DUT SHOULD be configured for a duration that
exceeds the test tine.

Wil e this docunment cannot foresee future changes to HTITP and it

i mpact on the nethodol ogi es defined herein, such changes should be
accommpdat ed for so that newer versions of HTTP may be used in
benchmar ki ng firewal |l perfornmance.

APPENDI X B: Connection Establishnment Tine Measurenents

Sone connection oriented protocols, such as TCP, involve an odd
nunber of nessages when establishing a connection. |In the case of
proxy based DUT/ SUTs, the DUT/SUT will term nate the connecti on,
setting up a separate connection to the server. Since, in such
cases, the test instrunent does not own both sides of the connection,
measurenents will be nade two different ways. Wile the follow ng
descri bes the neasurenents with reference to TCP, the net hodol ogy nmay
be used with other connection oriented protocols which involve an odd
nunber of nessages.

When testing non-proxy based DUT/ SUTs , the establishnment tine shal
be directly neasured and is considered to be fromthe tine the first
bit of the first SYN packet is transnmitted by the client to the tine
the last bit of the final ACK in the three-way handshake is received
by the target server.

H ckman, et al. I nf or mat i onal [ Page 31]



RFC 3511 Met hodol ogy for Firewall Performance April 2003

If the DUT/SUT is proxy based, the connection establishnent tinme is
considered to be fromthe time the first bit of the first SYN packet
is transmitted by the client to the tine the client transnmts the
first bit of the first acknow edged TCP datagram (t4-t0 in the
followi ng tineline).

t0: dient sends a SYN

t1l: Proxy sends a SYN ACK

t2: Cdient sends the final ACK

t3: Proxy establishes separate connection with server
t4: Cient sends TCP datagramto server.

*t5: Proxy sends ACK of the datagramto client.

* While t5 is not considered part of the TCP connection
est abl i shnent, acknow edgenent of t4 nmust be received for the
connection to be considered successful

APPENDI X C. Connection Tear Down Ti me Measurenents
VWil e TCP connections are full duplex, tearing down of such
connections are perforned in a sinplex fashion, that is, FIN segnents
are sent by each host/device term nating each side of the TCP
connecti on.

When naki ng connection tear down tinmes measurenments, such

measurenents will be made fromthe perspective of the entity, that
is, virtual client/server initiating the connection tear down
request. In addition, the nmeasurenent will be perfornmed in the sane

manner, independent of whether or not the DUT/SUT is proxy-based. The
connection tear down will be considered the interval between the
transm ssion of the first bit of the first TCP FIN packet transnitted
by the virtual client or server, whichever is applicable, requesting
a connection tear down to receipt of the last bit of the
correspondi ng ACK packet on the sanme virtual client/server interface.
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