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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The Internet Society (2003). All Ri ghts Reserved.
Abst ract
This meno defines the "ipp" URL (Uniform Resource Locator) schene.
This menmo updates | PP/ 1.1: Encoding and Transport (RFC 2910), by
expanding and clarifying Section 5, "IPP URL Scheme", of RFC 2910.
An "ipp" URL is used to specify the network |location of a print
service that supports the | PP Protocol (RFC 2910), or of a network
resource (for exanple, a print job) managed by such a print service
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1. Introduction

This meno conforns to all of the requirenents in Registration
Procedures for URL Schenme Nanes [ RFC2717]. This menp al so foll ows
all of the recommendations in Guidelines for new URL Schenes

[ RFC2718] .

See section 1, "Introduction", of [RFC2911] and section 1
"Introduction", of [RFC3196] for overview information about |PP. See
section 10, "Description of the Base | PP Docunents", of [RFC3196] for
a full description of the | PP docunent set.

This menmo updates | PP/ 1.1: Encoding and Transport (RFC 2910), by
expanding and clarifying Section 5, "IPP URL Scheme", of RFC 2910,

but does not define any new paraneters or other new extensions to the
syntax of | PP URLs.

The I PP URL schene defined in this docunent is based on the ABNF for
the HTTP URL scheme defined in HITP [ RFC2616], which in turn is
derived fromthe URI Generic Syntax [RFC2396] and further updated for
I Pv6 by [RFC2732]. An IPP URL is transfornmed into an HTTP URL
according to the rules specified in section 5 of | PP Protocol

[ RFC2910] .

Thi s docunent defines IPP URL schenme applicability, associated port
(631), associated M ME type ("application/ipp"), character encoding,
and synt ax.

This docunent is laid out as follows:

- Section 2 defines the term nol ogy used throughout the docunent.

- Section 3 supplies references to the IPP Printer and | PP Job
obj ect nmodel defined in | PP Mdel [RFC2911].
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- Section 4 specifies the | PP URL schene.

- Section 5 specifies the conformance requirements for IPP Cients
and | PP Printers that claimconformance to this docunent.

- Sections 6, 7, and 8 specify I ANA, internationalization, and
security considerations.

- Sections 9, 10, 11, 12, and 13 specify normative references,
informative references, acknow edgenents, authors’ addresses, and
full I ETF copyright statenent.

- Section 14 (Appendix A) is a conpleted registration tenplate for
the PP URL Schene (see section 6.0 of [RFC2717]).

2. Term nol ogy

Thi s specification docunent uses the term nol ogy defined in this
secti on.

2.1. Conformance Term nol ogy

The uppercase terns "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT" "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119]. These terns are used to specify conformance
requirenents for all inplementations (both print clients and print
services) of this specification.

2.2. Model Term nol ogy
See section 12.2, "Mddel Term nology", in | PP Mdel [RFC2911].

3. | PP Mddel for Printers and Jobs
See section 2, "IPP (bjects", section 2.1, "Printer Object", and
section 2.2, "Job Object”, in [RFC2911] for a full description of
the 1 PP object nodel and term nol ogy.
In this docunment, "IPP Cdient" neans the software (on sone
hardware platforn) that subnmits, nonitors, and/or nanages print

jobs via the I PP Protocol [RFC2910] to a print spooler, print
gateway, or physical printing device.
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4.

4.

4.

1.

2

In this docurment, "IPP Printer object" neans the software (on sone
hardware platformnm that receives print jobs and/or printer/job
operations via the I PP Protocol [RFC2910] froman "IPP Cient".

In this docurment, "IPP Printer" is a synonymfor "IPP Printer
obj ect".
In this docurment, "IPP Job object” means the set of attributes and

docunents for one print job instantiated on an "I PP Printer".

In this docurment, "IPP Job" is a synonymfor "IPP Job object"
In this docurment, "IPP URL" means a URL with the "ipp" schene.
Note: In this document, "IPP URL" is a synonymfor "ipp-URL" (in

section 4, "IPP URL Schene", of this docunment) and "ipp-URL" (in
section 5, "IPP URL Schene", of [RFC2910]).

| PP URL Schene

I PP URL Schere Applicability

The "ipp" URL schenme MJST only be used to specify absolute URLs
(relative IPP URLs are not allowed) for IPP print services and
their associated network resources. The "ipp" URL schene MJST
only be used to specify the use of the abstract protocol defined
in | PP Mbdel [RFC2911] over an HITP [ RFC2616] transport, as
defined in I PP Protocol [RFC2910]. Any other transport binding
for the abstract protocol defined in | PP Mdel [RFC2911] woul d
require a different URL schene.

The "ipp" URL schene allows an IPP client to choose an appropriate
I PP print service (for exanple, froma directory). The IPP client
can establish an HTTP connection to the specified | PP print
service. The IPP client can send | PP protocol requests (for
exanple, a "Print-Job" request) and receive | PP protocol responses
over that HTTP connection

| PP URL Schenme Associ ated Port

Al 1 PP URLs which do NOT explicitly specify a port MJST be
resol ved to | ANA-assigned wel |l -known port 631, as registered in
[ 1 ANA- PORTREQ .

See: | ANA Port Numbers Regi stry [l ANA- PORTREG
See: | PP Protocol [RFC2910].
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4.3. PP URL Scheme Associated M ME Type

Al 1 PP URLs MIUST be used to specify network print services which
support the "application/ipp" MME nedia type as registered in
[ ANA-M MEREG for | PP protocol requests and responses.

See: | ANA M ME Media Types Registry [| ANA-M MEREQ .
See: | PP Protocol [RFC2910].

4.4. | PP URL Schene Character Encoding

| PP URLs MJST use [ RFC2396] encoding, as do their equival ent HTTP
URLs. Characters other than those in the "reserved" and "unsafe"
sets [RFC2396] are equivalent to their ""% HEX HEX" encodi ng

4.5. | PP URL Schene Syntax

The abstract protocol defined in | PP Mddel [RFC2911] pl aces a
limt of 1023 octets (NOT characters) on the length of a URI (see
section 4.1.5, "uri", in [RFC2911]).

Note: |PP Printers ought to be cautious about depending on UR
| engt hs above 255 bytes, because sone ol der client inplenentations
m ght not properly support these |engths.

| PP URLs MJST be represented in absolute form Absolute URLs MUST
al ways begin with a schene nane foll owed by a colon. For definitive
informati on on URL syntax and semantics, see "Uni form Resource
Identifiers (URI): Generic Syntax and Semantics" [ RFC2396]. This
specification adopts the definitions of "host", "port", "abs_path",
and "query" from [ RFC2396], as updated for |1Pv6 by [ RFC2732].

The I PP URL schenme syntax in ABNF is as foll ows:
ipp-URL = "ipp:" "//" host [ ":" port ] [ abs_path [ "?" query ]]

If the port is enpty or not given, port 631 is assumed. The
semantics are that the identified resource (see section 5.1.2 of

[ RFC2616]) is located at the IPP print service listening for HITTP
connections on that port of that host, and the Request-URlI for the
identified resource is 'abs _path’

If the *abs_path’ is not present in the URL, it MJST be given as "/"

when used as a Request-URI for a resource (see section 5.1.2 of
[ RFC2616] ) .

Herriot & MDonal d St andards Track [ Page 5]



RFC 3510 | PP URL Schene April 2003

4.6. | PP URL Exanpl es
Note: Literal |1Pv4 or | Pv6 addresses SHOULD NOT be used in | PP URLs.
4.6.1. |PP Printer URL Exanpl es

The foll owing are exanples of well-forned I PP URLs for IPP Printers
(for example, to be used as protocol elenments in ’printer-uri
operation attributes of ’Print-Job’ request nessages):

i pp:// exanpl e.com

i pp://exanple.conlprinter

i pp://exanple.conm printer/tiger

i pp:// exanpl e.com printer/fox

i pp://exanpl e.com printer/tiger/bob
i pp://exanple.confprinter/tiger/ira

Each of the above URLs are well-formed URLs for IPP Printers and each
woul d reference a logically different PP Printer, even though sone
of those IPP Printers m ght share the sane host system The ’bob’ or
ira’ last path components mght represent two different physica
printer devices, while "tiger’ mght represent some grouping of |IPP
Printers (for exanple, a |oad-bal ancing spooler). O the 'bob’ and
ira' last path conponents m ght represent separate hunman recipients
on the sane physical printer device (for exanple, a physical printer
supporting two job queues). |In either case, both "bob’ and 'ira
woul d behave as different and i ndependent | PP Printers.

The foll owing are exanples of well-formed PP URLs for IPP Printers
with (optional) ports and paths:

i pp:// exanpl e. com
i pp://exanpl e.com ~sm th/printer
i pp://exanpl e.com 631/ ~smth/printer

The first and second | PP URLs above MJST be resolved to port 631
(1 ANA assigned wel |l -known port for IPP). The second and third | PP
URLs above are equival ent (see section 4.7 bel ow).

4.6.2. | PP Job URL Exanpl es
The following are exanples of well-forned I PP URLs for | PP Jobs (for
exanple, to be used as protocol elenents in 'job-uri’ attributes of
"Print-Job’ response messages):

i pp://exanpl e.com printer/123
i pp://exanple.conprinter/tiger/jobl23

Herriot & MDonal d St andards Track [ Page 6]



RFC 3510 | PP URL Schene April 2003

4.

7

I PP Job URLs are valid and meaningful only until Job conpletion and
possi bly an inpl enentation defined optional period of persistence
after Job conpletion (see | PP Mddel [RFC2911]).

Anbi guously, section 4.3.1 'job-uri’ of |IPP Mdel [RFC2911] states
t hat :

"the precise format of a Job URI is inplenentation dependent.”

Thus, the relationship between the value of the "printer-uri"
operation attribute used in a ’'Print-Job’ request and the val ue of
the "job-uri" attribute returned in the corresponding 'Print-Job
response is inplenentation dependent. Also, section 4.3.3 'job-
printer-uri’ of |IPP Mddel [RFC2911] states that the ’'job-printer-uri
attribute of a Job object:

"pernmits a client to identify the Printer object that created this
Job object when only the Job object’s URI is available to the
client."

However, the above statenent is fal se, because the transformfrom an
I PP Job URL to the corresponding IPP Printer URL is unspecified in
either | PP Mbdel [RFC2911] or |IPP Protocol [RFC2910].

IPP Printers that conformto this specification SHOULD only generate
I PP Job URLs (for exanple, in the "job-uri" attribute in a ’Print-
Job’ response) by appending exactly one path conponent to the
corresponding IPP Printer URL (for interoperability).

| PP URL Conpari sons

When conparing two IPP URLs to decide if they match or not, an | PP
Client MJST use the sane rules as those defined for HITP URI
conparisons in [ RFC2616], with the sole followi ng exception

- A port that is enpty or not given MIST be treated as equivalent to
the well-known port for that | PP URL (port 631);

See: Section 3.2.3, "URI Conparison", in [RFC2616].
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5

5

Conf or mance Requirenents

.1

a)

b)

c)

2

I PP dient Conformance Requirements
IPP Clients that conformto this specification

MUST only send | PP protocol connections to the port specified in
each given PP URL (if present) or otherwi se to | ANA assi ghed
wel | - known port 631;

MUST only send | PP URLs used as protocol elenents in outgoing |IPP
protocol request nessages (for exanmple, in the "printer-uri"
operation attribute in a 'Print-Job’ request) that conformto the
ABNF specified in section 4.5, "IPP URL Scheme Syntax, of this
docunent ;

MUST only convert IPP URLs to their corresponding HITP URL forns
according to the rules in section 5, "IPP URL Schene", in
[ RFC2910] .

I PP Printer Confornmance Requirenents

IPP Printers that conformto this specification

a)

b)

c)

d)

MUST |isten for incomng | PP protocol connections on | ANA-assi gned
wel | -known port 631, unless explicitly configured by system
adm nistrators or site policies;

SHOULD NOT listen for incomng | PP protocol connections on any
other port, unless explicitly configured by system adm nistrators
or site policies;

SHOULD only accept | PP URLs used as protocol elenents in incom ng
| PP protocol request nessages (for exanple, in the "printer-uri"
operation attribute in a 'Print-Job’ request) that conformto the
ABNF specified in section 4.5, "IPP URL Schene Syntax", of this
docunent ;

SHOULD only send | PP URLs used as protocol elenents in outgoing
| PP protocol response nessages (for exanple, in the "job-uri"
attribute in a "Print-Job’ response) that conformto the ABNF
specified in section 4.5, "IPP URL Schene Syntax", of this
docunent ;

SHOULD only generate I PP Job URLs (for exanple, in the "job-uri"
attribute in a 'Print-Job’ response) by appendi ng exactly one path
conponent to the corresponding | PP Printer URL (for
interoperability);
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f) SHOULD NOT use literal 1Pv6 or |Pv4 addresses in configured or
| ocally generated | PP URLs.

| ANA Consi der ati ons

This I PP URL Scheme specification does not introduce any additiona
I ANA consi derations, beyond those described in [ RFC2910] and
[ RFC2911] .

See: Section 6, "IANA Considerations" in [RFC2910]
See: Section 6, "IANA Considerations" in [RFC2911].

Internationalizati on Considerations

This I PP URL Schene specification does not introduce any additiona
internationalization considerations, beyond those described in
[ RFC2910] and [ RFC2911].

See: Section 7, "Internationalization Considerations", in [RFC2910].
See: Section 7, "Internationalization Considerations", in [ RFC2911].

Security Considerations

This I PP URL Scheme specification does not introduce any additiona
security considerations, beyond those described in [ RFC2910] and
[ RFC2911], except the foll ow ng:

a) An IPP URL m ght be faked to point to a rogue |IPP print service,
thus collecting confidential docunent contents fromIPP clients.
Server authentication nechanisns and security nechani sns specified
in the | PP Protocol [RFC2910] are sufficient to address this
threat.

b) An I PP URL mi ght be used to access an I PP print service by an
unaut hori zed IPP client. dCient authentication nmechanisns and
security nechani sns specified in the | PP Protocol [RFC2910] are
sufficient to address this threat.

c) An I PP URL m ght be used to access an IPP print service at a print
protocol application |ayer gateway (for exanple, an IPP to LPD
gateway [ RFC2569]) causing silent conprom se of | PP security
mechani snms. There is no practical defense against this threat by
a client system System adninistrators should avoid such
comprom sing configurations.

d) An I PP URL does not have paraneters to specify the required client
aut henti cati on nmechani sm (for exanple, 'certificate’ as defined in
section 4.4.2, "uri-authentication-supported", of |PP Mde
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[ RFC2911]) and required security mechanism (for exanple, 'tls' as
defined in section 4.4.3, "uri-security-supported”, of |PP Mde

[ RFC2911]). Service discovery or directory protocols mght be
used to discover the required client authentication and security
mechani sns associated with given | PP URLs.

Hi storical Note: During the devel opnent of this docunent,

consi deration was given to the addition of standard | PP URL
paraneters for the client authentication and security nechani sns.
However, based on a strong | ETF | PP Wrki ng Group consensus, no
paraneters were added to the "ipp" URL schene as originally defined
in | PP Protocol [RFC2910] in Septenber 2000, for reasons of backwards
conpatibility with the many currently shipping inplenmentations of

| PP/ 1. 1.

See: Section 8, "Security Considerations", in [RFC2910].
See: Section 8, "Security Considerations", in [RFC2911].

9. Intellectual Property Rights

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Appendi x A - Registration of "ipp" URL Schemne

Note: The follow ng registration obsoletes section 5, "IPP URL
Schene", of I PP Protocol [RFC2911].

URL Schene Nane: ipp
URL Schene Synt ax:
ipp-URL = "ipp:" "//" host [ ":" port ] [ abs_path [ "?" query ]]
Char acter Encodi ng Consi derati ons:
I PP URLs MJST use [ RFC2396] encodi ng, as do their equival ent HTTP
URLs. Characters other than those in the "reserved" and "unsafe"
sets [RFC2396] are equivalent to their ""% HEX HEX" encodi ng
I nt ended Usage:
The intended usage of the "ipp" URL schene is COVMON
An "ipp" URL is used to specify the network |location of a print
service that supports the | PP Protocol [RFC2910], or of a network
resource (for exanple, a print job) managed by such a print
service. An IPP client can choose to establish an HTTP connecti on
to the specified print service for transm ssion of |PP protoco
requests (for exanple, IPP print job subm ssion requests).
Applications or Protocols which use this URL schene:
See: Section 5, "IPP URL Schene", in IPP Protocol [RFC2910].
Interoperability Considerations:

See: Section 9, "Interoperability with IPP/1.0 |nplenentations”,
in | PP Protocol [RFC2910].

Security Considerations:

See: Section 8, "Security Considerations", in |PP Protoco
[ RFC2910] .

Rel evant Publi cati ons:
[ RFC2910] Herriot, R, Butler, S., More, P., Turner, R and J. Wenn,

"I PP/ 1.1 Encoding and Transport [IPP Protocol]", RFC 2910,
Sept enber 2000.
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[ RFC2616] Fielding, R, Gettys, J., Mgul, J., Frystyk, H, Masinter,
L., Leach, P. and T. Berners-Lee, "Hypertext Transfer
Protocol -- HITP/1.1", RFC 2616, June 1999.

[ RFC3510] Herriot, R and |I. MDonald, "IPP/1.1: IPP URL Scheme", RFC
3510, April 2003.

Person & email address to contact for further information:

Robert Herri ot
Consul t ant

706 Col orado Ave
Palo Alto, CA 94303

Phone: +1 650-327-4466
EMui | : bob@erriot.com

Ira McDonal d

H gh North Inc

221 Ri dge Ave

G and Marais, M 49839

Phone: +1 906-494- 2434
EMai | : i ncdonal d@har pl abs. com
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Aut hors’ Addresses

Robert Herri ot
Consul t ant

706 Col orado Ave
Palo Alto, CA 94303

Phone: +1 650-327-4466
EMai | : bob@erriot.com

Ira McDonal d

H gh North Inc

221 Ridge Ave

G and Marais, M 49839

Phone: +1 906-494- 2434
EMai | : i ncdonal d@har pl abs. com

Usage questions and comments on this I PP URL Schene should be sent
directly to the editors at their above addresses (and to the |IPP
mailing list, if you are a subscriber - see bel ow).

| PP Wb Page: http://ww. pwg. org/i pp/
I PP Mailing List: ipp@wg.org

To subscribe to the IPP mailing list, send the follow ng email:

1) send it to nmj ordono@wg. or g

2) leave the subject l|ine blank

3) put the following two lines in the nessage body: subscribe ipp

I npl enenters of this specification are encouraged to join the I PP
Mailing List in order to participate in any discussions of
clarification issues and conments. |n order to reduce spamthe
mailing list rejects mail from non-subscribers, so you nmust subscribe

to the mailing list in order to send a question or conment to the |IPP
mailing list.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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