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Abst ract

Open Shortest Path First (OSPF) is a link-state intra-domain routing
protocol used for routing in IP networks. Though the definition of
the Area Border Router (ABR) in the OSPF specification does not
require a router with nultiple attached areas to have a backbone
connection, it is actually necessary to provide successful routing to
the inter-area and external destinations. |If this requirenent is not
met, all traffic destined for the areas not connected to such an ABR
or out of the OSPF domain, is dropped. This document describes
alternative ABR behaviors inplenented in Csco and I BMrouters.

1 Overview
1.1 I ntroduction

An OSPF routing domain can be split into several subdonmins, called
areas, which limt the scope of LSA flooding. According to [Refl] a
router having attachnents to nultiple areas is called an "area border
router" (ABR). The primary function of an ABRis to provide its
attached areas with Type-3 and Type-4 LSAs, which are used for
describing routes and AS boundary routers (ASBRs) in other areas, as
well as to performactual inter-area routing.
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1.2 Mbdtivation

In OSPF donmains the area topology is restricted so that there nust be
a backbone area (area 0) and all other areas nust have either

physical or virtual connections to the backbone. The reason for this
star-like topology is that OSPF inter-area routing uses the

di stance-vector approach and a strict area hierarchy pernits

avoi dance of the "counting to infinity" problem OSPF prevents
inter-area routing |loops by inplenenting a split-horizon mechani sm
allowing ABRs to inject into the backbone only Summary-LSAs derived
fromthe

intra-area routes, and limting ABRs’ SPF cal cul ati on to consider
only Summary-LSAs in the backbone area’s |ink-state database.

The last restriction |leads to a probl emwhen an ABR has no backbone
connection (in OSPF, an ABR does not need to be attached to the
backbone). Consider a sanple OSPF donain depicted in the Figure 1.

Area O
+- -+ +- -+
.|RY.. ..|R2|.
+--+ . +--+

+- -+ .

Areal | R3] Area2 .
-+ -+,

| R4| .

-+ .

Figure 1. ABR dropping transit traffic

In this exanple R1, R2, and R3 are ABRs. Rl and R2 have backbone
connections, while R3 doesn’'t.

Foll owi ng the section 12.4.1 of [Refl1l], R3 will identify itself as an
ABR by setting the bit Bin its router-LSA. Being an ABR, R3 can
only consider summary-LSAs fromthe backbone when buil ding the
routing table (according to section 16.2 of [Refl]), so it will not
have any inter-area routes in its routing table, but only intra-area
routes fromboth Area 1 and Area 2. Consequently, according to
section 12.4.3 of [Refl1l], R3 will originate into Areas 1 and 2 only
summary-LSAs covering destinations in the directly attached areas,
i.e., in Area 2---the summary-LSAs for Area 1, and in Area 1---the
sunmmary-LSAs for Area 2.
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At the sane tine, router R2, as an ABR connected to the backbone,

will inject into Area 2 summary-LSAs describing the destinations in
Area 0 (the backbone), Area 1 and ot her areas reachable through the
backbone.

This results in a situation where internal router R4 calculates its
routes to destinations in the backbone and areas other than Area 1
via R2. The topology of Area 2 itself can be such that the best path
fromR4 to R2 is via R3, so all traffic destined for the backbone and
backbone-attached areas goes through R3. Router R3 in turn, having
only intra-area routes for areas 1 and 2, will drop all traffic not
destined for the areas directly attached to it. The sanme probl em can
occur when a backbone-connected ABR | oses all of its adjacencies in

t he backbone---even if there are other normally functioning ABRs in
the attached areas, all traffic going to the backbone (destined for
it or for other areas) will be dropped

In a standard OSPF i nplenmentation this situation can be renedi ed by
use of Virtual Links (see section 15 of [Refl] for nore details). In
this case, router R3 will have a virtual backbone connection, wll
forman adj acency over it, will receive all LSAs directly froma
backbone-attached router (R1L or R2, or both in our exanple) and will
install intra- or inter-area routes.

Wi | e being an unavoi dabl e technique for repairing a partitioned
backbone area, the use of virtual links in the described situation
adds extra configuration headaches and systemtraffic overhead.

Anot her situation where standard ABR behavi or does not provide
acceptable results is when it is necessary to provide redundant
connectivity to an ASBR via several different OSPF areas. This would
all ow a provider to aggregate all their custoners connecting through

a single access point into one area while still offering a redundant
connection through another access point in a different area, as shown
in Figure 2.
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Area O
+- -+ +- -+
.|RY.. ..|R2|.
+--+ . +--+

Areal :: Area2

....... IR3.......
.\

Cust omer Networks (CN1--CNx) Advertised
as AS External or NSSA External Routes

Figure 2. Dual Homed Custoner Router

This technique is already used in a nunber of networks including one
of a mmjor provider.

The next section describes alternative ABR behaviors, inplemented in
Cisco and IBMrouters. The changes are in the ABR definition and
inter-area route calculation. Any other parts of standard OSPF are
not changed.

These solutions are targeted to the situation when an ABR has no
backbone connection. They inply that a router connected to multiple
areas wi thout a backbone connection is not an ABR and shoul d function
as a router internal to every attached area. This solution enul ates
a situation where separate OSPF processes are run for each area and
supply routes to the routing table. It renedies the situation
described in the exanples above by not dropping transit traffic.

Note that a router following it does not function as a real border
router---it doesn’t originate sumuary-LSAs. Neverthel ess such a
behavi or may be desirable in certain situations.

Note that the proposed sol utions do not obviate the need of virtua
link configuration in case an area has no physical backbone
connection at all. The nmethods described here inprove the behavior
of a router connecting two or nore backbone-attached areas.

Zinin, et al. I nf or mat i onal [ Page 4]



RFC 3509 CSPF ABR Behavi or April 2003

2 Changes to ABR Behavi or
2.1 Definitions

The followi ng definitions will be used in this docunent to describe
t he new ABR behavi ors:

Confi gured area:
An area is considered configured if the router has at |east one
interface in any state assigned to that area.

Actively Attached area:
An area is considered actively attached if the router has at |east
one interface in that area in the state other than Down.

Acti ve Backbone Connecti on:
A router is considered to have an active backbone connection if
the backbone area is actively attached and there is at | east one
ful ly adjacent neighbor init.

Area Border Router (ABR):

Cisco Systens Interpretation:
A router is considered to be an ABRif it has nore than one
area Actively Attached and one of themis the backbone area.

I BM I nterpretation:
A router is considered to be an ABRif it has nore than one
Actively Attached area and the backbone area Confi gured.

2.2 Inplenmentation Details
The foll owi ng changes are nmade to the base OSPF, described in [Refl]:

1. The algorithmfor Type 1 LSA (router-LSA) origination is changed
to prevent a nulti-area connected router fromidentifying itself
as an ABR by the bit B (as described in section 12.4.1 of [Refl])
until it considers itself as an ABR according to the definitions
given in section 2.1.

2. The algorithmfor the routing table calculation is changed to
all ow the router to consider the sunmary-LSAs fromall attached
areas if it is not an ABR, but has nore than one attached area,
or it does not have an Active Backbone Connection. Definitions
of the terms used in this paragraph are given in section 2. 1.
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Zinin,

So, the paragraph 1 of section 16.2 of [Refl] should be
interpreted as foll ows:

"The inter-area routes are cal cul ated by exam ning summary- LSAs.
If the router is an ABR and has an Active Backbone Connecti on,
only backbone sumary-LSAs are exam ned. Qherwi se (either the
router is not an ABR or it has no Active Backbone Connection),
the router should consider summary-LSAs fromall Actively
Attached areas..."

For Cisco ABR approach, the algorithmfor the summary-LSAs
origination is changed to prevent |oops of summary-LSAs in
situations where the router considers itself an ABR but doesn’t
have an Active Backbone Connection (and, consequently, exam nes
summaries fromall attached areas). The algorithmis changed to
all ow an ABR to announce only intra-area routes in such a

si tuation.

So, the paragraph 2 of subsection 12.4.3 of [Refl] should be
interpreted as foll ows:

"Sumary-LSAs are originated by area border routers. The precise
summary routes to advertise into an area are determ ned by
examning the routing table structure (see Section 11) in
accordance with the algorithm described below. Note that while
only intra-area routes are advertised into the backbone, if the
router has an Active Backbone Connection, both intra-area and
inter-area routes are advertised into the other areas; otherw se,
the router only advertises intra-area routes into non-backbone
areas."

For this policy to be applied we change steps 6 and 7 in the
summary origination algorithmto be as foll ows:

Step 6:

"Else, if the destination of this route is an AS boundary
router, a summary-LSA should be originated if and only if the
routing table entry describes the preferred path to the AS
boundary router (see Step 3 of Section 16.4). |If so, a Type 4
sunmmary-LSA is originated for the destination, with Link State
I D equal to the AS boundary router’s Router ID and nmetric
equal to the routing table entry’'s cost. |If the ABR
performng this algorithmdoes not have an Active Backbone
Connection, it can originate Type 4 summary-LSA only if the
type of the route to the ASBRis intra-area. Note: Type 4
sunmar y- LSAs shoul d not be generated if Area A has been
configured as a stub area."
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Step 7:

"El se, the Destination type is network. [If this is an
inter-area route and the ABR performing this algorithmhas an
Active Backbone Connection, generate a Type 3 summary-LSA for
the destination, with Link State ID equal to the network’s
address (if necessary, the Link State ID can al so have one or
more of the network’s host bits set; see Appendix E for
details) and nmetric equal to the routing table cost."”

The changes in the ABR behavi or described in this section allow a
mul ti-area connected router to successfully route traffic destined
for the backbone and other areas. Note that if the router does not
have a backbone area Configured it does not actively attract
inter-area traffic, because it does not consider itself an ABR and
does not originate summary-LSAs. It still can forward traffic from
one attached area to another along intra-area routes in case other
routers in correspondi ng areas have the best inter-area paths over
it, as described in section 1.2.

By processing all summaries when the backbone is not active, we
prevent the ABR, which has just lost its |ast backbone adjacency,
from droppi ng any packets going through the ABR in question to
anot her ABR and destined towards the backbone or other areas not
connected to the ABR directly.

3 Virtual Link Treatnent

The Cisco ABR approach described in this docunent requires an ABR to
have at |east one active interface in the backbone area. This

requi renent nmay cause problens with virtual links in those rare
situations where the backbone area is purely virtual, as shown in
Figure 3, and the state of the VL is deternmined as in [Refl].

br WL ek

|R1|***********|R2|
+- -+ +- -+
Area 1 Area 2 Area 3

Figure 3. Purely Virtual Backbone

If RL and R2 treat virtual links as in [Refl], their virtual 1inks

wi Il never go up, because their router-LSAs do not contain the B-bit,
which is, in turn, because the routers do not have active interfaces
(virtual links) in the backbone and do not consider thenselves ABRs.
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Note that this probl em does not appear if one of the routers has a
real interface in the backbone, as it usually is in real networks.

Though the situation described is deened to be rather rare,

i mpl ement ati ons supporting C sco ABR behavi or nay consi der changi ng
VL-specific code so that a virtual link is reported up (an
InterfaceUp event is generated) when a router with correspondi ng
router-1Dis seen via Dijkstra, no matter whether its router-LSA
indicates that it is an ABR or not. This means that checking of
configured virtual |inks should be done not in step 4 of the
algorithmin 16.1 of [Ref1l] when a router routing entry is added, but
every time a vertex is added to the SPT in step 3 of the same

al gorithm

4 Conpatibility

The changes of the OSPF ABR operations do not influence any aspects
of the router-to-router cooperation and do not create routing |oops,
and hence are fully conpatible with standard OSPF. Proof of
compatibility is outside the scope of this docunent.

5 Depl oynent Consi derations

Thi s section discusses the deploynments details of the ABR behaviors
described in this docunent. Note that this approach is fully

compati ble with standard ABR behavior, so ABRs acting as described in
[Ref1] and in this docunent can coexist in an OSPF domain and will
function w thout problens.

Depl oynent of ABRs using the alternative methods inproves the
behavi or of a router connected to nmultiple areas w thout a backbone
attachnent, but can | ead to unexpected routing asymetry, as

descri bed bel ow.

Consi der an OSPF dormain depicted in Figure 4.
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Backbone
|1 1]
S +- -+,
|R1|..... .| R4|.
+- -+ . +- -+
1] . /4
| 8 +--+ 4 |/
I +- | R3|---+
1] /| +--+\4
+--+ / . \ 4 +--+
| R2| / 8 . +-|R5|
+- -+ +- -+
| - |
net N net M
Area 1 Area 2

Figure 4. Inter-area routing asymmetry

Assunme that R3 uses the approach described in this docunent. |In this
case R2 will have inter-area routes to network Mvia ABR RL only. R5
inturn will have its inter-area route to network N via R4, but as
far as R4 is only reachable via R3, all traffic destined to network N
will pass through R3. R3 will have an intra-area route to network N
via RR and will, of course, route it directly to it (because

intra-area routes are always preferred over inter-area ones).
Traffic going back fromnetwork Nto network Mw |l pass through R2
and will be routed to R1l, as R2 will not have any inter-area routes
via R3. So, traffic fromNto Mw Il always go through the backbone
while traffic fromMto Nwill cross the areas directly via R3 and,
in this exanple, will not use a nore optinal path through the
backbone.

Note that this problemis not caused by the fact that R3 uses the
alternative approach. The reason for attracting the attention to it
is that R3is not really functioning as an ABR in case this new
behavior is used, i.e., it does not inject sumary-LSAs into the
attached areas, but inter-area traffic can still go through it.

6 Security Considerations

The alternative ABR behaviors specified in this docunent do not raise
any security issues that are not already covered in [Refl].
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8 Di scl ai ner

Thi s docunent describes OSPF ABR i npl ement ati ons of respective
vendors "as is", only for informational purposes, and w thout any
warranties, guarantees or support. These inplenentations are subject
to possible future changes. For the purposes of easier depl oynent,

i nformati on about software versions where described behavi or was
integrated is provided bel ow

Initial Csco ABR inmplenentation (slightly different fromthe one
described in this neno, requiring non-backbone areas to be
configured, and not necessarily actively attached in the ABR
definition) was introduced in Cisco I0OS (tm version 11.1(6). G sco
ABR behavi or described in this docunment was integrated in Cisco | OS
(tm in version 12.1(3)T.

The ABR behavi or described as | BM ABR approach was i npl enented by | BM
in | BM Nways Multiprotocol Routing Services (MS) 3. 3.

Note that the authors do not intend to keep this docunment in sync
wi th actual inplenmentations.

10 References

[Ref 1] Moy, J., "OSPF version 2", STD 54, RFC 2328, April 1998.

Zinin, et al. I nf or mat i onal [ Page 10]



RFC 3509 CSPF ABR Behavi or April 2003

11 Aut hors’ Addresses

Al ex Zinin
Al cat el

EMai | : zi ni n@sg. com

Derek M Yeung
Procket Networks
1100 Cadillac Ct
M| pitas, CA 95035

Phone: 408-635-7911
EMai | : nmyeung@r ocket.com

Acee Li ndem

Redback Net wor ks

102 Carric Bend Court
Cary, NC 27519 USA

Phone: 919-387-6971
EMai | : acee@ edback. com

Zinin, et al. I nf or mat i onal [ Page 11]



RFC 3509 CSPF ABR Behavi or April 2003

12 Full Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
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