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Abstract

Thi s docunent defines a Dynam c Host Configuration Protocol (DHCP)
option that will be used to configure various devi ces depl oyed within
Cabl eLabs architectures. Specifically, the docunent describes DHCP
option content that will be used to configure one class of Cabl eLabs
client device: a PacketCable Media Term nal Adapter (MIA). The
option content defined within this docunment will be extended as
future Cabl eLabs client devices are devel oped.
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1. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].
2. Term nol ogy
Definitions of terns used throughout this docunent:

* "Tel ephony Service Provider" or "TSP"

The business entity from which a subscriber receives tel ephony
servi ce.

See RFC 2131 [6] for additional DHCP term nol ogy.
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3.

I nt roducti on

Cabl e Tel evision Laboratories, Inc. (CablelLabs) is a non-profit
research and devel opnent consortiumthat serves the cable tel evision
i ndustry via design and specification of new and energi ng broadband
service architectures. Several CablelLabs initiatives define DHCP
clients that have specific DHCP configuration requirenents. One such
initiative is the Packet Cabl e project.

The Packet Cable project is ainmed at architecting, qualifying, and
supporting Internet-based multinedi a services over cabl e-based packet
networks. These new nultinmedia services will include tel ephony and
vi deoconf erenci ng, delivered using the basic Internet Protocol (IP)
technology that is used to send data via the Internet.

Packet Cabl e 1.0 provides Voice over IP (VolP) service delivery. The
Vol P service is supported at the custoner site by two key conponents:
a Cable Modem (CM) and a Media Termi nal Adapter (MIA). The CM
converts the cable RF signals to/fromvarious |IP voice protocols,
whil e the MIA converts the Vol P protocols into anal og tel ephony
compatible with a comon t el ephone.

The CM and MIA nmay be packaged together or separately. |f packaged
together, the unit is referred to as an Enbedded- MTA (EMIA - depicted
in Figure 1). |If packaged separately, the MTAis referred to as a

St andal one MTrA ( SMTA)

I
Medi a | internal | Cabl e

I I
Tel ephony | | RF Li nk
—————————— |---] Terminal |===========| Modem |[----]-------
Li nk | | Adapter | connecti on]| | |

Figure 1. PacketCable 1.0 Enbedded- MTA

The CM and MIA are distinct |P devices: each has its own MAC address
and | P configuration. The CMand MIA utilize the DHCP protocol to
obtain IP configuration. It is assumed that the CM and MIA rmay be
adm ni stered by different business entities. The CM comuni cates
with and is configured by the Data Access Provider’s (DAP s) DHCP
servers. Likew se, the MIA comunicates with and is configured by
the Tel ephony Service Provider's (TSP s) DHCP servers.
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The Packet Cabl e architecture requires that the business entity
controlling the configuration of the CM al so determ nes which

busi ness entities control the configuration of the MTA. This is
simlar to the exanple found in the PSTN system individuals can pick
their long distance carriers even though the ultimte control of
their tel ephone remains with the local carrier

Due to specific needs of the MIA configuration process (described in
[7]), a new Cabl eLabs Cient Configuration (CCC) option is needed for
the DHCP protocol. Both CMand MIA DHCP clients will request this
option. Wen requested, both the DAP and TSP DHCP servers wil |

popul ate this option into DHCP responses. See section 6 for further
operational details.

It should be noted that, although the CCC option will be initially
depl oyed to support Packet Cable VO P applications, the CCC option
will also be used to support various non VO P applications. Use of
the CCC option does not necessarily nmean that the service provider is
a TSP.

4. Cabl eLabs dient Configuration Option Format

The option begins with a tag octet containing the option code (code
122). A length octet follows the tag octet. The value of the length
octet does not include itself or the tag octet. The length octet is
foll owed by "l ength" octets of sub-option content (total |ength, not
sub-option count). The option layout is depicted bel ow

When the total length of a CCC option exceeds 255 octets, the
procedure outlined in [4] MJST be enployed to split the option into
multiple, smaller options.

A sub-option begins with a tag octet containing the sub-option code.
A length octet follows the tag octet. The value of the length octet
does not include itself or the tag octet. The length octet is
followed by "length" octets of sub-option information. The sub-
option layout is depicted bel ow

Beser & Duffy St andards Track [ Page 4]



RFC 3495 DHCP Option for Cabl eLabs Cients March 2003

5.

The sub-option codes are sunmmari zed bel ow.

S R S R T +
|  Sub- | Sent to | Description |
| option | I I
| Code | I I
| 1 | ™M | TSP's Primary DHCP Server Address |
S R S R T +
| 2 | o™ | TSP's Secondary DHCP Server Address |
S TRy S TRy O +
| 3 |  MFA | TSP's Provisioning Server Address |
T T T T T +
| 4 | MIA | TSP's AS- REQ AS- REP Backoff and Retry |
S R S R T +
| 5 |  MTA | TSP's AP- REQ AP- REP Backoff and Retry |
S TRy S TRy Fe e e ieeiiieiiseciciaaasscciaaaasaaan +
| 6 |  MFA | TSP's Kerberos Real m Name |
T T T e +
| 7 | MIA | TSP's Ticket Granting Server Utilization |
S R S R T +
| 8 |  MTA | TSP's Provisioning Tiner Value |
S TRy S TRy Fe e ieeieiiiiseciciaaasssciaaaasaaan +
| 9 - 255 | | Reserved for future extensions |
T T T e +

Cabl eLabs Client Configuration Option: Sub-Option Definitions

The foll owi ng sections provide detail ed descriptions of each sub-
option. There are a few general formatting rul es:

Fully Qualified Domai n Names (FQDNs) MJST be encoded per RFC 1035
[3] section 3.1. Note that a terminating O is required. Also
note that conpression, as described in RFC 1035 [3] section 4.1.4,
MUST NOT be appli ed.

| Pv4 addresses MUST be encoded as 4 binary octets in network
byt e-order (high order byte first).

Al multi-octet quantities MJIST be encoded per network byte-
orderi ng.

5.1. TSP's DHCP Server Address Sub-Options

The TSP DHCP Server Address sub-options identify the DHCP servers
fromwhich an MTAis permitted to accept a DHCP OFFER  Sub-option 1
is the address of the TSP's primary DHCP server. Sub-option 2 is the
address of the TSP's secondary DHCP server.
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The sub-option | ength MIUST be 4 and the sub-opti on MIUST include the
DHCP server’s | Pv4 address as foll ows:

Code Len Addr ess
+--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +
| /2| 4 | al| a2 | a3 | a4 |
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +

5.2. TSP's Provisioning Server Address Sub-Option

This option contains the address of the TSP's Provisioning server
MIAs comuni cate with the Provisioning server at various stages in
their provisioning process.

The address can be configured as either an | Pv4 address or as an
FQDN. The encodi ng of sub-option 3 will adhere to one of 2 formats.

1. I Pv4 address. The sub-option length MJUST be 5. The length octet
MJUST be foll owed by a single octet that indicates the specific
address type that follows. This type octet MJST be set to 1 to
indicate an | Pv4 address. The type octet MJST be foll owed by 4
octets of |Pv4 address:

Code Len Type Addr ess

S S oo S S S S +
| 3 ] 5 | 1 | al| a2 | a3 | a4 |
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +

2. FQDN. The length octet MJST be followed by a single octet that
i ndi cates the specific address type that follows. This type octet
MJST be set to O to indicate an FQDN. The type octet MJIST be
foll owed by the encoded FCQDN

Code Len Type FCQDN

+--m o= +--m o= +--m o= +--m o= +--m o= + +--m o= +
| 3 | n+¥1 | O | f1 | f2]...] fn|
+--- - - +--- - - +--- - - +--- - - +--- - - + +--- - - +

It is not anticipated that additional type codes, beyond IPv4 (1) and
FQDN (0), will be required. Thus, IANA will not be required to
mai ntain a registry of type codes

5.3. TSP s AS- REQ AS- REP Backoff and Retry

Thi s sub-option configures an MIA's Kerberos AS-REQ AS-REP ti neout,
backoff, and retry mechani sm
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RFC 1510 [5] does not define a backoff/retry mechanismto be enpl oyed
when an AS- REQ AS- REP message exchange fails. This sub-option
contains paraneters required by the backoff/retry nechani smoutlined
in[8].

The encoding of this sub-option is depicted bel ow

Code Len Nom Ti neout Max Ti nmeout Max Retries
T T T T S L

| 4112 |nl [n2 n3 |nd |ml |[n2 |nB |md |[rdl |[r2 |r3 |rd |
T o T S i SN

The I ength octet of this sub-option MJST contain the value 12.

The I ength octet MJST be foll owed by 4 octets containing the AS-
REQ AS-REP nonminal (initial) tinmeout value. This value is a 32 bit
unsi gned quantity in units of mlliseconds.

The next 4 octets MJST contain the AS-REQ AS- REP maxi mum ti nmeout
value. This value is a 32 bit unsigned quantity in units of seconds.

The final 4 octets MJUST contain the AS-REQ AS-REP maxi mumretry
count. This value is a 32 bit unsigned quantity.

5.4. TSP s AP- REQ AP- REP Backoff and Retry

Thi s sub-option configures an MIA's Kerberos AP- REQ AP-REP ti neout,
backoff, and retry nmechani sm

RFC 1510 [5] does not define a backoff/retry mechanismto be enpl oyed
when an AP- REQ AP- REP message exchange fails. This sub-option
contains paraneters required by the backoff/retry nechani smoutlined
in[8].

The encoding of this sub-option is depicted bel ow
Code Len Nom Ti meout Max Ti meout Max Retries
TR S e T T T S R
| 5112 |nl |n2 |n3 |nd |l [n2 |nB |md |rl [r2 |r3 |r4d |
T S T S T T e S
The I ength octet of this sub-option MJST contain the value 12.
The I ength octet MJST be foll owed by 4 octets containing the AP-

REQ AP- REP nominal (initial) tineout value. This value is a 32 bit
unsi gned quantity in units of seconds.
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The next 4 octets MJST contain the AP- REQ AP- REP maxi mum ti nmeout
value. This value is a 32 bit unsigned quantity in units of seconds.

The final 4 octets MJST contain the AP-REQ AP-REP maxi mumretry
count. This value is a 32 bit unsigned quantity.

5.5. TSP's Kerberos Real m Name Sub- Opti on

The Packet Cabl e architecture requires an MIA to authenticate itself
to the TSP's network via the Kerberos protocol. A Kerberos Realm
nane is required at the MTA to permt a DNS | ookup for the address of
the TSP's Kerberos Key Distribution Center (KDC) entity.

The Kerberos Real m name MUST be encoded per the domain style realm
nane described in RFC 1510 [5]. This real mnane MJST be all capita
letters and conformto the syntax described in RFC 1035 [3] section
3.1. The sub-option is encoded as foll ows:

Code Len Ker ber os Real m Nane

5.6. TSP's Ticket Granting Server Utilization Sub-Option

Thi s sub-option encodes a bool ean val ue which indi cates whet her an
MIA shoul d or should not utilize a TGI (Ticket Granting Ticket) when
obtaining a service ticket for one of the PacketCable application
servers. The encoding is as foll ows:

The I ength MJUST be 1. The |ast octet contains a Bool ean val ue which
MUST be either 0 or 1. A value of 1 MJUST be interpreted as true. A
val ue of 0 MJUST be interpreted as fal se.

5.7. TSP's Provisioning Tinmer Sub-Option
The provisioning tiner defines the nmaximumtine allowed for the MIA
provi sioning process to conplete. If this timer expires before the

MIA has conpl eted the provisioning process, the MIA should reset the
timer and re-start its provisioning process fromthe begi nning.
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The sub-option I ength MIUST be 1. The value octet specifies 0 to 255
m nutes. A value of 0 neans the timer MJST be disabl ed.

6. Informational Description of CCC Option Usage.

Cabl el abs client devices issue DHCP requests that include DHCP
options 55 (Paraneter Request List) and 60 (Vendor Class ldentifier).
Option 55 will request the CCC option fromthe DHCP server. Option
60 will indicate the specific Cablelabs client device type, thus
directing the DHCP server to popul ate specific CCC sub-option content
inits responses. The details of which CCC sub-options are popul ated
for each specific client type are specified in various Cabl el abs

proj ect specifications. For exanple, specific usage of the CCC
option for the PacketCable project is described in [7].

Note that client devices never populate the CCC option in their DHCP
requests.

7. | ANA Consi derations

I ANA has assigned a value of 122 for the DHCP option code descri bed
in this docunent.

8. Legacy Use Infornmation

The Cabl eLabs Cient Configuration option initially used the site-
specific option value of 177 (0xBl). The use of the site-specific
option is to be deprecated now that | ANA has issued an official
opti on nunber.

9. Procedure for Addi ng Additional Sub-options

I ANA is requested to maintain a new nunber space of "Cabl eLabs Cient
Configuration Sub-options", located in the BOOTP- DHCP Par anet ers

Regi stry (http://ww.iana. org/ assi gnnent s/ boot p- dhcp- par anet ers)

The initial sub-option codes are described in section 4 of this
docunent .

I ANA is requested to register codes for future Cabl eLabs dient

Configuration Sub-options via an "I ETF Consensus” approval policy as
described in RFC 2434 [2].
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10.

11.

11.

Security Considerations

Potential exposures to attack in the DHCP protocol are discussed in
section 7 of the DHCP protocol specification [6] and in
Aut hentication for DHCP Messages [9].

The CCC option can be used to misdirect network traffic by providing
i ncorrect DHCP server addresses, incorrect provisioning server
addresses, and incorrect Kerberos real mnanes to a Cabl el abs client
device. This msdirection can lead to several threat scenarios. A
Deni al of Service (DoS) attack can result from address infornation
being sinmply invalid. A man-in-the-niddle attack can be nounted by
provi di ng addresses to a potential snooper. A malicious TSP can
steal custoners fromthe custoner selected TSP, by altering the

Ker beros real m desi gnati on.

These threats are mitigated by several factors.

Wthin the cable delivery architecture required by Packet Cable, the
DHCP client is connected to a network through a cable nodem and t he
CMIS (head-end). The CMIS is explicitly configured with a set of
DHCP servers to which DHCP requests are forwarded. Further, a
correctly configured CMIS will only all ow downstreamtraffic from
specific | P addresses/ranges.

Assum ng that server addresses and Kerberos real m nane were
successfully spoofed to the point that a malicious client device was
able to contact a KDC, the client device nust still present valid
certificates to the KDC before being service enabled. Gven the
conput ati onal overhead of the certificate validation process, this
situation could present a DoS opportunity.

Finally, it is possible for a malicious (although certified) TSP to

redirect a customer fromthe custoner’s selected TSP. It is assuned
that all TSP's permitted onto an access providers network are trusted
entities that will cooperate to insure peaceful coexistence. |If a

TSP is found to be redirecting customers, this should be handl ed as
an admnistrative matter between the access provider and the TSP
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