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1.

I nt roducti on

Duri ng energenci es, comunications resources including tel ephone
circuits, |IP bandwi dth and gateways between the circuit-sw tched and
| P networks may becone congested. Congestion can occur due to heavy
usage, |oss of resources caused by the natural or man-nade disaster
and attacks on the network during nan-nade energencies. This
congestion may maeke it difficult for persons charged w th emergency
assi stance, recovery or |aw enforcenent to coordinate their efforts.
As | P networks becone part of converged or hybrid networks along with
public and private circuit-switched (tel ephone) networks, it becones
necessary to ensure that these networks can assist during such

ener genci es.

There are many | P-based services that can assist during energencies.
This meno only covers requirenments for real-time conmuni cations
applications involving the Session Initiation Protocol (SIP) [1],

i ncludi ng voi ce-over-1P, nultimedia conferencing and instant
nmessagi ng/ presence.

Thi s docunent takes no position as to which node of communication is
preferred during an energency, as such di scussion appears to be of
little practical value. Based on past experience, real-tine

comuni cations is likely to be an inportant conponent of any overal
suite of applications, particularly for coordi nati on of emergency-
related efforts.

As we will describe in detail below, such Session Initiation Protoco
(SIP) [1] applications involve at |east five different resources that
may beconme scarce and congested during enmergencies. |n order to

i mprove energency response, it may becone necessary to prioritize
access to such resources during periods of emergency-induced resource
scarcity. We call this "resource prioritization”

Thi s docunent describes requirenents rather than possible existing or
new protocol features. Although it is scoped to deal with SIP-based
applications, this should not be taken to inply that nechani sns have
to be SIP protocol features such as header fields, methods or UR

par ameters

The docunent is organized as follows. |In Section 2, we explain core
technical terns and acronyns that are used throughout the docunent.
Section 3 describes the five types of resources that may be subject
to resource prioritization. Section 4 enunerates four network
hybrids that determ ne which of these resources are relevant. Since
the design choices nay be constrai ned by the assunptions placed on
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the I P network, Section 5 attenpts to classify networks into
categories according to the restrictions placed on nodifications and
traffic cl asses.

Since this is a major source of confusion due to simlar nanes,
Section 6 attenpts to distinguish energency call services placed by
civilians fromthe topic of this docunent.

Request routing is a core conponent of SIP, covered in Section 7

Providing resource priority entails conplex inplenentation choices,
so that a single priority schene leads to a set of algorithns that
manage queues, resource consunption and resource usage of existing
calls. Even within a single admnistrative domain, the conbination
of mechanisns is likely to vary. Since it will also depend on the
interaction of different policies, it appears inappropriate to have
SI P applications specify the precise nechani sns. Section 8 discusses
the call -by-val ue (specification of nmechani sns) and cal |l -by-reference
(i nvoke | abel ed policy) distinction

Based on these discussions, Section 9 summarizes sonme genera
requirenents that try to achieve generality and feature-transparency
across hybrid networks.

The nost chal | engi ng conponent of resource prioritization is likely
to be security (Section 10). Wthout adequate security mechani smns,
resource priority may cause nore harmthan good, so that the section
attenpts to enunerate sone of the specific threats present when
resource prioritization is being enpl oyed.

2. Term nol ogy

CSN: Circuit-switched network, enconpassing both private
(cl osed) networks and the public swtched tel ephone network
(PSTN).

ETS: Energency tel econmuni cations service, identifying a
communi cati ons service to be used during | arge-scal e energencies
that allows authorized individuals to comruni cate. Such
conmmuni cati on may reach end points either within a cl osed network
or any endpoint on the CSN or the Internet. The conmmrunication
service may use voice, video, text or other nultinedia streans.

Request: In this docunent, we define "request" as any SIP

request. This includes call setup requests, instant nessage
requests and event notification requests.
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3. Resour ces

Prioritized access to at least five resource types may be useful

Gat eway resources: The nunber of channels (trunks) on a CSN

gateway is finite. Resource prioritization may prioritize access
to these channels, by priority queuing or preenption.

CSN resources: Resources in the CSNitself, away fromthe access

gateway, nay be congested. This is the domain of traditiona
resource prioritization nmechanisnms such as M_LPP and GETS, where
circuits are granted to ETS conmuni cations based on queui ng
priority or preemption (if allowed by |ocal teleconmunication
regul atory policy and | ocal adm nistrative procedures). A gateway
may al so use alternate routing (Section 8) to increase the
probability of call conpletion.

Speci fyi ng CSN behavior is beyond the scope of this docunent, but
as noted below, a central requirenent is to be able to invoke all
such behaviors froman | P endpoint.

network resources: SIP nay initiate voice and nultinedia
sessions. In nmany cases, audio and video streans are inelastic
and have tight delay and | oss requirenents. Under conditions of

I P network overl oad, energency services applications may not be
able to obtain sufficient bandwidth in any network. Wen there
are insufficient network resources for all users and it is not
practical to sinply add nore resources, quality of service
managenment is necessary to solve this problem This is orthogona
to SIP, out of the scope for SIP, and as such these requirenents
wi Il be discussed in another docunent.

Bandwi dth used for SIP signaling itself may be subject to
prioritization.

Recei ving end system resources: End systens nmay include

automatic call distribution systens (ACDs) or nedia servers as
well as traditional tel ephone-like devices. Gateways are also end
systens, but have been di scussed earlier

Since the receiving end systemcan only manage a finite nunber of
sessions, a prioritized call may need to preenpt an existing cal
or indicate to the callee that a high-priority call is waiting.
(The preci se user agent behavior is beyond the scope of this
docunent and considered a matter of policy and inplenmentation.)
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Such term nating services may be needed to avoid overl oadi ng, say,
an energency coordi nation center. However, other approaches beyond
prioritization, e.g., random request dropping by geographic
origin, need to be enployed if the nunber of prioritized calls
exceeds the term nating capacity. Such approaches are beyond the
scope of this neno.

SIP proxy resources: Wiile SIP proxies often have | arge request
handl i ng capacities, their capacity is likely to be smaller than
their access network bandwidth. (This is true in particular since
different SIP requests consunme vastly different amounts of proxy
conmput ati onal resources, depending on whether they invoke externa
services, sip-cgi [2] and CPL [3] scripts, etc. Thus, avoiding
proxy overload by restricting access bandwidth is likely to | ead
to inefficient utilization of the proxy.) Therefore, some types
of proxies may need to silently drop selected SIP requests under
overload, reject requests, with overload indication or provide
mul tiple queues with different drop and scheduling priorities for
different types of SIP requests. However, this is strictly an
i mpl ement ation i ssue and does not appear to influence the protoco
requirenents nor the on-the-wire protocol. Thus, it is out of
scope for the protocol requirenents discussion pursued here.

Responses should naturally receive the sane treatnent as the
correspondi ng request. Responses al ready have to be securely
mapped to requests, so this requirement does not pose a
significant burden. Since proxies often do not maintain cal

state, it is not generally feasible to assign elevated priority to
requests originating froma lower-privileged callee back to the

hi gher-privileged caller.

There is no requirenent that a single nechanismbe used for all five
resources.

4. Network Topol ogi es

We consider four types of conbinations of IP and circuit-sw tched
net wor ks.

I P end-to-end: Both request originator and destination are on an
I P network, without intervening CSN-IP gateways. Here, any SIP
request could be subject to prioritization

IP-to-CSN (I P at the start): The request originator is in the IP
network, while the callee is in the CSN. Cearly, this nodel only
applies to SIP-originated phone calls, not generic SIP requests
such as those supporting instant nessagi hg services.
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CSN-to-I1P (IP at the end): A call originates in the CSN and
term nates, via an Internet tel ephony gateway, in the |IP network.

CSN-IP-CSN (I P bridging): This is a concatenation of the two
previous ones. It is worth calling out specifically to note that
the two CSN sides may use different signaling protocols. Al so,
the originating CSN endpoint and the gateway to the | P network nmay
not know the nature of the termnating CSN. Thus, encapsul ation
of originating CSN information is insufficient.

The bridging nodel (IP-CSN-1P) can be treated as the concatenation of
the I P-to-CSN and CSN-to-1P cases.

It is worth enphasizing that CSN-to-1P gateways are unlikely to know
whet her the final destination is in the IP network, the CSN or, via
SIP forking, in both.

These nodels differ in the type of controllable resources, identified
as gateway, CSN, |IP network resources, proxy and receiver. Iltens
mar ked as (x) are beyond the scope of this docunent.

Topol ogy Gateway CSN |P proxy receiver
| P- end-t o- end (x)  (x) X

| P-to- CSN X X (x)  (x) (x)
CSN-to-1P X X (x) (%) X

CSN- | P- CSN X X (x) (%) (x)

5. Network Mbdel s

There are at least four |IP network nodels that influence the
requirenents for resource priority. Each nodel inherits the
restrictions of the nodel above it.

Pre-configured for ETS: In a pre-configured network, an ETS
application can use any protocol carried in |IP packets and nodify
the behavi or of existing protocols. As an exanple, if an ETS
agency owns the IP network, it can add traffic shaping, scheduling
or support for a resource reservation protocol to routers.

Transparent: |In a transparent network, an ETS application can
rely on the network to forward all valid |IP packets, however, the
ETS application cannot nodify network el ements. Comercial |SP
of fer transparent networks as long as they do not filter certain
types of packets. Networks enploying firewalls, NATs and
"transparent" proxies are not transparent. Sonetines, these types
of networks are also called conmon-carrier networks since they
carry | P packets without concern as to their content.
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SI P/ RTP transparent: Networks that are SIP/RTP transparent allow
users to place and receive SIP calls. The network allows ingress
and egress for all valid SIP nmessages, possibly subject to
authentication. Simlarly, it allows RTP nedia streans in both
directions. However, it may block, in either inbound or outbound
direction, other protocols such as RSVP or it nmay disall ow non-
zero DSCPs. There are many degrees of S|P/ RTP transparency, e.g.,
dependi ng on whether firewalls require inspection of SDP content,
thus precluding end-to-end encryption of certain SIP nessage
bodi es, or whether only outbound calls are allowed. Many
firewal |l ed corporate networks and sem -public access networks such
as in hotels are likely to fall into this category.

Restricted SIP networks: In restricted SIP networks, users may
be restricted to particular SIP applications and cannot add SIP
protocol elenents such as header fields or use SIP nethods beyond
a prescribed set. It appears likely that 3GPP/ 3GPP2 networks wil |l
fall into this category, at least initially.

A separate and distinct problemare SIP networks that

adm nistratively prohibit or fail to configure access to specia
access nunbers, e.g., the 710 area code used by GETS. Such
operational failures are beyond the reach of a protoco

speci fication.

It appears desirable that ETS users can enploy the broadest possible
set of networks during an energency. Thus, it appears preferable
that protocol enhancenents work at |east in SIP/RTP transparent
networ ks and are added explicitly to restricted SIP networks.

The existing GETS systemrelies on a transparent network, allow ng
use fromnost unnodified tel ephones, while MPP systens are typically
pr e- confi gur ed.

6. Relationship to Emergency Call Services

The resource priority nechani sns are used to have sel ected

i ndividuals place calls with elevated priority during tines when the
network is suffering froma shortage of resources. Generally, calls
for energency help placed by non-officials (e.g., "911" and "112"
calls) do not need resource priority under normal circunstances. |If
such energency calls are placed during energency-i nduced network
resource shortages, the call identifier itself is sufficient to
identify the emergency nature of the call. Adding an indication of
resource priority may be | ess appropriate, as this would require that
all such calls carry this indicator. Also, it opens another attack
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mechani sm where non-energency calls are marked as energency calls.
(I'f network el enents can recogni ze the request URI as an emergency
call, they would not need the resource priority nechanism)

7. SIP Call Routing

The routing of a SIP request, i.e., the proxies it visits and the UAs
it ends up at, nmay depend on the fact that the SIP request is an ETS
request. The set of destinations may be | arger or smaller, depending
on the SIP request routing policies inplemented by proxies. For
exanpl e, certain gateways may be reserved for ETS use and thus only
be reached by | abeled SIP requests.

8. Policy and Mechani sm
Most priority nmechani sns can be roughly categorized by whether they:
0 use a priority queue for resource attenpts,

o make additional resources available (e.g., via alternate routing
(ACR)), or

0 preenpt existing resource users (e.g., calls.)

For exanple, in GETS, alternate routing attenpts to use alternate
GETS- enabl ed i nterexchange carriers (I XC) if it cannot be conpl eted
through the first-choice carrier

Priority nmechani snms may al so exenpt certain calls from network
managenent traffic controls.

The choi ce between these nechani sns depends on the operational needs
and characteristics of the network, e.g., on the nunber of active
requests in the systemand the fraction of prioritized calls.
Generally, if the nunber of prioritized calls is small conpared to
the system capacity and the systemcapacity is large, it is likely
that another call will naturally terminate in short order when a

hi gher-priority call arrives. Thus, it is conceivable that the
priority indication can cause preenption in sone network entities,
whil e el sewhere it just influences whether requests are queued

i nstead of discarded and what queueing policy is being applied.

Sone nanespaces may inherently inply a preenption policy, while

others may be silent on whether preenption is to be used or not,
leaving this to local entity policy.
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Similarly, the precise relationships between |abels, e.g., what
fraction of capacity is set aside for each priority level, is also a
matter of local policy. This is simlar to how differentiated
services | abel s are handl ed.

9. Requirenents

In the PSTN and certain private circuit-sw tched networks, such as
those run by mlitary organi zations, calls are nmarked in various ways
toindicate priorities. W call this a "priority schene".

Bel ow are sone requirenents for providing a simlar feature in a SIP
environment; security requirenments are discussed in Section 10. W
will refer to the feature as a "SI P indication" and to requests
carrying such an indication as "labelled requests”.

Note: Not all the follow ng requirenents are possible to neet at
once. They may represent in sonme case tradeoffs that nust be
consi dered by the designer.

REQ 1: Not specific to one schene or country: The SIP indication
shoul d support existing and future priority schenes. For exanpl e,
there are currently at least four priority schenes in w despread
use: Q 735, also inplenented by the U S. defense tel ephone
network ("DSN' or "Autovon") and NATO has five levels, the United
States GETS (CGovernment Energency Tel ecomuni cations Systens)
schene with inplied higher priority and the British Governnent
Tel ephone Preference Schenme (GIPS) system which provides three
priority levels for receipt of dial tone.

The SI P indication may support these existing CSN priority schenes
through the use of different namespaces.

Pri vat e-use nanespaces may al so be useful for certain
appl i cations.

REQ 2: | ndependent of particular network architecture: The SIP
i ndi cation should work in the wi dest variety of SIP-based systens.
It should not be restricted to particular operators or types of
net wor ks, such as wirel ess networks or protocol profiles and
dialects in certain types of networks. The originator of a SIP
request cannot be expected to know what kind of circuit-sw tched
technol ogy is used by the destination gateway.

REQ 3: Invisible to network (I1P) layer: The SIP indication nust

be usable in IP networks that are unaware of the enhancenment and
in SIP/RTP-transparent networKks.
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This requirenent can be translated to nean that the request has to
be a valid SIP request and that out-of-band signaling is not
accept abl e.

REQ 4: Mappi ng of existing schenes: Existing CSN schenmes nust be
transl atable to Sl P-based systens.

REQ 5: No loss of information: For the CSN-1P-CSN case, there
shoul d be no |l oss of signaling information caused by translation
fromCSN signaling SIP and back fromSIP to CSN signaling if both
circuit-switched networks use the same priority schene. Loss of
i nformati on may be unavoi dable if the destination CSN uses a
different priority scheme fromthe origin.

One cannot assune that both CSNs are using the sane signaling
protocol or protocol version, such as ISUP, so that transporting
| SUP objects in MME [4,5] is unlikely to be sufficient.

REQ 6: Extensibility: Any nam ng schene specified as part of the
SIP indication should allow for future expansion. Expanded nani ng
schenes may be needed as resource priority is applied in
additional private networks, or if VolP-specific priority schenes
are defined.

REQ 7: Separation of policy and nechanism The SIP indication
shoul d not describe a particular detailed treatnment, as it is
likely that this depends on the nature of the resource and | oca
policy. Instead, it should invoke a particular nanmed policy. As
an exanple, instead of specifying that a certain SIP request
shoul d be granted queueing priority, not cause preenption, but be
restricted to three-m nute sessions, the request invokes a certain
naned policy that may well have those properties in a particul ar
i mpl ementation. An |IP-to-CSN gateway may need to be aware of the
specific actions required for the policy, but the protoco
i ndication itself should not.

Even in the CSN, the sane M.PP indication may result in different
behavi or for different networks.

REQ 8: Method-neutral: The SIP indication chosen should work for
any SIP nmethod, not just, say, INVITE

REQ 9: Default behavior: Network term nals configured to use a
priority scheme may occasionally end up making calls in a network
that does not support such a schenme. |In those cases, the protoco
must support a sensible default behavior that treats the call no
worse than a call that did not invoke the priority schene. Sone
net works may choose to disallow calls unless they have a suitable
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priority marking and appropriate authentication. This is a matter
of local policy.

REQ 10: Address-neutral: Any address or URl schene may be a
val id destination and nust be usable with the priority schene.
The SIP indication cannot rely on identifying a set of destination
addresses or URI schenes for special treatnent. This requirenent
is notivated by existing ETS systems. For exanple, in GETS and
simlar systens, the caller can reach any PSTN destination with
i ncreased probability of call conpletion, not just a limted set.
(This does not preclude |local policy that allows or disallows,
say, calls to international nunbers for certain users.)

Sone schenmes may have an open set of destinations, such as any
valid E. 164 nunber or any valid donestic tel ephone nunber, while
others may only reach a limted set of destinations.

REQ 11: Identity-independent: The user identity, such as the
From header field in SIP, is insufficient to identify the priority
| evel of the request. The sane identity can issue non-prioritized
requests as well as prioritized ones, with the range of priorities
determ ned by the job function of the caller. The choice of the
priority is nmade based on hunan judgenent, follow ng a set of
general rules that are likely to be applied by anal ogy rather than
preci se mappi ng of each condition. For exanple, a particular
circunstance may be considered simlarly grave conpared to one
which is listed explicitly.

REQ 12: | ndependent of network |ocation: While sone existing CSN
schenes restrict the set of priorities based on the line identity,
it is recognized that future | P-based schenmes should be flexible
enough to avoid such reliance. Instead, a conbination of
aut henti cated user identity, user choice and policy determ nes the
request treatnent.

REQ 13: Multiple simultaneous schenes: Sonme user agents wll
need to support multiple different priority schemes, as severa
will remain in use in networks run by different agencies and
operators. (Not all user agents will have the neans of
aut horizing callers using different schenes, and thus may be
configured at run-time to only recogni ze certai n nanmespaces.)

REQ 14: Discovery: A termnal should be able to discover which
if any, priority namespaces are supported by a network el ement.
Di scovery may be explicit, where a user agent requests a |list of
the supported nanespaces or it may be inplicit, where it attenpts
to use a particular nanmespace and is then told that this nanespace
is not supported. This does not inply that every elenent has to

Schul zri nne I nf or mat i onal [ Page 11]



RFC 3487 | EPREP SI P Requirenents February 2003

support the priority scheme. However, entities should be able
di scover whether a network el enent supports it or not.

REQ 15: Testing: It nmust be possible to test the system outside
of energency conditions, to increase the chances that all el enents
work during an actual energency. |In particular, critical elenents
such as indication, authentication, authorization and call routing
must be testable. Testing under load is desirable. Thus, it is
desirable that the SIP indication is avail abl e continuously, not
just during energencies.

REQ 16: 3PCC. The systemhas to work with SIP third-party cal
control

REQ- 17: Proxy-visible: Proxies may want to use the indication to
i nfluence request routing (see Section 7) or inpose additiona
aut henti cation requirenents.

10. Security Requirenents

Any resource priority mechani smcan be abused to obtain resources and
thus deny service to other users. Wile the indication itself does
not have to provi de separate authentication, any SIP request carrying
such information has nore rigorous authentication requirenents than
regul ar requests. Below, we describe authentication and

aut hori zati on aspects, confidentiality and privacy requirenents,
protection agai nst denial of service attacks and anonymty
requirenents. Additional discussion can be found in [6].

10.1 Authentication and Authori zation

SEC-1: More rigorous: Prioritized access to network and end
system resources enunmerated in Section 3 inposes particularly
stringent requirenents on authentication and authorization
mechani sns since access to prioritized resources nmay inpact
overall systemstability and perfornmance, not just result in theft
of , say, a single phone call

The aut hentication and authorization requirements for ETS calls
are, in particular, much stronger than for energency calls (112
911), where wi de access is the design objective, sacrificing
caller identification if necessary.

SEC-2: Attack protection: Under certain energency conditions,
the network infrastructure, including its authentication and
aut hori zati on nechanism nmay be under attack. Thus,
aut henti cation and authorization nmust be able to survive such
attacks and defend the resources agai nst these attacks.
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10.

Mechani sns to del egate authentication and to authenticate as early
as possible are required. In particular, the nunber of packets
and the anobunt of other resources such as conputation or storage
that an unauthorized user can consune needs to be ninimzed.

Unaut hori zed users nust not be able to block CSN resources, as
they are likely to be nmore scarce than packet resources. This

i mplies that authentication and authorization nust take place on
the I P network side rather than using, say, a CSN circuit to
authenticate the caller via a DIMF sequence.

G ven the urgency during enmergency events, nornal statistical
fraud detection may be |less effective, thus placing a prem um on
reliable authentication

SI P nodes should be able to independently verify the authorization
of requests to receive prioritized service and not rely on
transitive trust within the network

SEC- 3: I ndependent of mechanism Any indication of the resource
priority nmust be independent of the authentication nechani sm
since end systens will inpose different constraints on the
appl i cabl e authentication nechani sns. For exanple, sone end
systens may only allow user input via a 12-digit keypad, while
others may have the ability to acquire biometrics or read
smart cards.

SEC-4: Non-trusted end systens: Since ETS users may use devices
that are not their own, systens should support authentication
mechani snms that do not require the user to reveal her secret, such
as a PIN or password, to the device.

SEC-5: Replay: The authentication mechani sms nust be resistant
to replay attacks.

SEC- 6: Cut-and-paste: The authenticati on nechani sns nust be
resistant to cut-and-paste attacks.

SEC-7: Bi d-down: The authentication nechani sns nust be resistant
to bid down attacks

2 Confidentiality and Integrity

SEC-8: Confidentiality: Al aspects of ETS are likely to be
sensitive and should be protected fromunlawful intercept and
alteration. |In particular, requirenents for protecting the
confidentiality of comunications relationships may be higher than
for normal conmmercial service. For SIP, the To, From
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Organi zation, Subject, Priority and Via header fields are exanples
of particularly sensitive information. Callers nmay be willing to
sacrifice confidentiality if the only alternative is abandoning

the call attenpt.

Unaut hori zed users nmust not be able to discern that a particul ar
request is using a resource priority mechanism as that may revea

sensitive informati on about the nature of the request to the

attacker. Information not required for request routing should be

protected end-to-end frominternedi ate SIP nodes.

The act of authentication, e.g., by contacting a particul ar

server, itself may reveal that a user is requesting prioritized

servi ce.

SIP allows protection of header fields not used for request

routing via S/IM Mg, while hop-by-hop channel confidentiality can

be provided by TLS or | Psec.
10. 3 Anonymity

SEC-9: Anonymty: Sone users nmay wi sh to remain anonynous to the

request destination. For the reasons noted earlier, users have to
aut henti cate thensel ves towards the network carrying the request.

The aut henticati on nay be based on capabilities and noms, not
necessarily their civil name.

Clearly, they may renmai n anonynous towards the request
destination, using the network-asserted identity and genera
privacy mechanisnms [7, 8].

10. 4 Deni al - of - Servi ce Attacks

SEC- 10: Deni al -of -service: ETS systens are likely to be subject
to deliberate denial -of-service attacks during certain
types of energencies. DOCS attacks may be | aunched on the
network itself as well as its authentication and
aut hori zati on nechani sm

SEC-11: M nim ze resource use by unauthorized users: Systens
should m nimze the anmount of state, conputation and
networ k resources that an unauthorized user can conmmand.

SEC-12: Avoid anplification: The system nust not anplify attacks
by causing the transm ssion of nore than one packet or SIP
request to a network address whose reachability has not
been verifi ed.
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11. Security Considerations

Section 10 discusses the security issues related to priority
indication for SIP in detail and derives requirenments for the SIP
indicator. As discussed in Section 6, identification of priority
service should avoid multiple concurrent nmechani sns, to avoid

all owing attackers to exploit inconsistent |abeling.
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
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devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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