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Abst r act

Thi s docunent describes a profile for optimzing TCP to adapt so that
it handl es paths including second (2.5G and third (3G generation
wirel ess networks. It describes the relevant characteristics of 2.5G
and 3G networks, and specific features of exanple deploynents of such
networks. It then recommends TCP al gorithm choi ces for nodes known
to be starting or ending on such paths, and it al so discusses open

i ssues. The configuration options reconmended in this docunent are
commonly found in nodern TCP stacks, and are widely avail abl e

st andards-track mechani sms that the conmunity considers safe for use
on the general Internet.
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1. Introduction

The second generation cellular systens are conmmonly referred to as
2G.  The 2G phase began in the 1990s when digital voice encodi ng had
repl aced anal og systens (1G. 2G systens are based on various radio
technol ogi es including frequency-, code- and tine- division nmultiple
access. Exanples of 2G systens include GSM (Europe), PDC (Japan),
and 1S-95 (USA). Data links provided by 2G systens are nostly
circuit-swi tched and have transm ssion speeds of 10-20 kbps uplink
and downlink. Denmand for higher data rates, instant availability and
data vol une-based charging, as well as |lack of radio spectrum
allocated for 2G led to the introduction of 2.5G (for exanple, GPRS
and PDC-P) and 3G (for exanple, Wdeband CDVMA and cdma2000) systens.

Radi o technol ogy for both Wdeband CDVA (W CDMA) (adopted, for
exanpl e, in Europe, Japan, etc) and cdna2000 (adopted, for exanple,
in US, South Korea, etc) is based on code division nultiple access
all owi ng for higher data rates and nmore efficient spectrum
utilization than 2G systens. 3G systens provi de both packet-sw tched
and circuit-switched connectivity in order to address the quality of

service requirements of conversational, interactive, stream ng, and
bul k transfer applications. The transition to 3Gis expected to be a
gradual process. Initially, 3Gwi Il be deployed to introduce high

capacity and high speed access in densely popul ated areas. Mobile
users with nultinmode ternminals will be able to utilize existing
coverage of 2.5G systens on the rest of territory.

Much devel oprent and depl oynent activity has centered around 2.5G and
3G technologies. Along with objectives |ike increased capacity for
voi ce channels, a primary notivation for these is data comunication,
and, in particular, Internet access. Accordingly, key issues are TCP
performance and the several techniques which can be applied to
optimze it over different wireless environnents [19].

Thi s docunent proposes a profile of such techniques, (particularly
effective for use with 2.5G and 3G wirel ess networks). The
configuration options in this document are commnly found in nodern
TCP stacks, and are wi dely avail able | ETF standards-track nechani sns
that the conmunity has judged to be safe on the general Internet
(that is, even in predonmi nantly non-wirel ess scenari0s).

Furthernmore, this document makes one set of recomendations that
covers both 2.5G and 3G networks. Since both generations of wireless
technol ogi es exhibit simlar challenges to TCP perfornance (see
Section 2), one comon set is warranted.
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Two exanpl e applications of the recommendations in this docunent are:

o The WAP Forum [25] (part of the Open Mbile Aliance [26] as of
June 2002) is an industry association that has devel oped standards
for wireless informati on and tel ephony services on digital nobile
phones. In order to address WAP functionality for higher speed
net wor ks such as 2.5G and 3G networks, and to aimat convergence
with Internet standards, the WAP Forum thoroughly revised its
specifications. The resultant version 2.0 [31] adopts TCP as its
transport protocol, and recomends TCP optim zati on nechani sns
closely aligned with those described in this docunent.

0o I|-node [33] is a wireless Internet service depl oyed on handsets in
Japan. The newer version of i-nmpde runs on FOVA [34], an
i npl ementati on of WCDVA. | -node over FOVA depl oys the profile of

TCP described in this docunent.

This document is structured as follows: Section 2 reviews the |ink

| ayer characteristics of 2.5G 3G networks; Section 3 gives a brief
overvi ew of sone representative 2.5G 3G technol ogi es |ike W CDVA,
cdma2000 and GPRS; Section 4 recomrends nechani sns and configuration
options for TCP inplenentations used in 2.5G 3G networks, including a
summary in chart format the end of the section; finally, Section 5
di scusses sonme open i ssues.

2. 2.5G and 3G Link Characteristics

Li nk | ayer characteristics of 2.5G 3G networks have significant
effects on TCP performance. |In this section we present various
aspects of link characteristics unique to the 2.5G 3G networ ks

2.1 Latency

The latency of 2.5@ 3G links is high nostly due to the extensive
processing required at the physical |ayer of those networks, e.g.,
for FEC and interleaving, and due to transm ssion delays in the radio
access network [58] (including link-1evel retransm ssions). A
typical RTT varies between a few hundred mlliseconds and one second.
The associ ated radi o channel s suffer fromdifficult propagation
environments. Hence, powerful but conplex physical |ayer techniques
need to be applied to provide high capacity in a wi de coverage area
in a resource efficient way. Hopefully, rapid inprovenents in al
areas of wireless networks ranging fromradi o | ayer techni ques over
signal processing to systemarchitecture will ultimtely also lead to
reduced delays in 3G wirel ess systens.
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2.2 Data Rates

The main incentives for transition from2Gto 2.5Gto 3G are the
increase in voice capacity and in data rates for the users. 2.5G
systens have data rates of 10-20 kbps in uplink and 10-40 kbps in
downlink. Initial 3G systens are expected to have bit rates around
64 kbps in uplink and 384 kbps in downlink. Considering the

resul ting bandwi dt h-del ay product (BDP) of around 1-5 KB for 2.5G and
8-50 KB for 3G 2.5G links can be considered LTNs (Long Thi n Networks
[19]), and 3G links approach LFNs (Long Fat Networks [2], as
exenplified by sone satellite networks [48]). Accordingly,
interested readers might find related and potentially relevant issues
di scussed in RFC 2488 [49]. For good TCP perfornmance both LFNs and
LTNs require maintaining a | arge enough wi ndow of outstandi ng data.
For LFNs, utilizing the avail abl e network bandwi dth is of particul ar
concern. LTNs need a sufficiently large wi ndow for efficient |oss
recovery. |In particular, the fast retransmt al gorithm cannot be
triggered if the windowis |less than four segnents. This leads to a
| engthy recovery through retransnission timeouts. The Linited
Transmit al gorithm RFC 3042 [10] hel ps avoid the del eterious effects
of timeouts on connections with small w ndows. Neverthel ess, making
full use of the SACK RFC 2018 [3] information for | oss recovery in
both LFNs and LTNs may require twi ce the w ndow ot herw se sufficient
to utilize the avail abl e bandwi dt h.

Thi s docunent recommends only standard mechani snms suitable both for
LTNs and LFNs, and to any network in general. However, experinenta
mechani sns suggested in Section 5 can be targeted either for LTNs
[19] or LFNs [48].

Data rates are dynamic due to effects fromother users and from
mobility. Arriving and departing users can reduce or increase the
avail abl e bandwidth in a cell. Increasing the distance fromthe base
station decreases the |ink bandw dth due to reduced link quality.
Finally, by sinply noving into another cell the user can experience a
sudden change in avail abl e bandwi dth. For exanple, if upon changing
cells a connection experiences a sudden increase in avail able

bandwi dth, it can underutilize it, because during congestion

avoi dance TCP increases the sending rate slowy. Changing froma
fast to a slow cell normally is handled well by TCP due to the self-
clocking property. However, a sudden increase in RIT in this case
can cause a spurious TCP tineout as described in Section 2.7. In
addition, a large TCP wi ndow used in the fast cell can create
congestion resulting in overbuffering in the slow cell.
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2.3 Asynmetry

2.5 3G systenms may run asymetric uplink and downlink data rates
The uplink data rate is limted by battery power consunption and
complexity limtations of nobile ternminals. However, the asynmetry
does not exceed 3-6 tines, and can be tolerated by TCP without the
need for techniques |ike ACK congestion control or ACK filtering
[50]. Accordingly, this docunent does not include reconmendations
meant for such highly asymretric networks.

2.4 Del ay Spikes

A del ay spike is a sudden increase in the latency of the

communi cation path. 2.5 3G links are likely to experience del ay
spi kes exceeding the typical RTT by several tinmes due to the

foll owi ng reasons

1. Along delay spike can occur during link |ayer recovery froma
link outage due to tenporal |oss of radio coverage, for exanple,
while driving into a tunnel or within an el evator.

2. During a handover the nobile termnal and the new base station
must exchange nessages and perform sone ot her tine-consum ng
actions before data can be transmitted in a new cell.

3. Many wide area wreless networks provide seam ess nobility by
internally re-routing packets fromthe old to the new base station
whi ch may cause extra del ay.

4. Blocking by high-priority traffic may occur when an arriving
circuit-switched call or higher priority data tenporarily preenpts
the radi o channel. This happens because nost current termnals
are not able to handle a voice call and a data connection
si mul taneously and suspend the data connection in this case.

5. Additionally, a scheduler in the radi o network can suspend a | ow
priority data transfer to give the radio channel to higher
priority users.

Del ay spi kes can cause spurious TCP tineouts, unnecessary

retransm ssions and a nultiplicative decrease in the congestion
wi ndow si ze.
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2.5 Packet Loss Due to Corruption

Even in the face of a high probability of physical |ayer frane
errors, 2.5GF 3G systens have a |l ow rate of packet |osses thanks to
link-1evel retransm ssions. Justification for link |layer ARQis

di scussed in [23], [22], [44]. |In general, link |layer ARQ and FEC
can provide a packet service with a negligibly snmall probability of
undetected errors (failures of the link CRC), and a |l ow |l evel of |oss
(non-delivery) for the upper layer traffic, e.g., IP. The loss rate
of I P packets is low due to the ARQ but the recovery at the link

| ayer appears as delay jitter to the higher layers |engthening the
comput ed RTO val ue.

2.6 Intersystem Handovers

In the initial phase of deploynent, 3G systens will be used as a ’'hot
spot’ technology in high population areas, while 2.5G systens w ||
provi de | ower speed data service el sewhere. This creates an

envi ronment where a nobile user can roam between 2.5G and 3G net wor ks
whi | e keepi ng ongoi ng TCP connections. The inter-system handover is
likely to trigger a high delay spike (Section 2.4), and can result in
data loss. Additional problens arise because of context transfer,
which is out of scope of this docunent, but is being addressed

el sewhere in the IETF in activities addressing seam ess nobility
[51].

I nt ersyst em handovers can adversely affect ongoing TCP connecti ons
since features may only be negotiated at connection establishnent and
cannot be changed later. After an intersystem handover, the network
characteristics may be radically different, and, in fact, may be
negatively affected by the initial configuration. This point argues
agai nst premature optim zation by the TCP inpl ementation

2.7 Bandwi dth Gscillation

Gven the limted RF spectrum satisfying the high data rate needs of
2.5@ 3G wirel ess systenms requires dynam ¢ resource sharing anong
concurrent data users. Various scheduling nechani sns can be depl oyed
in order to nmaximze resource utilization. |If multiple users wish to
transfer |arge anpbunts of data at the sane tine, the schedul er may
have to repeatedly allocate and de-all ocate resources for each user
We refer to periodic allocation and rel ease of hi gh-speed channels as
Bandwi dth Gscillation. Bandwi dth Gscillation effects such as
spurious retransm ssions were identified el sewhere (e.g., [30]) as
factors that degrade throughput. There are research studies [52],
[54], which show that in sone cases Bandw dth Oscillation can be the
single nost inportant factor in reducing throughput. For fixed TCP
paraneters the achi evabl e throughput depends on the pattern of
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resource allocation. Wen the frequency of resource allocation and
de-allocation is sufficiently high, there is no throughput
degradation. However, increasing the frequency of resource

al | ocation/de-allocation may cone at the expense of increased
signaling, and, therefore, may not be desirable. Standards for 3G
wi rel ess technol ogi es provide mechani sms that can be used to conbat
the adverse effects of Bandwidth Gscillation. It is the consensus of
the PILC Wrking Goup that the best approach for avoiding adverse
effects of Bandwi dth Oscillation is proper wrel ess sub-network
design [ 23].

3. Exanple 2.5G and 3G Depl oynents

This section provides further details on a few exanple 2.5G 3G
technol ogi es. The objective is not compl eteness, but merely to

di scuss sone representative technol ogi es and the issues that may
arise with TCP performance. O her docunents di scuss the underlying

technologies in nore detail. For exanple, ARQ and FEC are di scussed
in [23], while further justification for link |ayer ARQ is discussed
in [22], [44].

3.1 2.5G Technol ogi es: GPRS, HSCSD and CDVA2000 1XRTT

H gh Speed Circuit-Swi tched Data (HSCSD) and General Packet Radio
Service (GPRS) are extensions of GSM providing high data rates for a
user. Both extensions were devel oped first by ETSI and | ater by
3GPP. In GSM a user is assigned one tineslot downlink and one
uplink. HSCSD allocates nultiple tineslots to a user creating a fast
circuit-switched Iink. GPRS is based on packet-sw tched technol ogy
that allows efficient sharing of radio resources anbng users and

al ways-on capability. Several terminals can share tineslots. A GPRS
networ k uses an updated base station subsystem of GSM as the access
network; the GPRS core network includes Serving GPRS Support Nodes
(SGSN) and Gateway GPRS Support Nodes (GGSN). The RLC protocol
operating between a base station controller and a term nal provides
ARQ capability over the radio |link. The Logical Link Control (LLC)
prot ocol between the SGSN and the terminal also has an ARQ capability
utilized during handovers.

3.2 A 3G Technol ogy: W CDVA

The I nternational Tel ecomuni cation Union (1 TU) has sel ected W deband
Code Division Miultiple Access (WCDVA) as one of the global tel ecom
systens for the | MI-2000 3G mobil e comuni cati ons standard. W CDVA
specifications are created in the 3rd Generation Partnership Project
(3GPP) .
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The link layer characteristics of the 3G network which have the

| argest effect on TCP perfornmance over the link are error controlling
schenmes such as layer two ARQ (L2 ARQ and FEC (forward error
correction).

W CDMA uses RLC (Radio Link Control) [20], a Selective Repeat and
sliding window ARQ RLC uses protocol data units (PDUs) with a 16
bit RLC header. The size of the PDUs may vary. Typically, 336 bit
PDUs are inplemented [34]. This is the unit for link |ayer

retransm ssion. The |IP packet is fragnented into PDUs for

transm ssion by RLC. (For nore fragnmentation discussion, see Section
4.4.)

In WCDVA, one to twelve PDUs (RLC frames) constitute one FEC frane,
the actual size of which depends on link conditions and bandwi dth
all ocation. The FEC frane is the unit of interleaving. This
accunul ation of PDUs for FEC adds part of the latency nentioned in
Section 2.1.

For reliable transfer, RLC has an acknow edged node for PDU
retransm ssion. RLC uses checkpoint ARQ [20] with "status report™
type acknow edgrments; the poll bit in the header explicitly solicits
the peer for a status report containing the sequence nunber that the
peer acknow edges. The use of the poll bit is controlled by tiners
and by the size of available buffer space in RLC. Al so, when the
peer detects a gap between sequence nunbers in received franes, it
can issue a status report to invoke retransmi ssion. RLC preserves
the order of packet delivery.

The nmaxi mum nunber of retransm ssions is a configurable RLC paraneter
that is specified by RRC [39] (Radi o Resource Controller) through RLC
connection initialization. The RRC can set the nmaxi mum nunmber of
retransm ssions (up to a maxi mum of 40). Therefore, RLC can be

descri bed as an ARQ that can be configured for either H G+

PERSI STENCE or LOW PERSI STENCE, not PERFECT- PERSI STENCE, according to
the terminology in [22].

Since the RRC manages RLC connection state, Bandw dth Oscillation
(Section 2.7) can be elimnated by the RRC s keeping RF resource on
an RLC connection with data in its queue. This avoids resource de-
all ocation in the nmddle of transferring data.

In summary, the link [ayer ARQ and FEC can provi de a packet service
with a negligibly small probability of undetected error (failure of
the link CRC), and a | ow |l evel of |oss (non-delivery) for the upper
| ayer traffic, i.e., IP. Retransm ssion of PDUs by ARQ i ntroduces

| atency and delay jitter to the IP flow. This is why the transport
| ayer sees the underlying WCDVA network as a network with a
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relatively | arge BDP (Bandwi dt h-Del ay Product) of up to 50 KB for the
384 kbps radi o bearer.

3.3 A 3G Technol ogy: CDWMA2000 1X-EV

One of the Terrestrial Radio Interface standards for 3G wirel ess
systens, proposed under the International Mbbile Tel ecomuni cations-
2000 unbrella, is cdnma2000 [55]. It enploys Miulti-Carrier Code
Division Miultiple Access (CDVA) technology with a single-carrier RF
bandwi dth of 1.25 MHz. ¢dnma2000 evolved from1S-95 [56], a 2G
standard based on CDMA technol ogy. The first phase of cdnma2000
utilizes a single carrier and is designed to double the voice
capacity of existing CDVA (I S-95) networks and to support al ways-on
data transm ssion speeds of up to 316.8 kbps. As nentioned above,
these enhanced capabilities are delivered by cdna2000 1XRTT. 3G
speeds of 2 Mops are offered by cdma2000 1X-EV. At the physica

| ayer, the standard allows transmi ssion in 5,10,20,40 or 80 ns tine
franes. Various orthogonal (Walsh) codes are used for channe
identification and to achi eve higher data rates.

Radi o Link Protocol Type 3 (RLP) [57] is used with a cdma2000 Traffic
Channel to support CDMVA data services. RLP provides an octet stream
transport service and is unaware of higher layer framing. There are
several RLP frame formats. RLP frane formats with hi gher payl oad
were designed for higher data rates. Depending on the channel speed,
one or nmore RLP franes can be transmtted in a single physical |ayer
frane.

RLP can substantially decrease the error rate exhibited by CDVA
traffic channels [53]. Wen transferring data, RLP is a pure NAK-
based finite selective repeat protocol. The receiver does not
acknow edge successfully received data frames. |If one or nore RLP
data frames are mssing, the receiving RLP nakes several attenpts
(call ed NAK rounds) to recover them by sending one or nore NAK
control frames to the transmitter. Each NAK frame must be sent in a
separate physical layer frane. When RLP supplies the [ast NAK
control franme of a particular NAK round, a retransm ssion timer is

set. If the missing frame is not received when the tiner expires,
RLP may try another NAK round. RLP may not recover all m ssing
franes. |If after all RLP rounds, a frane is still mssing, RLP

supplies data with a mssing frane to the higher |ayer protocols.

4. TCP over 2.5G and 3G
VWhat follows is a set of reconmendations for configuration paraneters
for protocol stacks which will be used to support TCP connections

over 2.5G and 3G wirel ess networks. Sone of these recomendati ons
i mply special configuration:
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0 at the data receiver (frequently a stack at or near the wirel ess
devi ce),

0 at the data sender (frequently a host in the Internet or possibly
a gateway or proxy at the edge of a wireless network), or

o0 at both.

These configuration options are commonly avail abl e | ETF st andar ds-
track nechani sns consi dered safe on the general Internet. System
adm nistrators are cauti oned, however, that increasing the MIU size
(Section 4.4) and disabling RFC 1144 header conpression (Section 4.9)
could affect host efficiency, and that changi ng such paraneters

shoul d be done with care.

4.1 Appropriate Wndow Size (Sender & Receiver)

TCP over 2.5G 3G shoul d support appropriate w ndow sizes based on the
Bandwi dt h Del ay Product (BDP) of the end-to-end path (see Section
2.2). The TCP specification [14] linmits the receiver w ndow size to
64 KB. |If the end-to-end BDP is expected to be |arger than 64 KB,
the wi ndow scal e option [2] can be used to overcone that limtation.
Many operating systens by default use snall TCP receive and send
buffers around 16KB. Therefore, even for a BDP bel ow 64 KB, the
default buffer size setting should be increased at the sender and at
the receiver to allow a | arge enough w ndow.

4.2 Increased Initial Wndow (Sender)

TCP controls its transnit rate using the congestion wi ndow nmechani sm
The traditional initial w ndow value of one segment, coupled with the
del ayed ACK nmechanism [17] inplies unnecessary idle times in the
initial phase of the connection, including the delayed ACK ti neout
(typically 200 ns, but potentially as nuch as 500 ns) [4]. Senders
can avoid this by using a larger initial w ndow of up to four
segnments (not to exceed roughly 4 KB) [4]. Experinents with
increased initial windows and rel ated nmeasurenents have shown (1)
that it is safe to deploy this mechanism (i.e., it does not lead to
congestion collapse), and (2) that it is especially effective for the
transm ssion of a few TCP segnents’ worth of data (which is the
behavi or commonly seen in such applications as |nternet-enabl ed
mobil e wirel ess devices). For large data transfers, on the other
hand, the effect of this mechanismis negligible.

TCP over 2.5G 3G SHOULD set the initial CAND (congestion w ndow)
according to Equation 1 in [4]:

mn (4*MsS, max (2*MSS, 4380 bytes))
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This increases the pernmitted initial w ndow fromone to between two
and four segnents (not to exceed approxi mately 4 KB)

4.3 Limted Transnit (Sender)

RFC 3042 [10], Limted Transmt, extends Fast Retransmit/Fast
Recovery for TCP connections with small congestion wi ndows that are
not likely to generate the three duplicate acknow edgenents required
to trigger Fast Retransmit [1]. |If a sender has previously unsent
data queued for transmission, the limted transmt mechanismcalls
for sending a new data segnent in response to each of the first two
dupl i cate acknow edgnments that arrive at the sender. This mechani sm
is effective when the congestion window size is small or if a large
nunber of segments in a window are lost. This may avoid sone
retransm ssions due to TCP tinmeouts. In particular, some studies
[10] have shown that over half of a busy server’s retransm ssions
were due to RTO expiration (as opposed to Fast Retransmit), and that
roughly 25% of those could have been avoided using Limted Transmt.
Similar to the discussion in Section 4.2, this nechanismis usefu
for small anpbunts of data to be transmtted. TCP over 2.5G 3G

i mpl ement ati ons SHOULD i npl enent Limited Transmt.

4.4 | P MU Larger than Default

The maxi mum size of an | P datagram supported by a link layer is the
MIU ( Maxi mum Transfer Unit). The link |ayer may, in turn, fragnent

| P datagrans into PDUs. For example, on links with high error rates,
a smaller link PDU size increases the chance of successful
transmssion. Wth layer two ARQ and transparent |ink |ayer
fragmentation, the network [ayer can enjoy a |arger MIU even in a
relatively high BER (Bit Error Rate) condition. Wthout these
features in the link, a smaller MIU is suggested.

TCP over 2.5G 3G should allow freedom for designers to choose MIU

val ues ranging fromsnall values (such as 576 bytes) to a | arge val ue
that is supported by the type of link in use (such as 1500 bytes for

| P packets on Ethernet). G ven that the window is counted in units
of segnents, a larger MIU allows TCP to increase the congestion

wi ndow faster [5]. Hence, designers are generally encouraged to
choose | arger values. These may exceed the default I P MU val ues of
576 bytes for IPv4 RFC 1191 [6] and 1280 bytes for IPv6 [18]. Wile
this recommendation is applicable to 3G networks, operation over 2.5G
net wor ks shoul d exerci se caution as per the recomendations in RFC
3150 [5].
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4.5 Path MIU Di scovery (Sender & Internedi ate Routers)

Path MIU di scovery allows a sender to determ ne the naxi mum end-t o-
end transmission unit (without IP fragmentation) for a given routing
path. RFC 1191 [6] and RFC 1981 [8] describe the MIU di scovery
procedure for IPv4 and |1 Pv6, respectively. This allows TCP senders
to employ |arger segnment sizes (w thout causing IP |ayer
fragmentation) instead of assuming the small default MIU. TCP over
2.5 3G i npl ement ati ons shoul d inplenment Path MIU Di scovery. Path
MIU Di scovery requires internediate routers to support the generation
of the necessary | CVMP nessages. RFC 1435 [7] provides
recommendati ons that may be relevant for sone router inplenentations.

4.6 Sel ective Acknow edgnents (Sender & Receiver)

The sel ective acknow edgnent option (SACK), RFC 2018 [3], is
effective when nmultiple TCP segnents are lost in a single TCP wi ndow

[24]. In particular, if the end-to-end path has a | arge BDP and a
hi gh packet loss rate, the probability of nultiple segment |osses in
a single wi ndow of data increases. |In such cases, SACK provides

robust ness beyond TCP- Tahoe and TCP-Reno [21]. TCP over 2.5d 3G
SHOULD support SACK

In the absence of SACK feature, the TCP should use NewReno RFC 2582
[15].

4.7 Explicit Congestion Notification (Sender, Receiver & Intermnediate
Rout er s)

Explicit Congestion Notification, RFC 3168 [9], allows a TCP receiver
to informthe sender of congestion in the network by setting the

ECN- Echo fl ag upon receiving an | P packet marked with the CE bit(s).
The TCP sender will then reduce its congestion wi ndow. Thus, the use
of ECN is believed to provide performance benefits [32], [43]. RFC
3168 [9] also places requirenments on internediate routers (e.qg.
active queue managenent and setting of the CE bit(s) in the |IP header
to indicate congestion). Therefore, the potential inprovenment in
performance can only be achi eved when ECN capable routers are

depl oyed al ong the path. TCP over 2.5G 3G SHOULD support ECN

4.8 TCP Tinestanps Option (Sender & Receiver)

Traditionally, TCPs collect one RTT sanple per w ndow of data [14],
[17]. This can lead to an underestimation of the RTT, and spurious
timeouts on paths in which the packet transm ssion del ay dom nates
the RTT. This holds despite a conservative retransnmt tinmer such as
the one specified in RFC 2988 [11]. TCP connections with |arge

wi ndows nmay benefit fromnore frequent RTT sanples provided with
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ti mestanps by adapting qui cker to changi ng network conditions [2].
However, there is sonme enpirical evidence that for TCPs with an RFC
2988 tiner [11], tinmestanps provide little or no benefits on backbone
I nternet paths [59]. Using the TCP Ti mestanps option has the
advantage that retransmtted segnents can be used for RTT

measur enent, which is otherw se forbidden by Karn’s algorithm[17],
[11]. Furthernore, the TCP Ti nmestanps option is the basis for
detecting spurious retransmts using the Eifel algorithm][30].

A 2.5/3Glink (layer) is dedicated to a single host. It therefore
only experiences a | ow degree of statistical nultiplexing between
different flows. Al so, the packet transm ssion and queui ng del ays of
a 2.5/3G link often domi nate the path’s RTT. This already results in
|l arge RTT variations as packets fill the queue while a TCP sender
probes for nore bandw dth, or as packets drain fromthe queue while a
TCP sender reduces its load in response to a packet loss. In
addition, the delay spikes across a 2.5/3G link (see Section 2.4) nmay
often exceed the end-to-end RTT. The thus resulting |arge variations
in the path’s RTT may often cause spurious timeouts.

VWhen running TCP in such an environment, it is therefore advantageous
to sanple the path’s RTT nore often than only once per RTT. This

all ows the TCP sender to track changes in the RTT nore closely. In
particular, a TCP sender can react nore quickly to sudden increases
of the RTT by sooner updating the RTOto a nore conservative val ue.
The TCP Timestanps option [2] provides this capability, allow ng the
TCP sender to sanple the RTT fromevery segnent that is acknow edged.
Using tinestanps in the nmentioned scenario |leads to a nore
conservative TCP retransni ssion tiner and reduces the risk of
triggering spurious timeouts [45], [52], [54], [60].

There are two problematic issues with using tinmestanps:

0 12 bytes of overhead are introduced by carrying the TCP Ti nest anps
option and padding in the TCP header. For a small MIU size, it
can present a considerable overhead. For exanple, for an MIU of
296 bytes the added overhead is 4% For an MIU of 1500 bytes, the
added overhead is only 0.8%

0 Current TCP header conpression schenes are limted in their
handl i ng of the TCP options field. For RFC 2507 [13], any change
in the options field (caused by tinmestanps or SACK, for exanple)
renders the entire field unconpressible (leaving the TCP/ I P header
itself conpressible, however). Even worse, for RFC 1144 [40] such
a change in the options field effectively disables TCP/IP header
conpression altogether. This is the case when a connection uses
the TCP Tinestanps option. That option field is used both in the
data and the ACK path, and its value typically changes from one
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packet to the next. The IETF is currently specifying a robust
TCP/ 1 P header conpression schene with better support for TCP
options [29].

The original definition of the tinmestanps option [2] specifies that
duplicate segnments bel ow cunul ati ve ACK do not update the cached
timestanp value at the receiver. This may |lead to overestimating of
RTT for retransmtted segnments. A possible solution [47] allows the
receiver to use a nore recent tinmestanp froma duplicate segnent.
However, this suggestion allows for spoofing attacks against the TCP
receiver. Therefore, careful consideration is needed in

i npl ementing this solution.

Recomendati on: TCP SHOULD use the TCP Ti mestanps option. It allows
for better RTT estimation and reduces the risk of spurious tineouts.

4.9 Disabling RFC 1144 TCP/ I P Header Conpression (Wreless Host)

It is well known (and has been shown with experinmental data) that RFC
1144 [40] TCP header conpression does not performwell in the
presence of packet |osses [43], [52]. |If a wireless link error is
not recovered, it will cause TCP segnent | oss between the conpressor
and deconpressor, and then RFC 1144 header conpression does not allow
TCP to take advantage of Fast Retransmit Fast Recovery mechani sm

The RFC 1144 header conpression algorithm does not transnit the
entire TCP/I P headers, but only the changes in the headers of
consecutive segments. Therefore, loss of a single TCP segnent on the
link causes the transmtting and receiving TCP sequence nunbers to
fall out of synchronization. Hence, when a TCP segnent is | ost

after the conpressor, the deconpressor will generate fal se TCP
headers. Consequently, the TCP receiver will discard all renaining
packets in the current wi ndow because of a checksumerror. This
continues until the conpressor receives the first retransm ssion
which is forwarded unconpressed to synchroni ze the deconpressor [40].

As previously recomended in RFC 3150 [5], RFC 1144 header
conpressi on SHOULD NOT be enabl ed unl ess the packet |oss probability
bet ween the conpressor and deconpressor is very low. Actually,
enabling the Timestanps Option effectively acconplishes the same
thing (see Section 4.8). Oher header conpression schenes |ike RFC
2507 [13] and Robust Header Conpression [12] are neant to address
deficiencies in RFC 1144 header conpression. At the tinme of this
witing, the | ETF was working on nultiple extensions to Robust Header
Conpressi on (negoti ati ng Robust Header Conpression over PPP
conmpressing TCP options, etc) [16].
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O her mechani sms for increasing TCP performance include enhanced TCP/
| P header conpression schenes [29], active queue managenent RFC 2309
[28], link |ayer retransm ssion schenes [23], and cachi ng packets
during transient link outages to retransmt themlocally when the
link is restored to operation [23].

Shortcom ngs of existing TCP/IP header conpression schemes (RFC 1144
[40], RFC 2507 [13]) are that they do not conpress headers of
handshaki ng packets (SYNs and FINs), and that they |ack proper
handling of TCP option fields (e.g., SACK or tinestanps) (see Section
4.8). Al t hough RFC 3095 [12] does not yet address this issue, the

| ETF i s devel opi ng i nproved TCP/ | P header conpression schenes,

i ncluding better handling of TCP options such as tinestanps and

sel ective acknow edgenents. Especially, if many short-lived TCP
connections run across the |link, the conpression of the handshaki ng
packets may greatly inprove the overall header conpression ratio.

I mpl ementi ng active queue nmanagenent is attractive for a nunber of
reasons as outlined in RFC 2309 [28]. One inportant benefit for
2.5F 3G networks, is that it mnimzes the anmount of potentially
stale data that may be queued in the network ("clicking frompage to
page" before the downl oad of the previous page is conplete).

Avoi ding the transm ssion of stale data across the 2.5@ 3G radio |ink
saves transm ssion (battery) power, and increases the ratio of usefu
data over total data transmitted. Another inportant benefit of
active queue managenent for 2.5G 3G networks, is that it reduces the
risk of a spurious timeout for the first data segnent as outlined
bel ow.

Since 2.5F 3G networks are commonly characterized by high del ays,
avoi di ng unecessary round-trip tinmes is particularly attractive.

This is specially beneficial for short-lived, transactional (request/
response-style) TCP sessions that typically result from browsing the
Web froma smart phone. However, existing solutions such as T/ TCP
RFC 1644 [27], have not been adopted due to known security concerns
[38].

Spurious timeouts, packet re-ordering, and packet duplication may
reduce TCP's performance. Thus, naking TCP nore robust against those
events is desirable. Solutions to this probl emhave been proposed
[30], [35], [41], and standardization work within the |ETF i s ongoi ng
at the time of witing. Those solutions include reverting congestion
control state after such an event has been detected, and adapting the
retransm ssion tiner and duplicate acknow edgenent threshold. The
depl oynent of such solutions may be particularly beneficial when
runni ng TCP across wirel ess networks because wirel ess access |inks
may often be subject to handovers and resource preenption, or the
mobile transmtter may traverse through a radi o coverage hole. Such
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di srupting events may easily trigger a spurious tineout despite a
conservative retransmssion tiner. Also, the mobility mechani sns of
some wireless networks may cause packet duplication

The al gorithm for conmputing TCP's retransnission timer is specified
in RFC 2988 [11]. The standard specifies that the initial setting of
the retransnission tineout value (RTO should not be I ess than 3
seconds. This value mght be too | ow when running TCP across 2.5d 3G

networks. In addition to its high |latencies, those networks may be
run at bit rates of as |ow as about 10 kb/s which results in |arge
packet transm ssion delays. |In this case, the RTT for the first data

segnment may easily exceed the initial TCP retransm ssion tiner
setting of 3 seconds. This would then cause a spurious tinmeout for
that segnent. Hence, in such situations it may be advisable to set
TCP’s initial RTOto a value larger than 3 seconds. Furthernore, due
to the potentially |arge packet transnission delays, a TCP sender

m ght choose to refrain frominitializing its RTOfromthe RTT
measured for the SYN, but instead take the RTT neasured for the first
data segnent.

Sone of the recommendations in RFC 2988 [11] are optional, and are
not followed by all TCP inplenentations. Specifically, sone TCP
stacks allow a m nimum RTO | ess than the recomended val ue of 1
second (section 2.4 of [11]), and sone inplenentations do not

i mpl ement the recomrended restart of the RTO timer when an ACK is
received (section 5.3 of [11]). Some experinents [52], [54], have
shown that in the face of bandwi dth oscillation, using the
recomrended m ni nrum RTO val ue of 1 sec (along with the al so
recomended initial RTO of 3 sec) reduces the nunber of spurious
retransm ssions as conpared to using snmall m ni mum RTO val ues of 200
or 400 ms. Furthermore, TCP stacks that restart the retransni ssion
timer when an ACK is received experience far |ess spurious

retransm ssions than inplementations that do not restart the RTO
timer when an ACK is received. Therefore, at the time of this
witing, it seens preferable for TCP inpl enentati ons used in 3G
wirel ess data transnission to conply with all reconmendati ons of RFC
2988.

6. Security Considerations
In 2.5G@ 3G wirel ess networks, data is transmtted as ci phertext over
the air and as cleartext between the Radi o Access Network (RAN) and
the core network. |P security RFC 2401 [37] or TLS RFC 2246 [36] can
be depl oyed by user devices for end-to-end security.

7. |1 ANA Consi derati ons

This specification requires no | ANA acti ons.
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