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Abst r act

Thi s docunent describes extensions to Multi-Protocol Label Switching
(MPLS) Resource ReserVation Protocol - Traffic Engi neering (RSVP-TE)
signaling required to support Generalized MPLS. Generalized MPLS
extends the MPLS control plane to enconpass tinme-division (e.g.,
Synchronous Optical Network and Synchronous Digital Hi erarchy,

SONET/ SDH), wavel ength (optical |anbdas) and spatial switching (e.g.,
i ncom ng port or fiber to outgoing port or fiber). This docunent
presents a RSVP-TE specific description of the extensions. A generic
functional description can be found in separate docunents.

Tabl e of Contents

1. IntroduCti on ... ..
2. Label Related Formats ........ ... .. i
Generalized Label Request Object ........................
Bandwi dth Encoding ........... ... . . .
Generalized Label Ohject ........ ... .. . . .. i
Waveband Switching ........ ... . ..
Suggested Label ... .. .. .
Label Set ... .
3. Bidirectional LSPs . ... ... ...

3.1 Procedur eSS ...

3.2 Contention Resolution . ....... . ... . ..
4. Notification ... ... ... e

4.1 Acceptable Label Set Ghject ......... ... .. . . ... ... ..

4.2 Notify Request QbjeCtsS . ...

NN
oUhwWNER
COWVOWOONDUTUTA WWN

B

Ber ger St andards Track [ Page 1]



RFC 3473 GQWPLS Signaling - RSVP-TE Extensions January 2003

4.3 Notify Message . ... .. 12
4.4 Renmoving State with a PathErr nessage ................... 14
5. Explicit Label Control . ...... .. . . . . 15
5.1 Label ERO subobject ......... .. . . . . .. 15
5.2 Label RRO subobject ......... ... . . . . . ... 16
6. Protection Qbject ... .. .. 17
6.1 Procedures ... ... 18
7. Administrative Status Information ............... .. ... ..... 18
7.1 Admin Status Obj eCt ... ... 18
7.2 Path and Resv Message Procedures ..................ou.u... 18
7.3 Notify Message Procedures ........... .. ... 20
8. Control Channel Separation ........... . . . . ... 21
8.1 Interface ldentification ....... ... ... .. ... . ... ... ... ..... 21
8.2 FErrored Interface ldentification ............. ... ........ 23
9. Fault Handling ....... .. 25
9.1 Restart_Cap Qbject ... .. 25
9.2 Processing of Restart _Cap Obhject ........................ 26
9.3 Modification to Hello Processing to Support
State REeCOVEeIY ... 26
9.4 Control Channel Faults . ..... ... . .. . . . .. 27
9.5 Nodal Faul ts ... ... 27
10. RSVP Message Formats and Handling ......................... 30
10.1 RSVP Message Formats ......... . .. . 30
10.2 Addressing Path and Pat hTear Messages ................. 32
11. Acknow edgment s ... ... 32
12. Security Considerations .......... . ... .. 33
13. TANA Considerati ONS . ... .. e e 34
13.1 TANA AsSi gNIMENE S ..ottt e e e e e 35
14. Intellectual Property Considerations ...................... 36
15, References .. ... .. 37
15.1 Normative References . ..... ... . . . . . . ... i 37
15.2 Informative References ........ ... . . . . . . .. .. ... 38
16. Contributors ... ... 38
17. BEditor’s AdAress . ... 41
18. Full Copyright Statement .......... ... .. . . . . . ... 42

1. Introduction

Generalized MPLS extends MPLS from supporting packet (PSC) interfaces
and switching to include support of three new classes of interfaces
and switching: Tine-Division Multiplex (TDM, Lanbda Switch (LSC) and
Fi ber-Switch (FSC). A functional description of the extensions to
MPLS signaling needed to support the new cl asses of interfaces and
switching is provided in [RFC3471]. This docunent presents RSVP-TE
specific formats and mechani sms needed to support all four classes of
interfaces.
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[ RFC3471] shoul d be viewed as a conpani on docunent to this docunent.
The format of this document parallels [RFC3471]. |In addition to the
other features of Generalized MPLS, this docunent al so defines RSVP-
TE specific features to support rapid failure notification, see
Sections 4.2 and 4. 3.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Label Rel ated Formats

This section defines formats for a generalized | abel request, a
general i zed | abel, support for waveband swi tchi ng, suggested | abe
and | abel sets.

2.1. Generalized Label Request Ohject

A Path message SHOULD contain as specific an LSP (Label Switched
Pat h) Encodi ng Type as possible to allow the maximnumflexibility in
switching by transit LSRs. A Generalized Label Request object is set
by the ingress node, transparently passed by transit nodes, and used
by the egress node. The Switching Type field may al so be updated
hop- by- hop.

The format of a Ceneralized Label Request object is:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T

| Length | dass-Num (19)| C Type (4)

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| LSP Enc. Type | Switching Type | G PID |
el i I e i it T e e e e i i T o S e e S e T R R

See [ RFC3471] for a description of paraneters
2.1.1. Procedures

A node processing a Path nessage containing a Generalized Labe
Request nust verify that the requested paraneters can be satisfied by
the interface on which the incomng label is to be allocated, the
node itself, and by the interface on which the traffic will be
transmtted. The node may either directly support the LSP or it may
use a tunnel (FA), i.e., another class of switching. In either case,
each paraneter nust be checked
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Note that |ocal node policy dictates when tunnels may be used and
when they may be created. Local policy may allow for tunnels to be
dynanical |y established or may be solely admnistratively controlled
For nore information on tunnels and processing of ER hops when using
tunnel s see [ MPLS- H ERARCHY] .

Transit and egress nodes MJST verify that the node itself and, where
appropriate, that the interface or tunnel on which the traffic wll
be transmtted can support the requested LSP Encodi ng Type. |If
encodi ng cannot be supported, the node MJST generate a PathErr
message, with a "Routing probl enf Unsupported Encodi ng" indication

Nodes MUST verify that the type indicated in the Sw tching Type
paraneter is supported on the corresponding incomng interface. |If
the type cannot be supported, the node MJST generate a PathErr
message with a "Routing problem Switching Type" indication

The G- PID paraneter is nornmally only exam ned at the egress. |If the
i ndi cated G PI D cannot be supported then the egress MJST generate a
Pat hErr nessage, with a "Routing probl enml Unsupported L3PI D"
indication. 1In the case of PSC and when penultimate hop poppi ng
(PHP) is requested, the penultimate hop al so exam nes the (stored)

G PID during the processing of the Resv nessage. |In this case if the
G PIDis not supported, then the penultimte hop MJST generate a
ResvErr nessage with a "Routing probl em Unacceptabl e | abel val ue"

i ndi cation. The generated ResvErr nessage MAY include an Acceptable
Label Set, see Section 4.1

When an error nmessage i s not generated, normal processing occurs. In
the transit case this will typically result in a Path nessage being
propagated. In the egress case and PHP special case this wll
typically result in a Resv nessage being generated.

2. 2. Bandwi dth Encodi ng

Bandwi dt h encodi ngs are carried in the SENDER TSPEC and FLOASPEC
objects. See [RFC3471] for a definition of values to be used for
specific signal types. These values are set in the Peak Data Rate
field of Int-Serv objects, see [RFC2210]. O her bandw dt h/service
rel ated paraneters in the object are ignored and carried
transparently.
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2.3. Ceneralized Label bject
The format of a Ceneralized Label object is:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Lengt h | d ass-Num (16) | C Type (2) |
B i s T T i i o S o T Ji I
| Label |
I : I

i e R i e i i i e i i St S N e S
See [ RFC3471] for a description of parameters and encodi ng of | abels.

2.3.1. Procedures

The Generalized Label travels in the upstreamdirection in Resv
nmessages.

The presence of both a generalized and normal | abel object in a Resv
message is a protocol error and should treated as a mal fornmed nessage
by the recipient.

The reci pient of a Resv nessage containing a CGeneralized Label
verifies that the values passed are acceptable. |If the label is
unacceptabl e then the recipient MIJST generate a ResvErr nessage with
a "Routing probleni MPLS | abel allocation failure" indication.

2. 4. VWaveband Switching hject

Waveband switching uses the same format as the generalized | abel, see
section 2.2. Waveband Label uses C Type (3),

In the context of waveband switching, the generalized | abel has the
follow ng format:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Length | dass-Num (16)] C Type (3)

R e s T o T S R El ok i R e e S S e o o s
| Waveband | d |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Start Label |
B i s T T i i o S o T Ji I
| End Label |

i i i T i I S i e s o o i i
See [ RFC3471] for a description of parameters
2.4.1. Procedures

The procedures defined in Section 2.3.1 apply to waveband swi t chi ng.
This includes generating a ResvErr nessage with a "Routing
probl em MPLS | abel allocation failure" indication if any of the |abe
fields are unrecogni zed or unacceptabl e.

Additionally, when a waveband is switched to another waveband, it is
possi bl e that the wavel engths within the waveband will be mirrored
about a center frequency. Wien this type of switching is enpl oyed,
the start and end label in the waveband | abel object MJST be flipped
before forwarding the | abel object with the new waveband 1d. In this
manner an egress/ingress LSR which receives a waveband | abel which
has these val ues inverted, knows that it nust also invert its egress
association to pick up the proper wavel engt hs.

Thi s operation MJUST be performed in both directions when a
bi directi onal waveband tunnel is being established.

2.5. Suggested Label nject

The format of a Suggested Label object is identical to a generalized

label. It is used in Path nmessages. A Suggested_Label object uses
Cl ass- Number 129 (of form 10bbbbbb) and the C Type of the |abel being
suggest ed.

Errors in received Suggested Label objects MJST be ignored. This
i ncludes any received inconsistent or unacceptabl e val ues.

Per [RFC3471], if a downstream node passes a | abel value that differs
fromthe suggested | abel upstream the upstream LSR MJST either
reconfigure itself so that it uses the | abel specified by the
downstream node or generate a ResvErr message with a "Routing
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probl em Unaccept abl e | abel val ue" indication. Furthernore, an
i ngress node SHOULD NOT transmt data traffic using a suggested | abel
until the downstream node passes a correspondi ng | abel upstream

2.6. Label Set hject

The Label _Set object uses O ass-Nunber 36 (of form Obbbbbbb) and the
C- Type of 1. It is used in Path nessages.

The format of a Label Set is:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Length | d ass-Num (36) ] C Type (1)
el i I e i it T e e e e i i T o S e e S e T R R
| Acti on | Reserved | Label Type |

T S e i i S S e e e T S i e S
| Subchannel 1 |

T S S S T S S S S it S S SEp DI S S

R I T T S S e T S s i Sl U S S S
| Subchannel N |

B i s T T i i o S o T Ji I
Label Type: 14 bits

Indicates the type and format of the labels carried in the object.
Val ues match the C Type of the appropriate RSVP_LABEL object.
Only the low order 8 bits are used in this field.

See [ RFC3471] for a description of other paraneters.
2.6.1. Procedures

A Label Set is defined via one or nore Label _Set objects. Specific
| abel s/ subchannel s can be added to or excluded froma Label Set via
Action zero (0) and one (1) objects respectively. Ranges of

| abel s/ subchannel s can be added to or excluded froma Label Set via
Action two (2) and three (3) objects respectively. When the

Label _Set objects only list |abels/subchannels to exclude, this
inplies that all other |abels are acceptable.
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The absence of any Label _Set objects inplies that all |abels are
acceptable. A Label Set is included when a node wi shes to restrict
the | abel (s) that may be used downstream

On reception of a Path nessage, the receiving node will restrict its
choice of labels to one which is in the Label Set. Nodes capabl e of
performng | abel conversion nay al so renove the Label Set prior to
forwarding the Path nmessage. |If the node is unable to pick a | abe
fromthe Label Set or if there is a problem parsing the Label _Set
objects, then the request is termnated and a PathErr nmessage with a
"Routing problenfLabel Set" indication MJST be generated. It is a
local matter if the Label Set is stored for later selection on the
Resv or if the selection is nade inmediately for propagation in the
Resv.

On reception of a Path nessage, the Label Set represented in the
nmessage i s conpared agai nst the set of available |abels at the
downstreaminterface and the resulting intersecting Label Set is
forwarded in a Path nmessage. Wen the resulting Label Set is enpty,
the Path must be terminated, and a PathErr message, and a "Routing
probl em Label Set" indication MIST be generated. Note that
intersection is based on the physical |abels (actual wavel ength/band
val ues) which may have different |ogical values on different |inks,
as aresult it is the responsibility of the node to map these val ues
so that they have a consistent physical neaning, or to drop the
particul ar values fromthe set if no suitable |ogical |abel value
exi sts.

When processing a Resv nessage at an internediate node, the | abe
propagat ed upstream MUST fall within the Label Set.

Note, on reception of a Resv nmessage a node that is incapable of
perform ng | abel conversion has no other choice than to use the sane
physi cal |abel (wavel ength/band) as received in the Resv nessage. In
this case, the use and propagation of a Label Set will significantly
reduce the chances that this allocation will fail.

3. Bidirectional LSPs

Bi directional LSP setup is indicated by the presence of an Upstream
Label in the Path nessage. An Upstream Label object has the sane
format as the generalized | abel, see Section 2.3. The Upstream Labe
obj ect uses C ass-Nunber 35 (of form Obbbbbbb) and the C Type of the
| abel bei ng used.
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3.1. Procedures

The process of establishing a bidirectional LSP follows the
establishment of a unidirectional LSP with sone additions. To
support bidirectional LSPs an Upstream Label object is added to the
Pat h nessage. The Upstream Label object MJST indicate a | abel that
is valid for forwarding at the tine the Path nmessage is sent.

When a Path message contai ning an Upstream Label object is received,
the receiver first verifies that the upstream | abel is acceptable.

If the label is not acceptable, the receiver MJST issue a PathErr
message with a "Routing probl em Unacceptabl e | abel val ue" indication
The generated Pat hErr nessage MAY include an Acceptabl e Label Set,
see Section 4.1.

An internedi ate node nust also allocate a | abel on the outgoing
interface and establish internal data paths before filling in an
out goi ng upstream | abel and propagating the Path nmessage. If an
internmedi ate node is unable to allocate a | abel or interna
resources, then it MJST issue a PathErr nmessage with a "Routing
probl eml MPLS | abel all ocation failure" indication

Term nat or nodes process Path nessages as usual, with the exception
that the upstream | abel can imrediately be used to transport data
traffic associated with the LSP upstreamtowards the initiator

VWhen a bidirectional LSP is rempoved, both upstream and downstream
| abels are invalidated and it is no longer valid to send data using
t he associated | abel s.

3.2. Contention Resol ution

There are two additional contention resolution rel ated considerations
when controlling bidirectional LSP setup via RSVP-TE. The first is
that for the purposes of RSVP contention resolution, the node IDis
the I P address used in the RSVP_HOP object. The second is that a

nei ghbor’ s node I D might not be known when sending an initial Path
message. Wien this case occurs, a node should suggest a | abel chosen
at random fromthe avail abl e | abel space

4. Notification

This section covers several notification related extensions. The
first extension defines the Acceptable Label Set object to support
Notification on Label Error, per [RFC3471]. The second and third

ext ensi ons enabl e expedited notification of failures and other events
to nodes responsible for restoring failed LSPs. (The second
extension, the Notify Request object, identifies where event
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notifications are to be sent. The third extension, the Notify
message, provides for general event notification.) The fina
notification related extension allows for the renoval of Path state
on handling of PathErr nmessages.

4.1. Acceptable Label Set bject

Accept abl e_Label _Set objects use a C ass-Nunber 130 (of form
10bbbbbb). The remai ning contents of the object, including C Type,
have the identical format as the Label Set object, see Section 2.6.

Accept abl e _Label Set objects nay be carried in PathErr and ResvErr
messages. The procedures for defining an Acceptabl e Label Set follow
the procedures for defining a Label Set, see Section 2.6.1
Specifically, an Acceptable Label Set is defined via one or nore
Accept abl e_Label Set objects. Specific |abels/subchannels can be
added to or excluded froman Acceptable Label Set via Action zero
(0) and one (1) objects respectively. Ranges of |abel s/subchannels
can be added to or excluded from an Acceptable Label Set via Action
two (2) and three (3) objects respectively. Wen the
Accept abl e_Label _Set objects only list |abels/subchannels to excl ude,
this inplies that all other |abels are acceptabl e.

The inclusion of Acceptable Label Set objects is optional. |If

i ncluded, the PathErr or ResvErr nessage SHOULD contain a "Routing
probl em Unaccept abl e | abel val ue" indication. The absence of
Accept abl e_Label _Set objects does not have any specific meaning.

4.2. Notify Request (njects
Notifications may be sent via the Notify nessage defined bel ow. The
Notify Request object is used to request the generation of
notifications. Notifications, i.e., the sending of a Notify nessage,
may be requested in both the upstream and downstream directions.
4.2.1. Required Infornmation
The Notify Request Object may be carried in Path or Resv Messages,
see Section 7. The Notify_ Request C ass-Nunber is 195 (of form
11bbbbbb). The format of a Notify Request is:

o |Pv4 Notify Request hject
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Length | Adass-Num (1) | CType (1) |
i i i T i I S i e s o o i i
| I Pv4 Notify Node Address |
R et e s i o e s i i

I Pv4 Notify Node Address: 32 bits

The | P address of the node that should be notified when generating
an error nessage

o |Pve Notify Request hject

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Length | dass-Num (2) | C Type (2) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |
| I Pv6é Notify Node Address |
I I
I I
+-

R e o i i e S S R S R ol i il S S S S R e o T R e
I Pv6 Notify Node Address: 16 bytes

The | P address of the node that should be notified when generating
an error nessage

If a nessage contains multiple Notify_ Request objects, only the first
obj ect is meaningful. Subsequent Notify_ Request objects MAY be
i gnored and SHOULD NOT be propagat ed.

4.2.2. Procedures

A Notify Request object nmay be inserted in Path or Resv messages to

i ndi cate the address of a node that should be notified of an LSP
failure. As previously nentioned, notifications nmay be requested in
bot h the upstream and downstream directions. Upstreamnotification
is indicated via the inclusion of a Notify Request Object in the
correspondi ng Path nessage. Downstream notification is indicated via
the inclusion of a Notify Request Object in the correspondi ng Resv
message
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A node receiving a nessage containing a Notify Request object SHOULD
store the Notify Node Address in the corresponding state block. If
the node is a transit node, it SHOULD al so i ncluded a Notify Request
object in the outgoing Path or Resv nmessage. The outgoing Notify
Node Address MAY be updat ed based on | ocal policy.

Note that the inclusion of a Notify Request object does not guarantee
that a Notify nessage will be generated.

4.3. Notify Message

The Notify message provides a nechanismto inform non-adjacent nodes
of LSP related events. Notify messages are normally generated only
after a Notify Request object has been received. The Notify nessage
differs fromthe currently defined error nmessages (i.e., PathErr and
ResvErr nessages) in that it can be "targeted" to a node other than
the i medi ate upstream or downstream nei ghbor and that it is a
generalized notification nechanism The Notify nessage does not

repl ace existing error nessages. The Notify nmessage may be sent
either (a) normally, where non-target nodes just forward the Notify
message to the target node, simlar to ResvConf processing in

[ RFC2205]; or (b) encapsulated in a new | P header whose destination
is equal to the target |IP address. Regardless of the transni ssion
mechani sm nodes receiving a Notify nessage not destined to the node
forward the message, unnodified, towards the target.

To support reliable delivery of the Notify nessage, an Ack Message
[ RFC2961] is used to acknow edge the receipt of a Notify Message.
See [ RFC2961] for details on reliable RSVP nessage delivery.

4.3.1. Required Information

The Notify nessage is a generalized notification message. The IP
destination address is set to the |IP address of the intended
receiver. The Notify nessage is sent without the router alert
option. A single Notify nessage may contain notifications being
sent, with respect to each |listed session, both upstream and
downst ream

The Notify nessage has a Message Type of 21. The Notify nessage
format is as follows:

<Noti fy message> 1= <Common Header > [ <I NTEGRI TY>]
[ [ <MESSAGE | D ACK> | <MESSAGE | D NACK>] ... ]
[ <MESSAGE_| D> ]
<ERROR _SPEC> <notify session |ist>

Ber ger St andards Track [ Page 12]



RFC 3473 GQWPLS Signaling - RSVP-TE Extensions January 2003

<notify session |list> [ <notify session |ist>]
<upstreamnotify session>

<downstream noti fy session>

<upstream notify session> i1 = <SESSI ON> [ <ADM N_STATUS> |
[ <POLI CY_DATA>. . .]
<sender descri ptor>

<downstream notify session> ::= <SESS|I ON> [ <PCLI CY_DATA>. . .]

<fl ow descriptor |ist>

The ERROR_SPEC obj ect specifies the error and includes the | P address
of either the node that detected the error or the link that has
failed. See ERROR SPEC definition in [RFC2205]. The MESSAGE | D and
rel ated objects are defined in [RFC2961] and are used when [ RFC2961]

i s supported.

4.3.2. Procedures

Notify messages are nost commonly generated at nodes that detect an
error that will trigger the generation of a PathErr or ResvErr
message. |If a PathErr nessage is to be generated and a Notify
Request obj ect has been received in the correspondi ng Path nessage,
then a Notify nmessage destined to the recorded node SHOULD be
generated. If a ResvErr nessage is to be generated and a Notify
Request obj ect has been received in the correspondi ng Resv nessage,
then a Notify nmessage destined to the recorded node SHOULD be
generated. As previously nentioned, a single error may generate a
Notify nmessage in both the upstream and downstream directions. Note
that a Notify message MJUST NOT be generated unless an appropriate
Noti fy Request object has been received.

VWhen generating Notify nmessages, a node SHOULD attenpt to conbi ne
notifications being sent to the sane Notify Node and that share the
same ERROR SPEC into a single Notify nessage. The neans by which a
node determ nes which information may be conbined is inplenmentation
dependent. |Inplenentati ons may use event, tiner based or other
approaches. |If using a timer based approach, the inplenmentation
SHOULD al |l ow the user to configure the interval over which
notifications are conbined. Wen using a tinmer based approach, a
default "notification interval" of 1 ns SHOULD be used. Notify
messages SHOULD be delivered using the reliable nmessage delivery
mechani sms defined in [ RFC2961] .

Upon receiving a Notify message, the Notify Node SHOULD send a
correspondi ng Ack nmessage.
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4.4. Renmoving State with a PathErr message

The Pat hErr message as defined in [RFC2205] is sent hop-by-hop to the
source of the associated Path nessage. Internediate nodes may

i nspect this nmessage, but take no action upon it. In an environnent
where Path nessages are routed according to an I GP and that route may
change dynamically, this behavior is a fine design choice

However, when RSVP is used with explicit routes, it is often the case
that errors can only be corrected at the source node or sone ot her
node further upstream |n order to clean up resources, the source
must receive the PathErr and then either send a PathTear (or wait for
the nmessages to tinmeout). This causes idle resources to be held

| onger than necessary and increases control nessage load. In a
situation where the control plane is attenpting to recover froma
serious outage, both the nmessage | oad and the delay in freeing
resources hanper the ability to rapidly reconverge.

The situation can be greatly inproved by allowing state to be renoved
by intermedi ate nodes on certain error conditions. To facilitate
this a newflag is defined in the ERROR _SPEC object. The two
currently defined ERROR SPEC objects (I1Pv4 and | Pv6 error spec

obj ects) each contain a one byte flag field. Wthin that field two
flags are defined. This specification defines a third flag, 0x04,

Pat h_St at e_Renpved.

The semantics of the Path_State Renoved flag are sinply that the node
forwarding the error nessage has renoved the Path state associ ated
with the PathErr. By default, the Path_State Renpved flag is al ways
set to zero when generating or forwarding a PathErr nmessage. A node
whi ch encounters an error MAY set this flag if the error results in
the associated Path state being discarded. |If the node setting the
flag is not the session endpoint, the node SHOULD generate a
correspondi ng PathTear. A node receiving a PathErr nessage

contai ning an ERROR _SPEC object with the Path_State Renpved flag set
MAY al so renove the associated Path state. |If the Path state is
renoved the Path_State Renoved flag SHOULD be set in the outgoing

Pat hErr nessage. A node which does not renpve the associated Path
state MUST NOT set the Path_State Rempved flag. A node that receives
an error with the Path_State Renpved flag set to zero MIUST NOT set
this flag unless it al so generates a correspondi ng Pat hTear nessage.

Note that the use of this flag does not result in any
interoperability incompatibilities.
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5. Explicit Label Contro

The Label ERO (Explicit Route Object) and RRO (Record Route Object)
subobj ects are defined to support Explicit Label Control. Note that
the Label RRO subobject was defined in [ RFC3209] and is being
extended to support bidirectional LSPs.

5.1. Label ERO subobj ect
The Label ERO subobject is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| L] Type | Length | Y Reserved | C Type |
el i I e i it T e e e e i i T o S e e S e T R R
| Label |
I : I

T S S Th i i S S .+.- T S S el i S S S
See [ RFC3471] for a description of L, U and Label paraneters.
Type

3 Label
Length

The Length contains the total |ength of the subobject in bytes,
i ncluding the Type and Length fields. The Length is always
di vi si bl e by 4.

C Type

The C- Type of the included Label Ooject. Copied fromthe Labe
oj ect.

5.1.1. Procedures

The Label subobject foll ows a subobject containing the | P address, or
the interface identifier [RFC3477], associated with the Iink on which
it isto be used. Up to two | abel subobjects nay be present, one for
the downstream | abel and one for the upstreamlabel. The follow ng
SHOULD result in "Bad EXPLI Cl T_ROUTE object" errors:

o lIf the first |abel subobject is not preceded by a subobject

containing an | P address, or an interface identifier [RFC3477],
associ ated with an output Iink.
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o For a label subobject to follow a subobject that has the L-bit set

0 On unidirectional LSP setup, for there to be a | abel subobject with
the U-bit set

o For there to be two | abel subobjects with the same U-bit val ues

To support the | abel subobject, a node nmust check to see if the
subobject following its associate address/interface is a | abe
subobject. If it is, one subobject is exam ned for unidirectiona
LSPs and two subobjects for bidirectional LSPs. If the U-bit of the
subobj ect being examined is clear (0), then value of the | abel is
copied into a new Label _Set object. This Label _Set object MJST be

i ncluded on the correspondi ng outgoi ng Pat h message.

If the U-bit of the subobject being exanmined is set (1), then val ue
of the label is label to be used for upstreamtraffic associated with
the bidirectional LSP. If this label is not acceptable, a "Bad
EXPLI Cl T_ROUTE obj ect" error SHOULD be generated. |If the |abel is
acceptable, the label is copied into a new Upstream Label object.
Thi s Upstream Label object MJST be included on the corresponding

out goi ng Pat h nessage.

After processing, the | abel subobjects are renpved fromthe ERO

Note an inplication of the above procedures is that the |abel

subobj ect shoul d never be the first subobject in a newy received
message. |If the | abel subobject is the the first subobject an a
received ERO, then it SHOULD be treated as a "Bad strict node" error

Procedures by which an LSR at the head-end of an LSP obtains the
i nformati on needed to construct the Label subobject are outside the
scope of this docunent.

5.2. Label RRO subobject
The Label RRO subobject is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
T T g S S S S g S
| Type | Length | Y Fl ags | C Type |
T s ST S
| Label |
| : |

i S S T i S S e S AT i S S

See [ RFC3471] for a description of U and Label paraneters.
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Type

3 Label
Length

See [ RFC3209].
Fl ags

See [ RFC3209] .
C Type

The C- Type of the included Label Object. Copied fromthe Label
oj ect.

5.2.1. Procedures

Label RRO subobjects are included in RRCs as described in [ RFC3209].
The only nodification to usage and processing from|[RFC3209] is that
when | abel s are recorded for bidirectional LSPs, |abel ERO subobjects
for both downstream and upstream | abel s MJUST be i ncl uded.

6. Protection Object
The use of the Protection Object is optional. The object is included
to indicate specific protection attributes of an LSP. The Protection
oj ect uses O ass-Nunber 37 (of form Obbbbbbb).
The format of the Protection Cbject is:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Length | dass-Num (37) ] C Type (1) |
I i A S i I L kSRR SR S
| S| Reserved | Link Flags|

e S i S S T o S S e it S S S S S

See [ RFC3471] for a description of paraneters.
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6. 1. Procedures

Transit nodes processing a Path nessage containing a Protection

oj ect MUST verify that the requested protection can be satisfied by
the outgoing interface or tunnel (FA). |If it cannot, the node MJUST
generate a PathErr message, with a "Routing probl eni Unsupported Link
Protection" indication.

7. Admnistrative Status I nfornation

Adm ni strative Status Information is carried in the Adm n_Status

obj ect. The object provides infornmation related to the

adm nistrative state of a particular LSP. The information is used in
two ways. In the first, the object is carried in Path and Resv
messages to indicate the admnistrative state of an LSP. 1In the
second, the object is carried in a Notification nessage to request
that the ingress node change the adm nistrative state of an LSP.

7.1. Admi n Status Object

The use of the Admin_Status Object is optional. It uses C ass-Number
196 (of form 1llbbbbbb).

The format of the Admin_Status Object is:
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Length | d ass-Nun{196) | C Type (1) |
T S S T S i S N s
| R Reserved | T| Al D

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
See [ RFC3471] for a description of paraneters.
7.2. Path and Resv Message Procedures

The Adm n_Status object is used to notify each node al ong the path of
the status of the LSP. Status information is processed by each node
based on local policy and then propagated in the corresponding

out goi ng nessages. The object nmay be inserted in either Path or Resv
messages at the discretion of the ingress (for Path nmessages) or
egress (for Resv nessages) nodes. The absence of the object is

equi val ent to receiving an object containing values all set to zero

(0).
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Transit nodes receiving a non-refresh Path or Resv nmessage contai ning
an Admi n_Status object, update their local state, take any
appropriate local action based on the indicated status and then
propagate the received Adm n_Status object in the corresponding
outgoing Path or Resv nessage. |f the values of an Adnmi n_Status

obj ect received in a Resv nessage differs fromthe values received in
a Path nmessage then, with one exception, no |l ocal action should be

taken but the values should still be propagated. The one case where
val ues received in the Resv nessage should result in local action is
when both the received R and D bits are set, i.e., are one (1).

Edge nodes receiving a non-refresh Path or Resv nessage containing an
Admi n_Status object, also update their |local state and take any
appropriate local action based on the indicated status. Wen an
Admin Status object is received with the Rbit set, the receiving
edge node should reflect the received values in a correspondi ng

out goi ng nessage. Specifically, if an egress node receives a Path
message with the R bit of the Admin_Status object set and the node
has previously issued a Resv nessage corresponding to the Path
message, the node SHOULD send an updated Resv nessage containi ng an
Adm n_Status object with the same values set, with the exception of
the R bit, as received in the correspondi ng Path nessage.
Furthernore, the egress node SHOULD al so ensure that subsequent Resv
messages sent by the node contain the same Admin Status Object.

Additionally, if an ingress node receives a Resv nessage with the R
bit of the Adm n_Status object set, the node SHOULD send an updated
Pat h nessage containing an Adm n_Status object with the same val ues
set, with the exception of the Rbit, as received in the
correspondi ng Resv nessage. Furthernore, the ingress node SHOULD
al so ensure that subsequent Path nessages sent by the node contain
the sane Adnin Status bject.

7.2.1. Deletion procedure

In sone circunstances, particularly optical networks, it is useful to
set the admi nistrative status of an LSP before tearing it down. In
such circumnmstances the procedure SHOULD be foll owed when del eting an
LSP fromthe ingress:

1. The ingress node precedes an LSP deletion by inserting an Adm n
Status Object in a Path nessage and setting the Reflect (R) and
Delete (D) bits.

2. Transit and egress nodes process the Admn Status Object as
descri bed above. (Alternatively, the egress MAY respond with a
Pat hErr nessage with the Path_State Renpved flag set, see section
4.4.)
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3. Upon receiving the Admin Status Object with the Delete (D) bit set
in the Resv nessage, the ingress node sends a PathTear nmessage
downstreamto renmove the LSP and normal RSVP processing takes
pl ace.

In such circunstances the procedure SHOULD be fol |l owed when del eting
an LSP fromthe egress:

1. The egress node indicates its desire for deletion by inserting an
Adm n Status Object in a Resv nmessage and setting the Reflect (R
and Delete (D) bits.

2. Transit nodes process the Adnmn Status hject as described above.

3. Upon receiving the Admn Status Gbject with the Delete (D) bit set
in the Resv nessage, the ingress node sends a PathTear nessage
downstreamto renove the LSP and nornmal RSVP processing takes
pl ace.

7.2.2. Conpatibility and Error Procedures

It is possible that sone nodes along an LSP will not support the
Admin Status Object. 1In the case of a non-supporting transit node,
the object will pass through the node unnodified and nor nal
processing can continue. |In the case of a non-supporting egress
node, the Adm n Status Object will not be reflected back in the Resv
Message. To support the case of a non-supporting egress node, the

i ngress SHOULD only wait a configurable period of time for the
updated Adnmin Status hject in a Resv nessage. Once the period of
time has el apsed, the ingress node sends a Pat hTear nmessage. By
default this period of tinme SHOULD be 30 seconds.

7.3. Notify Message Procedures

I nternedi ate and egress nodes nmay trigger the setting of

adm nistrative status via the use of Notify nessages. To acconplish
this, an internedi ate or egress node generates a Notify nessage with
the correspondi ng upstreamnotify session information. The Admin
Status Obj ect MIST be included in the session information, with the
appropriate bit or bits set. The Reflect (R) bit MJST NOT be set.
The Notify nessage may be, but is not required to be, encapsul ated,
see Section 4.3.

An ingress node receiving a Notify message contai ning an Admin Status
hject with the Delete (D) bit set, SHOUD initiate the deletion
procedure described in the previous section. Oher bits SHOULD be
propagated in an outgoi ng Path nmessage as nornal .
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7.3.1. Conpatibility and Error Procedures

Sone special processing is required in order to cover the case of
nodes that do not support the Admn Status Object and other error
conditions. Specifically, a node that sends a Notify nessage
containing an Admin Status Object with the Down (D) bit set MJST
verify that it receives a corresponding Path nessage with the Down
(D) bit set within a configurable period of tine. By default this
period of tinme SHOULD be 30 seconds. |If the node does not receive
such a Path message, it SHOULD send a Pat hTear nessage downstream and
either a ResvTear nessage or a Pat hErr nessage with the

Pat h_State Renpved flag set upstream

8. Control Channel Separation

This section provides the protocol specific formats and procedures to
required support a control channel not being in-band with a data
channel

8.1. Interface ldentification

The choice of the data interface to use is always made by the sender
of the Path message. The choice of the data interface is indicated by
the sender of the Path nmessage by including the data channel’s
interface identifier in the nessage using a new RSVP_HOP obj ect sub-
type. For bidirectional LSPs, the sender chooses the data interface
in each direction. In all cases but bundling, the upstreaminterface
is inplied by the downstreaminterface. For bundling, the path
sender explicitly identifies the conponent interface used in each
direction. The new RSVP_HOP object is used in Resv nessage to

i ndi cate the downstream node’s usage of the indicated interface(s).
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8.1.1. IF_ID RSVP_HOP bjects
The format of the IPv4 I F_ID RSVP_HOP bject is:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Lengt h | dass-Num (3) | G Type (3) |
B i s T T i i o S o T Ji I
| | Pv4 Next/Previ ous Hop Address |
e L o i e e R t o i R S
| Logi cal Interface Handle |
i e e R e s R i e R b i o i N S T

I I
~ TLVs ~
I I
T T i T i A S
The format of the IPv6 | F_I D RSVP_HOP Object is:

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Length | dass-Num (3) | C Type (4) |
R et e s i o e s i i

| | Pv6 Next/Previous Hop Address |
BT T o e S e i i S T e e i s TTE P S S S
| Logi cal Interface Handl e |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
~ TLVs ~
BT T o e S e i i S T e e i s TTE P S S S
See [ RFC2205] for a description of hop address and handl e fields.

See [ RFC3471] for a description of parameters and encodi ng of
TLVs.
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8.1.2. Procedures

An | F_ID RSVP_HOP object is used in place of previously defined
RSVP_HOP objects. It is used on links where there is not a one-to-
one association of a control channel to a data channel, see

[ RFC3471]. The Hop Address and Logical Interface Handle fields are
used per standard RSVP [ RFC2205].

TLVs are used to identify the data channel (s) associated with an LSP
For a unidirectional LSP, a downstream data channel MUJUST be
indicated. For bidirectional LSPs, a combn downstream and upstream
data channel is normally indicated. |In the special case where a
bidirectional LSP that traverses a bundled link, it is possible to
specify a downstream data channel that differs fromthe upstream data
channel . Data channels are specified fromthe viewpoint of the
sender of the Path nessage. The IF_ID RSVP_HOP object SHOULD NOT be
used when no TLVs are needed.

A node receiving one or nore TLVs in a Path nmessage saves their
val ues and returns themin the HOP objects of subsequent Resv
messages sent to the node that originated the TLVs.

Note, the node originating an | F_ID object MJST ensure that the

sel ected outgoing interface, as specified in the IF_ID object, is
consistent with an ERO. A node that receives an | F_I D object SHOULD
check whether the information carried in this object is consistent
with the information carried in a received ERQ and if not it MJST
send a PathErr Message with the error code "Routing Error"” and error
val ue of "Bad Explicit Route Object" toward the sender. This check
CANNOT be perfornmed when the initial ERO subobject is not the

i nconming interface.

8.2. Errored Interface ldentification
There are cases where it is useful to indicate a specific interface

associated with an error. To support these cases the IF_ID
ERROR_SPEC (bj ects are defi ned.
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8.2.1. IF_ID ERROR SPEC (bj ects
The format of the IPv4 I F_|I D ERROR SPEC (bject is:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Lengt h | dass-Num (6) | C Type (3) |
B i s T T i i o S o T Ji I
| | Pv4 Error Node Address |
e L o i e S  th o i R S
| Fl ags | Error Code | Error Val ue |
i e e e e i o i e e i ol I N S T

I I
~ TLVs ~
I I
T T i T i A S
The format of the IPv6 | F_|I D ERROR SPEC (bject is:

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Length | dass-Num (6) | C Type (4) |
R et e s i o e s i i

I I

| | Pv6 Error Node Address |

I I

I I
i e R i e i i i e i i St S N e S

| Fl ags | Error Code | Error Val ue |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| |

~ TLVs ~

I I
i e R i e i i i e i i St S N e S
See [ RFC2205] for a description of address, flags, error code and
error value fields. See [RFC3471] for a description of paraneters
and encodi ng of TLVs.

8.2.2. Procedures

Nodes wi shing to indicate that an error is related to a specific
interface SHOULD use the appropriate | F_ID ERROR_SPEC Ohject in the
correspondi ng PathErr or ResvErr message. |F_|ID ERROR SPEC bjects

SHOULD be generated and processed as any other ERROR SPEC (bject, see
[ RFC2205] .
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9. Fault Handling

The handling of two types of control comunication faults is
described in this section. The first, referred to as nodal faults,
relates to the case where a node |osses its control state (e.g.,
after a restart) but does not |oose its data forwarding state. In
the second, referred to as control channel faults, relates to the
case where control comrunication is |ost between two nodes. The
handl ing of both faults is supported by the Restart_Cap object
defined bel ow and require the use of Hell o nessages.

Note, the Restart Cap object MJUST NOT be sent when there is no
mechani smto detect data channel failures independent of contro
channel fail ures.

Pl ease note this section is derived from [ PAN- RESTART].
9.1. Restart_Cap Object

The Restart_Cap Cbject is carried in Hell o nessages.

The format of the Restart_ Cap Object is:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| Length | dass-Nunm(131)| C Type (1)

el i I e i it T e e e e i i T o S e e S e T R R
| Restart Tine |
I S i o T s S S S e s s T
| Recovery Time |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Restart Tinme: 32 bits

Restart Tinme is neasured in mlliseconds. Restart Time SHOULD be
set to the sumof the tine it takes the sender of the object to
restart its RSVP-TE conponent (to the point where it can exchange
RSVP Hello with its neighbors) and the commruni cati on channel that
is used for RSVP communication. A value of Oxffffffff indicates
that the restart of the sender’s control plane nmay occur over an
indetermi nate interval and that the operation of its data plane is
unaf fected by control plane failures. The nethod used to ensure
continued data plane operation is outside the scope of this
docunent .
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Recovery Tine: 32 bits

The period of time, in mlliseconds, that the sender desires for
the recipient to re-synchronize RSVP and MPLS forwarding state
with the sender after the re-establishnment of Hello

synchroni zation. A value of zero (0) indicates that MPLS
forwarding state was not preserved across a particular reboot.

9.2. Processing of Restart_Cap Object

Nodes supporting state recovery advertise this capability by carrying
the Restart _Cap object in Hello nessages. Such nodes MJST i ncl ude
the Restart_Cap object in all Hello nmessages. (Note that this

i ncludes Hell o nessages contai ning ACK objects.) Usage of the
speci al case Recovery Tinme values is described in greater detai

bel ow.

When a node receives a Hello nessage with the Restart_Cap object, it
SHOULD record the values of the paraneters received

9.3. Modification to Hello Processing to Support State Recovery

When a node determ nes that RSVP conmuni cation with a nei ghbor has
been | ost, and the node previously |learned that the nei ghbor supports
state recovery, the node SHOULD wait at |east the anmount of tinme
indicated by the Restart Tinme indicated by the nei ghbor before

i nvoki ng procedures related to conmunication |oss. A node MAY wait a
different anobunt of tine based on local policy or configuration

i nformation.

During this waiting period, all Hello nessages MJST be sent with a
Dst I nstance value set to zero (0), and Src_Instance shoul d be
unchanged. While waiting, the node SHOULD al so preserve the RSVP and
MPLS forwarding state for (already) established LSPs that traverse
the link(s) between the node and the neighbor. 1In a sense with
respect to established LSPs the node behaves as if it continues to
recei ve periodic RSVP refresh nessages fromthe nei ghbor. The node
MAY cl ear RSVP and forwarding state for the LSPs that are in the
process of being established when their refresh timers expire.

Ref reshi ng of Resv and Path state SHOULD be suppressed during this
wai ting period.

During this waiting period, the node MAY inform upstream nodes of the
communi cation | oss via a PathErr and/or upstream Notify nessage with
"Control Channel Degraded State" indication. |If such notification
has been sent, then upon restoration of the control channel the node
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MUST i nform ot her nodes of the restoration via a PathErr and/or
upstream Noti fy message with "Control Channel Active State"
indication. (Specific error codes have been assigned by | ANA )

When a new Hell o nessage is received fromthe nei ghbor, the node nust
determine if the fault was limted to the control channel or was a
nodal fault. This determination is based on the Src_Instance
received fromthe neighbor. |If the value is different than the val ue
that was received fromthe neighbor prior to the fault, then the

nei ghbor should be treated as if it has restarted. Oherw se, the
the fault was Iimted control channel. Procedures for handling each
case are described bel ow

9.4. Control Channel Faults

In the case of control channel faults, the node SHOULD refresh al
state shared with the neighbor. Sunmary Refreshes [ RFC2961] with the
ACK Desired flag set SHOULD be used, if supported. Note that if a

| arge nunmber of messages are need, some paci ng shoul d be appli ed.

Al state SHOULD be refreshed within the Recovery time advertised by
t he nei ghbor.

9.5. Nodal Faults

Recovering from nodal faults uses one new object and ot her existing
prot ocol messages and objects.

9.5.1. Recovery Labe

The Recovery Label object is used during the nodal fault recovery
process. The format of a Recovery_ Label object is identical to a
generalized | abel. A Recovery_lLabel object uses O ass-Nunmber 34 (of
f orm Obbbbbbb) and the C Type of the | abel being suggested.

9.5.2. Procedures for the Restarting node

After a node restarts its control plane, a node that supports state
recovery SHOULD check whether it was able to preserve its MPLS
forwarding state. If no forwarding state fromprior to the restart
was preserved, then the node MUST set the Recovery Tine to O in the
Hel | o nessage the node sends to its nei ghbors.

If the forwarding state was preserved, then the node initiates the
state recovery process. The period during which a node is prepared
to support the recovery process is referred to as the Recovery
Period. The total duration of the Recovery Period is advertised by
the recovering node in the Recovery Tinme paraneter of the Restart_ Cap
object. The Recovery Tinme MJST be set to the duration of the
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Recovery Period in all Hello nessages sent during the Recovery
Period. State that is not resynchronized during the Recovery Period
SHOULD be renoved at the end of the Period.

Note that if during Hello synchronization the restarting node

determ nes that a nei ghbor does not support state recovery, and the
restarting node nmaintains its MPLS forwarding state on a per nei ghbor
basis, the restarting node should i medi ately consi der the Recovery
Period with that nei ghbor conpleted. Forwarding state may be
considered to be naintai ned on a per nei ghbor basis when per
interface | abels are used on point-to-point interfaces.

When a node receives a Path nmessage during the Recovery Period, the
node first checks if it has an RSVP state associated with the
message. If the state is found, then the node handl es this message
according to previously defined procedures.

If the RSVP state is not found, and the nessage does not carry a
Recovery_Label object, the node treats this as a setup for a new LSP
and handles it according to previously defined procedures.

If the RSVP state is not found, and the nessage carries a

Recovery Label object, the node searches its MPLS forwarding table
(the one that was preserved across the restart) for an entry whose
incom ng interface matches the Path nessage and whose incom ng | abe
is equal to the label carried in the Recovery_Label object.

If the MPLS forwarding table entry is not found, the node treats this
as a setup for a new LSP, and handles it according to previously
defined procedures.

If the MPLS forwarding table entry is found, the appropriate RSVP
state is created, the entry is bound to the LSP associated with the
message, and related forwarding state should be considered as valid
and refreshed. Nornmal Path message processing should al so be
conducted. When sending the correspondi ng outgoing Path nmessage the
node SHOULD include a Suggested_Label object with a | abel val ue

mat chi ng the outgoing | abel fromthe now restored forwarding entry.
The outgoing interface SHOULD al so be sel ected based on the
forwarding entry. 1In the special case where a restarting node al so
has a restating downstream nei ghbor, a Recovery Label object should
be used instead of a Suggested Label object.

Additionally, for bidirectional LSPs, the node extracts the | abe

fromthe UPSTREAM LABEL object carried in the received Path nessage,
and searches its MPLS forwarding table for an entry whose out goi ng
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| abel is equal to the label carried in the object (in the case of
l'ink bundling, this may al so involved first identifying the
appropriate incom ng component |ink).

If the MPLS forwarding table entry is not found, the node treats this
as a setup for a new LSP, and handles it according to previously
defined procedures.

If the MPLS forwarding table entry is found, the entry is bound to
the LSP associated with the Path nessage, and the entry shoul d be
considered to be re-synchronized. |In addition, if the node is not
the tail-end of the LSP, the correspondi ng outgoi ng Path nessages is
sent with the incomng |abel fromthat entry carried in the
UPSTREAM LABEL obj ect .

During the Recovery Period, Resv nessages are processed normally with
two exceptions. |In the case that a forwarding entry is recovered, no
new | abel or resource allocation is required while processing the
Resv nessage. The second exception is that ResvErr nessages SHOULD
NOT be generated when a Resv nessage with no matching Path state is
received. 1In this case the Resv nessage SHOULD just be silently

di scarded

9.5.3. Procedures for the Neighbor of a Restarting node

The foll owi ng specifies the procedures that apply when the node
reestabl i shes comunication with the neighbor’s control plane within
the Restart Time, the node determ nes (using the procedures defined
in Section 5 of [RFC3209]) that the neighbor’s control plane has
restarted, and the nei ghbor was able to preserve its forwarding state
across the restart (as was indicated by a non-zero Recovery Tinme
carried in the Restart_Cap object of the RSVP Hell o nmessages received
fromthe neighbor). Note, a Restart Tinme value of Oxffffffff
indicates an infinite Restart Time interval

Upon detecting a restart with a nei ghbor that supports state
recovery, a node SHOULD refresh all Path state shared with that

nei ghbor. The outgoing Path messages MUST include a Recovery_Labe
obj ect containing a | abel value corresponding to the | abel val ue
received in the nost recently received correspondi ng Resv nessage.
Al Path state SHOULD be refreshed within approximately 1/2 of the
Recovery time advertised by the restarted neighbor. |If there are
many LSP's going through the restarting node, the nei ghbor node
shoul d avoi d sending Path nmessages in a short tine interval, as to
avoi d unnecessary stressing the restarting node’s CPU. Instead, it
shoul d spread the nessages across 1/2 the Recovery Tine interval
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After detecting a restart of a neighbor that supports state recovery,
all Resv state shared with the restarting node MJST NOT be refreshed
until a corresponding Path nessage is received. This requires
suppression of normal Resv and Summary Refresh processing to the

nei ghbor during the Recovery Tinme advertised by the restarted

nei ghbor. As soon as a correspondi ng Path nessage is received a Resv
message SHOULD be generated and normal state processi ng SHOULD be

re- enabl ed.

10. RSVP Message Formats and Handl i ng

Thi s nmessage summari zes RSVP nessage formats and handling as nodified
by GWPLS.

10.1. RSVP Message Formats

This section presents the RSVP nessage related formats as nodified by
this document. \Were they differ, formats for unidirectional LSPs
are presented separately frombidirectional LSPs. Unnodified formats
are not listed. Again, MESSAGE ID and rel ated objects are defined in
[ RFC2961] .

The format of a Path nessage is as foll ows:

<Path Message> ::= <Conmon Header> [ <I NTEGRITY> ]
[ [ <MESSAGE | D ACK> | <MESSAGE | D NACK>] ... ]
[ <MESSACE_I D> ]
<SESSI ON> <RSVP_HOP>
<TlI ME_VALUES>
[ <EXPLI Cl T_ROUTE> ]
<LABEL_REQUEST>
[ <PROTECTI ON> ]
[ <LABEL_SET> ... ]
[ <SESSI ON_ATTRI BUTE> ]
[ <NOTI FY_REQUEST> ]
[ <ADM N_STATUS> ]
[ <POLI CY_DATA> ... ]
<sender descriptor>
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The format of the sender description for unidirectional LSPs is:

<sender descriptor> ::= <SENDER TEMPLATE> <SENDER TSPEC>
[ <ADSPEC> ]
[ <RECORD_ROUTE> ]
[ <SUGGESTED LABEL> ]
[ <RECOVERY_LABEL> ]

The format of the sender description for bidirectional LSPs is:

<sender descriptor> ::= <SENDER TEMPLATE> <SENDER TSPEC>
[ <ADSPEC> ]
[ <RECORD_ROUTE> ]
[ <SUGGESTED LABEL> ]
[ <RECOVERY_LABEL> ]
<UPSTREAM_LABEL>

The format of a PathErr nessage is as foll ows:

<Pat hErr Message> ::= <Conmon Header> [ <INTEGRITY> ]
[ [ <MESSAGE | D ACK> | <MESSAGE | D_NACK>]
[ <MESSACE_I D> ]
<SESSI ON> <ERROR_SPEC>
[ <ACCEPTABLE_LABEL_SET> ... ]
[ <POLI CY_DATA> ... ]
<sender descriptor>

The format of a Resv nessage is as foll ows:

<Resv Message> ::= <Common Header> [ <I NTEGRI TY> ]
[ [<MESSAGE | D ACK> | <MESSAGE | D NACK>]
[ <MESSAGE_I D> ]
<SESS| ON> <RSVP_HOP>
<Tl ME_VALUES>
[ <RESV_CONFIRM> ] [ <SCOPE> ]
[ <NOTI FY_REQUEST> ]
[ <ADM N_STATUS> ]
[ <POLI CY_DATA> ... ]
<STYLE> <fl ow descriptor |ist>

<flow descriptor list>is not nodified by this docunent.

Ber ger St andards Track [ Page 31]



RFC 3473 GQWPLS Signaling - RSVP-TE Extensions January 2003

The format of a ResvErr nmessage is as foll ows:

<ResvErr Message> ::= <Common Header > [ <INTEGRITY> ]

[ [ <MESSAGE | D ACK> | <MESSAGE | D NACK>] ... ]
[ <MESSACE_I D> ]

<SESSI ON> <RSVP_HOP>

<ERROR _SPEC> [ <SCOPE> |

[ <ACCEPTABLE LABEL_SET> ... ]

[ <POLI CY_DATA> ... ]

<STYLE> <error flow descriptor>

The nodified Hell o nessage format is:

<Hel | o Message> ::= <Conmon Header> [ <INTEGRITY> ] <HELLO>

10.

11.

[ <RESTART_CAP> ]
2. Addressing Path, PathTear and ResvConf Messages

RSVP was designed to handl e dynam c (non-explicit) path changes and
non RSVP hops along the path. To this end, the Path, PathTear and
ResvConf messages carry the destination address of the session in the
I P header. In generalized signaling, routes are usually explicitly
signaled. Further, hops that cannot allocate | abels cannot exist in
the path of an LSP. A further difference with traditional RSVP is
that at times, an RSVP nessage may travel out of band with respect to
an LSP' s data channel.

When a node is sending a Path, PathTear or ResvConf nmessage to a node
that it knows to be adjacent at the data plane (i.e., along the path
of the LSP), it SHOULD address the nessage directly to an address
associated with the adjacent node’'s control plane. 1In this case the
router-alert option SHOULD not be i ncl uded.
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12. Security Considerations

RSVP nessage security is described in [RFC2747] and provi des nessage
integrity and node authentication. For hop-by-hop nessages, this
docunent introduces no other new security considerations.

Thi s docunent introduces the ability to send a Notify nmessage in a
non- hop- by-hop fashion. This precludes RSVP' s hop-by-hop integrity
and authentication nodel. In the case where RSVP is generating end-
to-end nessages and the sane | evel of security provided by [ RFC2747]
is desired, the standard | PSEC based integrity and authentication can
be used. Alternatively, the sending of no-hop-by-hop Notify nessages
can be di sabl ed.

When using | PSEC to provide nessage authentication, the foll ow ng
appl y:

Sel ectors
The selector is identified by RSVP nessages exchanged between a
pai r of non-adjacent nodes. The nodes are identified by the
source and destination |IP address of the inner |IP header used
on Notify messages.

Mode
In this application, transport node is the proper choice. The
i nformati on being conmuni cated is generally not confidential,
so encryption need not be used. Either AH [ RFC2402] or ESP
[ RFC2406] MAY be used; if ESP is used, the sender’s |IP address
MUST be checked agai nst the | P address asserted in the key
management exchange.

Key Managenent
To permt replay detection, an automated key nanagenent system
SHOULD be used, nost likely | KE [ RFC2409]. Configured keys MAY
be used.

Security Policy
Messages MUST NOT be accepted except from nodes that are not
known to the recipient to be authorized to make such requests.

I dentification
Shar ed keys nechani sns shoul d be adequate for initial
depl oynents and snall er networks. For |arger-scale
depl oynents, certificate-based | KE should be support ed.
VWhat ever schene is used, it nust tie back to a source IP
address in sone fashion.
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13.

Avail ability
Many routers and swi tches already support |IPSEC. For cases
where I PSEC i s unavail abl e and security is required, Notify
messages MJUST be sent hop- by-hop

| ANA Consi der ati ons

| ANA assigns values to RSVP protocol parameters. Wthin the current
docunent nultiple objects are defined. Each of these objects contain
C-Types. This section defines the rules for the assignnment of the
rel ated C Type values. This section uses the term nol ogy of BCP 26
"Quidelines for Witing an | ANA Consi derations Section in RFCs"

[ BCP26] .

As per [RFC2205], C Type is an 8-bit nunber that identifies the
function of an object. Al possible values except zero are avail able
for assignnent.

The assi gnment of C Type values of the objects defined in this
docunent fall into three categories. The first category inherit C
Types fromthe Label object, i.e., object class nunber 16 [ RFC3209].
IANA is requested to institute a policy whereby all C Type val ues
assign for the Label object are also assigned for the foll ow ng

obj ect s:

0 Suggest ed_Label (d ass-Num 129)
0 Upstream Label (d ass- Num 35)
0 Recovery_Label (d ass- Num 34)

The second category of objects follow independent policies.
Specifically, following the policies outlined in [BCP26], C Type
val ues in the range 0x00 - Ox3F are allocated through an | ETF
Consensus action, values in the range 00x40 - Ox5F are allocated as
First Cone First Served, and values in the range 0x60 - Ox7F are
reserved for Private Use. This policy applies to the follow ng

obj ect s.

0 Label _Set (d ass- Num 36)
o Notify_ Request (d ass- Num 195)
0 Protection (d ass- Num 37)
0 Adnin Status (d ass- Num 196)
0 Restart_Cap (d ass-Num 131)

The assi gnment of C Type values for the remaining object, the
Accept abl e_Label _Set object, follows the assignnent of C Type val ues
of the Label Set object. IANA w Il institute a policy whereby al

C- Type val ues assigned for the Label Set object are al so assigned for
the Acceptabl e Label Set object.
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13. 1. | ANA Assignnents

This section summari zes val ues used in this docunent that have been
assi gned by | ANA

Message Types
o Notify nessage (Message type = 21)

Cl ass Types

0 RSVP_HOP (C Num 3)
- IPv4 IF_ID RSVP_HOP (C-type
- IPv6 I F_ID RSVP_HOP (C-type

- IPv4 ERROR_SPEC (C-type

0 ERROR _SPEC (C-Num 6)
I
- 1 Pve | ERROR_SPEC (C-type

FID
FID

o

LABEL_REQUEST (d ass-Num 19)
- Generalized Label Request (C Type = 4)

0 RSVP_LABEL (C ass-Num = 16)
- Generalized_Label (C Type = 2)
- Waveband_Swi tching_Label C Type (C Type = 3)

New Cl ass- Nums, C-Types inherited from Label object (sane as CNuml6)

0 RECOVERY_LABEL Cl ass- Num of form Obbbbbbb (= 34)
0 SUGGESTED_ LABEL Cl ass- Num of form 10bbbbbb (= 129)
0 UPSTREAM LABEL Cl ass- Num of form Obbbbbbb (= 35)

New C ass- Nuns

o LABEL_ SET Cl ass- Num of form Obbbbbbb (= 36)
- Type 1 (C Type = 1)

0 ACCEPTABLE_LABEL_SET Cl ass- Num of form 10bbbbbb (= 130)
- Type 1 Acceptable_Label _Set (C-type from | abel _set cnun

o NOTI FY_REQUEST Cl ass- Num of form 11bbbbbb (= 195)

- IPv4 Notify Request (G Type = 1)

- I Pv6 Notify Request (C Type 2)
0 PROTECTI ON Cl ass- Num of form Obbbbbbb (= 37)
- Type 1 (C Type = 1)
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0 ADM N STATUS Cl ass-Num of form 11bbbbbb (= 196)
- Type 1 (G Type = 1)

0 RESTART_CAP Cl ass- Num of form 10bbbbbb (= 131)
- Type 1 (C Type = 1)

ERQ' RRO subobj ect types

o Label ERO subobj ect
Type 3 - Label

0 Label RRO subobj ect
Type 3 - Label

Error codes

0 "Routing probl enf Label Set™ (value = 11)

0 "Routing probl enf Sw tching Type" (value = 12)
(duplicate code 13 dropped)

0 "Routing probl enf Unsupported Encodi ng" (value = 14)

0 "Routing probl enf Unsupported Link Protection" (value = 15)

0 "Notify Error/Control Channel Active State" (value = 4)

0 "Notify Error/Control Channel Degraded State" (value = 5)

Intell ectual Property Considerations
This section is taken from Section 10.4 of [RFC2026].

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenmentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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18. Full Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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