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Abst r act

Thi s docunent proposes a snmall nodification to the way TCP increases
its congestion window Rather than the traditional method of

i ncreasing the congestion wi ndow by a constant anount for each
arriving acknow edgnent, the document suggests basing the increase on
the nunber of previously unacknow edged bytes each ACK covers. This
change i nmproves the performance of TCP, as well as closes a security
hol e TCP receivers can use to induce the sender into increasing the
sending rate too rapidly.

Ter m nol ogy
Much of the language in this docunment is taken from [ RFC2581].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1 I ntroduction

Thi s docunent proposes a nodification to the algorithmfor increasing
TCP' s congestion wi ndow (cwnd) that inproves both perfornmance and
security. Rather than increasing a TCP' s congesti on wi ndow based on
the nunber of acknow edgnents (ACKs) that arrive at the data sender
(per the current specification [RFC2581]), the congestion w ndow is

i ncreased based on the nunber of bytes acknow edged by the arriving
ACKs. The al gorithminproves performance by nitigating the inpact of
del ayed ACKs on the gromh of cwnd. At the same tinme, the algorithm
provides cwnd growth in direct relation to the probed capacity of a
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network path, therefore providing a nore neasured response to ACKs
that cover only small amounts of data (less than a full segnment size)
than ACK counting. This nore appropriate cwnd growth can i nprove
bot h performance and can prevent inappropriate cwnd growh in
response to a mshbehaving receiver. On the other hand, in sone cases
the nodified cwnd growth al gorithm causes |arger bursts of segnents
to be sent into the network. |In sonme cases this can lead to a non-
negligible increase in the drop rate and reduced performance (see
section 4 for a larger discussion of the issues).

Thi s docunent is organized as follows. Section 2 outlines the

nmodi fied al gorithmfor increasing TCP' s congesti on wi ndow. Section 3
di scusses the advantages of using the nodified algorithm Section 4
di scusses the di sadvant ages of the approach outlined in this
docunent. Section 5 outlines sone of the fairness issues that nust
be considered for the nodified algorithm Section 6 discusses
security considerations.

Statenment of Intent

Thi s specification contains an algorithminproving the perfornmance
of TCP which is understood to be effective and safe, but which has
not been widely deployed. One goal of publication as an
Experimental RFC is to be prudent, and encourage use and

depl oynent prior to publication in the standards track. It is the
intent of the Transport Area to re-submt this specification as an
| ETF Proposed Standard in the future, after nore experience has
been gai ned.

2 A Modified Algorithmfor |ncreasing the Congestion W ndow

As originally outlined in [Jac88] and specified in [ RFC2581], TCP
uses two algorithns for increasing the congestion wi ndow. During

st eady-state, TCP uses the Congestion Avoi dance algorithmto linearly
increase the value of cwnd. At the beginning of a transfer, after a
retransm ssion tineout or after a long idle period (in sone

i npl ement ations), TCP uses the Slow Start algorithmto increase cwnd
exponentially. According to RFC 2581, slow start bases the cwnd

i ncrease on the nunmber of incom ng acknow edgnments. During
congesti on avoi dance RFC 2581 allows nore latitude in increasing
cwnd, but traditionally inplenentations have based the increase on
the number of arriving ACKs. 1In the follow ng two subsections, we
detail nodifications to these algorithns to increase cwnd based on
the nunber of bytes bei ng acknow edged by each arriving ACK, rather
than by the nunmber of ACKs that arrive. W call these changes
"Appropriate Byte Counting" (ABC) [All99].
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2.1 Congestion Avoi dance

RFC 2581 specifies that cwnd shoul d be increased by 1 segnent per
round-trip time (RTT) during the congestion avoi dance phase of a
transfer. Traditionally, TCPs have approximated this increase by

i ncreasing cwnd by 1/cwnd for each arriving ACK. This algorithm
opens cwnd by roughly 1 segnent per RIT if the receiver ACKs each

i ncom ng segnent and no ACK | oss occurs. However, if the receiver

i mpl ements del ayed ACKs [Bra89], the receiver returns roughly half as
many ACKs, which causes the sender to open cwnd nore conservatively
(by approximately 1 segnent every second RTT). The approach that
this docunment suggests is to store the nunber of bytes that have been
ACKed in a "bytes_acked" variable in the TCP control block. Wen

byt es_acked beconmes greater than or equal to the value of the
congesti on wi ndow, bytes_acked is reduced by the val ue of cwnd.

Next, cwnd is incremented by a full-sized segnment (SMSS). The

al gorithm suggested above is specifically allowed by RFC 2581 during
congesti on avoi dance because it opens the wi ndow by at nost 1 segnent
per RTT.

2.2 Slow Start

RFC 2581 states that the sender increments the congesti on wi ndow by
at nmost, 1*SMSS bytes for each arriving acknow edgnent during sl ow
start. This docunent proposes that a TCP sender SHOULD i ncrease cwnd
by the nunmber of previously unacknow edged bytes ACKed by each

i ncom ng acknow edgnent, provided the increase is not nore than L
bytes. Choosing the limt on the increase, L, is discussed in the
next subsection. Wen the nunber of previously unacknow edged bytes
ACKed is |l ess than or equal to 1*SMsSS bytes, or L is less than or
equal to 1*SMSS bytes, this proposal is no nore aggressive (and

possi bly | ess aggressive) than allowed by RFC 2581. However,

i ncreasing cwnd by nore than 1*SMSS bytes in response to a single ACK
is nore aggressive than allowed by RFC 2581. The nore aggressive
version of the slow start algorithmstill falls within the spirit of
the principles outlined in [Jac88] (i.e., of no nore than doubling
the cwnd per RTT), and this docunent proposes ABC for experinentation
in shared networks, provided an appropriate limt is applied (see
next section).

2.3 Choosing the Limt
The Iimt, L, chosen for the cwnd increase during slow start,
control s the aggressiveness of the algorithm Choosi ng L=1* SM5S

byt es provi des behavior that is no nore aggressive than all owed by
RFC 2581. However, ABC with L=1*SMSS bytes is nore conservative in a
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nunber of key ways (as discussed in the next section) and therefore,
this document suggests that even though with L=1*SVSS bytes TCP
stacks will see little performance change, ABC SHOULD be used

A very large L could potentially lead to large line-rate bursts of
traffic in the face of a large anount of ACK | oss or in the case when
the receiver sends "stretch ACKs" (ACKs for nore than the two full-
sized segnents all owed by the del ayed ACK al gorithn) [Pax97].

Thi s docunent specifies that TCP inpl enentati ons MAY use L=2*SMSS
bytes and MJUST NOT use L > 2*SMBS bytes. This choice bal ances

bet ween bei ng conservative (L=1*SMSS bytes) and being potentially
very aggressive. |In addition, L=2*SMSS bytes exactly bal ances the
negative inpact of the delayed ACK al gorithm (as di scussed in nore
detail in section 3.2). Note that when L=2*SMSS bytes cwnd growth is
roughly the sanme as the case when the standard algorithns are used in
conjunction with a receiver that transmts an ACK for each i ncom ng
segrment [AI198] (assuming no or snmall anmounts of ACK |oss in both
cases).

The exception to the above suggestion is during a slow start phase
that follows a retransm ssion tineout (RTO. 1In this situation, a
TCP MUST use L=1*SMSS as specified in RFC 2581 since ACKs for |arge
amounts of previously unacknow edged data are common during this
phase of a transfer. These ACKs do not necessarily indicate how rmuch
data has left the network in the last RTT, and therefore ABC cannot
accurately determ ne how nmuch to increase cwnd. As an exanple, say
segment N is dropped by the network, and segnments N+1 and N+2 arrive
successfully at the receiver. The sender will receive only two
duplicate ACKs and therefore nmust rely on the retransm ssion timer
(RTO to detect the loss. Wen the RTO expires, segment Nis
retransmtted. The ACK sent in response to the retransm ssion wll
be for segnment N+2. However, this ACK does not indicate that three
segnents have |left the network in the last RTT, but rather only a
single segnent |eft the network. Therefore, the appropriate cwnd
increment is at nost 1*SMSS bytes.

2.4 RTO Inplications

[ Jac88] shows that increases in cwnd of nore than a factor of two in
succeedi ng RTTs can cause spurious retransm ssions on slow |inks
where the bandw dth dom nates the RTT, assuming the RTO estinator
given in [Jac88] and [RFC2988]. ABC stays within this limt of no
nmore than doubling cwnd in successive RTTs by capping the increase
(no matter what L is enployed) by the nunber of previously

unacknow edged bytes covered by each incom ng ACK
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3 Advant ages

This section outlines several advantages of using the ABC al gorithm
to increase cwnd, rather than the standard ACK counting al gorithm
given in [ RFC2581].

3.1 More Appropriate Congestion Wndow | ncrease

The ABC algorithmoutlined in section 2 increases TCP's cwnd in
proportion to the anmobunt of data actually sent into the network. ACK
counting, on the other hand, increnments cwnd by a constant upon the
arrival of each ACK. For instance, consider an interactive tel net
connection (e.g., ssh or telnet) in which ACKs generally cover only a
few bytes of data, but cwnd is increased by 1*SMSS bytes for each ACK
received. When a | arge anount of data needs to be transmtted (e.g.,
displaying a large file) the data is sent in one |arge burst because
the cwnd grows by 1*SMSS bytes per ACK rather than based on the
actual amount of capacity used. Such a line-rate burst of data can
potentially cause a | arge anmount of segment | oss.

Congesti on Wndow Val i dati on (CW) [RFC2861] addresses the above
problemas well. CW limts the anmobunt of unused cwnd a TCP
connection can accunul ate. ABC can be used in conjunction with CW
to obtain an accurate measure of the network path.

3.2 Mtigate the Inpact of Delayed ACKs and Lost ACKs

Del ayed ACKs [ RFC1122, RFC2581] allow a TCP receiver to refrain from
sendi ng an ACK for each incom ng segnent. However, a receiver SHOULD
send an ACK for every second full-sized segnent that arrives
Furthernore, a receiver MJST NOT withhold an ACK for nore than 500
ms. By reducing the nunber of ACKs sent to the data originator the
receiver is slowing the growh of the congestion wi ndow under an ACK
counting system Using ABC with L=2*SVSS bytes can roughly negate
the negative inpact inposed by delayed ACKs by allow ng cwnd to be
increased for ACKs that are withheld by the receiver. This allows
the congestion windowto grow in a manner simlar to the case when
the receiver ACKs each inconming segnent, but w thout adding extra
traffic to the network. Sinmulation studies have shown increased

t hroughput when a TCP sender uses ABC when conpared to the standard
ACK counting algorithm[AIl199], especially for short transfers that
never |leave the initial slow start period.

Not e that del ayed ACKs shoul d not be an issue during slow start-based
| oss recovery, as RFC 2581 recommends that receivers should not del ay
ACKs that cover out-of-order segnents. Therefore, as discussed
above, ABC with L > 1*SMSS bytes is inappropriate for such slow start
based | oss recovery and MJST NOT be used.
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Note: In the case when an entire wi ndow of data is lost, a TCP
receiver will likely generate del ayed ACKs and an L > 1*SMSS bytes
woul d be safe. However, detecting this scenario is difficult.
Therefore to keep ABC conservative, this docunent mandates that L
MUST NOT be > 1*SMSS bytes in any slow start-based | oss recovery.

ACK 1 oss can also retard the growth of a congestion wi ndow t hat

i ncreases based on the nunber of ACKs that arrive. Wen counting
ACKs, dropped ACKs represent forever-m ssed opportunities to increase
cwnd. Using ABCwith L > 1*SMSS bytes allows the sender to nmitigate
the effect of |ost ACKs.

3.3 Prevents Attacks from M sbehavi ng Recei vers

[ SCWA99] outlines several nethods for a receiver to induce a TCP
sender into violating congestion control and transnmitting data at a
potentially inappropriate rate. One of the outlined attacks is "ACK
Division". This schene involves the receiver sending multiple ACKs
for each incom ng data segment, each ACKing only a small portion of
the original TCP data segment. Since TCP senders have traditionally
used ACK counting to increase cwnd, ACK division causes

i nappropriately rapid cwnd growh and, in turn, a potentially

i nappropriate sending rate. A TCP sender that uses ABC can prevent
this attack from being used to underm ne standard congestion contro
because the cwnd increase is based on the nunber of bytes ACKed,

rat her than the nunmber of ACKs received.

To prevent m sbehaving receivers frominducing inappropriate sender
behavi or, this docunment suggests TCP inpl enentations use ABC, even if
L=1*SMSS bytes (i.e., not allowing ABC to provide nore aggressive
cwnd growm h than all owed by RFC 2581).

4 D sadvant ages

The mai n di sadvant ages of using ABC with L=2*SMSS bytes are an
increase in the burstiness of TCP and a small increase in the overal
loss rate. [AI198] discusses the two ways that ABC increases the
burstiness of the TCP sender. First, the "m cro burstiness" of the
connection is increased. |In other words, the nunber of segnments sent
in response to each incomng ACK is increased by at nobst 1 segnent
when using ABC with L=2*SMSS bytes in conjunction with a receiver
that is sending del ayed ACKs. During slow start this translates into
an increase from sending 2 back-to-back segnents to sending 3 back-
to- back packets in response to an ACK for a single packet. O, an
increase from3 packets to 4 packets when receiving a del ayed ACK for
two outstandi ng packets. Note that ACK | oss can cause |arger bursts.
However, ABC only increases the burst size by at npbst 1*SMSS bytes
per ACK received when conpared to the standard behavior. This slight
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increase in the burstiness should only cause problens for devices
that have very small buffers. |In addition, ABC increases the "nmacro
burstiness"” of the TCP sender in response to del ayed ACKs in slow
start. Rather than increasing cwnd by roughly 1.5 tines per RTT, ABC
roughly doubl es the congestion wi ndow every RTT. However, doubling
cwnd every RTT fits within the spirit of slow start, as originally
outlined [Jac88].

Wth the increased burstiness cones a nodest increase in the |oss
rate for a TCP connection enpl oying ABC (see the next section for a
short discussion on the fairness of ABC to non-ABC flows). The
additional |loss can be directly attributable to the increased
aggressi veness of ABC. During slow start cwnd is increased nore
rapidly. Therefore when | oss occurs cwnd is |arger and nore drops
are likely. Simlarly, a congestion avoi dance cycle takes roughly
hal f, as |ong when using ABC and del ayed ACKs when conpared to an ACK
counting inplenentation. |In other words, a TCP sender reaches the
capacity of the network path, drops a packet and reduces the
congesti on wi ndow by half roughly twi ce as often when using ABC
However, as discussed above, in spite of the additional |oss an ABC
TCP sender generally obtains better overall performance than a non-
ABC TCP [All 99].

Due to the increase in the packet drop rate we suggest ABC be
i mpl emrented in conjunction with selective acknow edgnments [ RFC2018].

5 Fai rness Consi derati ons

[Al199] presents several sinple sinulations conducted to neasure the
i mpact of ABC on conpeting traffic (both ABC and non-ABC). The
experinents show that while ABC increases the drop rate for the
connection using ABC, conpeting traffic is not greatly effected. The
experinments show that standard TCP and ABC both obtain roughly the
sanme throughput, regardl ess of the variant of the conpeting traffic.
The sinmulations also reaffirmthat ABC outperforns non-ABC TCP in an
envi ronment with varying types of TCP connections. On the other
hand, the simulations presented in [AI199] are not necessarily
realistic. Therefore we are encouragi hg nore experimentation in the
I nternet.

6 Security Considerations
As discussed in section 3.3, ABC protects a TCP sender froma
m sbehavi ng receiver that induces the sender into transmtting at an

i nappropriate rate with an "ACK division" attack. This, in turn,
protects the network froman overly aggressive sender
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Concl usi ons

Thi s docunent RECOMVENDS that all TCP stacks be nodified to use ABC
with L=1*SMSS bytes. This change does not increase the

aggressi veness of TCP. Furthernore, sinulations of ABC with L=2* SMES
byt es show a proni sing performance i nprovenent that we encourage
researchers to experinment with in the Internet.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
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