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Abst ract

This menmo defines a Multipurpose Internet Ml Extensions (M ME)
content-type that may be used by a nessage transfer agent (MIA) or
electronic mail gateway to report the result of an attenpt to deliver
a nessage to one or nore recipients. This content-type is intended
as a machi ne-processabl e repl acenent for the various types of
delivery status notifications currently used in Internet electronic
mai | .

Because nmany nessages are sent between the Internet and other
messagi ng systens (such as X 400 or the so-called "Local Area Network
(LAN) - based" systens), the Delivery Status Notification (DSN)

protocol is designed to be useful in a nulti-protocol messaging
environment. To this end, the protocol described in this nenmo
provides for the carriage of "foreign" addresses and error codes, in
addition to those normally used in Internet nail. Additiona
attributes may al so be defined to support "tunneling" of foreign
notifications through Internet mail.
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1. Introduction

This menmo defines a Multipurpose Internet Ml Extensions (M ME)

[M MEL1] content-type for Delivery Status Notifications (DSNs). A DSN
can be used to notify the sender of a nessage of any of severa
conditions: failed delivery, delayed delivery, successful delivery,

or the gatewaying of a nessage into an environnent that nay not
support DSNs. The "nessage/delivery-status" content-type defined
herein is intended for use within the framework of the

"mul tipart/report” content type defined in [ REPORT].

This nmeno defines only the fornmat of the notifications. An extension
to the Sinple Message Transfer Protocol (SMIP) [SMIP] to fully
support such notifications is the subject of a separate neno [ DRPT].

Document Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

1.1 Purposes
The DSNs defined in this nenp are expected to serve several purposes:

(a) Inform human beings of the status of nessage delivery processing,
as well as the reasons for any delivery problenms or outright
failures, in a manner that is |largely independent of human
| anguage and nedi a;

(b) Allow mail user agents to keep track of the delivery status of
messages sent, by associating returned DSNs with earlier nessage
transm ssi ons;

(c) Allow mailing Iist exploders to automatically nmaintain their
subscriber lists when delivery attenpts repeatedly fail

(d) Convey delivery and non-delivery notifications resulting from

attenpts to deliver messages to "foreign" mail systens via a
gat eway;
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(e)

(f)

(9)

Al'low "foreign" notifications to be tunneled through a M M-
capabl e message system and back into the original nmessaging
systemthat issued the original notification, or even to a third
messagi ng system

Al'l ow | anguage-i ndependent and nedi um i ndependent, yet reasonably
preci se, indications of the reason for the failure of a nessage
to be delivered; and

Provide sufficient information to renote MIA maintainers (via
"trouble tickets") so that they can understand the nature of
reported errors. This feature is used in the case that failure
to deliver a nessage is due to the malfunction of a renote MIA
and the sender wants to report the problemto the renote MIA
adm ni strator.

1.2 Requirenents

These purposes place the followi ng constraints on the notification
pr ot ocol

(a)
(b)

(¢)

(d)

(e)

()

It nmust be readabl e by humans as well|l as bei ng nmachi ne-parsabl e.

It must provide enough information to all ow nessage senders (or
the user agents) to unambi guously associate a DSN with the
message that was sent and the original recipient address for
which the DSN is issued (if such information is available), even
if the nessage was forwarded to another recipient address.

It must be able to preserve the reason for the success or failure
of a delivery attenpt in a renote nmessagi ng system using the

"l anguage" (mail box addresses and status codes) of that renote
system

It must also be able to describe the reason for the success or
failure of a delivery attenpt, independent of any particul ar
human | anguage or of the "l anguage" of any particular mail
system

It must preserve enough information to allow the maintainer of a
renote MIA to understand (and if possible, reproduce) the
conditions that caused a delivery failure at that MIA

For any notifications issued by foreign mail systens, which are
translated by a mail gateway to the DSN format, the DSN nust
preserve the "type" of the foreign addresses and error codes, so
that these nay be correctly interpreted by gateways
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A DSN contains a set of per-nessage fields that identify the nessage
and the transaction during which the message was submitted, al ong
with other fields that apply to all delivery attenpts described by
the DSN. The DSN al so includes a set of per-recipient fields to
convey the result of the attenpt to deliver the nessage to each of
one or nore recipients.

1.3 Term nol ogy

A nmessage may be transmtted through several nessage transfer agents
(MIAs) on its way to a recipient. For a variety of reasons,

reci pi ent addresses nmay be rewitten during this process, so each MA
may potentially see a different recipient address. Depending on the
purpose for which a DSN is used, different formats of a particul ar
reci pi ent address will be needed.

Several DSN fields are defined in terns of the view froma particul ar
MIA in the transmi ssion. The MIAs are assigned the foll owi ng nanes:

(a) Oiginal MA

The Original MTA is the one to which the nmessage is submitted for
delivery by the sender of the nessage.

(b) Reporting MIA

For any DSN, the Reporting MIA is the one which is reporting the
results of delivery attenpts described in the DSN.

If the delivery attenpts described occurred in a "foreign" (non-
Internet) mail system and the DSN was produced by translating
the foreign notice into DSN format, the Reporting MIA will stil
identify the "foreign" MIA where the delivery attenpts occurred.

(c) Received- From MIA

The Received-From MIA is the MIA from which the Reporting MIA
recei ved the message, and accepted responsibility for delivery of
the message.

(d) Renote MIA

If an MIA determines that it nust relay a nessage to one or nore
reci pients, but the nessage cannot be transferred to its "next
hop" MIA, or if the "next hop" MIA refuses to accept
responsibility for delivery of the nessage to one or nore of its
i ntended recipients, the relaying MIA may need to i ssue a DSN on
behal f of the recipients for whomthe nessage cannot be
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delivered. |In this case the relaying MIA is the Reporting MIA
and the "next hop" MIA is known as the Renpte MIA

Figure 1 illustrates the relationship between the various MIAs.
R + S + S + S + Fooomo- +
| L | Received-| | o | |
| | =>|Oiginal| =>... =] From | => |Reporting|] ===> | Renote|
| user| | MIA | | MIA | | MIA | <No! | MIA
| agent | S SRR + R + e +o-m - - +
I I I
| R e +
+----- + (DSN returned to sender by Reporting MIA)

Figure 1. Original, Received-From Reporting and Renote MIAs
Each of these MIAs may provide information that is useful in a DSN

+ ldeally, the DSN will contain the address of each recipient as
originally specified to the Original MA by the sender of the
nessage

This version of the address is needed (rather than a forwarding
address or sone nodified version of the original address) so that
the sender nmay conpare the recipient address in the DSN with the
address in the sender’s records (e.g., an address book for an

i ndividual, the list of subscribers for a mailing list) and take
appropriate action.

Similarly, the DSN m ght contain an "envel ope identifier" that was
known to both the sender’s user agent and the Original MIA at the
time of nessage subnission, and which, if included in the DSN, can
be used by the sender to keep track of which nessages were or were
not delivered.

+ If a nessage was (a) forwarded to a different address than that
specified by the sender, (b) gatewayed to a different mail system
than that used by the sender, or (c) subjected to address rewiting
during transmssion, the "final" formof the recipient address
(i.e., the one seen by the Reporting MIA) will be different than
the original (sender-specified) recipient address. Just as the
sender’s user agent (or the sender) prefers the original recipient
address, so the "final" address is needed when reporting a problem
to the postnmaster of the site where nessage delivery fail ed,
because only the final recipient address will allow her to
reproduce the conditions that caused the failure.
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+ A "failed" DSN should contain the nbst accurate explanation for the
delivery failure that is available. For ease of interpretation,
this information should be a format that is independent of the mai
transport systemthat issued the DSN. However, if a foreign error
code is translated into sonme transport-independent format, sone
information may be lost. It is therefore desirable to provide both
a transport-independent status code and a nechanismfor reporting
transport-specific codes. Depending on the circumstances that
produced delivery failure, the transport-specific code m ght be
obtained fromeither the Reporting MIA or the Renote MIA

Since different values for "recipient address" and "delivery status
code" are needed according to the circunmstance in which a DSN will be
used, and since the MIA that issues the DSN cannot anticipate those
ci rcunstances, the DSN format described here may contain both the
original and final forns of a recipient address, and both a
transport-independent and a transport-specific indication of delivery
status.

Extension fields may al so be added by the Reporting MIA as needed to
provi de additional information for use in a trouble ticket or to
preserve information for tunneling of foreign delivery reports

t hrough I nternet DSNs.

The Original, Reporting, and Remote MIAs may exist in very different
environments and use dissimlar transport protocols, MIA nanes,
address formats, and delivery status codes. DSNs therefore do not
assune any particular format for mail box addresses, MIA nanes, or
transport-specific status codes. Instead, the various DSN fields
that carry such quantities consist of a "type" sub-field foll owed by
a sub-field whose contents are ordinary text characters, and the
format of which is indicated by the "type" sub-field. This allows a
DSN to convey these quantities regardl ess of format.

2. Format of a Delivery Status Notification
A DSNis a MM nessage with a top-level content-type of
multipart/report (defined in [REPORT]). Wen a multipart/report
content is used to transmt a DSN:

(a) The report-type paraneter of the multipart/report content is
"delivery-status".

(b) The first component of the nultipart/report contains a human-
readabl e expl anation of the DSN, as described in [ REPORT].
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(c) The second conponent of the multipart/report is of content-type
message/ del i very-status, described in section 2.1 of this
docunent .

(d) If the original nessage or a portion of the nmessage is to be
returned to the sender, it appears as the third conponent of the
mul tipart/report.

NOTE: For delivery status notifications gatewayed from foreign
systens, the headers of the original nmessage may not be avail abl e.

In this case the third conmponent of the DSN nmay be omtted, or it may
contain "simul ated" RFC 822 headers that contain equival ent
information. |In particular, it is very desirable to preserve the
subj ect, date, and nessage-id (or equivalent) fields fromthe
ori gi nal nessage

The DSN MUST be addressed (in both the nessage header and the
transport envelope) to the return address fromthe transport envel ope
whi ch acconpani ed the original nmessage for which the DSN was
generated. (For a nessage that arrived via SMIP, the envel ope return
address appears in the MAIL FROM conmand. )

The Fromfield of the nessage header of the DSN SHOULD contain the
address of a human who is responsible for maintaining the mail system
at the Reporting MIA site (e.g., Postmaster), so that a reply to the
DSN wi Il reach that person. Exception: if a DSNis translated froma
foreign delivery report, and the gateway perform ng the translation
cannot determ ne the appropriate address, the Fromfield of the DSN
MAY be the address of a hunan who is responsible for nmaintaining the
gat enay.

The envel ope sender address of the DSN SHOULD be chosen to ensure
that no delivery status reports will be issued in response to the DSN
itself, and MUST be chosen so that DSNs will not generate nmil | oops.
Whenever an SMIP transaction is used to send a DSN, the MAIL FROM
command MJST use a NULL return address, i.e., "MAIL FROM <>".

A particul ar DSN describes the delivery status for exactly one
message. However, an MIA MAY report on the delivery status for
several recipients of the same nessage in a single DSN. Due to the
nature of the mail transport system (where responsibility for
delivery of a nessage to its recipients nay be split anpong severa
MIAs, and delivery to any particul ar recipient nay be del ayed),
multiple DSNs may still be issued in response to a single nessage
submi ssi on.
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2.1 The nessage/ delivery-status content-type

The nessage/ delivery-status content-type is defined as foll ows:

M ME type nane: nmessage

M ME subt ype nane: del i very-status

Opti onal paraneters: none

Encodi ng consi derati ons: "7bit" encoding is sufficient and

MJST be used to maintain readability
when viewed by non-M ME nail readers.
Security considerations: di scussed in section 4 of this neno.

The nessage/ delivery-status report type for use in the
mul tipart/report is "delivery-status".

The body of a nessage/delivery-status consists of one or nore
"fields" formatted according to the ABNF of RFC 822 header "fields"
(see [RFC822]). The per-nessage fields appear first, followed by a
blank line. Follow ng the per-nessage fields are one or nore groups
of per-recipient fields. Each group of per-recipient fields is
preceded by a blank line. Using the ABNF of RFC 822, the syntax of
the nessage/delivery-status content is as foll ows:

del i very-status-content = per-nessage-fields 1*
( CRLF per-recipient-fields )

The per-nessage fields are described in section 2.2. The
per-recipient fields are described in section 2.3.

2.1.1 General conventions for DSN fields

Since these fields are defined according to the rules of RFC 822, the
same conventions for continuation |lines and conments apply.
Notification fields may be continued onto nultiple |lines by beginning
each additional line with a SPACE or HTAB. Text that appears in
parent heses is considered a coment and not part of the contents of
that notification field. Field names are case-insensitive, so the
nanes of notification fields may be spelled in any conbi nation of
upper and | ower case letters. Conmments in DSN fields may use the
"encoded-word" construct defined in [M ME3].

2.1.2 "*-type" sub-fields

Several DSN fields consist of a "-type" sub-field, followed by a
sem col on, followed by "*text". For these fields, the keyword used
in the address-type, diagnostic-type, or MIA-nanme-type sub-field

i ndi cates the expected format of the address, status-code, or

MTA- name whi ch fol | ows.
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The "-type" sub-fields are defined as foll ows:

(a) An "address-type" specifies the format of a mail box address. For
exanple, Internet nail addresses use the "rfc822" address-type.

address-type = atom

(b) A "diagnostic-type" specifies the format of a status code. For
exanpl e, when a DSN field contains a reply code reported via the
Sinple Mail Transfer Protocol [SMIP], the "sntp" diagnostic-type
i s used.

di agnostic-type = atom

(c) An "MIA-nanme-type" specifies the format of an MIA nane. For
exanple, for an SMIP server on an Internet host, the MIA nane is
the donmain nane of that host, and the "dns" MIA-nane-type is
used.

nt a- nane-type = atom

Val ues for address-type, diagnostic-type, and MIA-nanme-type are
case-insensitive. Thus address-type values of "RFC822" and "rfc822"
are equi val ent .

The I nternet Assigned Numbers Authority (1ANA) will maintain a
registry of address-types, diagnostic-types, and MIA-name-types,

al ong with descriptions of the neanings and acceptabl e val ues of
each, or a reference to one or nore specifications that provide such
descriptions. (The "rfc822" address-type, "sntp" diagnostic-type,
and "dns" MIA-nanme-type are defined in [DRPT].) Registration forms
for address-type, diagnostic-type, and MIA-nane-type appear in
Appendi x D

I ANA wi |l not accept registrations for any address-type,
di agnostic-type, or MIA-nane-type name that begins with "X-". These
type nanmes are reserved for experinental use

2.1.3 Lexical tokens inported from RFC 822
The followi ng | exical tokens, defined in [RFC822], are used in the
ABNF grammar for DSNs: atom CHAR, comment, CR, CRLF, DIGT, LF

|'i near-white-space, SPACE, text. The date-tinme |exical token is
defined in [ HOSTREQ) .
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2.2 Per-Message DSN Fi el ds

Sone fields of a DSN apply to all of the delivery attenpts descri bed
by that DSN. At nost, these fields nmay appear once in any DSN
These fields are used to correlate the DSN with the original nessage
transaction and to provide additional information which may be usefu
to gateways

per - nessage-fields =
[ original-envelope-id-field CRLF ]
reporting-nta-field CRLF
[ dsn-gateway-field CRLF ]
[ received-fromnta-field CRLF ]
[ arrival-date-field CRLF ]
*( extension-field CRLF )

2.2.1 The Original-Envelope-1d field

The optional Original-Envelope-1d field contains an "envel ope
identifier" that uniquely identifies the transaction during which the
message was subnmitted, and was either (a) specified by the sender and
supplied to the sender’s MIA, or (b) generated by the sender’s MIA
and nade available to the sender when the nessage was submitted. |Its
purpose is to allow the sender (or her user agent) to associate the
returned DSN with the specific transaction in which the nessage was
sent.

If such an envelope identifier was present in the envel ope that
acconpani ed the nessage when it arrived at the Reporting MIA, it
SHOULD be supplied in the Original-Envelope-1d field of any DSNs
issued as a result of an attenpt to deliver the nmessage. Except when
a DSN is issued by the sender’s MIA, an MIA MJST NOT supply this
field unless there is an envelope-identifier field in the envel ope
that acconpani ed this nmessage on its arrival at the Reporting MMA

The Original-Envelope-1d field is defined as foll ows:

ori gi nal -envel ope-id-field =
"Origi nal - Envel ope-1d"

envel ope-id
envel ope-id = *text
There may be at npbst one Original -Envel ope-1d field per DSN

The envel ope-id is CASE-SENSI TIVE. The DSN MJST preserve the
original case and spelling of the envel ope-id.
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NOTE: The Original -Envel ope-1d is NOT the sane as the
Message-1d fromthe message header. The Message-Id identifies
the content of the nessage, while the O ginal - Envel ope-1d
identifies the transaction in which the nmessage is sent.

2.2.2 The Reporting-MrA DSN field

reporting-nta-field =
"Reporting-MIA" ":" nta-nanme-type ";" nta-name

nt a- name = *text
The Reporting-MIA field is defined as foll ows:

A DSN describes the results of attenpts to deliver, relay, or gateway
a nmessage to one or nore recipients. 1In all cases, the Reporting-MA
is the MIA that attenpted to performthe delivery, relay, or gateway
operation described in the DSN. This field is required.

Note that if an SMIP client attenpts to relay a nmessage to an SMIP
server and receives an error reply to a RCPT command, the client is
responsi ble for generating the DSN, and the client’s domain nane wl|
appear in the Reporting-MIA field. (The server’s domain name wll
appear in the Renote-MIA field.)

Note that the Reporting-MIA is not necessarily the MIA which actually
i ssued the DSN. For exanple, if an attenpt to deliver a nessage
outside of the Internet resulted in a non-delivery notification which
was gat ewayed back into Internet nmail, the Reporting-MIA field of the
resulting DSN woul d be that of the MIA that originally reported the
delivery failure, not that of the gateway which converted the foreign
notification into a DSN. See Figure 2
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sender’ s environnent recipient’s environnent
(1) (2)

. I S I e R R + - +
| L | |Received-| | o |
| | =>| Origi nal | =>| |-> From |->|Reporting]|-->| Renote|
| user| | MIA | | | MIA | | MIA | <No| MIA
| agent| 4-------- + |Gateway | +--------- + -Vt oo +
I I I I I
| | <===========q| SR +
e m - + | | (4) (3)

Figure 2. DSNs in the presence of gateways

(1) message is gatewayed into recipient’s environment

(2) attenpt to relay message fails

(3) reporting-ma (in recipient’s environnent) returns non-delivery
notification

(4) gateway translates foreign notification into a DSN

The nta-name portion of the Reporting-MIA field is formatted
according to the conventions indicated by the nta-name-type
sub-field. |If an MIA functions as a gateway between dissimlar mai
environments and thus is known by multiple nanes dependi ng on the
environment, the nta-nanme sub-field SHOULD contain the nane used by
the environnent from which the nessage was accepted by the
Reporti ng- MrA.

Because the exact spelling of an MIA nane may be significant in a
particul ar environment, MIA nanes are CASE- SENSI Tl VE.

2.2.3 The DSN-Gateway field

The DSN- Gateway field indicates the name of the gateway or MIA that
translated a foreign (non-Internet) delivery status notification into
this DSN. This field MJST appear in any DSN that was translated by a
gateway froma foreign systeminto DSN format, and MJUST NOT appear

ot herw se.

dsn-gateway-field = "DSN Gateway" ":" nta-name-type ";" nta-name
For gateways into Internet nmail, the MIA-nanme-type will normally be
"dns", and the nmta-nane will be the Internet domain nane of the
gat enay.
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2.2.4 The Received-From MITA DSN field

The optional Received-From MIA field indicates the nane of the MIA
fromwhich the nmessage was received.

received-fromma-field =
"Recei ved- From MIA" ":" nta-nane-type ";" nta-nane

If the message was received froman Internet host via SMIP, the
contents of the nta-nane sub-field SHOULD be the Internet domain name
supplied in the HELO or EHLO command, and the network address used by
the SMIP client SHOULD be included as a coment enclosed in
parentheses. (In this case, the MIA-nanme-type will be "dns".)

The nta-name portion of the Received-From MIA field is formatted
according to the conventions indicated by the MIA-nane-type sub-
field.

Since case is significant in sone mail systems, the exact spelling,
i ncludi ng case, of the MIA name SHOULD be preserved

2.2.5 The Arrival -Date DSN field

The optional Arrival-Date field indicates the date and tine at which
the message arrived at the Reporting MIA. |If the Last-Attenpt-Date
field is also provided in a per-recipient field, this can be used to
determ ne the interval between when the nessage arrived at the
Reporting MIA and when the report was issued for that recipient.

arrival -date-field = "Arrival -Date" ":" date-tine
The date and time are expressed in RFC 822 'date-tine’ format, as
nmodi fied by [ HOSTREQ . Numeric timezones ([+/-]HHW format) MJIST be
used.
2.3 Per-Recipient DSN fields
A DSN contains information about attenpts to deliver a nessage to one
or nore recipients. The delivery information for any particul ar

recipient is contained in a group of contiguous per-recipient fields.
Each group of per-recipient fields is preceded by a blank I|ine.
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The syntax for the group of per-recipient fields is as foll ows:

per-recipient-fields =
[ original-recipient-field CRLF ]
final-recipient-field CRLF
action-field CRLF
status-field CRLF
[ remote-ma-field CRLF ]
[ diagnostic-code-field CRLF ]
[ last-attenpt-date-field CRLF ]
[ final-log-id-field CRLF ]
[ will-retry-until-field CRLF ]
*( extension-field CRLF )

2.3.1 Original-Recipient field

The Original-Recipient field indicates the original recipient address
as specified by the sender of the nessage for which the DSN is being
i ssued.

original-recipient-field =
"Original -Recipient”

address-type ";" generic-address
generi c-address = *text

The address-type field indicates the type of the original recipient
address. |If the nessage originated within the Internet, the
address-type field will normally be "rfc822", and the address will be
according to the syntax specified in [RFC822]. The val ue "unknown"
shoul d be used if the Reporting MIA cannot determine the type of the
original recipient address fromthe nessage envel ope.

This field is optional. 1t should be included only if the sender-
specified recipient address was present in the nessage envel ope, such
as by the SMIP extensions defined in [DRPT]. This address is the
sanme as that provided by the sender and can be used to automatically
correlate DSN reports and nessage transactions.

2.3.2 Final-Recipient field
The Final-Recipient field indicates the recipient for which this set

of per-recipient fields applies. This field MIST be present in each
set of per-recipient data.
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The syntax of the field is as foll ows:

final-recipient-field
"Fi nal - Reci pi ent"

":" address-type ";" generic-address
The generic-address sub-field of the Final-Recipient field MJST
contain the mail box address of the recipient (fromthe transport
envel ope), as it was when the Reporting MIA accepted the message for
delivery.

The Final - Reci pi ent address may differ fromthe address originally
provi ded by the sender, because it may have been transformed during
forwardi ng and gatewaying into a totally unrecogni zabl e ness.

However, in the absence of the optional Oiginal-Recipient field, the
Fi nal - Recipient field and any returned content nay be the only
informati on available with which to correlate the DSNwith a
particul ar nessage submi ssion.

The address-type sub-field indicates the type of address expected by
the reporting MIA in that context. Recipient addresses obtained via
SMIP will normally be of address-type "rfc822"

NOTE: The Reporting MIA is not expected to ensure that the address
actually conforms to the syntax conventions of the address-type.
Instead, it MJST report exactly the address received in the envel ope,
unl ess that address contains characters such as CR or LF which are
not allowed in a DSN field.

Si nce mmi |l box addresses (including those used in the Internet) nmay be
case sensitive, the case of al phabetic characters in the address MJST
be preserved.

2.3.3 Action field

The Action field indicates the action perforned by the Reporting- MTA
as a result of its attenpt to deliver the nessage to this recipient
address. This field MIST be present for each recipient naned in the
DSN.

The syntax for the action-field is:

"Action" acti on-val ue

action-field

action-val ue =
"failed" / "delayed" / "delivered" / "relayed" / "expanded"

The action-value nay be spelled in any conbinati on of upper and | ower
case characters
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"fail ed" i ndi cates that the nmessage could not be delivered to the
reci pient. The Reporting MIA has abandoned any attenpts
to deliver the nmessage to this recipient. No further
notifications shoul d be expected.

"del ayed" i ndi cates that the Reporting MIA has so far been unable
to deliver or relay the nessage, but it will continue to
attenpt to do so. Additional notification nessages may
be issued as the nessage is further del ayed or
successfully delivered, or if delivery attenpts are |ater
abandoned.

"delivered" indicates that the nmessage was successfully delivered to
the recipient address specified by the sender, which
includes "delivery" to a mailing list exploder. It does
not indicate that the nessage has been read. This is a
term nal state and no further DSN for this recipient
shoul d be expect ed.

"rel ayed” i ndi cates that the nmessage has been rel ayed or gatewayed
into an environnent that does not accept responsibility
for generating DSNs upon successful delivery. This
action-val ue SHOULD NOT be used unless the sender has
requested notification of successful delivery for this
reci pi ent.

"expanded" indicates that the nessage has been successfully
delivered to the recipient address as specified by the
sender, and forwarded by the Reporting-MIA beyond that
destination to nmultiple additional recipient addresses.
An action-val ue of "expanded" differs from"delivered" in
that "expanded" is not a termnal state. Further
"failed" and/or "delayed" notifications may be provided.

Using the terns "mailing list" and "alias" as defined in [ DRPT],
section 7.2.7: An action-value of "expanded" is only to be used when
the message is delivered to a multiple-recipient "alias". An
action-val ue of "expanded® SHOULD NOT be used with a DSN i ssued on
delivery of a nessage to a "mailing list".

NOTE ON ACTION VS. STATUS CODES: Although the "action' field
m ght seemto be redundant with the 'status’ field, this is not

the case. In particular, a "tenporary failure" ("4") status code
could be used with an action-value of either "del ayed" or
"failed". For exanple, assune that an SMIP client repeatedly

tries to relay a nessage to the nail exchanger for a recipient,
but fails because a query to a donain nanme server timed out.
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After a few hours, it might issue a "delayed" DSN to informthe
sender that the message had not yet been delivered. After a few
days, the MIA m ght abandon its attenpt to deliver the nessage
and return a "failed" DSN. The status code (which would begin
with a "4" to indicate "tenporary failure") would be the sane for
bot h DSNs.

Anot her exanple for which the action and status codes may appear
contradictory: If an MIA or mmil gateway cannot deliver a nessage
because doing so would entail conversions resulting in an
unacceptable | oss of information, it would issue a DSN with the
"action’ field of "failure" and a status code of "XXX . [If the
message had instead been rel ayed, but with some | oss of
information, it mght generate a DSN with the same XXX status-
code, but with an action field of "rel ayed".

2.3.4 Status field

The per-recipient Status field contains a transport-independent
status code that indicates the delivery status of the message to that
recipient. This field MIST be present for each delivery attenpt

whi ch is described by a DSN

The syntax of the status field is:
status-field = "Status" ":" status-code
status-code = DIGAT "." 1*3DIGT "." 1*3DIGA T

; White-space characters and coments are NOT all owed within
; a status-code, though a comrent encl osed in parentheses

; MAY follow the | ast nuneric sub-field of the status-code.

; Each nuneric sub-field within the status-code MJST be

; expressed without |eading zero digits.

St atus codes thus consist of three nunerical fields separated by ".".
The first sub-field indicates whether the delivery attenpt was
successful (2= success, 4 = persistent tenmporary failure, 5 =
permanent failure). The second sub-field indicates the probable
source of any delivery anonmalies, and the third sub-field denotes a
precise error condition, if known.

The initial set of status-codes is defined in [ STATUS].
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2.3.5 Rempte-MIA field

The val ue associated with the Renote-MIA DSN field is a printable
ASCI | representation of the name of the "renpte" MIA that reported
delivery status to the "reporting" MIA.

renote-nta-field = "Renote-MIA" ":" nta-nanme-type ";" nta-name

NOTE: The Renote-MIA field preserves the "while tal king to"
informati on that was provided in sone pre-existing nondelivery
reports.

This field is optional. It MJST NOT be included if no renote MIA was
involved in the attenpted delivery of the message to that recipient.

2.3.6 Diagnostic-Code field

For a "failed" or "del ayed" recipient, the Di agnostic-Code DSN field
contains the actual diagnostic code issued by the mail transport.

Si nce such codes vary fromone mail transport to another, the

di agnostic-type sub-field is needed to specify which type of

di agnostic code is represented.

di agnostic-code-field =
" Di agnosti c- Code"

":" diagnostic-type ";" *text

NOTE: The information in the Diagnostic-Code field may be sonewhat
redundant with that fromthe Status field. The Status field is
needed so that any DSN, regardl ess of origin, nay be understood by
any user agent or gateway that parses DSNs. Since the Status code
will sometines be |ess precise than the actual transport diagnostic
code, the Diagnostic-Code field is provided to retain the latter
information. Such information may be useful in a trouble ticket sent
to the adm nistrator of the Reporting MIA, or when tunneling foreign
non-delivery reports through DSNs.

If the Diagnostic Code was obtained froma Renote MIA during an
attenpt to relay the nmessage to that MIA, the Renote- MIA field shoul d
be present. Wen interpreting a DSN, the presence of a Renote-MA
field indicates that the Diagnostic Code was issued by the Renote
MIA. The absence of a Renpte-MIA indicates that the D agnhostic Code
was issued by the Reporting MIA

In addition to the Diagnostic-Code itself, additional textua

description of the diagnostic, MAY appear in a comrent enclosed in
par ent heses.
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This field is optional, because some mail systens supply no
additional information beyond that which is returned in the *action
and 'status’ fields. However, this field SHOULD be included if
transport-specific diagnostic information is avail abl e.

2.3.7 Last-Attenpt-Date field

The Last-Attenpt-Date field gives the date and time of the |ast
attenpt to relay, gateway, or deliver the nmessage (whether successful
or unsuccessful) by the Reporting MITA. This is not necessarily the
same as the value of the Date field fromthe header of the nessage
used to transmt this delivery status notification: In cases where
the DSN was generated by a gateway, the Date field in the nessage
header contains the time the DSN was sent by the gateway and the DSN
Last-Attenpt-Date field contains the tine the last delivery attenpt

occurred.
| ast-attenpt-date-field = "Last-Attenpt-Date" ":" date-tine
This field is optional. 1t MJST NOT be included if the actual date

and tine of the last delivery attenpt are not avail able (which m ght
be the case if the DSN were being issued by a gateway).

The date and time are expressed in RFC 822 'date-tine’ format, as
nmodi fied by [ HOSTREQ. Numeric timezones ([+/-]HHW format) MJIST be
used.

2.3.8 final-log-id field
The "final-1og-id" field gives the final-log-id of the message that
was used by the final-na. This can be useful as an index to the
final-nta’s log entry for that delivery attenpt.

final-log-id-field = "Final-Log-1D" ":" *text

This field is optional

2.3.9 WIl-Retry-Until field
For DSNs of type "delayed", the WIlIl-Retry-Until field gives the date
after which the Reporting MIA expects to abandon all attenpts to
deliver the nessage to that recipient. The WIIl-Retry-Until field is
optional for "delay" DSNs, and MJST NOT appear in other DSNs.

Will-retry-until-field = "WIIl-Retry-Until" ":" date-tine
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The date and time are expressed in RFC 822 'date-tine’ format, as
modi fied by [ HOSTREQ). Numeric timezones ([+/-]HHW format) MJIST be
used.

2.4 Extension fields

Addi tional per-nmessage or per-recipient DSN fields may be defined in
the future by later revisions or extensions to this specification
Extension-field nanes beginning with "X-" will never be defined as
standard fields; such nanes are reserved for experinental use. DSN
field nanes NOT beginning with "X-" MJST be registered with the

I nternet Assigned Numbers Authority (1ANA) and published in an RFC

Extensi on DSN fields may be defined for the follow ng reasons:

(a) To allow additional information fromforeign delivery status
reports to be tunneled through Internet DSNs. The nanmes of such
DSN fi el ds should begin with an indication of the foreign
envi ronnment nane (e.g., X400-Physi cal - Forwar di ng- Addr ess) .

(b) To allow the transm ssion of diagnostic information which is
specific to a particular mail transport protocol. The nanes of
such DSN fields should begin with an indication of the mail
transport being used (e.g., SMIP-Renpte-Reci pient-Address). Such
fields should be used for diagnostic purposes only and not by
user agents or nmmil gateways.

(c) To allow transm ssion of diagnostic information which is specific
to a particular nessage transfer agent (MIA). The names of such
DSN fi el ds should begin with an indication of the MIA
i mpl ementation that produced the DSN. (e.g., Foommil-Queue-I1D).

MTA i npl ementers are encouraged to provide adequate information, via
extension fields if necessary, to allow an MIA nmintainer to
understand the nature of correctable delivery failures and how to fix
them For exanple, if nmessage delivery attenpts are | ogged, the DSN
m ght include information that allows the MIA naintainer to easily
find the log entry for a failed delivery attenpt.

If an MIA devel oper does not wi sh to register the nmeanings of such
extension fields, "X-" fields nay be used for this purpose. To avoid
nane collisions, the nane of the MIA inplenmentation should follow the
"X-", (e.g., "X-Foomail-Log-1D").
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3. Confornmance and Usage Requirenents

An MTA or gateway conforns to this specification if it generates DSNs
according to the protocol defined in this neno. For MIAs and
gateways that do not support requests for positive delivery
notification (such as in [DRPT]), it is sufficient that delivery
failure reports use this protocol

A mnimal inplenmentation of this specification need generate only the
Reporting- MTA per-nessage field, and the Final -Recipient, Action, and
Status fields for each attenpt to deliver a message to a recipient
described by the DSN. Generation of the other fields, when
appropriate, is strongly recomended.

MIAs and gat eways MJST NOT generate the Original-Recipient field of a
DSN unl ess the mail transfer protocol provides the address originally
specified by the sender at the time of submission. (Odinary SMIP
does not nake that guarantee, but the SMIP extension defined in
[DRPT] pernits such information to be carried in the envelope if it
is available.)

Each sender-specified recipient address SHOULD result in at nobst one
"delivered" or "failed" DSN for that recipient. |If a positive DSNis
requested (e.g., one using NOTI FY=SUCCESS in SMIP) for a recipient
that is forwarded to nultiple recipients of an "alias" (as defined in
[ DRPT], section 7.2.7), the forwarding MIA SHOULD normal Iy issue a
"expanded” DSN for the originally-specified recipient and not
propagate the request for a DSN to the forwardi ng addresses.

Al ternatively, the forwarding MIA MAY relay the request for a DSN to
exactly one of the forwardi ng addresses and not propagate the request
to the others

By contrast, successful subm ssion of a message to a mailing |ist
expl oder is considered final delivery of the nessage. Upon delivery
of a nessage to a recipient address corresponding to a mailing |ist
expl oder, the Reporting MIA SHOULD i ssue an appropri ate DSN exactly
as if the recipient address were that of an ordinary mail box.

NOTE: This is actually intended to make DSNs usabl e by mailing
lists thenselves. Any nessage sent to a nailing |ist subscriber
shoul d have its envel ope return address pointing to the |ist

mai ntai ner [see RFC 1123, section 5.3.7(E)]. Since DSNs are sent
to the envel ope return address, all DSNs resulting fromdelivery
to the recipients of a mailing list will be sent to the Iist

mai ntainer. The list maintainer may el ect to nechanically
process DSNs upon receipt, and thus automatically delete invalid
addresses fromthe list. (See section 7 of this neno.)
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Thi s specification places no restrictions on the processing of DSNs
recei ved by user agents or distribution lists.

4. Security Considerations
The foll owi ng security considerations apply when using DSNs:
4.1 Forgery

DSNs may be forged as easily as ordinary Internet electronic nail.
User agents and automatic nail handling facilities (such as nail
distribution list exploders) that wish to make automati c use of DSNs
shoul d take appropriate precautions to nininize the potential damage
from deni al - of -servi ce attacks.

Security threats related to forged DSNs include the sending of:

(a) Afalsified delivery notification when the nessage i s not
delivered to the indicated recipient,

(b) Afalsified non-delivery notification when the nessage was in
fact delivered to the indicated recipient,

(c) A falsified Final-Recipient address,
(d) Afalsified Renote-MIA identification
(e) Afalsified relay notification when the nessage is "dead ended"
(f) Unsolicited DSNs
4.2 Confidentiality

Anot her dinmension of security is confidentiality. There may be cases
in which a nessage recipient is autoforwardi ng nessages but does not
wi sh to divul ge the address to which the nessages are autof orwarded.
The desire for such confidentiality will probably be hei ghtened as
"wi rel ess mail boxes", such as pagers, beconme nore wi dely used as

aut of orwar d addr esses.

MIA aut hors are encouraged to provide a nechani sm which enabl es the
end user to preserve the confidentiality of a forwardi ng address.
Dependi ng on the degree of confidentiality required, and the nature
of the environnent to which a nessage were being forwarded, this

m ght be accomplished by one or nore of:
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(a) issuing a "relayed" DSN (if a positive DSN was requested) when a
message is forwarded to a confidential forwarding address, and
di sabling requests for positive DSNs for the forwarded nessage,

(b) declaring the nmessage to be delivered, issuing a "delivered" DSN
re-sendi ng the nessage to the confidential forwarding address,
and arranging for no DSNs to be issued for the re-sent message,

(c) omtting "Renote-*" or extension fields of a DSN whenever they
woul d ot herwi se contain confidential information (such as a
confidential forwarding address),

(d) for messages forwarded to a confidential address, setting the
envel ope return address (e.g., SMIP MAIL FROM address) to the
NULL reverse-path ("<>") (so that no DSNs woul d be sent froma
downstream MIA to the original sender),

(e) for nmessages forwarded to a confidential address, disabling
delivery notifications for the forwarded nessage (e.g., if the
"next - hop" MIA uses ESMIP and supports the DSN extension, by
usi ng the NOTI FY=NEVER paraneter to the RCPT command), or

(f) when forwarding nail to a confidential address, having the
forwarding MITA rewite the envel ope return address for the
forwarded nmessage and attenpt delivery of that nessage as if the
forwarding MIA were the originator. On its receipt of fina
delivery status, the forwarding MIA would issue a DSN to the
ori gi nal sender.

In general, any optional DSN field nmay be omitted if the Reporting
MIA site determines that inclusion of the field would inpose too
great a conmprom se of site confidentiality. The need for such
confidentiality nmust be bal anced against the utility of the omtted
information in trouble reports and DSNs gatewayed to foreign

envi ronments.

| mpl enenters are cautioned that many existing MIAs will send non-
delivery notifications to a return address in the nessage header
(rather than to the one in the envelope), in violation of SMIP and
other protocols. |If a nessage is forwarded through such an MIA, no
reasonabl e action on the part of the forwarding MIA will prevent the
downstream MIA from conproni sing the forwardi ng address. Likew se,
if the recipient’s MIA automatically responds to nessages based on a
request in the nessage header (such as the nonstandard, but w dely
used, Return-Receipt-To extension header), it will also conprom se
the forwardi ng address.

Moore & Vaudreui | St andards Track [ Page 24]



RFC 3464 Delivery Status Notifications January 2003

4.3 Non- Repudi ation

Wthin the framework of today’'s internet mail, the DSNs defined in
this meno provide valuable information to the nmail user; however,
even a "failed" DSN can not be relied upon as a guarantee that a
message was not received by the recipient. Even if DSNs are not
actively forged, conditions exist under which a nessage can be
delivered despite the fact that a failure DSN was issued.

For exanple, a race condition in the SMIP protocol allows for the
duplication of nmessages if the connection is dropped follow ng a
conpl et ed DATA conmand, but before a response is seen by the SMIP
client.

This will cause the SMIP client to retransmt the nessage, even
though the SMIP server has already accepted it [SMIPDUP]. |f one of
those delivery attenpts succeeds and the other one fails, a "failed"
DSN coul d be issued even though the nessage actually reached the
reci pi ent.
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Appendi x A - coll ected gramar
NOTE: The followi ng | exical tokens are defined in RFC 822: atom
CHAR, comment, CR, CRLF, DIA T, LF, linear-white-space, SPACE, text.
The date-tine |exical token is defined in [ HOSTREQ .
action-field = "Action" ":" action-val ue

action-value = "failed" / "delayed" / "delivered"
/[ "relayed" / "expanded"

address-type = atom

arrival -date-field = "Arrival -Date" ":" date-tinme
delivery-status-content = per-nessage-fields

1*( CRLF per-recipient-fields )
di agnostic-code-field = "Diagnostic-Code" ":"

di agnostic-type ";" *text
di agnostic-type = atom
dsn-gateway-field = "DSN Gateway" ":" nta-nanme-type ";" nta-nane
envel ope-id = *text
extension-field = extension-field-name ":" *text
extension-field-nane = at om
final-recipient-field =

"Final -Recipient” ":" address-type ";" generic-address
final-log-id-field = "Final-Log-1D" ":" *text

generi c-address = *text

| ast-attenpt-date-field = "Last-Attenpt-Date" date-tine
nt a- name = *text
nt a- name-type = atom

ori gi nal -envel ope-id-field =
"Original - Envel ope-1d"

envel ope-id
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original-recipient-field =
"Origi nal - Reci pi ent”

address-type ";" generic-address

per-nessage-fields =
[ original-envelope-id-field CRLF ]
reporting-nta-field CRLF
[ dsn-gateway-field CRLF ]
[ received-fromnta-field CRLF ]
[ arrival-date-field CRLF ]
*( extension-field CRLF )

per-recipient-fields =
[ original-recipient-field CRLF ]
final-recipient-field CRLF
action-field CRLF
status-field CRLF
[ remote-ma-field CRLF ]
[ diagnostic-code-field CRLF ]
[ last-attenpt-date-field CRLF ]
[ final-log-id-field CRLF ]
[ will-retry-until-field CRLF ]
*( extension-field CRLF )

received-fromma-field =
"Recei ved- From MIA" ":" nta-nane-type ";" nta-nane

renote-nta-field =
"Renot e- MTA" ":" nta-nanme-type ";" nta-nane

reporting-nta-field =
"Reporting-MIA" ":" nta-name-type ";" nta-name

status-code = DGET "." 1*3DGAT "." 1*3DIA T
; White-space characters and conments are NOT allowed within a
; a status-code, though a comrent encl osed in parentheses
; MAY follow the last numeric sub-field of the status-code.
; Each nuneric sub-field within the status-code MJST be
; expressed without |eading zero digits.
status-field = "Status" ":" status-code

will-retry-until-field = "WII-Retry-Until" ":" date-tine
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Appendi x B - Cuidelines for gatewayi ng DSNs

NOTE: This section provides non-binding reconrendations for the
construction of mail gateways that wi sh to provide sem -transparent
delivery reports between the Internet and another electronic mail
system Specific DSN gateway requirenents for a particular pair of
mai | systens may be defined by other docunents.

Gat ewayi ng fromother mail systens to DSNs

A mail gateway may issue a DSN to convey the contents of a "foreign"
delivery or non-delivery notification over Internet mail. Wen there
are appropriate mappings fromthe foreign notification elenents to
DSN fields, the information may be transmitted in those DSN fiel ds.
Addi tional information (such as m ght be useful in a trouble ticket
or needed to tunnel the foreign notification through the Internet)
may be defined in extension DSN fields. (Such fields should be given
nanes that identify the foreign mail protocol, e.g., X400-* for X 400
NDN or DN protocol el enments)

The gateway nust attenpt to supply reasonabl e values for the
Reporting- MTA, Final -Recipient, Action, and Status fields. These
will normally be obtained by translating the values fromthe renote
delivery or non-delivery notification into their Internet-style
equi val ents. However, sonme loss of information is to be expected.
For exanple, the set of status-codes defined for DSNs may not be
adequate to fully convey the delivery diagnostic code fromthe
foreign system The gateway should assign the nbst precise code
whi ch describes the failure condition, falling back on "generic"
codes such as 2.0.0 (success), 4.0.0 (tenporary failure), and 5.0.0
(permanent failure) when necessary. The actual foreign diagnostic
code should be retained in the Diagnostic-Code field (with an
appropri ate di agnostic-type value) for use in trouble tickets or
tunnel i ng.

The sender-specified recipient address, and the original envel ope-id,
if present in the foreign transport envel ope, should be preserved in
the Oiginal -Recipient and Oigi nal - Envel ope-1D fi el ds.

The gateway should also attenpt to preserve the "final" recipient
addresses and MIA nanmes fromthe foreign system \Wenever possible,
foreign protocol elements should be encoded as neani ngful printable
ASCI | strings.

For DSNs produced fromforeign delivery or nondelivery notifications,

the nanme of the gateway MUST appear in the DSN-Gateway field of the
DSN.
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Gat ewayi ng from DSNs to other mail systens

It may be possible to gateway DSNs fromthe Internet into a foreign
mai | system The primary purpose of such gatewaying is to convey
delivery status information in a formthat is usable by the
destination system A secondary purpose is to allow "tunneling" of
DSNs t hrough foreign mail systens, in case the DSN rmay be gat ewayed
back into the Internet.

In general, the recipient of the DSN (i.e., the sender of the
original nessage) will want to know, for each recipient: the closest
avai |l abl e approximation to the original recipient address, the
delivery status (success, failure, or tenporary failure), and for
failed deliveries, a diagnostic code that describes the reason for
the failure.

| f possible, the gateway should attenpt to preserve the Oiginal -
Reci pi ent address and Origi nal - Envel ope-1D (if present), in the
resulting foreign delivery status report.

VWhen reporting delivery failures, if the diagnostic-type sub-field of
the Diagnostic-Code field indicates that the original diagnhostic code
i s understood by the destination environnment, the information from

t he Di agnostic-Code field should be used. Failing that, the
information in the Status field should be mapped into the cl osest
avai |l abl e di aghostic code used in the destination environment.

If it is possible to tunnel a DSN through the destination
environnment, the gateway specification may define a neans of
preserving the DSN information in the delivery status reports used by
that environnent.

Appendi x C - Cuidelines for use of DSNs by mailing |ist expl oders

This section pertains only to the use of DSNs by "mailing lists" as
defined in [4], section 7.2.7.

DSNs are designed to be used by mailing |ist exploders to allow them
to detect and automatically delete recipients for whom mail delivery
fails repeatedly.

When forwarding a nessage to |ist subscribers, the mailing list

expl oder should al ways set the envel ope return address (e.g., SMIP
MAI L FROM address) to point to a special address which is set up to
receive non-delivery reports. A "smart" mailing |ist exploder can
therefore intercept such non-delivery reports, and if they are in the
DSN format, automatically exanm ne themto deternmi ne for which

reci pients a nmessage delivery failed or was del ayed.
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The Original-Recipient field should be used if available, since it
shoul d exactly match the subscriber address known to the list. |If
the Original -Recipient field is not available, the recipient field
may resenble the |ist subscriber address. Oten, however, the list
subscriber will have forwarded his mail to a different address, or
the address may be subject to sone re-witing, so heuristics nmay be
required to successfully match an address fromthe recipient field.
Care is needed in this case to nmnimze the possibility of false
mat ches.

The reason for delivery failure can be obtained fromthe Status and
Action fields, and fromthe Di agnostic-Code field (if the status-type
is recognized). Reports for recipients with action values other than
"failed" can generally be ignored; in particular, subscribers should
not be renoved froma list due to "del ayed" reports.

In general, alnost any failure status code (even a "pernanent" one)
can result froma tenporary condition. It is therefore recomended
that a list exploder not delete a subscriber based on any single
failure DSN (regardl ess of the status code), but only on the

persi stence of delivery failure over a period of tine.

However, some kinds of failures are less likely than others to have
been caused by tenporary conditions, and sone kinds of failures are
more likely to be noticed and corrected quickly than others. Once
nmore preci se status codes are defined, it may be useful to
differentiate between the status codes when decidi ng whether to

del ete a subscriber. For exanple, on a list with a high nessage
volunme, it mght be desirable to tenporarily suspend delivery to a
reci pi ent address which causes repeated "tenporary" failures, rather
than sinply deleting the recipient. The duration of the suspension
m ght depend on the type of error. On the other hand, a "user
unknown" error that persisted for several days could be considered a
reliable indication that address were no | onger valid.

Appendi x D - I ANA registration forns for DSN types

The forms bel ow are for use when registering a new address-type,

di agnostic-type, or MIA-nanme-type with the Internet Assigned Nunbers
Authority (1 ANA). Each piece of information requested by a
registration formmy be satisfied either by providing the
information on the formitself, or by including a reference to a
publi shed, publicly available specification which includes the
necessary information. | ANA MAY reject DSN type registrations
because of inconplete registration forns, inprecise specifications,
or inappropriate type nanes.
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To register a DSN type, conplete the applicable form bel ow and send
it via lInternet electronic mail to <l ANA@ ANA. ORG>.

| ANA registration formfor address-type

A registration for a DSN address-type MJST include the follow ng
i nformati on:

(a) The proposed address-type nane.

(b) The syntax for mmil box addresses of this type, specified using
BNF, regul ar expressions, ASN. 1, or other non-anbi guous | anguage.

(c) If addresses of this type are not conposed entirely of graphic
characters fromthe US-ASCI| repertoire, a specification for how
they are to be encoded as graphic US-ASCI| characters in a DSN
Origi nal -Reci pi ent or Final-Recipient DSN field

(d) [optional] A specification for how addresses of this type are to
be translated to and fromlInternet electronic nail addresses.

I ANA registration formfor diagnostic-type

A registration for a DSN address-type MJST include the follow ng
i nformati on:

(a) The proposed diagnostic-type nane.

(b) A description of the syntax to be used for expressing diagnostic
codes of this type as graphic characters fromthe US-ASClI
repertoire.

(c) Alist of valid diagnostic codes of this type and the meani ng of
each code

(d) [optional] A specification for mappi ng from di agnostic codes of
this type to DSN status codes (as defined in [5]).

| ANA registration formfor MIA-nane-type

A registration for a DSN MIA- nane-type nust include the follow ng
i nformati on:

(a) The proposed MIA-nane-type nane.

(b) A description of the syntax of MIA nanes of this type, using BNF,
regul ar expressions, ASN. 1, or other non-anbi guous | anguage.
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(c) If MIA names of this type do not consist entirely of graphic
characters fromthe US-ASCI| repertoire, a specification for how
an MIA nane of this type should be expressed as a sequence of
graphic US-ASCI| characters.

Appendi x E - Exanpl es
These exanpl es are provided as illustration only, and are not
consi dered part of the DSN protocol specification. |f an exanple
conflicts with the protocol definition above, the exanple is wong.
Li kewi se, the use of *-type sub-field names or extension fields in
these exanples is not to be construed as a definition for those type
nanes or extension fields.

These exanpl es were manual |y transl ated from bounced nessages using
what ever information was avail abl e.
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Si npl e DSN

This is a sinple DSN i ssued after repeated attenpts to deliver a
message failed. In this case, the DSN is issued by the sane MIA from
whi ch the nessage was ori gi nat ed.

Date: Thu, 7 Jul 1994 17:16:05 -0400 From Mil Delivery Subsystem
<MAl LER- DAEMON@LS. UTK. EDU> Message- | d:
<199407072116. RAA14128@rS. UTK. EDU> Subj ect: Returned mail: Cannot
send nessage for 5 days To: <owner-info-m ne@s. utk.edu> M Me-
Version: 1.0 Content-Type: nultipart/report; report-type=delivery-
st at us;

boundar y="RAA14128. 773615765/ CS. UTK. EDU"

--RAA14128. 773615765/ CS. UTK. EDU

The original nessage was received at Sat, 2 Jul 1994 17:10:28 -0400
fromroot @ocal host

----- The foll owi ng addresses had delivery problens -----
<louisl @arry.slip.und. edu> (unrecoverable error)

————— Transcript of session follows -----

<louisl @arry.slip.umd. edu>... Deferred: Connection tined out
with larry.slip.und. edu.

Message coul d not be delivered for 5 days

Message will be del eted from queue

--RAA14128. 773615765/ CS. UTK. EDU
content-type: nessage/delivery-status

Reporting- MTA: dns; cs.utk.edu

Oiginal -Recipient: rfc822;louisl@arry.slip.und. edu
Fi nal - Reci pient: rfc822;louisl @arry.slip.und. edu
Action: failed

Status: 4.0.0

Di agnosti c-Code: sntp; 426 connection timed out
Last-Attenmpt-Date: Thu, 7 Jul 1994 17:15:49 -0400

- - RAA14128. 773615765/ CS. UTK. EDU
content-type: nessage/rfc822

[original nessage goes here]

- - RAA14128. 773615765/ CS. UTK. EDU- -

Moore & Vaudreui | St andards Track [ Page 34]



RFC 3464 Delivery Status Notifications January 2003

Mul ti - Reci pi ent DSN

This is another DSN issued by the sender’s MIA, which contains
details of multiple delivery attenpts. Sone of these were detected
| ocally, and others by a renote MIA

Date: Fri, 8 Jul 1994 09:21:47 -0400

From Mail Delivery Subsystem <MAI LER- DAEMON@CS. UTK. EDU>

Subj ect: Returned mail: User unknown

To: <owner - ups-m b@s. UTK. EDU>

M ME-Version: 1.0

Content-Type: nmultipart/report; report-type=delivery-status;
boundary="JAA13167. 773673707/ CS. UTK. EDU"

--JAA13167. 773673707/ CS. UTK. EDU
content-type: text/plain; charset=us-asci

----- The foll owi ng addresses had delivery problens -----
<arat hi b@net.i bm con» (unrecoverable error)
<wsnel | @dccl3. ucsd. edu> (unrecoverabl e error)

--JAA13167. 773673707/ CS. UTK. EDU
content-type: nessage/delivery-status

Reporting- MTA: dns; cs.utk.edu

Oiginal -Recipient: rfc822; arathi b@net.ibm com

Fi nal - Reci pient: rfc822;arathib@net.ibmcom

Action: failed

Status: 5.0.0 (permanent failure)

Di agnosti c- Code: sntp; 550 'arathib@net.IBMCOM is not a
regi stered gateway user

Renot e- MTA: dns; vnet.ibm com

Original -Recipient: rfc822;johnh@pnjld.njd. hp.com

Fi nal - Reci pient: rfc822;johnh@mpnjld.njd. hp.com

Action: del ayed

Status: 4.0.0 (hpnjld.njd.jp.com host nane | ookup failure)

Oiginal -Recipient: rfc822;wsnell @dccl3. ucsd. edu
Fi nal - Reci pi ent: rfc822;wsnel |l @dcc13. ucsd. edu
Action: failed

Status: 5.0.0

Di agnosti c- Code: sntp; 550 user unknown
Renot e- MTA: dns; sdccl3. ucsd. edu

--JAA13167. 773673707/ CS. UTK. EDU
content-type: nessage/rfc822
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[original nessage goes here]
--JAA13167. 773673707/ CS. UTK. EDU- -
DSN from gateway to foreign system

A delivery report generated by Message Router (MAILBUS) and gatewayed
by PMDF_MR to a DSN. In this case the gateway did not have
sufficient information to supply an original-recipient address.

Di scl ose-recipients: prohibited
Date: Fri, 08 Jul 1994 09:21:25 -0400 (EDT)
From Message Router Subm ssion Agent <AVMMGR@orp.tinepl ex. coms
Subject: Status of: Re: Battery current sense
To: owner-ups-m b@S. UTK. EDU
Message-i d: <O1HEGIOWNBY28Y95LN@r . ti mepl ex. conp
M ME-version: 1.0
content-type: nultipart/report;
report-type=delivery-status;
boundar y="84229080704991. 122306. SYS30"

--84229080704991. 122306. SYS30
content-type: text/plain

Invalid address - nair_s
%0l R- E- NODI RMICH, No matching Directory Entry
Entry found

--84229080704991. 122306. SYS30
content-type: nessage/delivery-status

Reporting- MTA: mail bus; SYS30

Fi nal - Reci pi ent: unknown; nair_s

Status: 5.0.0 (unknown permanent failure)
Action: failed

--84229080704991. 122306. SYS30- -
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Del ayed DSN

A delay report froma multiprotocol MITA. Note that there is no
returned content, so no third body part appears in the DSN

M ME-Version: 1.0

From <postmaster @sfnet-rel ay. ac. uk>

Message- |1 d: <199407092338. TAA23293@S. UTK. EDU>

Recei ved: from nsfnet-relay. ac.uk by sun2.nsfnet-rel ay. ac. uk
id <g.12954-0@un2. nsfnet-rel ay. ac. uk>;
Sun, 10 Jul 1994 00:36:51 +0100

To: owner-info-nmme@s. utk. edu

Date: Sun, 10 Jul 1994 00: 36:51 +0100

Subj ect: WARNI NG nessage del ayed at "nsfnet-rel ay. ac. uk”

content-type: nultipart/report; report-type=delivery-status;
boundar y=f oobar

- -f oobar
content-type: text/plain

The foll owi ng nessage:

UA-ID: Reliable PC (..
QID sun2.nsf:77/ msg. 11820-0

has not been delivered to the intended recipient:
t homas@le-nontfort. ac. uk
despite repeated delivery attenpts over the past 24 hours.

The usual cause of this problemis that the rempte systemis
tenporarily unavail abl e.

Delivery will continue to be attenpted up to a total elapsed tine of
168 hours, i.e., 7 days.

You will be inforned if delivery proves to be inpossible within this
time.

Pl ease quote the QID in any queries regarding this nail.

- - f oobar
content-type: nessage/delivery-status

Reporting- MTA: dns; sun2.nsfnet-relay. ac. uk

Fi nal - Reci pient: rfc822;thomas@le-nontfort. ac. uk
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Status: 4.0.0 (unknown tenporary failure)
Action: del ayed
- -f oobar - -
Appendi x F - Changes from RFC 1894
Changed Aut hors contact information
Updat ed required standards boilerplate

Edited the text to nmake it spell-checker and grammar checker
compl i ant

Updated references to point to |ater, nore mature docunents, changed
ref erence enuneration schene.

Fi xed paragraph nunbering on page 20

Fi xed Del ayed DSN exanpl e

Added Tabl e of Contents

Moved Appendices to the end of the docunent

Changed the MIA-name-Type for gateways into Internet mail, the
MIA- name-type from "SMIP" to "dns”
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Keith Moore

Uni versity of Tennessee

1122 Vol unteer Blvd, Suite 203
Knoxvill e TN 37996- 3450

USA

Phone: +1-865-974-3126
Fax: +1- 865-974- 8296
EMui | : nmoore@s. utk. edu

Gregory M Vaudreuil
Lucent Technol ogi es
7291 WIliamson Rd
Dal | as, Tx. 75214
USA

Phone: +1 214 823 9325
EMai | : GregV@eee.org
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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