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Abst r act

| Psec of fers nuch pronise as a secure renpte access nechani sm
However, there are a nunber of differing renpte access scenari o0s,
each having sone shared and sone uni que requirenments. A thorough
under st andi ng of these requirenments is necessary in order to
effectively evaluate the suitability of a specific set of nechanisns
for any particular renpte access scenario. This docunment enunerates
the requirenents for a nunber of common renobte access scenari o0s
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1. Introduction

.1.1 Endpoi nt Authentication Requirenents
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Until recently, renpte access has typically been characterized by

di al

-up users accessing the target network via the Public Switched
Tel ephone Network (PSTN), with the dial
a Network Access Server (NAS) within the target domain.

-up connection terminating at

The

protocols facilitating this have usually been PPP-based, and access
control, authorization, and accounting functions have typically been
provi ded using one or nore of a nunber of avail abl e mechani sns,

i ncl udi ng RADI US [ RADI US] .
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Note that for such access, it has often been assunmed that the

communi cations infrastructure supporting the ISP connection (the
PSTN) is relatively secure, and poses no significant threats to
conmmuni cations integrity or confidentiality. Based on this
assunption, connection security has been linited to access control at
the NAS based on usernane/ passphrase pairs. In reality, PSTN dial up
connecti ons have never been inpervious to a deternined adversary.

The availability of w despread broadband access, in concert with the
desire to reduce the cost of PSTN toll access, have driven the

devel opment of Internet-based renote access nechanisns. |n sone
cases, PPP-based tunneling nechani sns have been used to provide
renote access by allowing the dial user to first access a local ISP
account, and then tunnel an additional PPP connection over the
Internet into the target network. |In the case of broadband users,
such connections are tunneled directly over the Internet. Wile

t hese nechani sns have been lacking in terns of security features, the
increasing availability of IPsec renders it possible to provide nore
secure renpte access to the renpte resources via the Internet.

Renot e access via the Internet has numerous benefits, financial and
ot herwi se. However, security is paranount, and this presents strong
incentives for mgration fromthe old dial-up nbdel to a nore secure

| Psec-based renpte access nodel. Meeting the security requirenents
of various classes of renpte access users presents a number of
challenges. It is the aimof this document to explore and enunerate

the requirenents of various |Psec renote access scenarios, w thout
suggesting particular solutions for them

1.1 Requirenments Term nol ogy

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [3].

1.2 Reader Prerequisites

Reader familiarity with RFCs 2401-2412 is a mninmum prerequisite to
under st andi ng the concepts discussed here. Famliarity with concepts
relating to Public Key Infrastructures (PKls) is al so necessary.

Fam liarity with RADIUS, PPP, PPTP, L2F, L2TP, and other renote
access support protocols will also be hel pful, though not strictly
necessary.

Kel |y & Ramanport hi I nf or mat i onal [ Page 3]



RFC 3457 | Psec Renbte Access Scenari 0s January 2003

1.3 CGeneral Term nol ogy

0 Rempte Access - this termis used to refer to the case in which
the renote user does not necessarily reside at a fixed |ocation,
i.e., inwhich the user’s IP address is not fixed, and therefore
usual Iy not known prior to connection establishnent.

0 Secure Renote Access - this termrefers to renpte access which is
secured using el enents of the | Psec protocol suite.

0 |Psec Renpbte Access Client (IRAC)- this termis used to refer to
the renpte access user’s system

0 |Psec Renpte Access Server (IRAS) - this termrefers to the device
provi ding access to the target network. An alternative termis
"Security Gateway".

0 Security GateWay (SGW - this refers to the device providing
access to the target network. An alternative termis |IRAS

o Virtual IP address (VIP) - this termdescribes an address froma
subnet local to the target network which is assigned to a renote
client, giving the appearance that the renpte client actually
resi des on the target network.

0 Machi ne-Level Authentication - this term describes the case where
the identity of a machine is verified by virtue of the nmachine’ s
possession and application of sone conbi nati on of authenticators.
For a nore conplete definition, see section 2

0 User-Level Authentication - this termdescribes the case where the
identity of a user (as opposed to that of a machine) is verified
by virtue of the user’s possession and application of sone
conbi nation of authenticators. For a nore conplete definition,
see section 2.

0 NAPT - Network Address/Port Transl ation
1.4 Docunent Content and Organization

Thi s docunent, while initially intended to sinply outline
requirenents for various renote access scenarios, has cone to include
sonewhat nore than this. This document has evol ved from di scussi on
within the | Psec Renote Access (I PSRA) working group. As a result,

it in some respects docunents the evolution of this thought process.
While this represents a departure fromthe typical formof a
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requi renents docunent, the associated historical context should prove
useful in interpreting the conclusions reached in the | PSRA wor ki ng

gr oup.

The bal ance of this docunent is organized as follows: First, there is
a general overview of the basic requirements categories, including
definitions relevant to these categories. Following this is a
section devoted to each renote access scenario. Wthin each of these
sections there are subsections detailing requirenents specific to
that scenario in each of the follow ng areas: endpoint

aut hentication, renote host configuration, policy configuration,

audi ting, and intermediary traversal

Overvi ew

In a very general sense, all secure renote access scenari os have a
sim | ar high-1level appearance:

target network

| +-- -+
S + S + |---] |
| renmot e access| Internet | security | | +---+
| client |:::::::::::::| gat eway |__|
| (I RAC) | | (SGW I RAS) | | +-- -+
o e e e e oo o + o m e e e - + |---| |
| +-- -+

In all cases, a renpte client wishes to securely access resources
either behind a SGWNWor on an | Psec-protected host, and/or wi shes to
provi de other (specific) systens with secure access to the client’s
own resources. There are nunmerous details which may differ,
dependi ng on the particular scenario. For exanple, the | RAC may be
wi t hi n anot her corporate network, or connected to an ISP via dial up,
DSL, or CATV nedia. There nmay be additional intermediaries between
the renote client and the security gateway, but ultimtely, all of
these configurations may be viewed sonewhat equivalently from a high
| evel

In general, there are several basic categories of requirenents

rel evant to secure renpte access scenari os, including endpoint

aut henti cation, renote host configuration, security policy
configuration, auditing, and internediary traversal. Endpoint

aut hentication refers to verification of the identities of the
communi cati on partners (e.g., the IRAC and the IRAS). Renpte host
configuration refers to the device configuration paraneters of the
| RAC system Security policy configuration refers to | Psec policy
configuration of both the security gateway and the renote host, and
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nm ght al so be ternmed "access control and authorization
configuration". Auditing refers to the generation and collection of
connection status information which is required for the purpose of
mai ntai ning the overall security and integrity of the connected
networks. Internediary traversal refers to the ability to pass
secured traffic across internediaries, sone of which nmay nodify the
packets in some manner. Such internediaries include NAPT and
firewal | devices. These various categories are treated in nore
detail bel ow

2.1 Endpoi nt Aut hentication

Bef ore di scussi ng endpoi nt authentication with respect to renote
access, it is important to distinguish between data source

aut hentication and end user authentication. Data source
authentication in the | Psec context consists in providing assurance
that a network packet originates froma specific endpoint, typically
a user, host, or application. |Psec offers nmechanisns for this via
AH or ESP. End user authentication within the |Psec context consists
in providing assurance that the endpoint is what or who it clainms to
be. [IPsec currently offers nechanisns for this as part of IKE

[1KE] .

Wiile the two types of authentication differ, they are not unrel ated.
In fact, data source authentication relies upon endpoint

aut henti cation, because it is possible to inject packets with a
particular I P address into the Internet frommany arbitrary

| ocations. In nmany instances, we cannot be certain that a packet
actually originates froma particular host, or even fromthe network
upon which that host resides. To resolve this, one nust first

aut henticate the particul ar endpoi nt sonmehow, and then bind the
addressing information (e.g., |P address, protocol, port) of this
endpoint into the trust relationship established by the

aut henti cati on process.

In the context of secure renpte access, the authenticated entity nmay
be a machine, a user (application), or both. The authentication

met hods currently supported by |IPsec range from preshared secrets to
various signature and encryption schenes enpl oying private keys and
their corresponding public key certificates. These nmechani snms may be
used to authenticate the end user alone, the device alone, or both
the end user and the device. These are each discussed in nmore detai
bel ow.
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2.1.1 Machi ne-Level Authentication

In the case where no user input is required in order for an

aut hentication credential to be used, the entity authenticated will
primarily be the device in which the credential is stored and the

| evel of derived assurance regarding this authentication is directly
related to how securely the machine’'s credential is maintained during
both storage and use. That is, a shared secret or a private key
corresponding to a public key certificate my be either stored within
the device or contained in another device which is securely
accessible by the device (e.g., a snartcard). |f the know edge
required for the use of such authentication credentials is entirely
contai ned within the subject device (i.e., no user input is
required), then it is problematic to state that such credential usage
aut henti cates anything other than the subject device.

In sone cases, a user nmay be required to satisfy certain criteria

prior to being given access to stored credentials. |In such cases,
the | evel of user authentication provided by the use of such
credentials is sonmewhat difficult to derive. |If sufficiently strong

access controls exist for the system housing the credential, then
there may be a strong binding between the authorized system user and
the credential. However, at the time the credential is presented,
the IRAS itself has no such assurance. That is, the IRAS in

i sol ati on may have sone | evel of assurance that a particul ar device
(the one in which the credential resides) is the one from which
access is being attenpted, but there is no explicit assurance
regarding the identity of the user of the system In order for the
I RAS to derive additional assurance regarding the user identity, an
addi tional user credential of some sort would be required. This is
di scussed further bel ow

2.1.2 User-Level Authentication

In sone cases, the user may possess an authentication token
(preshared key, private key, passphrase, etc.), and may provide this
or sonme derivative of this whenever authentication is required. |If
this token or derivative is delivered directly to the other endpoint
wi t hout nodification by the | RAC system and if the | RAC system
provides no further credentials of its own, then it is the user al one
whi ch has been authenticated. That is, while there may be sone
assurance as to the network address fromwhich the user is
originating packets, there is no assurance as to the particular
machi ne from which the user is attenpting access.
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2. 1.3 Conbi ned User/ Machi ne Aut henti cati on

To authenticate both the user and the system user input of some sort
is required in addition to a credential which is securely stored upon
the device. In sone cases, such user input may be used in order to
"conmpl ete" the credential stored on the device (e.g., a private key

i s password-encrypted), while in others the user’s input is supplied
i ndependently of the stored credential. In the case where the
passphrase is applied to the credential prior to use, the |level of
assurance derived from successful application of the credential
varies according to your viewpoint.

From the perspective of a system consisting of user, |IRAC, |RAS, and
a collection of systemprotections and security procedures, it may be
said that the user has been authenticated to an extent which depends
upon the strength of the security procedures and system protections
which are in place. However, fromthe perspective of the | RAS al one,
there is little assurance with respect to user identity. That is,
schenes requiring that stored credentials be nodified by user input
prior to use may only be said to provide user-level authentication
within the context of the |larger system and then, the |evel of
assurance derived is directly proportional to the weakest security
attribute of the entire system

When consi dering renote access froma general perspective,
assunptions regarding the overall systemare liable to prove
incorrect. This is because the IRAS and the I RAC may not be within
the sanme donmain of control; extranet scenarios are a good exanpl e of
this. Hence, the nost desirabl e joint user/machine authentication
mechani sms in this context are those which provide a high | evel of
assurance to both the IRAS and the | RAC, independently of the |arger
system of which the user, IRAS, and I RAC are a part.

2.1.4 Renote Access Authentication

In the general case for renote access, authentication requirements
are typically asynmetric. Fromthe IRAC s perspective, it is
important to ensure that the I RAS at the other end of the connection
is indeed what it seems to be, and not sone rogue system masquer adi ng
as the SGNW That is, the I RAC requires nachine-level authentication
for the IRAS. This is fairly straightforward, given the

aut henti cati on mechani snms supported by I KE and | Psec. Further, this
sort of authentication tends to persist through time, although the
extent of this persistence depends upon the mechani sm chosen

Wi | e nmachi ne-1 evel authentication for the IRAS is sufficient, this

is not the case for the IRAC. Here, it is often inportant to know
that the entity at the other end of the connection is one who is
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aut hori zed to access | ocal resources rather than soneone who happened
upon an unoccupi ed but otherwi se authorized system or a malicious
Troj an horse application on that user’s system or sone other

unaut hori zed entity. Authenticating the user presents different

requi renents than authenticating the user’s machine; this requires
some formof user input, and often the authentication nust be

periodi cally renewed.

In situations where a high |l evel of physical security does not exist,
it is conmon to require a user-input secret as part of the

aut henti cation process, and then to periodically renew the

aut hentication. Furthernore, since such circunstances may include
the possibility of the presence of a Trojan horse application on the
| RAC system one-time passphrase nechani sns are often advi sabl e.
Choosi ng passphrase nechani sns and renewal intervals which provide an
acceptabl e level of risk, but which do not annoy the user too nuch,
may be challenging. It should be obvious that even this approach
offers Iimted assurance in nmany cases.

Clearly, there are variable assurance |evels which are attainable
with the various endpoint authentication techni ques, and none of the
techni ques di scussed offer absolute assurance. Also, there are
variations in the authentication requirenents anong different renote
access scenarios. This nmeans there is no "cookie cutter" solution
for this problem and that individual scenarios nmust be carefully
exam ned in order to derive specific requirements for each. These
are exam ned on a case by case basis belowin the detailed scenario
descri ptions.

2.1.5 Conpatibility Wth Legacy Renpbte Access Mechani sns

There are a nunber of currently depl oyed renote access mechani snms
which were installed prior to the deploynent of |Psec. Typically,
these are dialup systens which rely upon RADI US for user

aut henti cation and accounting, but there are other nechani sns as
well. An ideal |Psec renpte access solution mght utilize the
components of the underlying framework w thout nodification

I nasmuch as this is possible, this should be a goal. However, there
may be cases where this sinmply cannot be acconplished, due to
security and/or other considerations. |n such cases, the |Psec
renote access franework shoul d be designed to accommbdate migration
fromthese nechani sns as painlessly as is possible.

In general, proposed |IPsec renote access nechani sns shoul d neet the
fol | owi ng goal s:

o shoul d provide direct support for |egacy user authentication
and accounting systenms such as RADI US

Kel |y & Ramanport hi I nf or mat i onal [ Page 9]



RFC 3457 | Psec Renbte Access Scenari 0s January 2003

o shoul d encourage migration from existing | owentropy
passwor d- based systens to nmore secure authentication systens

o if legacy user authentication support cannot be provided
wi t hout some sort of migration, the inpact of such mgration
shoul d be m nim zed

0 user authentication information nust be protected agai nst
eavesdroppi ng and replay (including the user identity)

0 single sign-on capability should be provided in configurations
enpl oyi ng | oad- bal anci ng and/ or redundancy

o n-factor authenticati on nechani sns shoul d be supported
2.2 Renpte Host Configuration

Renot e host configuration refers to the network-rel ated device
configuration of the client system This configuration may be fixed
or dynamic. It may be conpletely provided by the adm nistrator of
the network upon which the renote user currently resides (e.g., the
ISP), or it may be partially provided by that admnistrator, with the
bal ance provided by an entity on the renpte corporate network which
the client is accessing. |In general, this configuration may include
the follow ng:

| P addr ess(es)

Subnet nask(s)

Br oadcast address(es)
Host nane

Domai nh name

Ti me of f set

Servers (e.g., SMIP, POP, WAN DNS/N'S, LPR,
syslog, WNS, NTP, etc. )
Rout er ('s)

Rout er di scovery options
Static routes

Mru

Default TTL

Source routing options

| P Forwar di ng enabl e/ di sabl e
PMIU opti ons

ARP cache ti meout

X W ndows options

NI S options

Net Bl OS opti ons
Vendor - speci fic options
(ot her options)

OO0OO0OO0OO0OO0OO0o

OO0OO0OO0OO0OO0OOO0OOOOOOO
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Cases where such configuration is fixed are uninteresting; it is the
cases where specific I RAC configuration occurs as a result of renote
access with which we are concerned. For exanmple, in some cases the
| RAC may be assigned a "virtual address", giving the appearance that
it resides on the target network:

target net
o e e e e a e oo m + |
| Renote Access | AR + | (~~~~~ )
| +------- + Cient | | | | ( I RAC )
| | virtual | | | security]| | ~~~( wvirtual )
|| host | [-------- | gat eway | | ( presence )
| | | <::::::::::::::::>| | R | ~~~~~
[RERRREEE + EEREEEEE | .
e o o - + A E S + | E S +
| |---] local |
| Psec tunnel | | host |
wi t h encapsul at ed | AR +

traffic inside

In this case, the I RAC system begins with an externally routable
address. An additional target network address is assigned to the

I RAC, and packets containing this assigned address are encapsul at ed,
with the outer headers containing the | RAC s routabl e address, and
forwarded to the I RAS through the tunnel. This provides the | RAC
with a virtual presence on the target network via an | Psec tunnel
Note that the I RAC now has two active addresses: the | SP-assigned
address, and the VIP.

Havi ng obtained this virtual presence on the corporate network, the
| RAC may now require other sorts of topol ogy-related configuration,

e.g., default routers, DNS server(s), etc., just as a dynamically
configured host which physically resides upon the target network
would. It is this sort of configuration with which this requirenents

category is concerned

2.3 Security Policy Configuration

Security policy configuration refers to | Psec access policies for
both the renote access client and the security gateway. It may be
desirable to configure access policies on connecting | RAC systens
which will protect the target network. For exanple, since a client
has access to the Internet (via its routable address), other systens
on the Internet also have some |evel of reciprocal access to the
client. In sone cases, it may be desirable to block this Internet
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access (or force it to pass through the tunnel) while the client has
a tunnel ed connection to the target network. This is a matter of
client security policy configuration

For the security gateway, it may also be desirable to dynamically

adj ust policies based upon the user with which a connection has been
established. For exanple, say there are two renote users, naned
Alice and Bob. W wish to provide Alice with unrestricted access to
the target network, while we wish to restrict Bob’s access to
specific segnments. One way to acconplish this would be to statically
assign internal "virtual" addresses to each user in a one-to-one
mappi ng, so that each user always has the same address. Then, a
particul ar user’s access could be controlled via policies based upon
the particul ar address. However, this does not scale well.

A nore scal able solution for renote client access control would be to
dynanical ly assign | P addresses froma specific pool based upon the
aut henti cated endpoint identity, with access to specific resources
controll ed by address-based policies in the SGW This is very
simlar to the static mappi ng descri bed above, except that a given
group of users (those with identical access controls) would share a
gi ven pool of | P addresses (those which are granted the required
access), rather than a given user always mapping to a gi ven address.
However, this al so has scaling issues, though not as pronounced as
for the static mapping.

Al ternatively, an arbitrary address could be assigned to a user, with
the security gateway's policy being dynam cally updated based upon
the identity of the rempte client (and its assigned virtual address)
to pernit access to particular resources. 1In these cases, the

rel evant security policy configuration is specific to the |IRAS,
rather than to the RAC. Both IRAS and | RAC security policy
configuration are enconpassed by this requirenents category.

2.4 Auditing

Auditing is used here to refer to the collection and reporting of
connection status information by the IRAS, for the purpose of

mai ntai ning the security and integrity of the |IRAS protected network.
For renpte access, the following auditing information is useful from
a security perspective

0 connection start tinme
o0 connection end tine

Note that the requirenment for a connection-end-tine attribute inplies

the need for a connection heartbeat nechani smof sone sort so that
the I RAS can accurately determne this quantity in cases where the
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| RAC does not explicitly term nate the connection. Also note that
the heartbeat mechanismin this case is always directed fromthe | RAC
to the | RAS.

In sone cases, use of a heartbeat nay negatively influence a
connection. For exanple, if the heartbeat interval is very short,
and the connection is reset after loss of very few heartbeat packets,
there is a possibility that network congestion could lead to
unnecessary connection resets. The heartbeat interval and reset

t hreshol d shoul d be chosen with this in nmnd, and it should be

possi ble to adjust these quantities either through configuration or
negoti ati on.

2.5 Internediary Traversa

Internediary traversal is used here to refer to passing a secured
data streamthrough an intermediary such as a firewal|l or NAPT
device. In the case of firewalls, nunerous deployed products do not
recogni ze the | Psec protocol suite, making it difficult (sonetines

i mpossible) to configure themto pass it through. In such cases, a
mechanismis required for making the data stream appear to be of a
type which the firewall is capable of managing.

In the case of NAPT devices, there are a nunber of issues with
attenpting to pass an encrypted or authenticated data stream For
exanpl e, NAPT devices typically nodify the source |P address and

UDP/ TCP port of outgoing packets, and the destination |IP address and
UDP/ TCP port of incom ng packets, and in sonme cases, they nodify
additional fields in the data portion of the packet. Such

nodi fications render the use of the AH protocol inpossible. |In the
case of ESP, the UDP/TCP port fields are sonetinmes unreadabl e and

al ways unnodi fi abl e, maki ng meani ngful translation by the NAPT device
i npossi bl e. There are nunerous other protocol-field conbinations
which suffer simlarly. This requirenents category is concerned with
t hese i ssues.

3. Scenari os
There are nunerous renote access scenari os possible using I Psec.
This section contains a brief summary enuneration of these, followed
by a subsection devoted to each which explores the various
requirenents in ternms of the categories defined above.

The foll owi ng scenarios are di scussed:

o0 dialup/dsl/cabl enodemtel ecommuters using their systens to access
renote resources
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0 extranet users using local corporate systems to access the renote
company network of a business partner

0 extranet users using their own systemw thin another conpany’s
network to access their home corporate network

0 extranet users using a business partner’s system (located on that
partner’s network) to access their home corporate network

0 renote users using a borrowed system(e.g., an airport kiosk) to
access target network resources

3.1 Tel ecormuters (Dial up/ DSL/ Cabl enndem

The tel ecommuter scenario is one of the nore commopn renpte access
scenarios. The convenience and wide availability of Internet access
makes this an attractive option under many circunstances. Users may
access the Internet fromthe confort of their homes or hotel roons,
and using this Internet connection, access the resources of a target
network. In sone cases, dialup accounts are used to provide the
initial Internet access, while in others sone type of "al ways-on"
connection such as a DSL or CATV npdemis used.

The di al up and al ways-on cases are very simlar, with two significant
di fferences: address assignnent nechani sm and connection duration

In nmost dialup cases, the IRAC s |IP address is dynamically assigned
as part of connection setup, and with fairly high likelihood, it is
different each time the | RAC connects. DSL/CATV users, on the other
hand, often have static |P addresses assigned to them although
dynani ¢ assignnent is on the increase. As for connection duration,
di al up renpte access connections are typically short-lived, while

al ways-on connections nmay maintain renote access connections for
significantly | onger periods of tine.

The general configuration in either case | ooks like this:

corporate net

| +----+
+----- + - + /[---/ Internet +---+ |-- |
| RAC | ---| modem] ------ | I SP| ==========| SGW - - | Foo o+
+ooes + Ao + [---1 Foeet |

I

An alternative to this configuration entails placing a security

gat eway between the user’s system and the nodem in which case this
added SGW becones the IRAC. This is currently nost common in cases
where DSL/ CATV connections are used.
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3. 1.1 Endpoi nt Authentication Requirenments

The authentication requirenments of this scenario depend in part upon
the general security requirenments of the network to which access is
to be provided. Assuming that the corporate SGWis physically
secure, machine authentication for the SGWis sufficient. |If this
assunption regardi ng physical security is incorrect, it is not clear
that stronger authentication for the SGWVN coul d be guaranteed, and
derivation of an effective nechanismfor that case is beyond the
scope of this docunent.

For the IRAC, there are nunerous threats to the integrity of the user
aut henti cation process. Due to the open nature of comron consumer
operating systems, some of these threats are quite difficult to
protect against. For exanple, it is very difficult to assert, with
any |level of certainty, that a single user systemwhich pernits the
downl oadi ng and running of arbitrary applications fromthe Internet
has not been conprom sed, and that a covert application is not
monitoring and interacting with the user’s data at any point in tine.

However, there are 2 general threats we mght realistically hope to
sonmehow mitigate with appropriate authentication nmechanisns if we can
assune that the system has not been conpromised in this nanner.

First, there is the possibility that a secure connection is
established for a particular user, but that soneone other than the
intended user is currently using that connection. Second, there is
the possibility that the user’s credential (password, hardware token,
etc.) has been sonehow conpronised, and is being used by soneone
other than the authorized user to gain access.

Mtigation of the first threat, the possibility that soneone ot her
than the authorized user is currently using the connection, requires
periodic renewal of user authentication. It should be clear that
machi ne authentication will not suffice in this case, and that
requiring periodic re-entry of an unchangi ng user password (which may
be witten on a post-it note which is stuck to the user’s nonitor)
will have linmted effectiveness. Convincing verification of the
continued presence of the authorized user will, in many cases,
require periodic application of a time-variant credenti al

Mtigation of the second threat, credential conmpromse, is difficult,
and depends upon a nunber of factors. |If the |IRAC systemis running
a highly secure operating system then a time-variant credential may
again offer sone value. A static password is clearly deficient in
this scenario, since it may be subject to either online or offline
guessing, and eventually conpronmised - which is the threat we are
attenpting to mtigate. However, if the I RAC operating systemis not
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hardened, the use of a tinme-variant credential is only effective if
si mul t aneous access from nore than one location is forbidden, and if
the credential generation nechanismis not easily conprom sed.

A second approach to the credential conprom se problementails using
a PKl -based credential which is stored within a secure container of
some sort, and which requires sone user interaction prior to
operation (e.g., a smartcard). |If such a credential requires
periodic user interaction to continue operating (e.g., pin re-entry),
this may help to limt the access of an unauthorized user who happens
upon a connected but unattended systens. However, choosing an
acceptable refresh interval is a difficult problem and if the pinis
not

time-variant, this provides limted additional assurance.

To summari ze, the following are the authentication requirenents for
the | RAS and | RAC.

| RAS

o nmachi ne authentication MJST be provided.

I RAC

0 support for user authenticati on SHOULD be provided

0 support for either user or nachine authenticati on MUST be provi ded

0 support for user authentication MUST be provided if protection
from unaut hori zed connection use is desired.

o if user authentication is provided for short-lived dialup
connections, periodic renewal MAY occur

o if user authentication is provided for always-on connecti ons,
periodi c renewal SHOULD occur

3.1.2 Device Configuration Requirenents

There are 2 possibilities for device configuration in the

tel econmut er scenario: either access to the target network is
permtted for the native | SP-assigned address of the tel ecommuter’s
system or the telecomuter’s systemis assigned a virtual address
fromw thin the target address space. |In the first case, there are
no device configuration requirenments which are not already satisfied
by the ISP. However, this case is the exception, rather than the
rul e.

The second case is far nbore comrmpn, due to the numerous benefits
derived by providing the IRAC with a virtual presence on the target
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network. For exanple, the virtual presence allows the client to
recei ve subnet broadcasts, which pernmits it to use WNS on the target
network. In addition, if the IRAC tunnels all traffic to the target
network, then the target policy can be applied to Internet traffic
to/fromthe | RAC.

In this case, the IRAC requires, at mninum assignnent of an IP
address fromthe target network. Typically, the IRAC requires
anywhere from several nore to nany nore el enents of configuration

i nformati on, dependi ng upon the corporate network’s | evel of
topol ogi cal complexity. For a fairly conplete |list, see section 2.2.

To summarize, the following are the device configuration requirenents
for the | RAC

0 support for a virtual IP (VIP) address MAY be provided

o if VIP support is provided, support for all device-related
paraneters listed in section 2.2 above SHOULD be provi ded

o support for address assignment based upon authenticated
identity MAY be provided

o if authenticated address assignnment is not supported, an
i dentity-based dynam c policy update nechani smsuch as is
described in [ ARCH MJST be support ed.

3.1.3 Policy Configuration Requirenents

In terms of I RAC policy configuration, the nost inportant issue
pertains to whether the I RAC has direct Internet access enabled (for
browsing, etc.) while a connection to the target network exists.

This is inmportant since the fact that the | RAC has access to sites on
the Internet inplies that those sites have sone | evel of reciproca
access to the IRAC. It may be desirable to conpletely elimnate this
type of access while a tunnel is active.

Alternatively, the risks may be nitigated somewhat by forcing al

I nt ernet-bound packets |eaving the IRACto first traverse the tunne
to the target network, where they may be subjected to target network
policy. A second approach which carries a bit | ess overhead entails
modi fying the IRAC s policy configuration to reflect that of the
target network during the tinme the IRACis connected. In this case,
traffic is not forced to | ocop through the target site prior to
exiting or entering the IRAC. This requires sonme sort of policy
downl oad (or nodification) capability as part of the SA establishnent
process. A third approach is to provide a configuration variable for
the 1 RAC which permits specification of "tunnel-all", or "block all
traffic not destined for the target network while the SAis up".
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In terms of | RAS configuration, it nmay be necessary to dynanically
update the security policy database (SPD) when the renote user
connects. This is because transit selectors nust be based upon

net wor k address paraneters, but these cannot be known a priori in the
renote access case. As is noted above, this may be avoi ded by

provi sion of a nechani smwhich pernmits address assignment based upon
aut henticated identity.

To summari ze, the follow ng are the policy configuration requirenents
for the I RAS and | RAC

I RAS

0 dynam c policy update nechani sm based upon identity and
assi gned address MAY be support ed.

o if address assignment-based policy update nechanismis not
supported, address assignnent based upon authenticated identity
SHOULD be support ed.

I RAC

0 | RAC SHOULD provide ability to configure for "tunnel-all"
and/ or "block-all" for traffic not destined for the renmote
network to which I Psec renote access is being provided.

0 support for dynam c | RAS update of | RAC policy MAY be provided.
3.1.4 Auditing Requirenents

For tel ecommuter sessions, session start/end tines nust be coll ected.
Rel i abl e derivation of session end tinme requires that the I RAC
sonehow periodically signify that the connection renains active.

This is inplied if the IRAS receives data fromthe | RAC over the
connection, but in cases where no data is sent for sone period of
time, a signaling nmechanismis required by which the I RAC indicates
that the connection remains in use.

3.1.5 Internediary Traversal Requirenents

If the address assigned by the ISP to the | RAC systemis globally
routabl e, and no intermedi ate devices between the I RAC and the | RAS
perform NAPT operations on the data stream then there are no
additional requirenents. |f NAPT operations are performed on the
data stream sonme nmechani sm nust be provided in order to render these
nmodi fications transparent to the | Psec inplenmentation
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3.2 Corporate to Renpote Extranet

Extranets are becom ng increasingly comobn, especially as |Psec
becones nore wi dely deployed. 1In this scenario, a user from one
corporation uses a |local corporate systemto access resources on
anot her corporation’s network. Typically, these corporations are
cooperating on sone |level, but not to the degree that unbridled
access between the two networks woul d be acceptable. Hence, this
scenario is characterized by limted access. The general topol ogica
appearance is simlar to this:

CORP A CORP B

I I
+----+ | | +----- +
| USER| - - - | |--1 S1 |
+----+ | +o- - - - ++ +4- - - - - - + | +----- +

| ---] SGW FW | ===I nt er net ===| | SGW FW - - - |

| S R ++ - - - - - - + | S R +

| SGWM A SGWV B |--] S2

| |
This is purposely sinplified in order to illustrate sonme basic

characteristics without getting bogged down in details. At the edge
of each network is a combination security gateway and firewall

device. These are | abeled "SGMA" and "SGMB". In this diagram
corporation B wi shes to provide a user fromcorporation A with access
to servers S1 and/or S2. This may be acconplished in one of severa
di fferent ways:

1) an end-to-end SAis formed fromUSER to S1 or S2

2) a tunnel-node SA is formed between SGW A and SGW B which only
permts traffic between S1/S2 and USER

3) a tunnel-nobde SA is fornmed between USER and SGW B which only
permits traffic between S1/S2 and USER

These various cases are individually discussed with respect to each
requi renents category bel ow.

3.2.1 Authentication Requirenents

For the corporate extranet scenario, the authentication requirenments
vary slightly dependi ng upon the manner in which the connection is
acconplished. If only a particular user is permtted to access
S1/S2, then user-level authentication is required. |f connection
types (1) or (3) are used, this nay be acconplished in the sane
manner as it would be for a telecommuter. |If connection type (2) is
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used, one of two things nmust occur: either SGW¥ A nust provide sone

| ocal mechani smfor authenticating USER and SGMB rnust trust this
mechani sm or SGW B nust have sonme nmechani smfor authenticati ng USER
i ndependently of SGW A.

If access is permtted for anyone within corporation A then nmachine
aut hentication will suffice. However, this is highly unlikely. A
slightly nore likely situation mght be one in which access is
permtted to anyone within a particular organizational unit in
corporation AL This case is very simlar the single user access case
di scussed above, and essentially has the sane requirenents in terns
of the mechanismrequired for SGMA, although nachine authentication
m ght suffice if the organizational unit which is permitted access
has a sufficient |evel of physical security. Again, this requires
that corporation B trust corporation Ain this regard.

To summari ze, the followi ng are the authentication requirenents for
the I RAS and | RAC

I RAS

o machi ne authentication MJST be provided.

| RAC

0 support for either user or nachine authenticati on MIST be
provi ded

o support for a conbination of user and machi ne aut hentication
SHOULD be provi ded

o if user authentication is used, periodic renewal SHOULD occur

3.2.2 Device Configuration Requirenents

It is possible that corporation B would want to assign a virtua
address to USER for the duration of the connection. The only way
this could be acconplished would be if USER were a tunnel endpoint
(e.g., in cases (1) and (3)). It is not clear what benefits, if any,
this would offer.

To sumuarize, the following are the device configuration requirenments
for the | RAC

0 support for a virtual address MAY be provi ded

o if VIP support is provided, support for all device-related
paraneters listed in section 2.2 above SHOULD be supported
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o support for address assignment based upon authenticated
identity SHOULD be supported

o if authenticated address assignnment is not supported, an
i dentity-based dynam c policy update nechani smsuch as is
described in [ARCH MJST be support ed.

3.2.3 Policy Configuration Requirenents

Any of the cases di scussed above woul d present sonme static policy
configuration requirenents. Case (1) would require that SGMA and
SGWMB permit |IPsec traffic to pass between USER and S1/S2. Case (3)
woul d have simlar requirenments, except that the |IPsec traffic would
be between USER and SGW#B. Case (2) would require that the
appropriate transit traffic be secured between USER and S1/ S2.

None of these cases require dynam c policy configuration
3.2.4 Auditing Requirenents

For cases (1) and (3), session start/end tines nust be coll ected.
Rel i abl e derivation of session end tinme requires that the I RAC
sonehow periodically signify that the connection renmains active.
This is inplied if the | RAS receives data fromthe | RAC over the
connection, but in cases where no data is sent for sone period of
time, a signaling mechanismis required by which the | RAC indicates
that the connection remains in use.

For case (2), the type(s) of required auditing data woul d depend upon
whet her traffic fromnultiple users were aggregated within a single
tunnel or not. |If so, the notion of individual connection start/stop
times would be lost. |If such nmeasures are desired, this requires
that per-user tunnels be set up between SGMA and SGW¥ B, and that
some sort of timeout interval be used to cause tunnel teardown when
traffic does not flow for sone interval of tine.

3.2.5 Internediary Traversal Requirenents

If the address assigned by the host network to the I RAC systemis
globally routable, and no internedi ate devi ces between the | RAC and
the | RAS perform NAPT operations on the data stream then there are
no additional requirenments in this regard. |f NAPT operations are
performed on the data stream some nechani smnust be provided in
order to render these nodifications transparent to the |Psec

i mpl ement at i on.

If afirewmall situated at the edge of the host network cannot be

configured to pass protocols in the |IPsec suite, then sone nmechani sm
must be provided which converts the data streamto one which the
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firewall may be configured to pass. |If the firewall can be
configured to pass | Psec protocols, then this nust be acconplished
prior to connection establishment.

3.3 Extranet Laptop to Hone Corporate Net

The use of a laptop while visiting another corporation presents

anot her increasingly common extranet scenario. In this case, a user
wor ks tenporarily within another corporation, perhaps as part of a
service agreenent of some sort. The user brings along a CORP-A

| aptop which is assigned a CORP-B address either statically or
dynanically, and the user w shes to securely access resources on
CORP-A's network using this laptop. This scenario has the follow ng
appear ance:

CORP A CORP B

I I
+----+ | | S . +
| POP | ---] |--] CORP-A |
+----+ | F-- - - - ++ - - - - - + | | Iaptop|
|---| SGW FW | ===Internet===| | SGN FW ---| +-------- +

| +o-m - - ++ +4- - - - - - + |

fo--- ] SGW A SGW B |

| FTP | ---] |

bk |

This is very simlar to the tel ecormuter scenario, but it differs in
several inportant ways. First, in this case there is often a SGWV
and/or firewall at the edge of CORP-B's site. Second, there may be a
significantly increased risk that a long-lived connection could
become accessible to soneone other than the intended user

3.3.1 Authentication Requirements

In nost cases, the only acceptabl e connections from CORP-A' s
perspective are between the |aptop and either SGWMA or the CORP-A
servers the laptop wishes to access. Mst of the considerations
applied to the tel ecormuter also apply here, and user-Ievel
authentication is required to provide assurance that the user who
initiated the connection is still the active user. As an added
precaution, a conbination of user-level and machine-| evel

aut hentication may be warranted in sonme cases. Further, in either
case this authentication should be renewed frequently.
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To summuarize, the following are the authentication requirenents for
the I RAS and | RAC

I RAS

o machi ne authentication MJUST be provided.

I RAC

o support for machine authentication SHOULD be provi ded

0 support for user authentication MIST be provi ded

0o support for a conbination of user and machi ne aut hentication
SHOULD be provi ded

o periodic renewal of user authentication MJUST occur

3.3.2 Device Configuration Requirenents

The device configuration requirenents in this scenario are the same
as for the telecommuter, i.e., the laptop may be assigned a virtua
presence on the corporate network, and if so, will require full
infrastructure configuration

To summarize, the following are the device configuration requirenments
for the | RAC

0 support for a virtual address MAY be provi ded

o if VIP support is provided, support for all device-related
paraneters listed in section 2.2 above SHOULD be supported

o support for address assignment based upon authenticated
identity SHOULD be supported

o if authenticated address assignnment is not supported, an
i dentity-based dynam c policy update nechani smsuch as is
described in [ ARCH MJST be support ed.

3.3.3 Policy Configuration Requirenents

The policy configuration requirenents in this scenario differ from
those of the teleconmuter, in that the | aptop cannot be assigned a
policy which requires all traffic to be forwarded to CORP-A via the
tunnel. This is due to the fact that the |aptop has a CORP-B
address, and as such, nmay have traffic destined to CORP-B. If this
traffic were tunneled to CORP-A, there mght be no return path to
CORP- B except via the laptop. On the other hand, |nternet-bound
traffic could be subjected to this restriction if desired, and/or al
traffic other than that between CORP-A and the laptop could be

bl ocked for the duration of the connection
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| RAC

0 support for |IRAS update of | RAC policy MAY be provided.

o if IRAS update of IRAC policy is not supported, | RAC MAY
support I RAS directives to "block-all" for non-tunnel ed
traffic.

0 | RAC SHOULD provide ability to configure for "tunnel-all™
and/or "block-all" for traffic not destined for the renote
network to which | Psec renpte access is being provided.

3.3.4 Auditing Requirenents

The auditing requirements in this scenario are the sane as for the
tel ecommuter scenario. Session start/end times nust be col |l ected.
Rel i abl e derivation of session end tine requires that the | RAC
sonmehow periodically signify that the connection renmains active.
This is inplied if the I RAS receives data fromthe | RAC over the
connection, but in cases where no data is sent for sone period of
time, a signaling nechanismis required by which the I RAC indicates
that the connection remains in use.

3.3.5 Internediary Traversal Requirements

If the address assigned by the host network to the I RAC systemis
globally routable, and no internedi ate devi ces between the | RAC and
the | RAS perform NAPT operations on the data stream then there are
no additional requirements in this regard. |f NAPT operations are
performed on the data stream some nechani smnust be provided in
order to render these nodifications transparent to the |Psec

i mpl ement at i on.

If afirewall situated at the edge of the host network cannot be
configured to pass protocols in the |IPsec suite, then sone nmechani sm
must be provided which converts the data streamto one which the
firewall may be configured to pass. |If the firewall can be
configured to pass | Psec protocols, then this nust be acconplished
prior to connection establishnent.
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3.4 Extranet Desktop to Home Corporate Net

This is very simlar to the extranet |aptop scenario di scussed above,
except that a higher degree of trust for CORP-B is required by
CORP-A.  This scenario has the foll owi ng appearance:

CORP A CORP B
I I
+----+ | R +
| POP | ---| |--] CORP-B |
+----+ | S RS ++ +4- - - a - + | | deskt op |
|---] SGNWFW | ===Internet===| | SGN FW---| +-------- +
| +o-o - - ++ +H- - - - - + |
R | SGWM A SGWV B |
| FTP | -~ |
doook | |

3.4.1 Authentication Requirenments

The authentication requirements for the desktop extranet scenario are
very simlar to those of the extranet |aptop scenario discussed
above. The primary difference lies in the authentication type which
may be used, i.e., in the | aptop case, CORP-A can derive sone
assurance that the connection is comng fromone of CORP-A s systens
if a securely stored machine credential is stored on and used by on
the laptop. In the desktop case this is not possible, since CORP-A
does not own the |IRAC system

To summari ze, the followi ng are the authentication requirenents for
the I RAS and | RAC

I RAS

o machi ne aut hentication MJST be provided.

| RAC

0 support for machine authentication MAY be provided

0 support for user authentication MIUST be provi ded

o support for a conbination of user and machi ne aut hentication
MAY be provided

o periodic renewal of user authentication MJST occur
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3.4.2 Device Configuration Requirenents

The device configuration requirenents in this scenario are the same

as for the laptop extranet scenario, i.e., the desktop system may be
assigned a virtual presence on the corporate network, and if so, wll
require full infrastructure configuration. However, this seens |ess

likely than in the | aptop scenario, given CORP-A s |ack of contro
over the software configuration of CORP-B s desktop system

3.4.3 Policy Configuration Requirenents

The policy configuration requirenments are quite simlar to those of
the extranet |aptop, except that in this scenario there is even |ess
control over CORP-B' s desktop than there would be over the | aptop
This means it may not be possible to restrict traffic in any way at
the desktop system

3.4.4 Auditing Requirenents

The auditing requirenments in this scenario are the sane as for the
tel econmut er scenario. Session start/end times nust be coll ected.
Rel i abl e derivation of session end tinme requires that the I RAC
sonehow periodically signify that the connection renains active.
This is inplied if the IRAS receives data fromthe | RAC over the
connection, but in cases where no data is sent for sone period of
time, a signaling mechanismis required by which the I RAC indicates
that the connection remains in use.

3.4.5 Internediary Traversal Requirenents

If the address assigned by the host network to the | RAC systemis
globally routable, and no intermnedi ate devi ces between the | RAC and
the 1 RAS perform NAPT operations on the data stream then there are
no additional requirenments in this regard. |f NAPT operations are
performed on the data stream sone nmechani sm nust be provided in
order to render these nodifications transparent to the |Psec

i mpl ement ati on.

If afirewall situated at the edge of the host network cannot be
configured to pass protocols in the I Psec suite, then sonme nmechani sm
must be provided which converts the data streamto one which the
firewall may be configured to pass. |If the firewall can be
configured to pass |Psec protocols, then this nust be acconplished
prior to connection establishment.
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3.5 Public Systemto Target Network

This scenario entails a traveling user connecting to the target
network using a public system owned by soneone else. A commonly
cited exanple is an airport kiosk. This |ooks very simlar to the
extranet desktop scenario, except that in the extranet scenario,
CORP- A mi ght have a trust relationship with CORP-B, whereas in this
scenario, CORP-A may not trust a publicly accessible system Note
that a trust relationship between CORP-A and the owner of the public
system may exist, but in nany cases will not.

3.5.1 Authentication Requirenments

There are two variations to this scenario. 1In the first, no trust
rel ati onship exists between the target network and the borrowed
system In the second, sone trust relationship does exist. In the
case where no trust relationship exists, nmachine authentication is
out of the question, as it is neaningless in this context. Further,
since such a systemcould easily capture a passphrase, use of a
static passphrase fromsuch a systemwould seemto be ill-advised.

If a one-tinme passphrase were used, this would nitigate the risk of
passphrase capture by the public system On the other hand, if it is
acknow edged that such capture is a real threat (i.e., the system
itself is malicious), then it nust also be recognized that any data
transmtted and received via the resulting session would not be
confidential or reliable with respect to this malicious system and
that the systemcould not be trusted to have actually di sconnected
when the user wal ks away. This suggests that accessing non-trivial

i nformati on fromsuch a system woul d be inprudent.

Anot her possi bl e user authentication option would be a smartcard.
However, many smartcards require a pin or passphrase to "unl ock"
them which requires sonme level of trust in the kiosk to not record
the pin. Hence, this approach suffers from drawbacks sinmlar to
those of the static passphrase in this regard. The prinmary

di fference woul d be that the pin/passphrase could not be used al one
for access in the smartcard case.

In cases where a trust relationship with the owner of the public
system exists, the trust level would nodulate the risk levels

di scussed above. For example, if a sufficient level of trust for the
system owner exists, use of a static passphrase night present no nore
risk than if this were permtted froma system owned by the accessed
target. However, the primary benefit of such a trust relationship
woul d be derived fromthe ability to authenticate the nmachine from
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which the user is attenpting access. For exanple, a security policy
requiring that renote access only be permtted with conbi ned

user/ machi ne authentication m ght be effected, with further contro
regardi ng whi ch nmachi nes were al |l owed.

An additional issue to be dealt with in either case pertains to
verification of the identity of the IRAS. |If the IRAC were to be

m sdirected sonmehow, a man in the mddle attack coul d be effected,
with the obtained password being then used for nalicious access to
the true IRAS. Note that even a one-tine password nechanismoffers
little protection in this case. |In order to avert such an attack,
the I RAC nmust possess sone certifiable or secret know edge of the

I RAS prior to attenpting to connect. Note that in the case where no
trust relationship exists, this is not possible.

To summari ze, the following are the authentication requirenents for
the | RAS and | RAC.

| RAS

o nmachi ne authentication MJST be provided.

I RAC

0 in cases where no trust relationship exists between the
accessed network and the system owner, sensitive data SHOULD
NOT be transmitted in either direction

0 in cases where a trust relationship exists between the accessed
network and the system owner, nachi ne authenticati on SHOULD be
support ed.

0 in cases where a trust relationship exists between the accessed
network and the system owner, a static passphrase MAY be used
in conjunction with nachine-level authentication of the | RAC
system

o frequent renewal of user authentication MJST occur

3.5.2 Device Configuration Requirenents
None.
3.5.3 Policy Configuration Requirenents

None.
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3.5.4 Auditing Requirenents

The auditing requirements in this scenario are the sane as for the
tel ecommuter scenario. Session start/end times nust be col |l ected.
Rel i abl e derivation of session end tine requires that the I RAC
sonmehow periodically signify that the connection renains active.
This is inplied if the IRAS receives data fromthe | RAC over the
connection, but in cases where no data is sent for sone period of
time, a signaling nmechanismis required by which the I RAC indicates
that the connection remains in use.

3.5.5 Internediary Traversal Requirenents
If the address of the I RAC systemis globally routable, and no
i ntermedi ate devi ces between the | RAC and the | RAS perform NAPT
operations on the data stream then there are no additiona
requirenents in this regard. |f NAPT operations are perforned on the
data stream sonme nmechani sm nust be provided in order to render these
nmodi fications transparent to the | Psec inplenmentation

4. Scenario Commonalities

As we exam ne the various renpte access scenarios, a general set of
conmon requirenents enmerge. Following is a sunmary:

0 Support for user authentication is required in alnost all
scenari os

0 Machine authentication for the IRAS is required in all scenarios

o A mechani smfor providing device configuration for the IRACis
required in nost scenarios. Such a nechani sm nust be extensible.

0 Machine authentication for IRACis generally only useful when
conbined with user authentication. Conbined user and nachine
authentication is useful in sone scenari os.

o0 Dynamc I RAC policy configuration is useful in several scenarios.

0 Mbst scenarios require auditing for session start/stop tines.

0 An internediary traversal mechanismmay be required in any of the
scenari o0s.
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5. Security Considerations

The topic of this docunent is secure renote access. Security
consi derations are discussed throughout the docunent.
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