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Abst r act

This meno explores the requirenents for host configuration in |Psec
tunnel node, and describes how the Dynam ¢ Host Configuration

Prot ocol (DHCPv4) may be | everaged for configuration. 1In many renote
access scenarios, a nmechanismfor making the renpte host appear to be
present on the local corporate network is quite useful. This may be

acconpl i shed by assigning the host a "virtual" address fromthe
corporate network, and then tunneling traffic via IPsec fromthe
host’ s | SP-assi gned address to the corporate security gateway. In
| Pv4, DHCP provides for such renote host configuration
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1. Introduction

In many renote access scenarios, a mechanismfor making the renote
host appear to be present on the local corporate network is quite
useful. This may be acconplished by assigning the host a "virtual"
address fromthe corporate network, and then tunneling traffic via

I Psec fromthe host’'s | SP-assigned address to the corporate security
gateway. |In |Pv4, Dynam c Host Configuration Protocol (DHCP) [ 3]
provi des for such renote host configuration. This docunent explores
the requirenments for host configuration in |IPsec tunnel node, and
descri bes how DHCPv4 may be | everaged for configuration.

1.1. Term nol ogy
Thi s docunent uses the follow ng terns:
DHCP cli ent

A DHCP client or "client"” is an Internet host using DHCP to
obtain configuration paraneters such as a network address.
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1.2

Pat

DHCP server
A DHCP server or "server" is an Internet host that returns
configuration paranmeters to DHCP clients.

Requi renent s | anguage

In this docurment, the key words "MAY", "MJST, "MJST NOI*, "optional",
"recomended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [1].

| Psec tunnel nobde configuration requirenents

As described in [21], the configuration requirenments of a host with
an | Psec tunnel nmode interface include the need to obtain an |Pv4
address and ot her configuration parameters appropriate to the class
of host. In addition to neeting the basic requirenents [21], the
followi ng additional capabilities may be desirabl e:

integration with existing |IPv4d address managenent facilities
support for address pool managenent

reconfigurati on when required

support for fail-over

mai ntai ning security and sinplicity in the IKE i nplenmentation
aut henti cati on where required

Teeooe

DHCP configuration eval uation

Leveragi ng DHCP for configuration of |IPsec tunnel node neets the
basi ¢ requirements described in [21]. It also provides the
additional capabilities described above.

Basi ¢ configuration
In 1 Pv4, |leveraging DHCPv4 [3] for the configuration of |IPsec
tunnel node satisfies the basic requirenents described in [21].
Since the required configuration paraneters described in [21]
are a subset of those already supported in DHCPv4 options [4],
no new DHCPv4 options are required, and no nodifications to
DHCPv4 [ 3] are required.

Addr ess managenent integration
Since DHCPv4 is wi dely depl oyed for address managenent today,
reuse of DHCPv4 for |Psec tunnel nobde address nanagenent
enabl es conpatibility and integration with existing addressing
i mpl ement ati ons and | Pv4 address nanagenent software
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Addr ess pool nanagenent
As described in [18], DHCPv4 inpl enentations support
condi ti onal behavior so that the address and configuration
paraneters assigned can be dependent on paraneters included in
the DHCPDI SCOVER. This nakes it possible for the security
gateway to ensure that the renpte host receives an | P address
assignnent fromthe appropriate address pool, such as via the
User Cl ass option, described in [16].

Reconfi guration
DHCP supports the concept of configuration |eases, and there is
a proposal for handling forced reconfiguration [14].

Fai | - over support
VWhen | everagi ng DHCPv4, configuration and addressing state is
kept on the DHCP server, not within the IKE inplenentation. As
a result, the loss of a tunnel server does not result in the
| oss of configuration and addressing state, thus making it
easier to support fail-over [12].

Security and sinplicity
Leveragi ng DHCPv4 al so nakes it easier to maintain security in
the I KE i npl enentation since no | KE nodifications are required
to support configuration

Aut hent i cati on
VWhere DHCPv4 authentication [5] is required, this can be
supported on an | Psec tunnel node interface as it would be on
any other interface.

2.2. Summary

As described, DHCPv4 [3] nmeets the |IPsec tunnel node configuration
requirenents [21], as well as providing additional capabilities. As
described in the Appendi x, | KECFG [13] does not neet the basic
requirenents, nor does it provide the additional capabilities. As a
result, DHCPv4 is the superior alternative for |IPsec tunnel node
confi guration.

3. Scenari o overview

I Psec [2], [6]-[9] is a protocol suite defined to secure

conmuni cation at the network | ayer between comunicating peers.

Among many applications enabled by I Psec, a useful applicationis to
connect a renpte host to a corporate intranet via a security gateway,
usi ng | Psec tunnel node. This host is then configured in such a
manner so as to provide it with a virtual presence on the interna
network. This is acconplished in the followi ng manner:
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A renmpte host on the Internet will connect to the security gateway
and then establish an I Psec tunnel to it. The rempte host then
interacts via the I Psec tunnel with a DHCPv4 server which provides
the renote host with an address fromthe corporate network address
space. The renpte host subsequently uses this as the source address
for all interactions with corporate resources. Note that this
inmplies that the corporate security gateway continues to recognize
the host’s original, routable I P address as the tunnel endpoint. The
virtual identity assuned by the renote host when using the assigned
address appears to the corporate network as though it were situated
behind a security gateway bearing the original routable |IP address.
Al the traffic between the renpte host and the intranet will be
carried over the IPsec tunnel via the security gateway as shown

bel ow
corporate net
S + |
| external ly | Fommm e m - + | L !
| +------- + visible | | | | ' rm host !
| |virtual| host | | security] |---1 virtual !
|| host | |[-------- | gat eway/ | | ! presence
| | | <=——=—=—=—=—======—=—===> DHCP | - | | S |
[RERRREEE + [EERTEEEE | Relay | |
. + A S . + | S . +
I |---] DHCPv4 |
| Psec tunnel | | server
wi th encapsul at ed | AR +

traffic inside

Thi s scenario assunes that the renpte host already has |nternet
connectivity and the host Internet interface is appropriately
configured. The nechanisns for configuration of the renpte host’s
address for the Internet interface are well defined; i.e., PPP IP
control protocol (IPCP), described in [10], DHCPv4, described in [3],
and static addressing. The mechanisns for auto-configuration of the
intranet are also standardized. It is also assumed that the renote
host has knowl edge of the location of the security gateway. This can
be acconplished via DNS, using either A KX [23], or SRV [24]

records.

A typical configuration of the renpte host in this application would
use two addresses: 1) an interface to connect to the Internet
(Internet interface), and 2) a virtual interface to connect to the
intranet (intranet interface). The IP address of the Internet and
intranet interfaces are used in the outer and inner headers of the

| Psec tunnel nobde packet, respectively.
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3.1. Configuration wal k-through

The configuration of the intranet interface of the |IPsec tunnel node
host is acconplished in the follow ng steps:

a. The renote host establishes an I KE security association with the
security gateway in a nmain node or aggressive node exchange. This
| KE SA then serves to secure additional quick node | Psec SAs.

b. The renote host establishes a DHCP SA with the | Psec tunnel npde
server in a quick node exchange. The DHCP SA is an | Psec tunnel
nmode SA established to protect initial DHCPv4 traffic between the
security gateway and the renote host. The DHCP SA MJST only be
used for DHCP traffic. The details of howthis SAis set up are
described in Section 4. 1.

c. DHCP nessages are sent back and forth between the renote host and
the DHCPv4 server. The traffic is protected between the renpte
host and the security gateway using the DHCP SA established in
step b. After the DHCP conversation conpletes, the renote host’s
intranet interface obtains an I P address as well as other
configuration paraneters.

d. The renote host MAY request deletion of the DHCP SA since future
DHCP nessages will be carried over a new | Psec tunnel
Alternatively, the renote host and the security gateway MAY
continue to use the sane SA for all subsequent traffic by adding
tenmporary SPD selectors in the sane manner as is provided for nane
IDtypes in [2].

e. If a new IPsec tunnel is required, the renote host establishes a
tunnel node SA to the security gateway in a quick node exchange.
In this case, the new address assigned via DHCPv4 SHOULD be used
in the quick node |ID.

At the end of the last step, the rembte host is ready to conmunicate
with the intranet using an I Psec tunnel. Al the IP traffic
(including future DHCPv4 nessages) between the renote host and the
intranet are now tunnel ed over this |IPsec tunnel nobde SA

Since the security paraneters used for different SAs are based on the
uni que requirenments of the renote host and the security gateway, they
are not described in this docunent. The mechani snms descri bed here
wor k best when the VPN is inplenmented using a virtual interface.
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4. Detailed description

This section provides details relating to the nmessages exchanged
during the setup and teardown of the DHCP SAs.

4.1. DHCPDI SCOVER nessage processing

The events begin with the rempte host intranet interface generating a
DHCPDI SCOVER nessage. Details are described bel ow

FI ELD OCTETS DESCRI PTI ON

op 1 Message op code / nessage type.
1 = BOOTREQUEST, 2 = BOOTREPLY

ht ype 1 Hardware address type. Set to value 31
signifying an I Psec tunnel node virtual interface.

hl en 1 Hardware address | ength

hops 1 dient sets to zero, optionally used by relay agents
when booting via a relay agent.

xi d 4 Transaction ID, a random nunber chosen by the

client, used by the client and server to associate
messages and responses between a client and a

server.

secs 2 Filled in by client, seconds el apsed since client
began address acquisition or renewal process.

flags 2 Flags. Broadcast bit MJST be set to zero.

ci addr 4 dient IP address; only filled inif client is in
BOUND, RENEW or REBI NDI NG st at e.

yi addr 4 ’your’ (client) IP address

si addr 4 | P address of next server to use in bootstrap
returned i n DHCPOFFER, DHCPACK by server.

gi addr 4 Security gateway interface |Pv4 address, used in
booting via a relay agent.

chaddr 16 dient hardware address. Should be uni que

shane 64 Optional server host nanme, null term nated string

file 128 Boot file nanme, null term nated string; "generic"

nane or null in DHCPD SCOVER, fully qualified
directory-path nane in DHCPOFFER
options var Optional paraneters field.

Table 1: Description of fields in the DHCP nessage

The htype value is set to the value 31, signifying a virtual |Psec
tunnel node interface, in order to enable the DHCP server to
differentiate VPN from non-VPN requests. The chaddr field of the
DHCPDI SCOVER MUST i nclude an identifier unique to the virtual subnet.
The client MJST use the sane chaddr field in all subsequent nessages
within the sane DHCPv4 exchange. In addition, the chaddr SHOULD be
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persi stent between reboots so that the DHCP server will be able to
re-assign the same address if desired.

The hlen and chaddr fields SHOULD be determ ned as fol |l ows:

a. |If one or nore LAN interfaces are avail able, the hlen and chaddr
fields SHOULD be determ ned fromthe active LAN interface with the
| owest interface nunber. If no active LAN interface is avail abl e,
then the paraneters SHOULD be deternmined fromthe LAN interface
with the | owest interface nunber. This enables the chaddr to be
persi stent between reboots, as long as the LAN i nterface hardware
is not renoved

b. If there is no LAN interface, the chaddr field SHOULD be
determ ned by concatenating x’ 4000, the |IPv4 address of the
i nterface supplying network connectivity, and an additional octet.
The x’ 4000' value indicates a locally adm nistered unicast MAC
address, thus guaranteeing that the constructed chaddr val ue will
not conflict with a globally assigned val ue.

The additional octet (which MAY represent an interface numnber)
SHOULD be persistent between reboots, so that the chaddr val ue
wi Il be persistent across reboots if the assigned |Pv4 address
remai ns consi stent.

If the above prescription is foll owed, then the chaddr will always be
uni que on the virtual subnet provided that the renpte host only
brings up a single tunnel to the security gateway. Were a LAN
interface is available, the chaddr will be globally unique. Wen a
non-LAN i nterface is available and a unique Internet address is
assigned to the renote host, the chaddr will also be globally unique.
VWere a private | P address [22] is assigned to a non-LAN interface,

it wll not be globally unique. However, in this case packets wll
not be routed back and forth between the renote host and the security
gateway unl ess the external network and corporate network have a
consi stent addressing plan. |In this case the private |IP address
assigned to the renote host will be unique on the virtual subnet.

For use in DHCPv4 configuration of |IPsec tunnel node, the client-
identifier option MJIST be included, MJUST be unique within the virtua
subnet and SHOULD be persistent across reboots. Possibilities

i ncl ude:

a. The htype/chaddr conbination. |f assigned as described above,
this will be unique on the virtual subnet. It will be persistent
across reboots for a LAN interface. |If a non-LAN interface is

used, it may not be persistent across reboots if the assigned IP
addr ess changes.
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b. The nachine FQN concatenated with an interface nunber. Assum ng
that the machi ne FQDN does not conflict with that of another
machine, this will be unique on the virtual subnet as well as
persi stent across reboots.

c. The user NAI concatenated with an interface nunber. Assum ng that
the user is only connected to the VPN at one location, this wll
be uni que on the subnet as well as persistent across reboots.

In order to deliver the DHCPDI SCOVER packet fromthe intranet
interface to the security gateway, an | KE Phase 1 SA is established
between the Internet interface and the security gateway. A phase 2
(qui ck nbde) DHCP SA tunnel nbde SA is then established. The key
lifetime for the DHCP SA SHOULD be on the order of mnutes since it
will only be tenporary. The renote host SHOULD use an |IDci payl oad
of 0.0.0.0/UDP/port 68 in the quick node exchange. The security
gateway will use an |IDcr payload of its own Internet address/UDP/ port
67. The DHCP SA is established as a tunnel node SA with filters set
as foll ows:

Fromrenote host to security gateway: Any to Any, destination: UDP
port 67

From security gateway to renote host: Any to Any, destination: UDP
port 68

Note that these filters will work not only for a client wthout
configuration, but also with a client that has previously obtained a
configuration |ease, and is attenpting to renewit. |In the latter
case, the DHCP SAwill initially be used to send a DHCPREQUEST r at her
than a DHCPDI SCOVER nessage. The initial DHCPv4 nessage

( DHCPDI SCOVER or DHCPREQUEST) is then tunneled to the security
gateway using the tunnel node SA. Note that since the DHCPDI SCOVER
packet has a broadcast address destination, the |Psec inplenentations
on both the renpte host and the security gateway nust be capabl e of
handl i ng this.

4.2. DHCP Rel ay behavi or

Wil e other configurations are possible, typically the DHCPv4 server
will not reside on the sane nmachine as the security gateway, which
will act as a DHCPv4 relay, inserting its address in the "giaddr"
field. In this case, the security gateway relays packets between the
client and the DHCPv4 server, but does not request or renew addresses
on the client’s behalf. Wile acting as a DHCP Rel ay, the security
gat eway MAY i npl enent DHCP Rel ay | oad bal ancing as described in [19].
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Since DHCP Rel ays are statel ess, the security gateway SHOULD i nsert
appropriate information in the DHCP message prior to forwarding to
one or more DHCP servers. This enables the security gateway to route
the correspondi ng DHCPOFFER nessage(s) back to the renpte host on the
correct |Psec tunnel, without having to keep state gl eaned fromthe
Dl SCOVER, such as a table of the xid, chaddr and tunnel

If the security gateway maintains a separate subnet for each |Psec
tunnel, then this can be acconplished by inserting the appropriate
interface address in the giaddr field. Alternatively, the security
gateway can utilize the DHCP Relay Agent Information Option [17]. In
this case, the virtual port number of the tunnel is inserted in the
Agent Circuit |1 D Sub-option (sub-option code 1).

To learn the internal |IP address of the client in order to route
packets to it, the security gateway will typically snoop the yiaddr
field within the DHCPACK and plunb a correspondi ng route as part of
DHCP Rel ay processing.

VWhere allocating a separate subnet for each tunnel is not feasible,
and the DHCP server does not support the Relay Agent Information
Option, statel ess Relay Agent behavior will not be possible. 1In such
cases, inplenentations MAY devise a mappi ng between the xid, chaddr,
and tunnel in order to route the DHCP server response to the
appropriate tunnel endpoint. Note that this is particularly
undesirable in large VPN servers where the resulting state will be
substanti al .

4.3. DHCPREQUEST nessage processing

After the Internet interface has received the DHCPOFFER nessage, it
forwards this to the intranet interface after | Psec processing. The
intranet interface then responds by creating a DHCPREQUEST nessage,
which is tunneled to security gateway using the DHCP SA.

4. 4. DHCPACK nessage processing

The DHCPv4 server then replies with a DHCPACK or DHCPNAK message,
which is forwarded down the DHCP SA by the security gateway. The
renmote host Internet interface then forwards the DHCPACK or DHCPNAK
message to the intranet interface after |Psec processing.

After processing of the DHCPACK, the intranet interface is configured
and the Internet interface can establish a new | Psec tunnel node SA
to the security gateway. The renote host nmay now del ete the DHCP
tunnel node SA. Al future DHCP nessages sent by the client,

i ncl udi ng DHCPREQUEST, DHCPI NFORM DHCPDECLI NE, and DHCPRELEASE
messages will use the newWwy established VPN SA. Simlarly, all DHCP
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messages subsequently sent by the DHCPv4 server will be forwarded by
the security gateway (acting as a DHCP Rel ay) using the |IPsec tunne
mode SA, includi ng DHCPOFFER, DHCPACK, and DHCPNAK nessages.

It SHOULD be possible to configure the renpote host to forward al
Internet-bound traffic through the tunnel. Wile this adds overhead
to round-trips between the renpte host and the Internet, it provides
some added security in return for this, in that the corporate
security gateway may now filter traffic as it would if the renote
host were physically | ocated on the corporate network

4.5. Configuration policy

Several mechani snms can be used to enable renote hosts to be assigned
different configurations. For exanple, clients may use the User
Class Option [16] to request various configuration profiles. The
DHCPv4 server may al so take a nunmber of other variables into account,
i ncluding the htype/chaddr; the host nane option; the client-
identifier option; the DHCP Rel ay Agent Information option [17]; the
vendor-cl ass-identifier option; the vendor-specific informtion
option; or the subnet selection option [15].

Condi tional configuration of clients, described in [18], can be used
to solve a nunber of problens, including assignment of options based
on the client operating system assignnent of groups of clients to
address ranges subsequently used to determ ne quality of service;

al l ocati on of special address ranges for renote hosts; assignnent of
static routes to clients [20], etc. As noted in the security

consi derations, these nechanisns, while useful, do not enhance
security since they can be evaded by a renpte host choosing its own
| P addr ess.

5. Security Considerations

This protocol is secured using |IPsec, and as a result the DHCP
packets flowi ng between the renote host and the security gateway are
authenticated and integrity protected.

However, since the security gateway acts as a DHCP Rel ay, no
protection is afforded the DHCP packets in the portion of the path
bet ween the security gateway and the DHCP server, unl ess DHCP

aut hentication is used.

Not e that authenticated DHCP cannot be used as an access contro
mechanism This is because a renote host can always set its own IP
address and thus evade any security neasures based on DHCP

aut henti cati on.
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As a result, the assigned address MJST NOT be depended upon for
security. Instead, the security gateway can use other techniques
such as instantiating packet filters or quick nmode selectors on a
per-tunnel basis.

As described in [17], a nunber of issues arise when forwardi ng DHCP
client requests fromuntrusted sources. These include DHCP
exhaustion attacks, and spoofing of the client identifier option or
client MAC address. These issues can be partially addressed through
use of the DHCP Relay Information Option [17].

6. | ANA Consi derati ons

Thi s docunent requires that an htype value be allocated for use with
| Psec tunnel node, as described in section 4.1. Note that DHCP
relies on the arp-paraneters registry for definition of both the hrd
paraneter in ARP and the htype paraneter in BOOTP/DHCP. As a result,
an assignnent in the arp-paraneters registry is required, even though
| Psec-DHCP wi || never use that parameter for ARP purposes, since
conceptual | y BOOTP/ DHCP and ARP share the arp-paraneters registry.

Thi s docunent does not create any new nunber spaces for | ANA
adm ni stration.

7. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Appendi x - | KECFG eval uati on

Al ternatives to DHCPv4, such as | SAKMP CFG described in [13], do not
nmeet the basic requirenments described in [21], nor do they provide
the additional capabilities of DHCPv4.

Basi c configuration
VWil e | SAKMP CFG can provide for | P address assignnent as well
as configuration of a few additional parameters such as the DNS
server and WNS server addresses, the rich configuration
facilities of DHCPv4 are not supported. Past experience with
simlar configuration nechanisns within PPP | PCP [11] has
taught us that it is not viable nerely to support minimal
configuration. Eventually, either nuch of the functionality
enbodied in the DHCPv4 options [4] is duplicated or support for
DHCPI NFORM [ 3] will be required.

Addr ess managenent integration
Since |KECFGis not integrated with existing |IP address
managenent facilities, it is difficult to integrate it with
pol i cy management services that may be dependent on the user to
| P addr ess bi ndi ng.

Addr ess pool nanagenent
| KECFG does not provide a nmechanismfor the renmpte host to
indicate a preference for a particular address pool. This
makes it difficult to support address pool nmanagenent.

Reconfi guration
| KECFG does not support the concept of configuration | eases or
reconfiguration.

Fai | - over support
Since | KECFG creates a separate pool of address state, it
conplicates the provisioning of network utility-class
reliability, both in the |IP address nmanagenent systemand in
the security gateways thensel ves

Security and sinplicity
As past history with PPP | PCP denbnstrates, once it is decided
to provide non-integrated address nmanagenent and configuration
facilities within IKE, it will be difficult tolimt the
duplication of effort to address assignment. Instead, it wll
be tempting to also duplicate the configuration, authentication
and fail-over facilities of DHCPv4. This duplication wll
greatly increase the scope of work, eventually conprom sing the
security of I|KE
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Aut henti cati on
Wi | e | KECFG can support mutual authentication of the |IPsec
tunnel endpoints, it is difficult to integrate | KECFG with
DHCPv4 authentication [5]. This is because the security
gateway will not typically have access to the client
credentials necessary to issue an DHCPv4 authentication option
on the client’s behal f.

As a result, security gateways inplenmenting | KECFG typically request

all ocation of an I P address on their own behal f, and then assign this
to the client via KECFG  Since | KECFG does not support the concept

of an address | ease, the security gateway will need to do the renewa
itself. This conmplicates the renewal process.

Since RFC 2131 [3] assunes that a DHCPREQUEST will not contain a
filled in giaddr field when generated during RENEW NG state, the
DHCPACK wil | be sent directly to the client, which will not be
expecting it. As aresult, it is either necessary for the security
gateway to add special code to avoid forwardi ng such packets, or to
wait until REBINDI NG state. Since [3] does not specify that the
giaddr field cannot be filled in when in the REBINDI NG state, the
security gateway nay put its own address in the giaddr field when in
REBI NDI NG state, thereby ensuring that it can receive the renewal
response without treating it as a special case.
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