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4.

Overall Applicability

The SI P extensions specified in this docunment make certain
assunptions regardi ng network topol ogy, |inkage between SIP and | ower
| ayers, and the availability of transitive trust. These assunptions
are generally NOT APPLICABLE in the Internet as a whole. The
mechani sms specified here were designed to satisfy the requirenents
specified in the 3GPP Rel ease 5 requirenments on SIP [4] for which

ei ther no general - purpose solution was planned, where insufficient
operational experience was available to understand if a genera
solution is needed, or where a nore general solution is not yet
mature. For nore details about the assunptions made about these

ext ensions, consult the Applicability subsection for each extension

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [2].

Overvi ew

The Third Generation Partnership Project (3GPP) has selected SIP as
the protocol used to establish and tear down nultinedia sessions in
the context of its IP Multinedia Subsystem (IMS). (For nore
information on the I M5, a detailed description can be found in 3GPP
TS 23.228 [14] and 3GPP TS 24.229 [15]). 3GPP notified the IETF SIP
and Sl PPI NG wor ki ng groups that existing SIP docunents provided

al nrost all the functionality needed to satisfy the requirenments of
the I M5, but that they required sone additional functionality in
order to use SIP for this purpose. These requirenents [4] are
docunented in an Internet Draft which was subnmitted to the SIPPI NG
Worki ng Group. Sone of these requirenents are satisfied by chartered
extensions, while other requirenents were applicable to SIP, but not
sufficiently general for the SIP Wrking Goup to adopt. This
docunent describes private extensions to address those requirenents.
Each extension, or set of related extensions is described in its own
section bel ow.

SIP Private Headers

4.1 The P-Associ at ed- URI header

This extension allows a registrar to return a set of associated URI s
for a registered address-of-record. W define the P-Associated- UR
header field, used in the 200 OK response to a REQ STER request. The
P- Associ at ed- URI header field transports the set of Associated UR's
to the regi stered address-of-record.
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An associated URI is a URI that the service provider has allocated to
a user for his own usage. A registrar contains informtion that

all ows an address-of-record URI to be associated with zero or nore
URIs. Usually, all these URI's (the address-of-record URI and the
associated URIs) are allocated for the usage of a particul ar user.
This extension to SIP allows the UAC to know, upon a successfu

aut henticated registration, which other URIs, if any, the service
provi der has associated to an address-of-record URI.

Note that, generally speaking, the registrar does not register the
associated URI's on behalf of the user. Only the address-of-record
which is present in the To header field of the REG STER i s regi stered
and bound to the contact address. The only information conveyed is
that the registrar is aware of other URIs to be used by the sane
user.

It may be possible, however, that an application server (or even the
registrar itself) registers any of the associated URIs on behal f of
the user by nmeans of a third party registration. However, this third
party registration is out of the scope of this docunent. A UAC MUST
NOT assune that the associated URIs are registered.

If a UAC wants to check whether any of the associated URIs is
registered, it can do so by nechani sns specified outside this
docunent, e.g., the UA may send a REG STER request with the To header
field value set to any of the associated URIs and wi thout a Contact
header. The 200 OK response will include a Contact header with the
list of registered contact addresses. |If the associated URl is not
regi stered, the UA MAY register it prior to its utilization

4.1.1 Applicability statement for the P-Associated-URl header
The P-Associ ated-URI header is applicable in SIP networks where the

SIP provider is allocating the set of identities that a user can
claim(in headers like the Fromfield) in requests that the UA

generates. It furthernore assumes that the provider knows the entire
set of identities that a user can legitimately claim and that the
user is willing to restrict its clained identities to that set. This

is in contrast to normal SIP usage, where the Fromfield is
explicitly an end-user specified field.

4.1.2 Usage of the P-Associated-UR header
The registrar inserts the P-Associated-UR header field into the 200
XK response to a REAQ STER request. The header field value is

popul ated with a list containing zero or nore URIs that are
associated to the address-of-record.
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If the registrar supports the P-Associ ated-UR header extension, then
the registrar MJUST always insert the P-Associ ated-URl header field in
all the 200 OK responses to a REAQ STER request, regardl ess of whether
the REA STER was an initial registration, re-registration, or
de-registration and regardl ess of whether there are zero or nore
associ ated URIs.

4.1.2.1 Procedures at the UA

A UAC may receive a P-Associated-URl header field in the 200 OK
response for a REA STER. The presence of the header field in the 200
X response for a REG STER request inplies that the extension is
supported at the registrar.

The header value contains a list of zero or nmore associated URIs to
the address-of-record URI. The UAC MAY use any of the associated
URI's to popul ate the From header value, or any other SIP header val ue
that provides information of the identity of the calling party, in a
subsequent request.

The UAC MAY check whether the associated URI is registered or not.
Thi s check can be done, e.g., by populating the To header value in a
REQ STER sent to the registrar and without a Contact header. The 200
XK response will include a Contact header with the |list of registered
contact addresses. As described in SIP [1], the 200 OK response may
contain a Contact header field with zero or nore val ues (zero meaning
the address-of-record is not registered).

4.1.2.2 Procedures at the registrar

A registrar that receives and authorizes a REG STER request, may
associate zero or nore URIs with the address-of-record.

A registrar that supports this specification MIST include a

P- Associ at ed- URI header field in the 200 OK response to a REQ STER
request. The header MJST be popul ated with a comua-separated |ist of
SIP or SIPS URIs which are associated to the address-of-record under
regi stration.

In case the address-of-record under registrati on does not have any
other SIP or SIPS URIs associated, the registrar MJST include an
enpty P-Associ at ed- URI header val ue.

4.1.2.3 Procedures at the proxy

This nmeno does not define any procedure at the proxy.
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4.2 The P-Call ed-Party-1D header

A proxy server inserts a P-Called-Party-1D header, typically in an

I NVI TE request, en-route to its destination. The header is popul ated
with the Request-URI received by the proxy in the request. The UAS

i dentifies which address-of-record, out of several registered
address-of -records, the invitation was sent to (for exanple, the user
may be simultaneously using a personal and a business SIP URIs to
receive invitation to sessions). The UAS may use the information to
render different distinctive audiovisual alerting tones, depending on
the URI used to receive the invitation to the session

Users in the 3GPP I P Multinedia Subsystem (I M5) nmay get one or
several SIP URIs (address-of-record) to identify the user. For
instance, a user may get a business SIP URI and a personal one. As
an exanple of utilization, the user may nake avail abl e the business
SIP URI to co-workers and may nake avail able the personal SIP UR to
menbers of the famly.

At a certain point in tine, both the business SIP URI and the
personal SIP URI are registered in the SIP registrar, so both URI's
can receive invitations to new sessions. Wen the user receives an
invitation to join a session, he/she should be aware of which of the
several registered SIP URIs this session was sent to.

This requirenent is stated in the 3GPP Rel ease 5 requirenents on SIP
[4].

The problem arises during the term nating side of a session
establishment, when the SIP proxy that is serving a UA gets an
INVITE, and the SIP server retargets the SIP URI which is present in
the Request-URlI field, and replaces it by the SIP URl published by
the user in the Contact header field of the REGQ STER request at
registration tine. Wen the UAS receives the SIP INVITE, it cannot
det ermi ne whi ch address-of-record the request was sent to.

One can argue that the To header field conveys the semantics of the
called user, and therefore, this extension to SIP is not needed.

Al t hough the To header field in SIP may convey the called party IDin
nost situations, there are two particul ar cases when the above
assunption is not correct:

1. The session has been forwarded, redirected, etc., by previous SIP
proxi es, before arriving to the proxy which is serving the called
user.

2. The UAC builds an I NVITE request and the To header field is not
the sane as the Request-URl.
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The probl em of using the To header field is that this field is

popul ated by the UAC and not nodified by proxies in the path. |f the
UAC, for any reason, did not populate the To header field with the
address-of -record of the destination user, then the destination user
is not able to distinguish which address-of-record the session was
desti ned.

Anot her possible solution to the problemis built upon the
differentiation of the Contact header value between different
address-of -record at registration tinme. The UA can differentiate
each address-of-record it registers by assigning a different Contact
header value. For instance, when the UA registers the address-of-
record sip:idl, the Contact header value can be sip:idl@a; the
registration of sip:id2 can be bound to the Contact val ue sip:id2@ia.

The sol ution descri bed above assunmes that the UA explicitly registers
each of its address-of-record URI's, and therefore, it has ful

control over the contact address val ues assigned to each
registration. However, in the case the UA does not have full contro
of its registered address-of-record, because of, e.g., a third party
registration, the solution does not work. This may be the case of
the 3GPP registration, where the UA may have previously indicated the
networ k, by neans outside of SIP, that sone other address-of-record
URI's may be automatically registered when the UA registers a
particul ar address-of-record. The requirenment is covered in the 3GPP
Rel ease 5 requirenments on SIP [4].

In the next paragraphs we show an exanple of the problem in the case
there has been some sort of call forwarding in the session, so that
the UAC is not aware of the intended destination URI in the current

I NVI TE.

We assune that a User Agent (UA) is registering to his proxy (Pl).
Scenari o UA --- P1

F1 Register UA -> P1
REQ STER si p: exanmpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192. 0. 2. 4: 5060; br anch=z9hG4bKnashds7
To: sip:userl-business@xanpl e. com
From sip:userl-busi ness@xanpl e. comtag=456248
Call -1 D: 843817637684230998sdasdh09
CSeq: 1826 REGQ STER
Contact: <sip:userl@92.0.2.4>

The user also registers his personal URI to his/her registrar
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F2 Register UA -> P1
REQ STER si p: exanmpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashdt 8
To: sip:userl-personal @xanpl e.com
From sip:userl-personal @xanpl e.comtag=346249
Call-I D 2@@817637684230998sdasdh10
CSeq: 1827 REGQ STER
Contact: <sip:userl@92.0.2.4>

Later, the proxy/registrar (Pl) receives an |INVITE from anot her proxy
(P2) destined to the user’s business SIP address-of-record. W
assunme that this SIP INVITE has undergone sonme sort of forwarding in
the past, and as such, the To header field is not populated with the
SIP URI of the user. 1In this case we assune that the session was
initially addressed to sip:other-user@thernetwork.com The SIP
server at othernetwork.comhas forwarded this session to

si p: user 1- busi ness@xanpl e. com

Scenari o UA --- P1 --- P2

F3 Invite P2 -> P1
I NVI TE si p: user 1- busi ness@xanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192. 0. 2. 20: 5060; branch=z9hG4bK03dj acel
To: sip:other-user @thernetwork. com
From si p: anot her - user @not her net wor k. com t ag=938s0
Call -1 D. 843817637684230998sdasdh09
CSeq: 101 INVITE

The proxy Pl retargets the user and replaces the Request-URl with the
SIP URI published during registration time in the Contact header
val ue.

F4 Invite P1 -> UA
I NVI TE sip:userl@92.0.2.4 SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 10: 5060; branch=z9hG4bKg48sh128
Via: SIP/2.0/UDP 192. 0. 2. 20: 5060; branch=z9hG4bK03dj acel
To: sip:other-user @t hernetwork. com
From si p: anot her - user @not her net wor k. com t ag=938s0
Cal | -1 D: 843817637684230998sdasdh09
CSeq: 101 INVITE

When the UAS receives the INVITE, it cannot determ ne whether it got
the session invitation due to his registration of the business or the
personal address-of-record. Neither the UAS nor proxies or
application servers can provide this user a service based on the
destination address-of-record of the session
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We solve this problemby allowi ng the proxy that is responsible for
the hone domain (as defined in SIP) of the user to insert a
P-Cal | ed-Party-1D header that identifies the address-of-record to
whi ch this session is destined.

If this SIP extension is used, the proxy serving the called user wll
get the nmessage flow F5, it will populate the P-Called-Party-1D
header in nessage flow F6 with the contents of the Request-URl in F4.
This is show in flows F5 and F6 bel ow

F5 Invite P2 -> P1
I NVI TE si p: user 1- busi ness@xanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192. 0. 2. 20: 5060; br anch=z9hG4bK03dj aocel
To: sip:other-user @thernetwork. com
From si p: anot her - user @not her net wor k. com t ag=938s0
Cal |l -1 D: 843817637684230998sdasdh09
CSeq: 101 INVITE

F6 Invite P1 -> UA
I NVI TE sip:userl@92.0.2.4 SIP/2.0
Via: SIP/2.0/UDP 192.0.2.10: 5060; branch=z9h&4bKg48sh128
Via: SIP/2.0/UDP 192.0. 2.20:5060; branch=z9h4bK03dj aoel
To: sip:other-user @thernetwork. com
From si p: anot her - user @not her net wor k. com t ag=938s0
Call -1 D: 843817637684230998sdasdh09
P-Cal | ed-Party-1D: sip:userl-busi ness@xanple.com
CSeq: 101 INVITE

When the UA receives the INVITE request F6 it can determ ne the
i nt ended address-of-record of the session, and apply whatever service
is needed for that address-of-record.

4.2.1 Applicability statenent for the P-Called-Party-ID header

The P-Cal |l ed-Party-1D is applicable when the UAS needs to be aware of
the intended address-of-record that was present in the Request-URl of
the request, before the proxy retargets to the contact address. The
UAS may be interested in applying different audiovisual alerting
effects or other filtering services, depending on the intended
destination of the request. It is specially valuable when the UAS
has regi stered several address-of-record URIs to his registrar, and
therefore, the UAS is not aware of the address-of-record that was
present in the INVITE request when it hit his proxy/registrar, unless
this extension is used.

Requirenents for a nore general solution are proposed in [12], but
have not been adopted by SIP, nor a solution has been devel oped.
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4.2.2 Usage of the P-Called-Party-1D header

The P-Cal |l ed-Party-1D header field provides proxies and the UAS with
the address-of-record that was present in the Request-URl of the
request, before a proxy retargets the request. This information is
i ntended to be used by subsequent proxies in the path or by the UAS

Typically, a SIP proxy inserts the P-Called-Party-1D header prior to
retargetting the Request-URl in the SIP request. The header value is
popul ated with the contents of Request-URI, prior to replacing it
with the Contact address.

4.2.2.1 Procedures at the UA

A UAC MUST NOT insert a P-Called-Party-1D header field in any SIP
reqguest or response.

A UAS nmay receive a SIP request that contains a P-Called-Party-I1D
header field. The header will be populated with the address-of -
record received by the proxy in the Request-UR of the request, prior
to its forwarding to the UAS

The UAS may use the value in the P-Called-Party-I1D header field to
provi de services based on the called party URI, such as, e.g.,
filtering of calls depending on the date and tinme, distinctive
presentation services, distinctive alerting tones, etc.

4.2.2.2 Procedures at the proxy

A proxy that has access to the Contact information of the user, MAY
insert a P-Called-Party-1D header field in any of the requests
indicated in the Table 1 (Section 5.7). The proxy MJST popul ate the
header value with the contents of the Request-URl present in the SIP
request that the proxy received.

It is necessary that the proxy which inserts the P-Called-Party-1D
header has information about the user, in order to prevent a w ong
delivery of the called party ID. This informati on may have been

| earned through a registration process, for instance.

A proxy or application server that receives a request containing a
P-Cal | ed-Party-1D header may use the contents of the header to
provide a service to the user based on the URI of that header val ue.

A SIP proxy MJUST NOT insert a P-Called-Party-1D header in REQ STER
requests.
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4.3 The P-Visited-Network-1D header

3GPP networks are conposed of a collection of so called hone

net wor ks, visited networks and subscribers. A particular hone
network may have roam ng agreenents with one or nore visited
networks. This has the effect that when a nobile ternminal is
roaming, it can use resources provided by the visited network in a
transparent fashion

One of the conditions for a hone network to accept the registration
of a UAroanming to a particular visited network, is the existence of
a roami ng agreenment between the hone and the visited network. There
is aneed to indicate to the home network which one is the visited
network that is providing services to the roam ng UA

3GPP user agents always register to the home network. The REGQ STER
request is proxied by one or nore proxies |located in the visited
network towards the hone network. For the sake of a sinple approach,
it seenms sensible that the visited network includes an identification
that is known at the hone network. This identification should be

gl obal Il y uni que, and takes the formof a quoted text string or a
token. The home network nmay use this identification to verify the
exi stence of a roaming agreenment with the visited network, and to

aut horize the registration through that visited network.

4.3.1 Applicability statenment for the P-Visited-Network-1D header

The P-Visited-Network-1D is applicable whenever the foll ow ng
circunstances are net:

1. There is transitive trust in internedi ate proxi es between the UA
and the home network proxy via established rel ati onshi ps between
the honme network and the visited network, and generally supported
by the use of standard security mechanisnms, e.g., |Psec, AKA or
TLS.

2. An endpoint is using resources provided by one or nore visited
networks (a network to which the user does not have a direct
busi ness rel ati onship).

3. Aproxy that is located in one of the visited networks wants to be
identified at the user’s honme networKk.

4. There is no requirenent that every visited network needs to be
identified at the hone network. Those networks that want to be
identified nake use of the extension defined in this docunent.
Those networks that do not want to be identified do nothing.
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5. A conmmonly pre-agreed text string or token identifies the visited
network at the hone network.

6. The UAC sends a REG STER or dialog-initiating request (e.gqg.
INVITE) or a standal one request outside a dialog (e.g., OPTIONS)
to a proxy in a visited network.

7. The request traverses, en route to its destination, a first proxy
| ocated in the visited network, and a second proxy located in the
honme network or its destination is the registrar in the hone
net wor K.

8. The registrar or hone proxy verifies and authorizes the usage of
resources (e.g., proxies) in the visited network.

4.3.2 Usage of the P-Visited-Network-ID header

The P-Visited-Network-1D header field is used to convey to the

regi strar or hone proxy in the hone network the identifier of a
visited network. The identifier is a text string or token that is
known by both the registrar or the home proxy at the home network and
the proxies in the visited network

Typi cally, the home network authorizes the UAto roamto a particul ar
visited network. This action requires an existing roam ng agreenent
bet ween the home and the visited network.

Wiile it is possible for a hone network to identify one or nore
visited networks by inspecting the domain nane in the Via header
fields, this approach has a heavy dependency on DNS. It is an option
for a proxy to populate the via header with an | P address, for
exanple, and in the absence of a reverse DNS entry, the |IP address
wi Il not convey the desired information.

Any SIP proxy that receives any of the requests indicated in Table 1
(Section 5.7) MAY insert a P-Visited-Network-1D header when it
forwards the request. |In case a REG STER or other request is
traversing different admnistrative domains (e.g., different visited
networks), a SIP proxy MAY insert a new P-Visited-Network-1D header
if the request does not contain a P-Visited-Network-1D header with
the sane network identifier as its own network identifier (e.g., if
the request has traversed other different administrative donains).

Note al so that, there is not requirenent for the header value to be
readable in the proxies. Therefore, a first proxy may insert an
encrypted header that only the registrar can decrypt. |f the request
traverses a second proxy located in the sane adm nistrative domain as
the first proxy, the second proxy may not be able to read the
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contents of the P-Visited-Network-1D header. In this situation, the
second proxy will consider that its visited network identifier is not
al ready present in the value of the header, and therefore, it wll
insert a new P-Visited-Network-1D header val ue (hopefully with the
sanme identifier that the first proxy inserted, although perhaps, not
encrypted). Wen the request arrives at the registrar or proxy in
the hone network, it will notice that the header value is repeated
(both the first and the second proxy inserted it). The decrypted
val ues shoul d be the sanme, because both proxies where part of the
sane adm nistrative domain. Wiile this situation is not desirable,
it does not create any harmat the registrar or proxy in the hone
net wor k.

The P-Visited-Network-1Dis normally used at registration. However,
this extension does not preclude other usages. For instance, a proxy

| ocated in a visited network that does not maintain registration
state may insert a P-Visited-Network-ID header into any standal one
request outside a dialog or a request that creates a dialog. At the
time of witing this docunment, the only requests that create dial ogs
are INVITE [1], SUBSCRI BE [6] and REFER [ 11].

In order to avoid conflicts with identifiers, especially when the
nunber of roam ng agreenents between networks increase, care nust be
taken when sel ecting the value of the P-Visited-Network-1D. The
identifier should be a globally unique to avoid duplications.

Al t hough there are many nechanismto create globally unique
identifiers across networks, one of such as mechanisns is already in
operation, and that is DNS. The P-Visited-Network-I1D does not have
any connection to DNS, but the values in the header can be chosen
fromthe own DNS entry representing the donmain name of the network
Thi s guarantees the uni queness of the val ue.

4.3.2.1 Procedures at the UA

User agent clients SHOULD NOT insert a P-Visited-Network-ID header in
any S| P nessage.

4.3.2.2 Procedures at the registrar and proxy

A SIP proxy which is located in a visited network MAY insert a

P- Vi sited- Network-1D header field in any of the requests indicated in
the Table 1 (Section 5.7). The header MJST be popul ated with the
contents of a text string or a token that identifies the

adm ni strative domain of the network where the proxy is operating at
the user’s hone network
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A SIP proxy or registrar which is located in the home network may use
the contents of the P-Visited-Network-1D as an identifier of one or
more visited networks that the request traversed. The proxy or
registrar in the home network may take | ocal policy driven actions
based on the existence or not of a roam ng agreenent between the hone
and the visited networks. This neans, for instance, authorize the
actions of the request based on the contents of the

P- Vi si t ed- Net wor k-1 D header.

A SIP proxy which is located in the home network MJUST delete this
header when forwardi ng the nessage outside the hone network
adm nistrative donmain, in order to retain the user’s privacy.

A SIP proxy which is located in the home network SHOULD delete this
header when the hone proxy has used the contents of the header or the
request is routed based on the called party, even when the request is
not forwarded outside the home network admi nistrative domain.

4.3.2.3 Exanpl es of Usage

We present exanple in the context of the scenario presented in the
fol |l owi ng network diagram

Scenari o UA --- P1 --- P2 --- REG STRAR

Thi s exanpl e shows the nmessage sequence for an REGQ STER transaction
originating fromUAl eventually arriving at REG STRAR. P1 is an

out bound proxy for UAL. 1In this case P1 also inserts the

P- Vi sited- Network-1D header. Pl then routes the REGQ STER request to
the Registrar via P2.

Message sequence for REGQ STER using P-Visited-Network-I1D header:

F1 Register UA -> P1
REQ STER si p: exanple.com SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7
To: sip:user1-busi ness@xanpl e. com
From sip:user1-busi ness@xanpl e. comtag=456248
Call -1 D: 843817637684230998sdasdh09
CSeq: 1826 REQ STER
Contact: <sip:userl@92.0.2. 4>

In flow F2, proxy P2 adds its own identifier to the
P- Vi si t ed- Net wor k- | D header.
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F2 Register Pl -> P2
REQ STER si p: exanmpl e.com SIP/ 2.0
Via: SIP/2.0/UDP pl.visited. net; branch=z9hG4bK203i gl d
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashdt 8
To: sip:userl-personal @xanpl e.com
From sip:userl-personal @xanpl e. comtag=346249
Call-I D 2@3817637684230998sdasdh10
CSeq: 1826 REG STER
Contact: <sip:userl@92.0.2.4>
P-Visited-Network-1D: "Visited network number 1"

Finally, in flow F3, proxy P2 decides to insert his own identifier,
derived fromits own domai n nane.

F3 Regi ster P2 -> REGQ STRAR
REQ STER si p: exanple.com SIP/ 2.0
Via: SIP/2.0/UDP p2.other. net; branch=z9hG4bK2bndnvk
Via: SIP/2.0/UDP pl.visited. net; branch=z9hG4bK203i gl d
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashdt 8
To: sip:userl-personal @xanpl e.com
From sip:user1-personal @xanpl e. comtag=346249
Call -1 D 2Q3817637684230998sdasdh10
CSeq: 1826 REG STER
Contact: <sip:userl@92.0.2. 4>
P- Vi sited- Network-1D: other.net, "Visited network nunber 1"

4.4 The P-Access-Network-1nfo header

This section describes the P-Access-Network-1nfo header. This header
is useful in SIP-based networks that al so provide |ayer 2/layer 3
connectivity through different access technol ogies. SIP User Agents
may use this header to relay information about the access technol ogy
to proxies that are providing services. The serving proxy may then
use this information to optim ze services for the UA. For exanple, a
3GPP UA may use this header to pass informati on about the access
network such as radi o access technology and radio cell identity to
its honme service provider.

For the purpose of this extension, we define an access network as the
network providing the layer 2/layer 3 I P connectivity which in turn
provides a user with access to the SIP capabilities and services
provi ded.

In sone cases, the SIP server that provides the user with services

may wi sh to know i nformati on about the type of access network that
the UAis currently using. Sone services are nore suitable or |ess
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sui tabl e dependi ng on the access type, and sonme services are of nore
val ue to subscribers if the access network details are known by the
SI P proxy which provides the user with services.

In other cases, the SIP server that provides the user with services
may sinply wish to know crude |ocation information in order to
provide certain services to the user. For exanple, many of the

| ocati on based services available in wireless networks today require
the honme network to know the identity of the cell the user is being
served by.

Sone regul atory requirenents exist mandating that for cellular radio
systens, the identity of the cell where an energency call is
established is made available to the energency authorities.

The SIP server that provides services to the user may desire

know edge about the access network. This is achieved by defining a
new private SIP extension header, P-Access-Network-Info. This header
carries information relating to the access network between the UAC
and its serving proxy in the home networKk.

4.4.1 Applicability Statenment for the P-Access-Network-Info header

This mechanismis appropriate in environments where SIP services are
dependent on SIP el enments knowi ng details about the I P and | ower

| ayer technol ogi es used by a UA to connect to the SIP network.
Specifically, the extension requires that the UA know t he access
technology it is using, and that a proxy desires such information to
provi de services. Cenerally, SIPis built on the "Everything over IP
and | P over everything" principle, where the access technology is not
rel evant for the operation of SIP. Since SIP systens generally
shoul d not care or even know about the access technology, this SIP
extension is not for general SIP usage.

The information revealed in the P-Access-Network-Info header is
potentially very sensitive. Proper protection of this information
depends on the existence of specific business and security

rel ati onshi ps anpbngst the proxies that will see SIP nmessages
containing this header. 1t also depends on explicit know edge of the
UA of the existence of those relationships. Therefore, this
mechanismis only suitable in environnents where the appropriate

rel ationships are in place, and the UA has explicit know edge that
they exist.
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4.4.2 Usage of the P-Access-Network-Info header

VWhen a UA generates a SIP request or response which it knows is going
to be securely sent to its SIP proxy that is providing services, the
UA inserts a P-Access-Network-Info header into the SIP nessage. This
header contains information on the access network that the UA is
using to get I P connectivity. The header is typically ignored by

i ntermedi ate proxies between the UA and the SIP proxy that is

provi ding services. The proxy providing services can inspect the
header and make use of the information contained there to provide
appropri ate services, depending on the value of the header. Before
proxyi ng the request onwards, this proxy strips the header fromthe
message

4.4.2.1 UA behavi or

A UA that supports this extension and is willing to disclose the
rel ated parameters MAY insert the P-Access-Network-I1nfo header in any
SI P request or response.

The UA inserting this information MJST trust the proxy that is
providing services to protect its privacy by deleting the header
before forwardi ng the nessage outside of the proxy's donmain. This
proxy is typically located in the hone network.

In order to do the deletion of the header, there nust also be a
transitive trust in intermedi ate proxies between the UA and the proxy
that provides the services. This trust is established by business
agreenents between the hone network and the access network, and
general ly supported by the use of standard security nechanisms, e.g.,
| Psec, AKA, and TLS

4.4.2.2 Proxy behavi or

A proxy MUST NOT insert or nodify the value of the
P- Access- Net wor k- | nf o header.

A proxy which is providing services to the UA, nay act upon any
informati on present in the P-Access-Network-Info header value, if is
present, to provide a different service depending on the network or
the | ocation through which the UA is accessing the server. For
exampl e, for cellular radio access networks the SIP proxy located in
the hone network may use the cell IDto provide basic |localized
servi ces.

A proxy that provides services to the user, the proxy typically

|located in the home network, and therefore trusted, MJST del ete the
header when the SIP signaling is forwarded to a SIP server located in
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a non-trusted admninistrative network domain. The SIP server
providing services to the UA uses the access network information and
is of nointerest to other proxies located in different

admi ni strative domains.

4.5 The P-Chargi ng- Functi on- Addr esses header

3GPP has defined a distributed architecture that results in multiple
network entities becom ng involved in providing access and services.
There is a need to informeach SIP proxy involved in a transaction
about the common charging functional entities to receive the
generated chargi ng records or charging events.

The solution provided by 3GPP is to define two types of charging
functional entities: Charging Collection Function (CCF) and Event
Chargi ng Function (ECF). CCF is used for off-line charging (e.qg.,
for postpaid account charging). ECF is used for on-line charging
(e.g., for pre-paid account charging). There nay be nore than a
single instance of CCF and ECF in a network, in order to provide
redundancy in the network. In case there are nore than a single
instance of either the CCF or the ECF addresses, inplenentations
SHOULD attenpt sending the charging data to the ECF or CCF address,
starting with the first address of the sequence (if any) in the

P- Char gi ng- Functi on- Addresses header. The CCF and ECF addresses nay
be passed during the establishnent of a dialog or in a standal one
transaction. Myre detailed information about chargi ng can be found
in 3GPP TS 32.200 [16] and 3GPP TS 32.225 [17].

We define the SIP private header P-Charging-Function-Addresses. A
proxy MAY include this header, if not already present, in either the
initial request or response for a dialog, or in the request and
response of a standal one transaction outside a dialog. Only one

i nstance of the header MJST be present in a particular request or
response.

The nechani sns by which a SIP proxy collects the values to popul ate

t he P-Char gi ng- Functi on- Addr esses header val ues are outside the scope
of this docunent. However, as an exanple, a SIP proxy may have
preconfi gured these addresses, or may obtain them from a subscri ber
dat abase

4.5.1 Applicability Statement for the P-Chargi ng-Function- Addresses
header

The P- Char gi ng- Functi on- Addr esses header is applicable within a
single private adninistrative domain where coordination of charging
is required, for exanple, according to the architecture specified in
3GPP TS 32.200 [16].

Garcia-Martin, et. al. I nf or mat i onal [ Page 18]



RFC 3455 3GPP SI P P-Header Extensions January 2003

The P- Chargi ng- Functi on- Addr esses header is not included in a SIP
message sent outside of the own admi nistrative domain. The header is
not applicable if the adm nistrative domain does not provide a
chargi ng function.

The P- Chargi ng- Functi on- Addresses header is applicabl e whenever the
foll owi ng circunstances are net:

1. A UA sends a REG STER or dialog-initiating request (e.g., |INVITE)
or a standal one transaction request outside a dialog to a proxy
| ocated in the admi nistrative donmain of a private network.

2. Aregistrar, proxy or UAthat is located in the administrative
domai n of the private network wants to generate chargi ng records

3. Aregistrar, proxy or UAthat is located in the private network
has access to the addresses of the charging function entities for
t hat networKk.

4. There are other proxies located in the same administrative domain
of the private network, that are generated charging records or
charging events. The proxies want to send, by nmeans outside SIP
the charging information to the sane charging collecting entities
than the first proxy.

4.5.2 Usage of the P-Charging-Function-Addresses header

A SIP proxy that receives a SIP request nay insert a

P- Char gi ng- Functi on- Addr esses header prior to forwardi ng the request,
if the header was not already present in the SIP request. The header
val ue contains one or nore paraneters that contain the hostnanes or

| P addresses of the nodes that are willing to receive charging

i nformati on.

A SIP proxy that receives a SIP request that includes a

P- Char gi ng- Functi on- Addresses may use the hostnanmes or | P addresses
included in the value, as the destination of charging information or
charging events. The neans to send those charging information or
events are outside the scope of this docunent, and usually, do not
use SIP for that purpose.

4.5.2.1 Procedures at the UA
Thi s docunent does not specify any procedure at the UA, with regard

to the P-Chargi ng-Function- Addresses header. UAs need not understand
thi s header.
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However, it might be possible that a UAis located within the

adm ni strative domain of a private network (e.g., a PSTN gateway, or
conference mxer), and it may have access to the addresses of the
charging entities. 1In this cases, a UA MAY insert the

P- Char gi ng- Functi on- Addresses header in a SIP request or response
when the next hop for the nessage is a proxy located in the sane
adm ni strative domai n.

4.5.2.2 Procedures at the Proxy

A SIP proxy that supports this extension and receives a request or
response without the P-Charging-Function-Addresses MAY insert a

P- Char gi ng- Functi on- Addr esses header prior to forwardi ng the nmessage.
The header is populated with a list of the addresses of one or nore
charging entities where the proxy should send charging rel ated

i nformation.

If a proxy that supports this extension receives a request or
response with the P-Charging-Function-Addresses, it may retrieve the
informati on fromthe header value to use with application specific
logic, i.e., charging. |If the next hop for the message is within the
adm ni strative domain of the proxy, then the proxy SHOULD incl ude the
P- Char gi ng- Functi on- Addr esses header in the outbound nessage.

However, if the next hop for the nessage is outside the

adm ni strative domai n of the proxy, then the proxy MJST renove the

P- Char gi ng- Functi on- Addr esses header.

4.5.2.3 Exanpl es of Usage

We present exanple in the context of the scenario presented in the
foll owi ng network di agram

Scenari o UAL --- P1 --- P2 --- UA2

In the scenario we assune that P1 and P2 belong to the sane
admi ni strative donmain

The exanpl e bel ow shows the message sequence for an | NVITE
transaction originating fromUAl eventually arriving at UA2. Pl is
an outbound proxy for UAL. 1In this case P1 also inserts charging
information. Pl then routes the call via P2 to UA2.

Message sequence for |INVITE using P-Charging-Functi on- Addr esses:
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F1 Invite UAL -> P1
I NVI TE si p:ua2@onel.net SIP/2.0
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7
To: sip:ua2@onel. net
From sip:ual@onel. net;tag=456248
Call -1 D 843817637684230998sdasdh09
CSeq: 18 INVITE
Contact: sip:ual@92.0.2.4

F2 Invite P1 -> P2
I NVI TE si p: ua2@onel.net SIP/2.0
Via: SIP/2.0/UDP pl. honmel. net: 5060; br anch=z9hG4bK34ghi 7ab04
Via: SIP/2.0/UDP 192.0. 2. 4: 5060; br anch=z9hG4bKnashds7
To: sip:ua2@onel. net
From sip:ualhonel. net;tag=456248
Cal | -1 D: 843817637684230998sdasdh09
CSeq: 18 INVITE
Contact: sip:ual@92.0.2.4
P- Char gi ng- Functi on- Addresses: ccf=192.1.1.1; ccf=192.1.1.2;
ecf=192.1.1.3; ecf=192.1.1.4

Now both P1 and P2 are aware of the | P addresses of the entities that
collect charging record or charging events. Both proxies can send
the charging information to the sane entities.

4.6 The P-Chargi ng-Vector header

3GPP has defined a distributed architecture that results in nmultiple
network entities becom ng involved in providing access and servi ces.
Qperators need the ability and flexibility to charge for the access
and services as they see fit. This requires coordi nati on anong the
network entities (e.g., SIP proxies), which includes correlating
charging records generated fromdifferent entities that are rel ated
to the sane session.

The correlation information includes, but it is not linmted to, a
gl obal Il y uni que charging identifier that makes easy the billing
effort.

A charging vector is defined as a collection of charging information.
The charging vector may be filled in during the establishnent of a

di al og or standal one transaction outside a dialog. The infornation

i nside the charging vector may be filled in by multiple network
entities (including SIP proxies) and retrieved by multiple network
entities. There are three types of correlation information to be
transferred: the IMs Charging ldentity (1CID) value, the address of
the SIP proxy that creates the ICID value, and the Inter Operator
Identifiers (10).
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ICIDis a charging value that identifies a dialog or a transaction
outside a dialog. It is used to correlate charging records. 1CD
MJUST be a gl obally unique value. One way to achieve globally

uni queness is to generate the ICID using two conponents: a locally
uni que val ue and the host nane or | P address of the SIP proxy that
generated the |ocally unique val ue.

The 10 identifies both the originating and term nating networks
involved in a SIP dialog or transaction outside a dialog. There may
an | A generated fromeach side of the dialog to identify the network
associ ated with each side.

There is al so expected to be access network chargi ng i nformation,
whi ch consists of network specific identifiers for the access |eve
(e.g., UMIS radio access network or |IEEE 802.11b). The details of
the information for each type of network are not described in this
meno.

We define the SIP private header P-Charging-Vector. A proxy MAY
include this header, if not already present, in either the initia
request or response for a dialog, or in the request and response of a
st andal one transaction outside a dialog. Only one instance of the
header MJUST be present in a particular request or response.

The nechani sns by which a SIP proxy collects the values to popul ate
in the P-Charging-Vector are outside the scope of this docunent.

4.6.1 Applicability Statenent for the P-Chargi ng-Vector header

The P-Chargi ng-Vector header is applicable within a single private
adm ni strative donmain or between different adm nistrative domai ns
where there is a trust relationship between the domains.

The P-Chargi ng-Vector header is not included in a SIP nessage sent to
anot her network if there is no trust relationship. The header is not
applicable if the adm nistrative domai n nanages charging in a way
that does not require correlation of records frommultiple network
entities (e.g., SIP proxies).

The P- Chargi ng-Vector header is applicable whenever the follow ng
circunstances are net:

1. A UA sends a REG STER or dialog-initiating request (e.g., |INVITE)
or a standal one transaction request outside a dialog to a proxy
| ocated in the adm nistrative domain of a private network.

2. Aregistrar, proxy or UAthat is located in the admnistrative
domain of the private network wants to generate charging records
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3. Aproxy or UAthat is located in the adm nistrative domain of the
private network has access to the charging correlation information
for that network

4. Optionally, a registrar, proxy or UAthat is part of a second
adm ni strative donain in another private network, whose SIP
request and responses are traversed through, en-route to the first
private network, wants to generate charging records and correl ate
those records with those of the first private network. This
assunes that there is a trust rel ationship between both private
net wor ks.

4.6.2 Usage of the P-Charging-Vector header

The P- Chargi ng-Vector header is used to convey charging rel ated
i nformati on, such as the globally unique I M5 charging identifier
(1A D) val ue.

Typically, a SIP proxy that receives a SIP request that does not
contain a P-Charging-Vector header may insert it, with those
paraneters that are available at the SIP proxy.

A SIP proxy that receives a SIP request that contains a
P- Char gi ng- Vect or header may use the val ues, such as the globally
unique ICID, to produce chargi ng records.

4.6.2.1 Procedures at the UA

Thi s docunent does not specify any procedure at the UA, with regard
to the P-Chargi ng-Vector header. UAs need not understand this
header .

4.6.2.2 Procedures at the Proxy

A SIP proxy that supports this extension and receives a request or
response without the P-Charging-Vector header MAY insert a

P- Char gi ng- Vect or header prior to forwardi ng the nessage. The header
is populated with one ore nmore paraneters, as described in the
syntax, including but not limted to, a globally unique charging
identifier.

If a proxy that supports this extension receives a request or
response with the P-Charging-Vector header, it may retrieve the
informati on fromthe header value to use with application specific
logic, i.e., charging. |If the next hop for the message is within the
trusted domai n, then the proxy SHOULD i ncl ude the P-Chargi ng-Vector
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header in the outbound nessage. |f the next hop for the nessage is
outside the trusted domain, then the proxy MAY renpve the
P- Char gi ng- Functi on- Addr esses header.

Per | ocal application specific |ogic, the proxy MAY nodify the
contents of the P-Charging-Vector header prior to sending the
nessage.

4.6. 2.3 Exanpl es of Usage

We present exanple in the context of the scenario presented in the
foll owi ng network di agram

Scenari o UAL --- P1 --- P2 --- UA2

Thi s exanpl e shows the nessage sequence for an I NVITE transaction
originating fromUALl eventually arriving at UA2. Pl is an outbound
proxy for UAL. In this case Pl also inserts charging information.
P1 then routes the call via P2 to UA2.

Message sequence for |INVITE using P-Charging-Vector:

F1 Invite UA1 -> P1
I NVI TE si p:j oe@xanple.com SIP/2.0
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7
To: sip:joe@xanpl e.com
From sip:ual@onel. net;tag=456248
Cal |l -1 D: 843817637684230998sdasdh09
CSeq: 18 INVITE
Contact: sip:ual@92.0

F2 Invite P1 -> P2
I NVI TE si p:j oe@xanpl e.com SIP/2.0
Via: SIP/2.0/UDP P1. honel. net: 5060; branch=z9hG4bK34ghi 7a
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7
To: sip:joe@xanple.com
From sip:ual@onel. net;tag=456248
Call -1 D: 843817637684230998sdasdh09
CSeq: 18 INVITE
Contact: sip:ual@?92.0.2.4
P- Char gi ng- Vector: icid-val ue=1234bc9876e;
i ci d-gener at ed- at =192. 0. 6. 8;
ori g-i oi =honel. net
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5. Formal Syntax

Al'l of the nechanisns specified in this document are described in
bot h prose and an augnented Backus-Naur Form (BNF) defined in RFC
2234 [3]. Further, several BNF definitions are inherited fromSIP

and are not repeated here. Inplementors need to be famliar with the
notation and contents of SIP [1] and RFC 2234 [3] to understand this
docunent .

5.1 P-Associ at ed- URI header syntax
The syntax of the P-Associated-UR header is described as foll ows:

P- Associ at ed- URI = "P-Associ at ed- URI " HCOLON
(p-aso-uri-spec)

*( COWA p-aso-uri-spec)
nane- addr *(SEM ai - param
generi c- param

p- aso-uri-spec
ai - param

5.2 P-Call ed-Party-1D header syntax
The syntax of the P-Called-Party-1D header is described as follows:

P-Cal | ed-Party-1D

"P-Cal |l ed-Party-1 D' HCOLON
call ed-pty-id-spec

nane- addr *(SEM cpi d- param
generi c- param

call ed-pty-id-spec
cpi d- param

5.3 P-Visited- Network-1D header syntax

The syntax of the P-Visited-Network-1D header is described as
fol | ows:

P-Visited-Network-1D = "P-Visited-Network-1D'" HCOLON
vnet wor k- spec
*( COWWA vnet wor k- spec)

(token / quoted-string)
*(SEM vnet wor k- par am

generi c- param

vnet wor k- spec

vnet wor k- par am
5.4 P-Access- Networ k-1 nfo header syntax

The syntax of the P-Access-Network-1nfo header is described as
fol | ows:

"P- Access- Net wor k- | nf 0" HCOLON
access- net - spec
access-type *(SEM access-info)

P- Access- Net wor k-1 nfo

access- net - spec
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access-type

access-info

exf[ ensi on-access-info
cgi - 3gpp

utran-cel |l -id-3gpp

The access-info may contain
access network. The values for "cgi-3gpp" and "utran-cell-id-3gpp"
are defined in 3GPP TS 24.229 [15].

"| EEE- 802. 11a" / "I EEE-802.11b" /
"3GPP- GERAN' / " 3GPP- UTRAN- FDD" /
" 3GPP- UTRAN- TDD" /

" 3GPP- CDMA2000" / token

cgi-3gpp / utran-cell-id-3gpp /
ext ensi on-access-info

gen-val ue

"cgi - 3gpp" EQUAL

(token / quoted-string)
"utran-cel |l -id-3gpp" EQUAL

(token / quoted-string)

additional information relating to the

5.5 P-Chargi ng- Functi on- Addr esses header syntax

The syntax for the P-Charging-Function-Addresses header is described

as foll ows:
P- Char gi ng- Addr
char ge- addr - par ans
ccf

ecf

5.6 P-Chargi ng- Vect or header

S

" P- Char gi ng- Functi on- Addr esses" HCOLON
char ge- addr - par ans

*(SEM char ge- addr - par ans)

ccf / ecf / generic-param

"ccf" EQUAL gen-val ue

"ecf" EQUAL gen-val ue

ynt ax

The syntax for the P-Charging-Vector header is described as

fol |l ows:
P- Char gi ng- Vect or

char ge- par ans

i ci d-val ue

i ci d- gen-addr
orig-ioi
termioi

" P- Char gi ng- Vector"” HCOLON i ci d-val ue
*( SEM char ge- par ans)

i cid-gen-addr / orig-ioi /

termioi / generic-param

"icid-value" EQUAL gen-val ue
"icid-generated-at” EQUAL host
"orig-ioi" EQUAL gen-val ue

"termioi" EQUAL gen-val ue

The P-Chargi ng-Vector contains icid-value nandatory paranmeter. The
icid-value represents the I M5 charging I D, and contains an identifier
used for correlating charging records and events. The first proxy
that receives the request generates this val ue.
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The icid-gen-addr paraneter contains the host nanme or | P address of
the proxy that generated the icid-val ue.

The orig-ioi and termioi paraneters represent, respectively, the
originating and termnating interoperator identifiers. They are used
to correlate charging records between different operators. The
originating ioi represents the network responsible for the charging
records in the originating part of the session or standal one request.
Simlarly, the termnating ioi represents the network responsible for

the charging records in the termnating part of the session or
st andal one request.

5.7 Tabl e of new headers

Table 1 extends the headers defined in this docunent to Table 2 in
SIP [1], section 7.1 of the SIP-specific event notification [6],
tables 1 and 2 in the SIP INFO nethod [8], tables 1 and 2 in
Reliability of provisional responses in SIP[7], tables 1 and 2 in
the SI P UPDATE nmethod [9], tables 1 and 2 in the SIP extension for
I nstant Messaging [10], and table 1 in the SIP REFER nethod [11]:

Header field where proxy ACK BYE CAN I NV OPT REG
P- Associ at ed- UR 2XX - - - - - 0
P-Cal | ed-Party-1D R anr - - - o] o] -
P- Vi sited- Network-1D R ad - - - o] o] o]
P- Access- Net wor k-1 nfo dr - 0 - 0 0 0
P- Char gi ng- Vect or adnr - 0 - 0 0 0
P- Char gi ng- Functi on- adr - 0 - 0 0 0
Addr esses
Header field SUB NOT PRA | NF UPD MSG REF
P- Associ at ed- UR - - - - - - -
P-Cal | ed-Party-1D 0 - - - - 0 0
P- Vi si t ed- Net work-1D 0 - - - - 0 0
P- Access- Net wor k- I nf o 0 0 0 0 0 0 o]
P- Char gi ng- Vect or 0 0 0 0 0 0 0
P- Char gi ng- Functi on- 0 0 0 0 0 0 0

Addr esses

Table 1. Header field support
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6. Security Considerations
6.1 P-Associ at ed- UR

The information returned in the P-Associated-URl header is not viewed
as particularly sensitive. Rather, it is sinply informational in
nature, providing openness to the UACwith regard to the automatic
association performed by the registrar. |If end-to-end protection is
not used at the SIP layer, it is possible for proxies between the
registrar and the UA to nodify the contents of the header val ue.

This attack, while potentially annoying, should not have significant

i npacts.

The | ack of encryption, either end-to-end or hop-by-hop, may lead to
| eak sone privacy regarding the list of authorized identities. For

i nstance, a user who registers an address-of-record of

si p: user 1@xanpl e. com nay get another SIP URI associated as
sip:first.|last @xanple.comreturned in the P-Associated-UR header
val ue. An eavesdropper could collect this information. |f the user
does not want to disclose the associated URI's, the eavesdropper could
have gain access to private URIs. Therefore it is RECOVWENDED t hat
this extension is used in a secured environnent, where encryption of
SI P nessages is provided either end-to-end or hop-by-hop

6.2 P-Called-Party-1D

Due to the nature of the P-Called-Party-1D header, this header does
not introduce any significant security concern. It is possible for
an attacker to nodify the contents of the header. However, this
nmodi fication will not cause any harmto the session establishnent.

An eavesdropper may collect the list of identities a user is
registered. This may have privacy inplications. To mitigate this
problem this extension SHOULD only be used in a secured environnent,
where encryption of SIP nessages is provided either end-to-end or
hop- by- hop.

6.3 P-Visited-Network-1D

The P-Visited-Network-1D header assunmes that there is trust

rel ati onshi p between a hone network and one or nore transited visited
networks. It is possible for other proxies between the proxy in the
visited network that inserts the header, and the registrar or the
honme proxy, to nodify the value of P-Visited-Network-1D header.
Therefore intermediaries participating in this mechani sm MIST apply a
hop- by-hop integrity protection mechani smsuch us |Psec or other
avai | abl e nechanisns in order to prevent such attacks.
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6.4 P-Access- Networ k-1 nfo

A Trust Domain is formally defined in the Short termrequirenents for
Net work Asserted ldentity [13] docunent. For the purpose of this
docunment, we refer to the 3GPP trust domain as the collection of SIP
proxi es and application servers that are operated by a 3GPP network
operator and are conpliant with the requirenents expressed in 3GPP TS
24.229 [15].

Thi s extension assunes that the access network is trusted by the UA
(because the UA's hone network has a trust relationship with the
access network), as described earlier in this docunent.

Thi s extension assunes that the informati on added to the header by
the UAC should be sent only to trusted entities and shoul d not be
used outside of the trusted adm nistrative network domain.

The SIP proxy that provides services to the user, utilizes the
informati on contained in this header to provide additional services
and UAs are expected to provide correct information. However, there
are no security problens resulting froma UA inserting incorrect
informati on. Networks providing services based on the infornmation
carried in the P-Access-Network-1nfo header will therefore need to
trust the UA sending the information. A rogue UA sending false
access network information will do no nore harmthan to restrict the
user fromusing certain services.

The nmechani sm provided in this docunent is designed primarily for
private systens |like 3GPP. Mst security requirenents are net by way
of private standardi zed sol utions.

For instance, 3GPP will use the P-Access-Network-Info header to carry
relatively sensitive information like the cell ID. Therefore the
i nformati on MUST NOT be sent outside of the 3GPP domain.

The UAis aware - if it is a 3GPP UA - that it is operating within a
trusted domai n.

The 3GPP UA is aware of whether or not a secure association to the
honme network domain for transporting SIP signaling, is currently
avai l abl e, and as such the sensitive information carried in the

P- Access- Net wor k- I nfo header SHOULD NOT be sent in any initial
unaut henti cated and unprotected requests (e.g., REGQ STER)

Any UA that is using this extension and is not part of a private
trusted domai n shoul d not consider the nechani sm as secure and as
such SHOULD NOT send sensitive information in the

P- Access- Net wor k- | nf o header.
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Any proxy that is operating in a private trust domain where the

P- Access- Networ k-1 nfo header is supported is required to delete the
header, if it is present, fromany nmessage prior to forwarding it
outside of the trusted domain.

Therefore, a network that requires its UAto send information in the
P- Access- Net wor k-1 nf o header nmust ensure that either that information
is not of a sensitive nature or that the information i s not sent
outside of the trust domain.

A proxy receiving a nessage containing the P-Access-Network-Info
header froma non-trusted entity is not able to guarantee the
validity of the contents.

6.5 P-Chargi ng- Functi on- Addr esses

It is expected as nornal behavior that proxies within a cl osed
network will modify the val ues of the P-Charging-Function-Addresses
and insert it into a SIP request or response. However, these proxies
that share this informati on MJUST have a trust relationship.

If an untrusted entity were inserted between trusted entities, it
could potentially substitute a different charging functi on address.
Therefore, an integrity protection nechani smsuch as | Psec or other
avai | abl e mechani sms MJUST be applied in order to prevent such
attacks. Since each trusted proxy nmay need to view or nodify the
val ues in the P-Charging-Function- Addresses header, the protection
shoul d be applied on a hop-by-hop basis.

6. 6 P-Chargi ng- Vect or

It is expected as normal behavior that proxies within a cl osed
network will mnodify the values of the P-Charging-Vector and insert it
into a SIP request or response. However, these proxies that share
this informati on MUST have a trust rel ationship.

If an untrusted entity were inserted between trusted entities, it
could potentially interfere with the charging correl ati on mechani sm
Therefore, an integrity protecti on nechani smsuch as | Psec or other
avai | abl e nechani sns MJUST be applied in order to prevent such
attacks. Since each trusted proxy nay need to view or nodify the
val ues in the P-Charging-Vector header, the protection should be
appl i ed on a hop-by-hop basi s.

7. | ANA Consi derations

Thi s docunent defines several private SIP extension header fields
(beginning with the prefix "P-" ).
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These extension headers have been included in the registry of SIP
header fields defined in SIP [1]. Expert review as required for this
process was provided by the SIP Wrking G oup.

The foll owi ng extensions are registered as private extensi on header

fields:

RFC Nunber : RFC3455

Header Field Nane: P-Associated-URl
Conpact Form none

RFC Number : RFC3455

Header Field Nane: P-Called-Party-1D
Conpact Form none

RFC Nunber : RFC3455

Header Field Nane: P-Visited-Network-1D
Conpact Form none

RFC Number : RFC3455

Header Field Nane: P-Access-Network-1nfo
Conmpact Form none

RFC Numnber : RFC3455

Header Field Nane: P-Charging-Function-Addresses
Conmpact Form none

RFC Nunber : RFC3455

Header Field Nane: P-Charging-Vector
Conpact Form none
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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