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Abst ract

This menmo describes the use of Forward Error Correction (FEC) codes
to efficiently provide and/or augnment reliability for one-to-many
reliable data transport using IP nulticast. One of the key
properties of FEC codes in this context is the ability to use the
sane packets containing FEC data to sinultaneously repair different
packet |oss patterns at multiple receivers. Different classes of FEC
codes and sone of their basic properties are described and
term nol ogy relevant to inplenenting FEC in a reliable nulticast
protocol is introduced. Exanples are provided of possible abstract
formats for packets carrying FEC
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1. Rationale and Overview

There are many ways to provide reliability for transm ssion
protocols. A common method is to use ARQ automatic request for
retransmssion. Wth ARQ receivers use a back channel to the sender
to send requests for retransm ssion of |ost packets. ARQ works well
for one-to-one reliable protocols, as evidenced by the pervasive
success of TCP/IP. ARQ has al so been an effective reliability too
for one-to-many reliability protocols, and in particular for sone
reliable IP nulticast protocols. However, for one-to-very-nmany
reliability protocols, ARQ has limtations, including the feedback

i mpl osi on probl em because many receivers are transmtting back to the
sender, and the need for a back channel to send these requests from
the receiver. Another limtation is that receivers nay experience
different | oss patterns of packets, and thus receivers may be del ayed
by retransmi ssion of packets that other receivers have | ost that but
they have already received. This may al so cause wasteful use of
bandwi dth used to retransmt packets that have al ready been received
by many of the receivers.

In environnents where ARQ is either costly or inpossible because
there is either a very limted capacity back channel or no back
channel at all, such as satellite transm ssion, a Data Carouse
approach to reliability is sonetinmes used [1]. Wth a Data Carousel,
the sender partitions the object into equal |ength pieces of data,
whi ch we hereafter call source synbols, places theminto packets, and
then continually cycles through and sends these packets. Receivers
continually receive packets until they have received a copy of each
packet. Data Carousel has the advantage that it requires no back
channel because there is no data that flows fromreceivers to the
sender. However, Data Carousel also has limtations. For exanple,
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if a receiver loses a packet in one round of transm ssion it nust
wait an entire round before it has a chance to receive that packet
again. This may al so cause wasteful use of bandw dth, as the sender
continually cycles through and transmts the packets until no
receiver is mssing a packet.

Forward Error Correction (FEC) codes provide a reliability nmethod
that can be used to augment or replace other reliability methods,
especially for one-to-many reliability protocols such as reliable IP
multicast. W first briefly review sone of the basic properties and
types of FEC codes before reviewing their uses in the context of
reliable IP multicast. Later, we provide a nore detail ed description
of some of FEC codes

In the general literature, FEC refers to the ability to overcone both
erasures (losses) and bit-level corruption. However, in the case of
an | P nulticast protocol, the network layers will detect corrupted
packets and discard themor the transport |ayers can use packet

aut hentication to discard corrupted packets. Therefore the primary
application of FEC codes to IP nmulticast protocols is as an erasure
code. The payl oads are generated and processed using an FEC erasure
encoder and objects are reassenbled fromreception of packets

contai ning the generated encodi ng using the correspondi ng FEC erasure
decoder.

The input to an FEC encoder is sone nunber k of equal |ength source
synmbols. The FEC encoder generates sonme nunber of encoding symnbols
that are of the sane length as the source synbols. The chosen | ength
of the synbols can vary upon each application of the FEC encoder, or
it can be fixed. These encoding synbols are placed into packets for
transm ssion. The nunber of encoding synbols placed into each packet
can vary on a per packet basis, or a fixed nunber of synbols (often
one) can be placed into each packet. Also, in each packet is placed
enough information to identify the particul ar encodi ng synbol s
carried in that packet. Upon receipt of packets containing encoding
synbol s, the receiver feeds these encoding synbols into the
correspondi ng FEC decoder to recreate an exact copy of the k source
synmbols. ldeally, the FEC decoder can recreate an exact copy from
any k of the encodi ng synbol s.

In a later section, we describe a technique for using FEC codes as
descri bed above to handl e bl ocks with variable | ength source synbol s.

Bl ock FEC codes work as follows. The input to a bl ock FEC encoder is
k source synbols and a nunber n. The encoder generates a total of n
encodi ng synbols. The encoder is systematic if it generates n-k

redundant synbol s yiel ding an encodi ng bl ock of n encoding synbols in
total conposed of the k source synbols and the n-k redundant synbols.
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A bl ock FEC decoder has the property that any k of the n encoding
synmbols in the encoding block is sufficient to reconstruct the
original k source synbols.

Expandabl e FEC codes work as follows. An expandabl e FEC encoder
takes as input k source synbols and generates as many uni que encodi ng
synbol s as requested on demand, where the anount of time for
generati ng each encodi ng synbol is the same independent of how nmany
encodi ng synbol s are generated. An expandabl e FEC decoder has the
property that any k of the unique encoding synbols is sufficient to
reconstruct the original k source synbols.

The above definitions explain the ideal situation when the reception
of any k encoding synmbols is sufficient to recover the k source
synmbol s, in which case the reception overhead is 0% For sone
practical FEC codes, slightly nore than k encodi ng synbol s are needed
to recover the k source synbols. |If k*(1l+ep) encodi ng synbols are
needed, we say the reception overhead is ep*100% e.g., if k*1.05
encodi ng synbol s are needed then the reception overhead is 5%

Along a different dinmension, we classify FEC codes | oosely as being
either small or large. A small FEC code is efficient in terns of
processing tinme requirenments for encoding and decoding for snall

val ues of k, and a large FEC code is efficient for encoding and
decoding for much large values of k. There are inplenentations of

bl ock FEC codes that have encoding times proportional to n-k tines
the length of the k source synbols, and decoding times proportiona
to |l tinmes the length of the k source synbols, where | is the nunber
of m ssing source synbols anbng the k recei ved encodi ng synbol s and
can be as large as k. Because of the growh rate of the encodi ng and
decoding times as a product of k and n-k, these are typically
considered to be small bl ock FEC codes. There are bl ock FEC codes
with a small reception overhead that can generate n encodi ng synbol s
and can decode the k source synbols in tinme proportional to the

| ength of the n encoding synbols. These codes are considered to be
| arge bl ock FEC codes. There are expandabl e FEC codes with a small
reception overhead that can generate each encoding synbol in tine
roughly proportional to its length, and can decode all k source
synmbols in time roughly proportional to their Iength. These are
considered to be | arge expandabl e FEC codes. W descri be exanpl es of
all of these types of codes |ater

I deally, FEC codes in the context of IP nulticast can be used to
generate encodi ng synbols that are transmtted in packets in such a
way that each received packet is fully useful to a receiver to
reassenbl e the object regardl ess of previous packet reception
patterns. Thus, if sone packets are lost in transit between the
sender and the receiver, instead of asking for specific
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retransm ssion of the |lost packets or waiting till the packets are
resent using Data Carousel, the receiver can use any other subsequent
equal nunber of packets that arrive to reassenble the object. These
packets can either be proactively transnmtted or they can be
explicitly requested by receivers. This inplies that the sanme packet
is fully useful to all receivers to reassenble the object, even
though the receivers nmay have previously experienced different packet
| oss patterns. This property can reduce or even elimnate the

probl ens nenti oned above associated with ARQ and Data Carousel and
thereby dramatically increase the scalability of the protocol to
orders of nmgnitude nore receivers

1.1. Application of FEC codes

For some reliable IP nulticast protocols, FEC codes are used in
conjunction with ARQto provide reliability. For exanple, a |arge
obj ect could be partitioned into a nunber of source bl ocks consisting
of a small nunber of source synbols each, and in a first round of
transm ssion all of the source synbols for all the source bl ocks
could be transmtted. Then, receivers could report back to the
sender the nunber of source synbols they are m ssing from each source
bl ock. The sender could then conmpute the maxi mum nunber of m ssing
source synbols fromeach source bl ock anong all receivers. Based on
this, a small block FEC encoder could be used to generate for each
source bl ock a nunber of redundant synmbols equal to the conputed
maxi mum nunber of m ssing source synbols fromthe bl ock anmong al
receivers, as long as this maxi mum maxi mum for each bl ock does not
exceed the nunber of redundant synbols that can be generated
efficiently. In a second round of transm ssion, the server would
then send all of these redundant synbols for all blocks. In this
example, if there are no losses in the second round of transni ssion
then all receivers will be able to recreate an exact copy of each
original block. 1In this case, even if different receivers are

m ssing different synbols in different blocks, transmtted redundant
synbols for a given block are useful to all receivers m ssing synbols
fromthat block in the second round.

For other reliable I P nmulticast protocols, FEC codes are used in a
Data Carousel fashion to provide reliability, which we call an FEC
Data Carousel. For exanple, an FEC Data Carousel using a |large bl ock
FEC code could work as follows. The |arge block FEC encoder produces
n encodi ng synbols considering all the k source synbols of an object
as one bl ock. The sender cycles through and transmits the n encoding
synmbol s in packets in the same order in each round. An FEC Data
Carousel can have much better protection against packet |oss than a
Data Carousel. For exanple, a receiver can join the transm ssion at
any point in tinme, and, as long as the receiver receives at least k
encodi ng synbol s during the transm ssion of the next n encoding
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synmbol s, the receiver can conpletely recover the object. This is
true even if the receiver starts receiving packets in the niddle of a
pass through the encodi ng synbols. This nethod can al so be used when
the object is partitioned into blocks and a short block FEC code is
applied to each block separately. In this case, as we explain in
nmore detail below, it is useful to interleave the synbols fromthe
different bl ocks when they are transnitted.

Si nce any nunber of encodi ng synbols can be generated using an
expandabl e FEC encoder, reliable I P nulticast protocols that use
expandabl e FEC codes generally rely solely on these codes for
reliability. For exanple, when an expandable FEC code is used in a
FEC Data Carousel application, the encodi ng packets never repeat, and
thus any k of the encoding synbols in the potentially unbounded
nunber of encoding synbols are sufficient to recover the original k
source synbol s.

For additional reliable IP nmulticast protocols, the nethod to obtain
reliability is to generate enough encodi ng synbols so that each
encodi ng synbol is transmtted only once (at nost). For exanple, the
sender can decide a priori how many encoding synbols it wll

transmt, use an FEC code to generate that nunber of encoding synbols
fromthe object, and then transmt the encodi ng synbols to al
receivers. This nethod is applicable to stream ng protocols, for
exanpl e, where the streamis partitioned into objects, the source
synmbol s for each object are encoded into encoding synmbols using an
FEC code, and then the sets of encoding synbols for each object are
transmtted one after the other using IP multicast.

FEC Codes
1. Sinple codes

There are sone very sinple codes that are effective for repairing
packet | oss under very low |l oss conditions. For exanple, to provide
protection froma single loss is to partition the object into fixed
size source synbols and then add a redundant synmbol that is the
parity (XOR) of all the source synbols. The size of a source synbo
is chosen so that it fits perfectly into the payl oad of a packet,

i.e. if the packet payload is 512 bytes then each source synbol is
512 bytes. The header of each packet contains enough infornmation to
identify the payload. This is an exanple of encoding synbol ID. The
encodi ng synbol IDs can consist of two parts in this exanple. The
first part is an encoding flag that is equal to 1 if the encoding
synmbol is a source synbol and is equal to O if the encoding symnmbol is
a redundant synbol. The second part of the encoding synbol IDis a
source synbol IDif the encoding flag is 1 and a redundant synbol ID
if the encoding flag is 0. The source synbol IDs can be nunbered
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fromO to k-1 and the redundant symbol ID can be 0. For exanple, if
the object consists of four source synbols that have values a, b, c
and d, then the value of the redundant symbol is e = a XOR b XOR ¢
XOR d. Then, the packets carrying these synbols | ook I|ike:

(2, 0: &, (1, 1. b), (1, 2: ¢), (1, 3: d), (0, 0: e).

In this exanple, the encoding synmbol ID consists of the first two
val ues, where the first value is the encoding flag and the second
value is either a source synbol ID or the redundant synbol ID. The
portion of the packet after the colon is the value of the encoding
synbol. Any single source synbol of the object can be recovered as
the parity of all the other synmbols. For exanple, if packets

(2, 0: &, (1, 1: b), (1, 3: d), (0, 0: e)

are received then the m ssing source synbol value with source synbol
ID = 2 can be recovered by conputing a XOR b XCR d XOR e = c.

Anot her way of form ng the encoding synmbol IDis to |let val ues
0,...,k-1 correspond to the k source synbols and val ue k correspond
to the redundant synbol that is the XOR of the k source synbols.

When the nunber of source synbols in the object is large, a sinple

bl ock code variant of the above can be used. |In this case, the
source synbols are grouped together into source bl ocks of some number
k of consecutive synbols each, where k may be different for different
bl ocks. [If a block consists of k source synbols then a redundant
synbol is added to form an encodi ng bl ock consisting of k+1 encodi ng
synbols. Then, a source block consisting of k source synbols can be
recovered fromany k of the k+1 encoding synbols fromthe associated
encodi ng bl ock.

Slightly nore sophisticated ways of addi ng redundant synbols using
parity can al so be used. For exanple, one can group a bl ock
consisting of k source synbols in an object into a p x p square
matrix, where p = sqrt(k). Then, for each row a redundant synbol is
added that is the parity of all the source synmbols in the row.
Simlarly, for each colum a redundant synbol is added that is the
parity of all the source synbols in the colum. Then, any row of the
matri x can be recovered fromany p of the p+1 synbols in the row, and
simlarly for any colum. Hi gher dinensional product codes using
this techni que can al so be used. However, one nust be wary of using
these constructions w thout some thought towards the possible |oss
patterns of synbols. Ideally, the property that one would like to
obtain is that if k source synbols are encoded into n encoding
synbol s (the encodi ng synbol s consist of the source synbols and the
redundant synbols) then the k source synbols can be recovered from
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any k of the n encoding synbols. Using the sinple constructions
descri bed above does not yield codes that come close to obtaining
this ideal behavior.

2.2. Small bl ock FEC codes

Reliable IP nulticast protocols may use a block (n, k) FEC code [2].
For such codes, k source synbols are encoded into n > k encodi ng
synmbol s, such that any k of the encodi ng synbols can be used to
reassenbl e the original k source synbols. Thus, these codes have no
reception overhead when used to encode the entire object directly.

Bl ock codes are usually systematic, which neans that the n encodi ng
synmbol s consi st of the k source synbols and n-k redundant symnbols
generated fromthese k source synbols, where the size of a redundant

synmbol is the same as that for a source synmbol. For exanple, the
first sinple code (XOR) described in the previous subsection is a
(k+1, k) code. 1In general, the freedomto choose n larger than k+1

is desirable, as this can provide much better protection against

| osses. A popul ar exanple of these types of codes is a class of
Reed- Sol onon codes, which are based on al gebraic nethods using finite
fields. Inplenmentations of (n, k) FEC erasure codes are efficient
enough to be used by personal conputers [16]. For exanple, [15]
descri bes an inplenentation where the encodi ng and decodi ng speeds
decay as Cj, where the constant Cis on the order of 10 to 80
Moyt es/ second for Pentium cl ass nachines of various vintages and j is
upper bounded by m n(k, n-k).

In practice, the values of k and n nust be small (for exanple bel ow
256) for such FEC codes as | arge val ues make encodi ng and decodi ng
prohibitively expensive. As many objects are |onger than k synbols
for reasonabl e values of k and the synbol length (e.g. larger than 16
kil obyte for k = 16 using 1 kil obyte symnmbols), they can be divided
into a nunber of source blocks. Each source block consists of some
nunber k of source synbols, where k may vary between different source
bl ocks. The FEC encoder is used to encode a k source synbol source
block into a n encodi ng synbol encodi ng bl ock, where the nunber n of
encodi ng synbols in the encodi ng bl ock may vary for each source

bl ock. For a receiver to conpletely recover the object, for each
source bl ock consisting of k source synbols, k distinct encoding
synbols (i.e., with different encoding synbol 1Ds) nust be received
fromthe correspondi ng encodi ng bl ock. For sone encodi ng bl ocks,
nmore encodi ng synbols may be received than there are source synbols
in the correspondi ng source bl ock, in which case the excess encoding
synmbol s are discarded. An exanple encoding structure is shown in
Figure 1.
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Figure 1. The encoding structure for an object divided into two
source bl ocks consisting of 8 source synbols each, and the FEC
encoder is used to generate 2 additional redundant synbols (10
encodi ng synbols in total) for each of the two source bl ocks.

In many cases, an object is partitioned into equal |ength source

bl ocks each consisting of k contiguous source synbols of the object,
i.e., block c consists of the range of source synmbols [ck, (c+1)k-1].
This ensures that the FEC encoder can be optim zed to handle a
particul ar nunmber k of source synbols. This also ensures that nenory
references are | ocal when the sender reads source synbols to encode,
and when the receiver reads encodi ng synbols to decode. Locality of
reference is particularly inmportant when the object is stored on
disk, as it reduces the disk seeks required. The bl ock nunmber and
the source synbol IDwithin that block can be used to uniquely
specify a source synbol within the object. If the size of the object
is not a nultiple of k source synmbols, then the |ast source bl ock
will contain less than k synbols.

The bl ock nunbers can be nunbered consecutively starting from zero
Encodi ng synbols within a block can be uniquely identified by an
encodi ng synbol ID. One way of identifying encoding synbols within a
block is to use the conbination of an encoding flag that identifies
the synbol as either a source synbol or a redundant synbol together
with either a source synbol ID or a redundant synmbol I1D. For

exanpl e, an encoding flag value of 1 can indicate that the encoding
synbol is a source synbol and O can indicate that it is a redundant
synbol. The source synbol IDs can be nunbered fromO to k-1 and the
redundant synbol |Ds can be nunbered fromO to n-k-1
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2. 3.

Lub

For exanple, if the object consists 10 source synbols with values a,
b, ¢, d, e, f, g, h, i, and j, and k =5 and n = 8, then there are
two source bl ocks consisting of 5 synbols each, and there are two
encodi ng bl ocks consisting of 8 synbols each. Let p, q and r be the
val ues of the redundant synbols for the first encodi ng bl ock, and | et
X, y and z be the values of the redundant synbols for the second
encodi ng bl ock. Then the encodi ng synbols together with their
identifiers are

(0, 1, 0: a), (0, 1, 1: b), (0, 1, 2: ¢), (0, 1, 3: d), (0, 1, 4: e),
(0, 0, 0: p, (0, O, 1: ), (0, O, 2: r),
(2, 1, o: f), (1, 1, 1. @), (1, 1, 2: h), (1, 1, 3: i), (1, 1, 4: j),
(1, 0, 0: x), (1, o, 1: vy), (1, 0, 2: 2).

In this example, the first value identifies the bl ock nunber and the
second two val ues together identify the encodi ng synbol within the

bl ock, i.e, the encoding synbol |ID consists of the encoding flag
together with either the source synbol ID or the redundant symnbol 1D
dependi ng on the value of the encoding flag. The value of the
encodi ng synbol is witten after the colon. Each block can be
recovered fromany 5 of the 8 encodi ng synbols associated with that
bl ock. For exanple, reception of

(0, 1, 1. b, (0, 1, 2: ¢), (0, 1, 3: d, (0, 0, 0: p), (0, 0, 1: q)
is sufficient to recover the first source block, and reception of

(2, 1, o: f), (1, 1, 1: g), (1, O, O: x), (1, O, 1. vy), (1, O, 2: 2)
is sufficient to recover the second source bl ock

Anot her way of uniquely identifying encoding synmbols within a bl ock
is tolet the encoding synbol IDs for source symbols be O,...,k-1 and
to let the encoding synbol IDs for redundant synbols be k,...,n-1

Large bl ock FEC codes

Tornado codes [12], [13], [10], [11], [9] are large bl ock FEC codes
that provide an alternative to small bl ock FEC codes. An (n, k)
Tornado code requires slightly nore than k out of n encoding synbols
to recover k source synbols, i.e., there is a small reception
overhead. The benefit of the small cost of non-zero reception
overhead is that the value of k may be on the order of tens of
thousands and still the encoding and decoding are efficient. Because
of menory considerations, in practice the value of nis restricted to
be a small multiple of k, e.g., n = 2k. For exanple, [4] describes
an i npl enmentation of Tornado codes where the encodi ng and decodi ng
speeds are tens of negabytes per second for Pentium class nmachi nes of
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various vintages when k is in the tens of thousands and n = 2k. The
reception overhead for such values of k and n is in the 5-10% range.
Tornado codes require a | arge anmount of out of band information to be
communi cated to all senders and receivers for each different object

| ength, and require an anount of nenory on the encoder and decoder
which is proportional to the object length tines 2n/Kk.

Tornado codes are designed to have | ow recepti on overhead on average
with respect to reception of a random portion of the encoding
packets. Thus, to ensure that a receiver can reassenble the object
with | ow reception overhead, the packets are pernuted into a random
order before transm ssion

Expandabl e FEC codes

Al'l of the FEC codes described up to this point are bl ock codes.
There is a different type of FEC codes that we call expandabl e FEC
codes. Like block codes, an expandabl e FEC encoder operates on an
obj ect of known size that is partitioned into equal |ength source
synmbols. Unlike block codes, there is no predeterm ned nunber of
encodi ng synbol s that can be generated for expandabl e FEC codes.

I nstead, an expandabl e FEC encoder can generate as few or as many
uni que encodi ng synbol s as required on denand.

LT codes [6], [7], [8], [5] are an exanple of |arge expandable FEC
codes with a small reception overhead. An LT encoder uses

random zati on to generate each encodi ng synbol randomy and

i ndependently of all other encoding synbols. Like Tornado codes, the
nunber of source synbols k may be very large for LT codes, i.e., on
the order of tens to hundreds of thousands, and the encoder and
decoder run efficiently in software. For exanple the encodi ng and
decodi ng speeds for LT codes are in the range 3-20 negabytes per
second for Pentium class machi nes of various vintages when k is in
the high tens of thousands. An LT encoder can generate as few or as
many encodi ng synbols as required on denmand. Wen a new encodi ng
synbol is to be generated by an LT encoder, it is based on a randomy
chosen encodi ng synbol 1D that uniquely describes how t he encodi ng
synmbol is to be generated fromthe source synbols. In general, each
encodi ng synbol ID value corresponds to a uni que encodi ng synbol, and
thus the space of possible encoding synbols is approximtely four
billion if for exanple the encoding synbol IDis 4 bytes. Thus, the
chance that a particular encoding synbol is the sane as any ot her
particul ar encodi ng synmbol is inversely proportional to the nunber of
possi bl e encodi ng synbol IDs. An LT decoder has the property that
with very high probability the receipt of any set of slightly nore
than k randoml y and i ndependently generated encodi ng synbols is
sufficient to reassenble the k source synbols. For exanple, when k
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is on the order of tens to hundreds of thousands the reception
overhead is less than 5%with no failures in hundreds of mllions of
trials under any | oss conditions.

Because encodi ng synbols are randonly and i ndependently generated by
choosi ng random encodi ng synbol IDs, LT codes have the property that
encodi ng synbols for the sane k source synmbols can be generated and
transmitted frommultiple senders and received by a receiver and the
reception overhead and the decoding tine is the same as if though all
the encodi ng synbols were generated by a single sender. The only
requirenent is that the senders choose their encoding synbol I|Ds
random y and i ndependently of one another.

There is a weak tradeoff between the nunber of source synbols and the
reception overhead for LT codes, and the larger the nunber of source
synbols the smaller the reception overhead. Thus, for shorter
objects, it is sonetinmes advantageous to partition the object into
many short source synbols and include nultiple encoding synmbols in
each packet. In this case, a single encoding synbol IDis used to
identify the multiple encoding synbols contained in a single packet.

There are a couple of factors for choosing the appropriate synbol

| ength/ nunber of source synbols tradeoff. The prinmary consideration
is that there is a fixed overhead per symbol in the overal

processing requirenments of the encodi ng and decodi ng, independent of
the nunber of source symbols. Thus, using shorter synbols means that
this fixed overhead processing per synbol will be a | arger component
of the overall processing requirenents, |eading to | arger overal
processing requirements. A second nuch |less inportant consideration
is that there is a conponent of the processing per synbol that
depends logarithmically on the nunber of source synbols, and thus for
this reason there is a slight preference towards fewer source
symnbol s.

Li ke small bl ock codes, there is a point when the object is |arge
enough that it makes sense to partition it into bl ocks when using LT
codes. Cenerally the object is partitioned into bl ocks whenever the
nunber of source synbols times the packet payload length is | ess than
the size of the object. Thus, if the packet payload is 1024 bytes
and t he maxi mum nunber of source synbols is 128,000 then any object
over 128 negabytes will be partitioned into nore than one bl ock. One
can choose the maxi mum nunber of source synbols to use, depending on
the desired encodi ng and decodi ng speed versus reception overhead
tradeoff desired. Encoding synbols can be uniquely identified by a
bl ock number (when the object is |arge enough to be partitioned into
nore than one bl ock) and an encoding synbol ID. The bl ock nunbers,

if they are used, are generally nunbered consecutively starting from
zero within the object. The block nunber and the encodi ng synbol ID
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are both chosen uniformy and randomy fromtheir range when an
encodi ng synbol is to be transnmitted. For example, suppose the
nunber of source synbols is 128,000 and the nunber of blocks is 2
Then, each packet generated by the LT encoder could be of the form
(b, x: y). In this exanple, the first value identifies the block
nunmber and the second value identifies the encoding synmbol within the
block. In this exanple, the block nunber b is either 0 or 1, and the
encodi ng synbol ID x mght be a 32-bit value. The value y after the
colon is the value of the encodi ng synbol .

2.5. Source blocks with variable | ength source synbols

For all the FEC codes described above, all the source synbols in the
same source block are all of the sane length. |In this section, we
describe a general technique to handle the case when it is desirable
to use source synbols of varying lengths in a single source bl ock
This technique is applicable to bl ock FEC codes.

Let |1, I_2, ... , |_k be the lengths in bytes of k varying | ength
source synbols to be considered part of the same source block. Let

| max be the maximumover i =1, ... , k of | _i. To prepare the
source block for the FEC encoder, pad each source synbol i out to
length Imax with a suffix of Imax-1_i zeroes, and then prepend to the
beginning of this the value | i. Thus, each padded source synbol is
of length x+l max, assuming that it takes x bytes to store an integer
with possible values 0,...,Imax, where x is a protocol constant known

to both the encoder and the decoder. These padded source synbol s,
each of length x+l max, are the input to the encoder, together wth
the value n. The encoder then generates n-k redundant synbols, each
of | ength x+l max.

The encodi ng synbols that are placed into packets consist of the
original k varying |length source synbols and n-k redundant synbol s,
each of length x+lmax. Fromany k of the received encodi ng synbol s,
the FEC decoder recreates the k original source synbols as follows.

If all k original source synbols are received, then no decoding is
necessary. O herw se, at |east one redundant symbol is received,
fromwhich the receiver can easily determne if the block is conposed
of variable- length source synbols: if the redundant synbol (s) is

| onger than the source synbols then the source synbols are vari abl e-
length. Note that in a variable-length block the redundant synbols
are always |onger than the | ongest source synbol, due to the presence
of the prepended synmbol - length. The receiver can determnine the

val ue of Imax by subtracting x fromthe I ength of a received
redundant synbol. For each of the received original source synbols,
the receiver can generate the correspondi ng padded source synbol as
descri bed above. Then, the input to the FEC decoder is the set of
recei ved redundant synbols, together with the set of padded source
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synmbol s constructed fromthe received original synmbols. The FEC
decoder then produces the set of k padded source synmbols. Once the k
padded source symbols have been recovered, the length | _i of origina
source synbol i can be recovered fromthe first x bytes of the ith
padded source synbol, and then original source synbol i is obtained
by taking the next | i bytes following the x bytes of the length
field.

3. Security Considerations
The use of FEC, in and of itself, inposes no additional security

consi derations versus sending the same information w thout FEC
However, just like for any transm ssion system a nalicious sender

may try to inject packets carrying corrupted encoding symbols. |If a
recei ver accepts one or nore corrupted encodi ng synbol, in place of
aut hentic ones, then such a receiver may reconstruct a corrupted

obj ect.

Application-1level transmi ssion object authentication can detect the
corrupted transfer, but the receiver nmust discard the transferred
object. By injecting corrupted encodi ng synbols, they are accepted
as valid encoding synbols by a receiver, which at the very least, is
an effective denial of service attack.

In light of this possibility, FEC receivers may screen the source
address of a received synbol against a list of authentic transmtter
addresses. Since source addresses may be spoofed, transport
protocol s using FEC may provi de nechani sns for robust source

aut henti cation of each encoding synbol. Milticast routers along the
path of a FEC transfer nmay provide the capability of discarding
mul ti cast packets that originated on that subnet, and whose source IP
address does not correspond with that subnet.

It is recomended that a packet authentication schene such as TESLA
[14] be used in conjunction with FEC codes. Then, packets that
cannot be authenticated can be discarded and the object can be
reliably recovered fromthe received authenticated packets.

4. Intellectual Property Disclosure
The | ETF has been notified of intellectual property rights clained in
regard to sone or all of the specification contained in this

docunent. For nmpore information consult the online list of clainmed
rights.
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