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Abst r act

There has been ongoi ng confusi on about the differences between

I nformati on Model s and Data Mddel s for defining managed objects in
net wor k managenment. This docunent explains the differences between
these terns by anal yzi ng how exi sting network nmanagenent nodel
specifications (fromthe | ETF and ot her bodies such as the

I nternational Tel ecomunication Union (ITU) or the Distributed
Managenment Task Force (DMIF)) fit into the universe of Information
Model s and Data Mddel s.

This nmeno docunents the main results of the 8th workshop of the
Net wor k Managenent Research Goup (NVRG of the Internet Research
Task Force (I RTF) hosted by the University of Texas at Austin.
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1.

I nt roducti on

Currently multiple | anguages exist to define managed objects.
Exampl es of such | anguages are the Structure of Managenent
Information (SM) [1], the Structure of Policy Provisioning
Information (SPPlI) [2] and, within the DMIF, the Managed Object
Format (MOF) [3]. Despite the fact that multiple | anguages exist, a
nunber of people still believe that none of these | anguages really
suits all needs.

There have been many di scussi ons to understand the advantages and

di sadvant ages, as well as the main differences, between various

| anguages. For instance, the | ETF organi zed a BoF on " Network
Informati on Modeling” (NIM at its 48th meeting (Pittsburgh, August
2000). During these discussions, it turned out that people had a

di fferent understanding of the main terns, which caused confusion and
|l ong argunents. In particular, the neaning of the terns "Infornmation
Model " (IM and "Data Mddel" (DM turned out to be controversial.

In an attenpt to address this issue, the | RTF Network Manhagenent
Research Group (NVRG dedicated its 8th workshop (Austin, Decenber
2000) to harnonizing the ternminology used in information and data
nmodel i ng. Attendees included experts fromthe | ETF, DMIF and | TU, as
wel | as academ cs who do research in this field (see the

Acknowl edgnments section for a list of participants). The main

out come of this successful workshop -- a better understanding of the
terns "Informati on Model" and "Data Mddel"” -- is presented in this
docunent .

Short definitions of these terms can al so be found el sewhere (e.g.,
in RFC 3198 [8]). Conpared to nost other documents, this one

expl ains the rational e behind the proposed definitions and provides
exanpl es.

Overvi ew

One of the key observations made at the NVRG wor kshop was that | M
and DMs are different because they serve different purposes.

The main purpose of an IMis to nodel nmanaged objects at a conceptua
| evel , independent of any specific inplenentations or protocols used
to transport the data. The degree of specificity (or detail) of the
abstractions defined in the | M depends on the nodeling needs of its
designers. In order to nmake the overall design as clear as possible,
an | Mshould hide all protocol and inplenentation details. Another
important characteristic of an IMis that it defines relationships
bet ween managed obj ects.
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DMs, conversely, are defined at a | ower |evel of abstraction and
include many details. They are intended for inplenmentors and include
prot ocol - specific constructs.

M --> conceptual / abstract nodel
| for designers and operators
S S +
| | | _
DM DM DM --> concrete/detail ed nodel

for inplementors

The rel ationship between an IMand DMis shown in the Figure above.
Si nce conceptual nodels can be inplenented in different ways,
multiple DMs can be derived froma single I M

Al though I Ms and DVs serve different purposes, it is not always
possible to precisely define what kind of details should be expressed
in an | Mand which ones belong in a DM There is a gray area where

IMs and DMs overlap -- just like there are gray areas between the
nmodel s produced during the anal ysis, high-1evel design and | ow1 evel
desi gn phases in object-oriented software engineering. 1In sone

cases, it is very difficult to determ ne whether an abstraction
bel ongs to an IMor a DM

3. Informati on Model s

IMs are primarily useful for designers to describe the nanaged
environnment, for operators to understand the nodel ed objects, and for
i npl ementors as a guide to the functionality that nust be described
and coded in the DMs. The terns "conceptual nodel s" and "abstract
nmodel s", which are often used in the literature, relate to IMs. |IM
can be inplenmented in different ways and mapped on different
protocols. They are protocol neutral.

An inportant characteristic of IMs is that they can (and generally
shoul d) specify relationshi ps between objects. O ganizations nmay use
the contents of an IMto delimt the functionality that can be
included in a DM

IMs can be defined in an informal way, using natural |anguages such
as English. An exanple of such an IMis provided by RFC 3290 [ 9],
whi ch describes a conceptual nodel of a Diffserv Router and specifies
the rel ati onshi ps between the conponents of such a router that need
to be managed. Wthin the I ETF, however, it is exceptional that an

I M be explicitly described, and even nore that the I M and DM be

specified in separate RFCs. In such cases, the docunment specifying
the IMis usually an Informational RFC whereas the docunent defining
the DM usually follows the Standards Track [4]. |In general, npbst of
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the RFCs that define an SNMP Managenent |nformation Base (M B) nodul e
al so include some kind of informal description explaining parts of
the nmodel behind that M B nodule. Such a nodel can be considered as
a docunent of an IM An exanple of this is RFC 2863, which defines
"The Interfaces Goup MB" [10]. But nbost MB nodul es published to
date include only a rudinentary and i nconpl ete description of the
underlying I M

Al ternatively, I Ms can be defined using a formal |anguage or a semi -
formal structured | anguage. One of the possibilities to formally
specify IMs is to use class diagrams of the Unified Mdeling Language
(UM). Although such diagrans are still rarely used within the | ETF
several other organizations routinely use themfor defining | M,
including the DMIF, the ITU-T SG 4, 3GPP SA5, the Tel eManagenent
Forum and the ATM Forum An inportant advantage of UM cl ass
diagrans is that they represent objects and the rel ationshi ps between
themin a standard graphical way. Because of this graphica
representation, designers and operators may find it easier to

under stand the underlyi ng managenment nodel. Al though there are other
techni ques to graphically represent objects and rel ationships (e.g.,
Entity-Relationship (ER) diagrans), UML presents the advantage of
bei ng widely adopted in the industry and taught in universities.

Al so, nmany tools for editing UML diagrans are now available. UM is
standardi zed by the Object Managenment G oup (OM35 [5].

In general, it seens advisable to use object-oriented techniques to
describe an IM In particular, the notions of abstraction and
encapsul ation, as well as the possibility that object definitions

i ncl ude net hods, are considered to be inportant.

4. Data Model s

Conpared to | Ms, DMs define nanaged objects at a | ower |evel of
abstraction. They include inplenentation- and protocol -specific
details, e.g. rules that explain howto nmap nanaged objects onto
| ower-1evel protocol constructs.

Most of the managenent nodels standardi zed to date are DMs. Exanples
i ncl ude:

o Managenent Information Base (M B) nodul es defined within the | ETF
The | anguage (syntax) used to define these DMs is called the
"Structure of Managenent Information" (SM) [1] and is derived
fromASN. 1 [6].

Pras & Schoenwael der I nf or mat i onal [ Page 4]



RFC 3444 I nformati on Model s and Data Mbdel s January 2003

o0 Policy Information Base (PIB) nodul es, devel oped within the | ETF.
Their syntax is defined by the "Structure of Policy Provisioning
Information” (SPPI) [2], which is close to SM and is al so derived
fromASN 1 [6].

o Managenent Infornmation Base (M B) nodul es, originally defined by
the 1SO and currently mai ntai ned and enhanced by the ITUT. The
syntax of these DVMs is specified in the "Quidelines for the
Definition of Managed Chjects"” (GDMO [7]. GDMO M B nodul es make
use of object-oriented principles.

0 C M Schemas, devel oped within the DMIF. The DMIF publishes them
in tw forms: graphical and textual. The graphical forns use UM
di agrans and are not normative (because not all details can be
represented graphically). They can be downl oaded fromthe DMIF
Web site in PDF and Visio formats. (Visio is a tool to draw UM
class diagrans.) The textual fornms are nornmative and witten in a
| anguage cal |l ed the "Managed Ohject Format" (MOF) [3]. CM
Schenmas are object-oriented.

Because CI M Schemas support a graphical notation whereas |ETF M B
nmodul es do not, designers and operators may find it easier to
understand CI M Schemas than | ETF M B nodul es. One could therefore
argue that CIM Schenmas are closer to IMs than | ETF M B nodul es.

The Figure bel ow summari zes these exanples. The | anguages that are
used to define the DVs are shown between brackets.

I M --> M
I
S S S o e e o - +
I I I I
M B Pl B Cl M schema csl-MB --> DM
(SM) (SPPI) ( MOF) ( GDVD)
To illustrate what details are included in a DM |et us consider the

exanpl e of ETF M B nodul es. As opposed to IMs, |ETF M B nodul es

i nclude details such as O D assignments and i ndexing structures. The
rel ati onships defined in the IMare inplenented as A D pointers or
realized through indexing relationships specified in | NDEX cl auses.
Many ot her inplenmentation-specific details are included, such as MAX-
ACCESS and STATUS cl auses and conformance statenents.

A special kind of DM | anguage is the SM ng | anguage defined by the
NVMRG  This | anguage was designed at a hi gher conceptual |evel than
SMv1l/SMv2 and SPPI. 1In fact, one of the intentions behind SM ng
was to stop the proliferation of different DM I anguages within the
| ETF and to harnoni ze the various nodels. As a result, MB and PI B
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nmodul es defined in SMng can be mapped on different underlying
protocols. There is a mapping on SNVP and anot her nmappi ng on COPS-
PR. SMng is therefore nore protocol neutral than other |ETF
approaches. It also supports sone object-oriented principles and
provi des extension nmechanisnms that allow the additi on of new features
(e.g., the support for nethods). New features can then be used when
they are supported by the underlying protocols, wthout breaking

SMng inplenmentations. Still, SMng should be considered a DM  For
instance, to express relationships between managed objects,
techni ques such as UML and ER diagrans still give better results

because these diagrans are easier to understand.

Note that the | ETF SM NG Wrki ng G oup took a different approach and
deci ded not to use the SMng | anguage defined by the NVRG | nstead,
the SM NG Wrking Goup is developing a third version of SM (SMv3)
that is primarily targeted towards SNVMP, and which incorporates only
sonme of the ideas devel oped within the NVRG

5. Security Considerations

The neaning of the terns Information Mbdel and Data Mddel has no
direct security inpact on the Internet.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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